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La e-santé et les nouvelles technologies digitales au service du partage  

et de la structuration des données médicales. 

El Bakri A, Larré S, Chevallier D, Tourbah A, Hérard A, El Omar R, Atlan M. 

Introduction 

La prédiction en santé nécessite l’analyse numérique de données massives. Or en pratique, 

l’information médicale est centralisée, très peu partagée et insuffisamment structurée, ce qui 

représente un frein à l’application de l’intelligence artificielle. Face à ce constat, l’objectif était 

d’étudier l’intérêt de la e-santé dans le partage et la structuration des données médicales puis 

de proposer une nouvelle solution technologique décentralisée et plus adaptée. 

Matériels et Méthodes  

Après une revue de la littérature scientifique, une étude cas-témoin multicentrique a été d’abord 

conduite en utilisant la micro-spectroscopie infrarouge appliquée sur les pièces tumorales d’une 

cohorte rétrospective de 100 patients opérés d’un cancer du rein et suivis pendant 5 ans.  

Une classification mathématique non supervisée a été appliquée sur les données générées.  

Suite à cette étude, il a été lancé le développement d’une carte de santé appelée PassCare®, 

dotée d’une nouvelle architecture technologique hybride pour partager et structurer 

l’information médicale. L’élaboration de ce modèle a duré 4 ans (2016 – 2019) et a nécessité 

la création d’une entreprise (InnovHealth®) et le recrutement d’ingénieurs avec financement du 

programme de recherche par la Banque Publique d’Investissement (Bpifrance). 

Résultats et Discussion 

L’algorithme dans la première étude a permis d’identifier deux marqueurs optiques 

pronostiques en élaborant 4 millions de données ce qui démontre le potentiel prédictif d’un 

modèle de Big Data produit à partir d’une petite cohorte de patients. Cependant, ce long 

processus nécessite d’être validé par une classification supervisée et n’est pas duplicable.  

D’où le développement du projet applicatif d’une plateforme digitale complète de e-santé sur 

la base d’une nouvelle architecture hybride et sécurisée, qui permet de partager instantanément, 

RÉSUMÉ 
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structurer et décentraliser l’information dans un modèle biface repensé, incluant la traçabilité 

électronique du consentement des patients et facilitant ainsi l’exploitation des données dans les 

protocoles de recherche. Bien qu’il soit opérationnel, ce modèle PassCare® nécessite plus de 

recul et de données afin de le valider en pratique clinique. 

Conclusion et perspectives 

La e-santé et les nouvelles technologies digitales peuvent permettre un partage plus efficace et 

une meilleure structuration des données de santé dans l’optique d’une médecine prédictive. 

Ce travail ouvre la voie à un changement de paradigme avec la possibilité, entre autres, 

d’exploitation prospective de données médicales en vie réelle et d’alimentation continue des 

nouveaux Départements Médico-Universitaires (DMU), tout en mettant le patient au centre 

d’un parcours de soins connecté et mieux coordonné. Une étude de validation est en cours dans 

le service de Chirurgie Plastique de l’Hôpital Tenon à Paris. 

Mots-clés : Dossier de santé personnel, Télémédecine, Données massives, Intelligence 

artificielle, Carcinome rénal à cellules claires, Spectroscopie infrarouge, Apprentissage 

machine, Fouille de données, Apprentissage profond, Reconnaissance optique de caractères, 

Blockchains, Médecine prédictive.  
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E-Health and New Digital Technologies for Health Data Sharing and Structuring 

El Bakri A, Larré S, Chevallier D, Tourbah A, Hérard A, El Omar R, Atlan M. 

Introduction 

Predictive healthcare requires big data analytics. In practice, however, health information is 

centralized, inadequately structured and rarely shared, impeding the application of artificial 

intelligence. This being the case, the objective was to explore the potential value of e-health in 

health data sharing and structuring with a view to offering a new, more suitable decentralized 

technological solution.  

Materials and Methods 

After a review of the scientific literature, a multicenter case-control study was first conducted 

using infrared microspectroscopy applied to tumor sections from a retrospective cohort of 100 

patients having undergone surgery for kidney cancer and followed for five years. Mathematical 

clustering was applied to the generated data. This study led to the development of PassCare®, 

a health card featuring a new hybrid technological architecture for sharing and structuring 

health information. Four years (2016–2019) were dedicated to developing this model, which 

required the creation of a company (InnovHealth®) and the recruitment of engineers. The 

funding for the research program was provided by Bpifrance, the French public investment 

bank.  

Results and Discussion 

The algorithm used in the first study identified two optical prognostic markers by developing 

four million data points, demonstrating the predictive potential of a big-data model produced 

from a small cohort of patients. However, this lengthy process needs to be validated using 

supervised classification and cannot be replicated.  

 

Hence the development of the project for the application of a complete e-health digital platform 

based on a new, secure hybrid architecture, which allows information to be instantly shared, 

ABSTRACT 
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structured and decentralized in a redesigned two-sided model, including electronic traceability 

of patient consent, facilitating the data’s use in research protocols. Although already 

operational, this PassCare® model requires more data and long-term application experience in 

order to be validated in clinical practice. 

Conclusion and perspectives 

E-health and new digital technologies can allow more efficient sharing and better structuring 

of health data for predictive healthcare. This work paves the way for a paradigm shift with 

potential future exploitation of real-life health data, providing a continuous supply of 

information to the new Medical University Departments, while placing the patient in the center 

of a better coordinated and connected care pathway. A validation study is under way at the 

Plastic Surgery Department of Hôpital Tenon in Paris. 

 

Keywords: Patient generated health data, Personal health records, Telemedicine, Big Data, 

Artificial Intelligence, Renal cell carcinoma, Infrared spectroscopy, Machine learning,  

Data mining, Deep learning, Optical character recognition, Blockchains, Predictive medicine. 
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INTRODUCTION 
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Predictive healthcare requires big data analytics. Yet digital developments for healthcare are 

not keeping pace with new digital technologies. In practice, health information is rarely shared 

and is inadequately structured, impeding the application of artificial intelligence, particularly 

in public health (1). Indeed, the care pathways operate compartmentally, and patients do not 

have easy access to their data. Given these practical constraints which demonstrate highly 

centralized architectures, the objective was to explore the potential value of e-health and 

decentralization in health data sharing and structuring with a view to offering a new 

technological solution (Figure 1). 

 

  

1. GENERAL INTRODUCTION  

Figure 1: Hybrid technology model proposed in the PassCare® project 
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1.1 Context, observations and situation report 

 The computerization of health data 

The computerization of health is the foundation of a quality healthcare service, since 

information technologies can improve both patient care and health systems (2).  

Indeed, an effective healthcare service is patient information-centered.  

Moreover, doctors and healthcare professionals need reliable and relevant data to diagnose 

diseases, prescribe medication and provide their patients with appropriate advice. Likewise, 

managers rely on quality information to make right decisions. For example, the management of 

the necessary hospital personnel, facilities and drug stocks, and the effective management of 

epidemics relies on the sound management of this information. In many countries with effective 

health systems, healthcare is founded on a solid health information system. Furthermore, the 

computerization of health systems ensures adequate management of the data healthcare 

professionals and establishments need to provide their care effectively. Well-functioning 

information systems allow data to be communicated and synchronized and actions to be 

coordinated between the different healthcare professionals (3). With the abundance of tools 

available in this digital age, a great many potentially informative electronic data sources are 

currently being amassed in the health sector. Californian group Kaiser Permanente, for instance, 

which has over 9 million patients, purportedly has between 26.5 and 44 petabytes of health data 

(4).  

 

In countries where the provision of medical care is less efficient, the advent of information 

technology has served to improve healthcare services (5). Indeed, the World Health 

Organization (WHO) has already provided Mongolia with computers to improve the country’s 

healthcare system (6). Likewise, Africa is making continuous improvements in this area (7) 

with the advent of the Internet and the use of mobile phones, with a high penetration rate and 

the boom of social media and networks (8). 

However, the rate at which electronic health records are being generated is currently so high, 

and the type and complexity of this data so diverse, that it can no longer be processed using 

mainstream software or conventional data management tools and methods. 
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 Big data, health data structuring and centralization 

Although businesses are the major players in the use and application of big data, the health 

sector has recently become very active in this area. In many cases, big data applications have 

contributed to cutting costs (9), from diagnosis and the prescription of appropriate treatments, 

to health system surveillance and better public health accountability. Now, doctors have 

traditionally used their experience and judgement to make diagnoses and clinical decisions. 

However, in this digital age of big data, the decisions healthcare professionals make can be 

machine guided (10). Indeed, patient data and information generated by other healthcare 

professionals, specifically laboratories and radiology, are transmitted in good time, increasing 

the data available for making more informed decisions about patients. It is this diverse 

collection of generated data that constitutes the renowned “big data”. In the health sector, this 

data covers clinical data, doctors’ prescriptions and notes, medical imaging, the results of 

biological examinations and laboratory tests, pharmaceutical records, health insurance reports, 

administrative reports, patient historical data with their personal and family history, as well as 

publications on social media platforms like Facebook and Twitter, blogs and other information 

not directly connected to patients, such as news in health magazines, and relevant publications 

in medical journals (11). Just like in the business world, the availability of big data in the health 

sector provides an opportunity to discover relationships, models and trends in data. Information 

from these sources can therefore improve healthcare. However, this big data poses several key 

problems, specifically its scattered nature, its lack of structuring, its centralization in databases 

and software that are not interconnected, the lack of interoperability and, above all, the 

compartmentalized manner in which the medical world operates. 
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 The limitations of state Dossiers Médicaux Partagés [Shared Health 

Records] (DMP) 

According to a study conducted by French market research company Opinion Way, almost 70% 

of patients would like to be able to make online appointments and access and manage an 

electronic health record. Almost 85% say they are willing to share their health data online. 

However, the day-to-day management of health records could be improved because 50% of 

French people do not bring their complete record to their consultations with a healthcare 

professional, 39% do not know whether their vaccinations are up to date, and 25% only scan 

and archive their medical analyses (12). 

In France, the government has recently implemented a strategy to transform the health system 

by speeding up the digital transition. According to the Ministry of Health, these reforms aim to 

“improve the quality of healthcare for patients and improve day-to-day practice for 

professionals thanks to the organizational changes they will permit”. 

Nonetheless, the experience of implementing a shared health record in France has so far been 

extremely complex. Launched in 2004 by former Minister of Health Philippe Douste-Blazy, 

this shared medical record has taken 15 years to get under way, and current figures indicate that 

although around 6 million records have been opened (mainly by pharmacists, paid to do so) 

only 1% contain clinical and health data. The social security system recently took over the 

management of this shared medical record after repeated failures by the Agence des Systèmes 

Informatiques Partagés en Santé [Shared Health Information Systems Agency] (ASIP-Santé) 

governed by the Ministry of Health. The health insurance system now automatically provides 

each opened file with two years of reimbursement data history. Moreover, several years ago the 

dossier pharmaceutique [pharmaceutical record] (DP) created by the Ordre National des 

Pharmaciens [National Pharmacists Association] succeeded in connecting patients’ 

pharmaceutical pathway. This pharmaceutical record can be opened free of charge in 

pharmacies with the patient’s oral consent. It does not contain clinical information and it is 

stored for four months. At present, however, the shared health record and pharmaceutical record 

are not always connected, creating discontinuity in the patient care pathway and adding a further 

barrier to the sharing of health data which remains compartmentalized in each information 

system.  
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In reality, there are three major limitations to the effective functioning of shared health records: 

 

1) The absence of a national health identifier. 

2) The reluctance of healthcare professionals to fill in a state health record. 

3) The market presence of a host of different software publishers for each profession which do 

not conform to a unique data structuring and interoperability framework. 

 

The patient does not ultimately have efficient and continuous digital access to their medical and 

paramedical data. Worldwide, only Australia, Estonia and a few north European countries have 

successfully nationalized a health record, despite the fact that we are in an age where technology 

allows data to be shared and secured in most other fields. 
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We first carried out a general systematic review and comparison of our own work with the 

scientific literature using the following key words (via the MeSH and BnF thesauri):  

 

Patient generated health data, Personal health records, Telemedicine, Big Data, Artificial 

Intelligence, Renal cell carcinoma, Infrared spectroscopy, Machine learning, Data mining, 

Deep learning, Optical character recognition, Blockchains, Predictive medicine. 

 

Dossier de santé personnel, Télémédecine, Données massives, Intelligence artificielle, 

Carcinome rénal à cellules claires, Spectroscopie infrarouge, Apprentissage machine, Fouille 

de données, Apprentissage profond, Reconnaissance optique de caractères, Blockchains, 

Médecine prédictive. 

 

Initial research work was then carried out in the form of a case-control, multi-center pilot study 

to evaluate the prognostic value of infrared vibrational microscopy in renal carcinoma, by 

developing a metastatic risk prediction algorithm. This study was conducted on a retrospective 

cohort of 100 patients with clear cell renal cell carcinoma who had undergone radical 

nephrectomy with R0 positive surgical margins, divided into two groups: M1 metastatic 

patients and M0 non-metastatic patients, after five years of follow-up and with matching of the 

Fuhrman histoprognostic nuclear grade and tumor stage. 

 

The two groups were comparable in terms of their clinical, biological and histological 

characteristics. A big data model with 4 million spectral data sets was generated.  

The processing and machine learning phase began with k-Means (KM) unsupervised 

mathematical classification, followed by a comparative statistical analysis of the two groups. 

Lastly, in light of the initial observations, the obstacles encountered and the results of the first 

study, a second application work was instigated as part of a project to develop a health card 

called PassCare® benefiting from a new hybrid technology architecture for sharing and 

2. THESIS MATERIALS AND METHODS   
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structuring health information.  

 

Four years (2016–2019) were dedicated to the creation of this model, which required the 

recruitment of a team of specialized engineers within a French corporate structure called 

InnovHealth®, which was funded by various research programs of French public investment 

bank Bpifrance. 

 

This work took a total of five years (2015–2019). 
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PART TWO 

 

REVIEW OF THE LITERATURE ON HEALTH BIG DATA 
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Big data looks very promising for the health sector, bringing with it advantages for analysing 

large volumes of a variety of data to obtain accurate information that will allow healthcare 

professionals and administrators to make better decisions (13). Big data analytics in healthcare 

can reveal associations, patterns and trends that enable healthcare providers and stakeholders 

to better control costs, improve diagnosis and find and use better targeted therapies for diseases 

(14).  

It can be used for the surveillance and prevention of epidemics and can lead to an overall 

improvement in patient care, especially in regions like Africa (15). 

In 2012, the United States government invested around 200 million dollars in a big data 

initiative, with the development of open-access (open data) health data analytics to improve 

medical research and promote scientific innovation (Maison Blanche, 2012).  

As a result, many health-related organizations have begun requesting funding for the use and 

exploitation of these mega volumes of accessible health information. 

Big data is generally characterized by the 4 Vs (Figure 2): Volume (large quantity of data or 

big data), Velocity (speed of data change), Variability (different sources of data) and Veracity 

(degree of reliability of the information). 

  

3. THE CUTTING EDGE OF HEALTH BIG DATA 
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Figure 2: The criteria of big data: 4 Vs 

 

Although the application of healthcare big data is still in its infancy in Africa (16) compared 

with its application in the developed world, the scientific literature shows that the analysis of 

large volumes of health data is also emerging in several developing countries, since it can be a 

key weapon for improving access to healthcare and eradicating many of the diseases prevailing 

in the African continent.  

If we take the example of Africa, although many regions do not have the necessary 

infrastructures or facilities to provide quality healthcare, the growing use of social networks 

(Facebook, Twitter, WhatsApp, WeChat, etc.), mobile devices and the Internet are generating 

a significant amount of data that can be used for disease surveillance (17).  

In fact, a 2010 United Nations (UN) report shows that Africa has made a giant leap with a high 

telecommunications penetration rate directly to mobile phones bypassing landlines, thus 

facilitating the collection of a large volume of data on people’s behavior, particularly in relation 

to disease surveillance (18).  

Digital epidemiology is an emerging field in the public health sector which deals with the way 

in which big data can be used to detect, understand and identify public health challenges (19).  

With the growing use of social networks and mobile phones, efforts to examine the way big 

data from these social media and smartphones can be used to simply monitor, prevent, detect 

and treat diseases can now be stepped up.  
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By way of example, when around 553 million tweets in the United States were collected online 

and sorted using key words linked to the human immunodeficiency virus (HIV), analysis results 

(20) show that there was a high positive correlation between the tweets related to HIV and the 

HIV cases reported in certain regions of the United States (21). This demonstrates the value of 

this social network data as a disease evaluation and prevention tool.  

Although contagious diseases represent a tremendous burden to the African health sector (22), 

big data analytics provides a unique opportunity to monitor the transmission risk of these 

diseases. 

During the Ebola crisis (23), mobile phones were one of the most useful tools.  

Indeed, smartphones are widely available in many African countries, including the regions 

affected by the Ebola virus (24). Scientists therefore exploited the very rich data source 

provided by mobile phone companies to visualize the movements of Ebola patients and predict 

how the virus could spread (25).  

A telecommunications provider in an affected West African country, for example, provided 

Swiss non-governmental organization (NGO) Flowminder with the anonymized voice calls and 

SMS of around 150,000 mobile phones (26). Data that was ultimately used to produce detailed 

epidemiological maps illustrating the movements of patients with the Ebola virus. The 

authorities then used this information to determine the best locations (27) to set up treatment 

centers and deployed measures to limit movements to control the disease's spread (28). 

Then there is the important notion of business intelligence (BI) to address. A tool, a technology 

(29), a process, a methodology and an architecture (30) used to collect, store and analyze data 

to provide more detailed information to aid strategic decision-making (31). It has been proven 

that BI (32) has the capacity to make collected data like health records operational to make an 

evidence-based medical practice possible, thus improving healthcare provision. 

Due to our society’s dynamics in terms of legislative and regulatory changes and the quantity 

of data generated, healthcare organizations can use BI solutions to exploit data (33) for effective 

decision-making, thereby improving patient services, reducing administrative costs and 

optimizing patient management (34). Healthcare providers and professionals now manage the 

health service as if it were a business, making BI of significant interest to this sector (35).  

 

As an architecture (36), BI provides a framework showing the processes that connect the 

internal and external stakeholders within the healthcare environment (37). The sector's 
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decision-makers therefore need to have knowledge of these processes to understand the 

usefulness of this innovation. Now, this is a field that is not generally short of data. The 

challenge therefore consists in transforming this enormous quantity of data into useful 

information and exploitable knowledge. Hence why BI is relevant to the field of health (38). 

The Obama Affordable Care Act focuses on the quality of the health service rather than the 

number of patients treated, and when this Act came into force, healthcare providers across 

America raised their concerns. However, thanks to business intelligence software, these 

healthcare providers were able to predict the financial and operational costs of this Act and 

therefore determine how to maintain and even improve their efficiency (39).  

The BI global market (40) in the health sector is estimated at 3.596 billion dollars and could be 

as high as 4.739 billion dollars (41). The main factors responsible for this growth are the 

emergence of health big data, improved healthcare provision and patient satisfaction. The 

United States dominate the strategic intelligence market in the health sector, followed by the 

Asian countries: China, India, Singapore and Malaysia which have quickly adopted BI in the 

health sector (42). The adoption of health BI is also now emerging in African countries and 

looks set to flourish with the population’s growing use of mobile technologies (43), social 

media platforms, the growing adoption of cloud computing and the increasing use of electronic 

health data within the medical community (44). 

Although the application of big data in Africa is still in its infancy, recent reports have shown 

that digital surveillance is being used to effectively monitor epidemics (45). 

Despite the ethical issues associated with the use of big data in Africa, the risk of an epidemic 

spreading can sometimes become a national, or indeed, an international crisis. When measures 

must be taken to save lives, governments must make political decisions to stop such situations 

at all costs. Hence why the application of big data was recently deployed in the health sector to 

eradicate these epidemics (46). The use of electronic surveillance to detect infectious disease 

epidemics is a giant leap made recently by health administrators in Africa who have paved the 

way for the use of big data (47). Early detection and surveillance are essential to the prevention 

of infectious diseases (48).  

One example would be HealthMap, a form of digital surveillance used successfully in Africa 

and across the world. It is an open-source automated electronic information system used to 

present data on disease epidemics according to geography, time and infectious disease carriers 

(49).  
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Health organizations like WHO (50) rely on systems like HealthMap to detect epidemics. For 

example, the dreaded Ebola epidemic in West Africa was made known to the whole world on 

March 14, 2014, after HealthMap retrieved the report of a fatal fever in Guinea from a French 

information website. On the basis of this report, Sierra Leone, which shares its border with 

Guinea, officially declared that the Ebola virus had spread to Sierra Leone on March 23. WHO 

then declared that the Ebola virus was a serious public health epidemic on August 8, 2014 (51). 

This surveillance has also helped detect new cases of polio in war-torn north-west Nigeria (52). 

 

HealthMap’s strength as a disease location detection tool lies in its capacity to pool immense, 

diversified and unstructured resources. 
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PART THREE 

 

PREDICTING METASTATIC RISK IN RENAL CARCINOMA 
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4.1 Introduction    

 Epidemiology  

In France, renal carcinoma (Figure 3) is the sixth most common cancer in men and the third 

most common urological cancer, responsible for almost 4,000 deaths in France according to the 

Institut National du Cancer [National Cancer Institute] (InCa 2012).  

  

4. CASE STUDY NO.1: PREDICTING METASTASES IN RENAL 

CARCINOMA BY DEVELOPING A BIG DATA MODEL 

Figure 3: Renal carcinoma tumor piece 
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 2009 TNM Classification 

The TNM classification (Table I) is an international system for classifying cancers according 

to their anatomical extent. Several revisions have been published, the latest being the seventh 

edition in 2009. The letter T stands for the original tumor, the letter N indicates whether or not 

the tumor has spread to the neighboring lymph nodes, and the letter M refers to the absence or 

presence of distant metastases. 

Table I: 2009 TNM Classification 

T 

TX Primary tumor cannot be assessed 

T0 No evidence of primary tumor 

T1 Tumor ≤7 cm in greatest dimension, limited to the kidney 

 T1a – Tumor ≤4 cm in greatest dimension, limited to the kidney 

 T1b – Tumor >4 cm but ≤7 cm in greatest dimension, limited to the kidney 

T2 Tumor >7 cm in greatest dimension, limited to the kidney 

 
T2a – Tumor >7 cm but ≤10 cm in greatest dimension, limited to the kidney 

T2b – Tumor >10 cm, limited to the kidney 

T3 
Tumor extends into major veins or perinephric tissues but not into the 

ipsilateral adrenal gland and not beyond the Gerota fascia 

 

T3a – Tumor grossly extends into the renal vein or its segmental (muscle-

containing) branches, or tumor invades perirenal and/or renal sinus fat but 

not beyond the Gerota fascia 

T3b – Tumor grossly extends into the vena cava below the diaphragm T3c 

– Tumor grossly extends into the vena cava above the diaphragm or invades 

the wall of the vena cava 

T4 
Tumor invades beyond the Gerota fascia (including contiguous extension 

into the ipsilateral adrenal gland) 

N 

 NX Regional lymph nodes cannot be assessed 

 N0 No regional lymph node metastasis 

 N1 Metastasis in regional lymph node(s) 

 N2 Metastasis in more than 1 regional lymph node 

M 

 MX Distant metastasis cannot be assessed 

 M0 No distant metastasis 

 M1 Distant metastasis 
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 Anatomical pathology 

Histological types of renal tumors: 

Clear cell renal cell carcinoma represents 75% of all anatomopathological types of renal 

carcinoma. 

Figure 4 shows the progeny and histo-anatomical origin of the different anatomopathological 

types of renal carcinoma.  

  

Figure 4: Progeny and anatomopathological origins of renal carcinoma 
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Figure 5 presents examples of histological sections of the main anatomopathological types of 

renal carcinoma: 

Table II compares the characteristics of six types of renal cell tumors: 

a b 

c a. Clear cell carcinoma: cells that are 
rarely eosinophilic found in a highly 
vascularized stroma 

b. Chromophobe cell carcinoma: tumor 
cells with well-defined cell borders, 
round nuclei and perinuclear halos 

c. Tubulopapillary carcinoma 

Figure 5: Histological sections of the main anatomopathological types 

Table II: Main characteristics of the six anatomopathological types of renal cell tumors 
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 Treatment  

The standard treatment is partial or radical nephrectomy depending on the size of the tumor T 

and the technical feasibility. For the metastatic forms, the treatment strategy chosen and the 

role of nephrectomy are currently guided by a prognostic assessment based on clinical and 

biological criteria. However, these criteria only allow an imprecise evaluation of the prognosis 

(Table III) (53).  

Table III: Summary of the main prognostic systems for renal carcinoma 

 

In the last few years, tyrosine kinase inhibitors have emerged as a treatment for the metastatic 

forms. This inhibitor blocks the activity of tyrosine kinase, an enzyme involved in the cell 

signaling process. Tyrosine kinase plays a role in cell communication, development, division 

and growth. Tyrosine kinase inhibitors are therefore a type of targeted therapy by inhibiting the 

growth factor and angiogenesis. Standard chemotherapy cannot be used to treat renal 

carcinoma. Anti-angiogenic targeted therapies have doubled the progression-free survival time 

from five to ten months, although median survival remains low at eight months. However, the 

cost of these new therapies is very high. Moreover, the treatment response is uncertain and 

several lines of treatment remain necessary.  
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 Prognosis 

The prognosis is closely linked to the tumor’s aggressiveness and the onset of secondary distant 

metastatic lesions. In fact, the five-year survival rate decreases from 70% for the M0 non-

metastatic forms to 10% for the M1 metastatic forms. Clinicians currently have access to very 

little accurate and objective information to evaluate this prognosis, and for the moment the 

Fuhrman grade remains at the forefront. It is an independent prognosis factor, but is subject to 

inter-individual anatomopathological interpretation variability which impairs its reproducibility 

and relevance. The Fuhrman grade is based on the nuclear atypia of the most atypical contingent 

of cells, and cell type and tumor architecture are not considered. This grade integrates 4 

parameters: the size of the nuclei (from 10 to 20 microns), the contours of the nuclei (regular, 

irregular), the presence of nucleoli at different magnifications (x400, x100) and the presence of 

bizarre cells (immediately classes the tumor in the highest grade = Fuhrman 4).  

The system has 4 grades of increasing severity (Figure 6). Two different anatomical 

pathologists have a 5% risk of giving two different interpretations (54).  

Now in practice, from a prognostic perspective, we can separate low-grade renal cell cancers 

(1 and 2) which have a five-year survival rate of over 70%, and high-grade cancers (3 and 4) 

which have a five-year survival rate of less than 50% (54). 

Figure 6: The 4 grades of Fuhrman's anatomopathological grading system 
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The onset of metastases increases with the grade (54): 

• Grade 1 (Figure 6, top left): 2% 

The nuclei are small and regular, the nucleoli are not visible. 

• Grade 2 (Figure 6, top right): 9% 

The nuclei are larger and irregular, the nucleoli will be visible at a higher 

magnification (x400). 

• Grade 3 (Figure 6, bottom right): 17% 

The nuclei are large and prominent and very irregular, the nucleoli will be visible at 

a lower magnification (x100). 

• Grade 4 (Figure 6, bottom right): 30% 

The cells are giant, nuclei appear bizarre and multilobated. 

 

The identification of new more reliable and more objective prognostic markers would allow 

better management of renal carcinoma.   
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4.2 Infrared vibrational microscopy 

 New tissue characterization optical technology 

The principle of infrared microscopy is based on the absorption of infrared radiation by the 

tissue's molecular components. Combined with a mapping system, this technique is used to 

record multidimensional spectral images with a resolution of a few micrometers. Each pixel of 

the image is composed of a specific infrared spectrum of the biomolecular and structural 

composition of the tissue at this site.  

This technique relies on the possibility of revealing biochemical and molecular changes that 

occur during physiopathological processes like carcinogenesis. It is a non-destructive, label-

free technique.  

The molecular information within tissues can be detected by vibrational spectroscopy, even 

before the tissue’s morphology is affected, and therefore at a stage that is undetectable in 

conventional pathology. Multivariate infrared imaging data processing statistical methods have 

now been developed for this purpose, paving the way for the concept of spectral histopathology 

(SHP) (55). 

Certain developed algorithms authorize the direct analysis of paraffin-embedded samples, by 

performing digital deparaffinization of the infrared spectra of tissues (56).  

The SHP approach therefore seems complementary to conventional histology, allowing for 

automated tissue characterization that is completely independent of the operator or the 

anatomical pathologist’s evaluation (57).  

This approach can also be used to associate infrared spectral signatures with different tissue 

components. The analysis of the vibration bands characteristic of these signatures can provide 

access to the molecular components (collagen, nucleic acids, sugars, etc.) of the tissues (58).  
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 Biophysical aspects  

There are two types of vibrational microscopies:  

• Raman scattering (59) 

• Infrared absorption (58) 

 

Their use as new and complementary tissue characterization tools for application in a clinical 

setting is steadily on the rise.  

The technique we used in this work is infrared absorption vibrational microscopy based on the 

light-matter interaction in the infrared range. The information obtained is recorded in the form 

of spectra representing the absorption according to the number of molecular vibration waves.  

 

The statistical processing of this spectral information can then be used to probe the composition 

and/or structure of large classes of biomolecules present in the sample, in particular proteins, 

carbohydrates and nucleic acids.  

 

This technique is based on the measurement of the specific vibrational frequencies of molecules 

when probed by excitation radiation. A polyatomic molecule has a number of degrees of 

freedom for the chemical bond vibration modes. According to the incident radiation frequency, 

these bonds will undergo different vibration modes: elongation, angular bending or out-of-plane 

bending (Figure 7).  
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The figure below shows an example of the different vibration waves of the CH2 group. 

 

 

Infrared absorption vibrational spectroscopy consists in measuring the energy variations 

between the incident radiation and the radiation after interaction with the sample. It can then be 

used to obtain the intensity variations of each of these vibration modes. These variations are 

represented in the form of a spectrum, which can be considered a digital fingerprint containing 

the biomolecular information specific to the sample. 

 

When the energy from the light radiation passing through the sample is equal to the vibrational 

energy of the atomic bonds of one of its molecules, the radiation is partially absorbed, 

decreasing its intensity. An infrared spectrum therefore contains absorption A (or transmittance 

T) values according to the number of waves expressed in cm-1. 

The IR radiation domain is comprised of three regions:  

• Near-IR: 12,500 – 400 cm-1 

• Mid-IR: 4,000 – 400 cm-1 

• Far-IR: 400 – 10 cm-1 

Figure 7: Vibration waves of the CH2 group 
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Mid-IR corresponds to the vibration frequency domain of the bonds of the majority of the 

molecules, and therefore represents the region most suited to biomolecular analysis.  

The figure below (Figure 8) shows an example of the Mid-IR absorption spectrum of the 

different structures of a biological sample. Figure 9 shows the attribution of the vibrational 

modes of the main organic compounds.  

Figure 8: IR absorption spectrum of a biological sample 
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Figure 9: Attribution of the vibrational modes of the main organic compounds 
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4.3 Study rationale 

In this work we focused on prognosis by studying tumor aggressiveness in renal cell carcinoma. 

The rationale for this research project is the use of this innovative biophotonic technology: 

infrared microscopy, to respond to a well-defined clinical question, i.e. the prediction of renal 

tumor invasiveness by developing a big data model. The optical big data will then be 

statistically analyzed by machine learning to establish a clustering of tissues according to pre- 

and post-defined criteria (Figure 10). 

Although the proof of concept of the practical potential of this approach has been published, its 

use in urologic oncology remains limited. Yet, the current scientific literature shows that it has 

potential valuable applications in urologic oncology for the bladder (60), kidney (61) and 

prostate (62), particularly for in-vitro diagnosis (63). 

Vibrational spectroscopy, which has demonstrated its potential in tumor diagnosis, notably 

renal, could be a promising tool for the prognostic evaluation of tumors. However, to our 

knowledge, no study has yet been published on this subject. 

  

Figure 10: Acquisition of tumor big data by microscopy 
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4.4 Objective  

The primary objective of this project was to establish by infrared microscopy a characteristic 

spectral signature that can be used to define a prognostic optical marker for clear cell renal cell 

carcinoma.  

4.5 Materials and methods 

  Study design and patient selection 

Our study is a case-control, multi-center, prognostic pilot study carried out retrospectively on a 

cohort of 100 patients having undergone an R0 radical nephrectomy (positive surgical margins) 

for clear cell renal cell carcinoma, between 2005 and 2010 and monitored for at least five years 

at Reims University Hospital, Hôpital Tenon in Paris and the Institut de lutte contre le cancer 

Jean Godinot in Reims, where patients are monitored once they transition to metastatic stage.  

The first-line treatment these patients receive at these establishments is a tyrosine kinase 

inhibitor. 

Two groups of 50 patients were created with matching for two confounding factors: Tumor T 

size and the Fuhrman nuclear grade (grade 1, 2, 3 or 4). A first “control” group comprised of 

patients without M0 recurrent metastasis after at least five years of monitoring. A second “case” 

group containing M1 metachronous metastatic patients (having progressed during their 

monitoring) treated with the same tyrosine kinase inhibitor. 

 

Inclusion criteria:  

• Patients with clear cell renal cell carcinoma. 

• Patients having had an R0 radical nephrectomy (positive surgical margins). 

• M1 metachronous metastatic patients (having progressed to a secondary metastatic 

state during post-nephrectomy monitoring). 

• Patients receiving a tyrosine kinase inhibitor as a first-line anti-angiogenic targeted 

therapy (they all received Sunitinib (Sutent®)).  
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Exclusion criteria:  

• R1 patients (invaded surgical margins). 

• M1 synchronous metastatic patients (immediate discovery of the metastasis, at the 

time of diagnosis). 

• Patients with non-clear cell renal cancers.  

 

The flow chart in Figure 11 provides a summary of the study design. 

It should be noted that the patients are matched for tumor T stage and Fuhrman histoprognostic 

nuclear grade. The data was collected from patients under the care of Reims University 

Hospital, Hôpital Tenon in Paris and the Institut de cancérologie Jean Godinot in Reims. 

  

Figure 11: Flow chart summarizing the study design 
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We then investigated three histological zones located on the initial nephrectomy pieces to study 

the tumor and peritumoral tissue. 

• Tumor zone: T. 

• Healthy zone located in the peritumoral normal renal parenchyma: H. 

• Junction zone between the healthy part and the tumor part (mixed zone): J. 

 Data acquisition 

Data acquisition is divided into several stages to create tissue microarray (TMA) cores: 

a) Identification of cores on biological samples  

Microscopic identification of the blocks of interest on the histological sections stained with 

hematoxylin-eosin-saffron (HES), then identification of the corresponding areas of interest on 

each block: 2 tumor (T) zones, a healthy zone core (H = renal parenchyma)  

and a junction zone core (J = mixed including healthy zone, tumor zone, junction between the 

two and peritumoral stroma). This phase was carried out at the Reims University Hospital 

Biopathology laboratory with blinded double reading including an experienced urologic 

pathologist. The cores were then duplicated as a precautionary measure. 

b) Preparation of the tissue microarrays 

Completion of 13 TMAs on specific Calcium Fluoride (CaF2) slides suitable for infrared 

analysis. This phase was carried out with the help of a technician at the INSERM laboratory - 

U903, Université de Reims Champagne-Ardenne (URCA). 

Spectral acquisition was performed on these TMAs carried out from tissue samples.  

These tissue samples derived from the initial nephrectomies were fixed in formalin then 

embedded in paraffin. A 1-mm diameter needle, computer guided by the Easy TMA Creator® 

software version 3 (Figure 12) was used to sample a cylindrical tissue core from the source 

block corresponding to a previously selected zone of interest. Using the same needle and 

software, this tissue core was then inserted into a target block. The target block could therefore 

contain up to 80 TMA cores. Two sections were then taken from this block. Two adjacent thin 

sections are taken: the first section is placed on CaF2 media (CRYSTRAN, UK) suitable for 

infrared analyses, the second is stained with HES. 
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TMA is a semi-automatic technique that requires a predefined desired architectural plan. The 

selected paraffin blocks (donor blocks) are inserted into the device then the identified HES slide 

is laid on top of the block to digitally define the areas of interest using the software which 

systematically saves a photo at each identification step (Figure 13).  

 

A recipient paraffin block is also inserted into the device straight away, this block receives the 

cores of interest sampled using a needle. The distance between the cores is fixed at 0.5 mm.  

Figure 12: Tissue microarray creation software 

Figure 13: Systematic photo and digital identification of the target areas 
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 Sectioning: HES and CaF2 

For each TMA recipient block, consecutive 10-µm sections were cut using a microtome. Three 

were placed on standard glass slides for HES staining and other potential analyses, and one 

section was placed on a CaF2 media suitable for infrared spectral imaging analysis.  

The CaF2 section, which is essential to our optical acquisitions, is positioned on the specific 

CaF2 media without the use of a fixing agent using a drop of distilled water. This media is then 

placed on a hot plate until the water is fully evaporated and paraffin liquefaction occurs. The 

CaF2 media is used because it does not absorb infrared radiation and therefore allows 

measurements to be taken in transmission mode for analysis of thin tissue samples. It is 

important to point out that for the remainder of the spectroscopic analyses, this section on CaF2 

was not chemically deparaffinized or stained.  

The HES-stained sections made it possible to identify the histological structures.  

This information is crucial to the interpretation of spectral data.  

A color code was created to identify the cores (Figure 14). 

• Blue = H: Healthy zone of the peritumoral normal renal parenchyma 

• Red = T: Intra-tumor zone 

• Yellow = J: Marginal junction or transition zone between H and T (mixed) 

 

  

Figure 14: Color code for the identification of cores 
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 Infrared micro-imaging analysis 

a) Optical acquisition 

The acquisition was performed at the Biophotonique et Technologies pour la Santé 

[Biophotonics and Technologies for Health] laboratory, Mixed Research Unit 7369 MEDyC 

[Extracellular Matrix and Cellular Dynamics] at the Reims Faculty of Medicine. The equipment 

used is the Spotlight FT-IR 2. The software used is called Spectrum Image. 

Each core generated a spectral image stored in a file. Depending on the spatial resolution, each 

image contains between 3,000 and 5,000 spectra when the resolution is 25 µm, and between 

20,000 and 30,000 spectra when the resolution is 6.25 µm. Concerning the acquisition 

parameters, we acquired images of the junction zones of the first 6 TMAs with a better spatial 

resolution (6.25 µm), assuming that these zones are mixed and diverse compared with the tumor 

or healthy zones (T and H) which are relatively uniform. As this analysis is very time-

consuming, we performed all of the next seven TMAs with a spatial resolution of 25 µm, 

including for the junction zones. In fact, one 25-µm core requires an average acquisition time 

of one hour (between 30 minutes and 1 hour and 30 minutes) compared with an average of 6 

hours (between 5 and 7 hours) for one 6.25-µm core.  

It should be noted that the cores are circular on the TMA slides, however, the acquisition image 

of each core (marker) is selected using the Spectrum Image software as a square containing the 

circular core (Figure 15).  
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This acquisition stage requires careful handling of liquid nitrogen since it has to be used for 

cooling the spectroscopy instrument on a daily basis. This instrument must supply sufficient 

mean energy of 2,200 joules for a maximum continuous acquisition of 8 to 10 hours.  

 

Moreover, thirty minutes’ calibration time is required when the spectrometer is switched on. It 

must also be pointed out that there are atmospheric contaminants (water vapor and CO2) inside 

the acquisition space where the TMA slide is placed, whose spectral contributions will be 

cancelled out by atmospheric correction (see below – data preprocessing section) before the 

spectra are analyzed. 

  

Figure 15: Identification and selection of the tissue target zones for optical acquisition 
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b) Calibration of the target dimensions: Format Stage 

Once the instrument has been calibrated and the CaF2 slide placed in the spectrometer, the TMA 

dimensions must be entered in the “Format Stage” section so that all of the cores can be scanned 

to mark the tissue to be targeted for optical acquisition (Figure 16). 

c) Background Image 

A background image called “Background” (Figure 17), free of any tissue or paraffin, must be 

acquired for each TMA, on a clean area of the CaF2 slide. 

In transmission mode, this reference spectra called “Background” was therefore recorded prior 

to each acquisition on a clean area of the CaF2 media with the same optical parameters, except 

for spectral accumulation which is increased to 60 scans per pixel specifically for this image, 

to allow better interpretation of the tissue spectra. 

This “Background” reference spectra will be automatically subtracted when the tissue spectra 

containing both the signal from the tissue and the paraffin contribution are generated.  

Figure 16: Format Stage 
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• Spectral acquisition parameters: 

ü Instrument: Perkin Elmer Spotlight 400 

ü Mean energy: 2,200 joules (between 1,800 and 2,400 J) 

ü Image mode: Transmittance 

ü Spatial resolution: 25 per pixel 

ü Spectral resolution: 4 cm-1 

ü 16 scans per pixel 

ü Spectral range: 4,000 – 750 cm-1 

  

Figure 17: Background 
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This spectral range was selected because it is considered informative for biological samples. 

Indeed, it comprises a region (from 900 to 1,800 cm-1) which contains the specific spectral 

bands of the tissue's main biomolecular classes (Figure 18). 

 

 

 Biophysical aspects of the instrumentation used 

The infrared spectral images are recorded by a Spotlight micro-imager connected to a Spectrum 

One (Perkin Elmer) infrared spectrometer.  

This system uses a polychromatic light source which is focused with a Cassegrain objective. 

The micro-imager part has a liquid nitrogen-cooled detector. It has an inbuilt purging system to 

minimize the contribution of water vapor and CO2. 

To acquire an infrared spectral image, the light source passes through the different points of the 

sample with two-dimensional scanning. Each image is recorded with a pixel size of 6.25 x 6.25 

µm or 25 x 25 µm depending on our chosen spatial resolution, as previously detailed. At each 

pixel, an infrared absorption spectrum with a spectral range of 4,000 – 750 cm-1 was recorded.  

Each spectrum has a spectral resolution of 4 cm-1 and a spectral accumulation of 16 scans per 

pixel. A spectral image acquired using the “Spectrum Image” software represents a three-

Figure 18: Spectral acquisition parameters 
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dimensional image or data set. The first two dimensions X and Y are the geographic coordinates 

of each spectrum. The third dimension corresponds to the wave numbers of the Mid-IR spectral 

range (i.e. each pixel is represented by an IR spectrum).  

Figure 19 shows an example of an IR spectral image. This image is equivalent to a data set, 

where X and Y represent the spatial coordinates of each spectrum, and Λ the different wave 

numbers of the IR spectral range.  

 

Figure 20 shows the IR spectral micro-imager. The system comprises (A) an imaging system 

(Spotlight, Perkin Elmer) and (B) a spectrometer (Spectrum One, Perkin Elmer). 

Figure 19: Data set of IR spectral images 
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a) Infrared absorption 

During this pre-analytical acquisition stage, we observed an infrared absorption difference on 

these examples of three types of tissue cores (Figure 21):  

J (Junction), T (Tumor) and H (Healthy). 

However, this is only an observation because it cannot be interpreted at this stage and such an 

absorption difference can, in fact, be due to a variation in section thickness. 

Figure 20: IR spectral micro-imager 

Figure 21: Infrared absorption on three different types of tissue cores 
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 Spectral data processing  

The spectral images obtained are made up of a very large number of multidimensional spectra. 

The biological information of interest, often very precise, must be extracted by specific 

chemometric processing which includes the following main stages: 

• Preprocessing of the spectra to eliminate interference while retaining the biomolecular 

spectral information. 

 

• Unsupervised classification (or clustering), to explore the structure of the spectral data 

by dividing it into homogeneous groups (stage performed here). 

 

• Supervised classification (or deep learning predictive algorithms - to be created), used 

to develop a model capable of learning to automatically predict the status of a spectra 

(stage to be envisaged soon as part of our continuation of this work).  

 

The different digital processing stages of the spectral images were performed using programs 

written in MATLAB® language, which is the software used in this work, with the help of a 

biomathematician and a biocomputer scientist.  

This digital processing is multivariate. 
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a) Preprocessing stage 

- Atmospheric correction 

For each spectral image, the contributions of atmospheric contaminants (water vapor and CO2) 

are corrected by the “Spectrum Image” software (Figure 22). 

Figure 22: Examples of infrared spectra on a paraffin-embedded tissue section 

 

- Extended Multiplicative Signal Correction (EMSC) protocol: 

The spectra acquired from the paraffin-embedded tissue sections are polluted by light scattering 

caused by the sample and the signal from the paraffin. These effects produce intense spectral 

bands and a scattered baseline which differ from one spectrum to the next.  

These two effects were simultaneously corrected for our work by EMSC according to an 

established, validated and published protocol. 

This consists of digital deparaffinization (Figure 23) by mathematical neutralization of the 

paraffin contributions because the variability of the signals from the paraffin affects how the 

tissue information can be exploited. To do this, we performed an additional acquisition of a 10 

x 10 mm2 square on paraffin peripheral to the tissue on each TMA slide. 

This processing therefore neutralizes the variabilities of the baseline and the pure signal of the 

paraffin, the latter being detected within the spectral image and eliminated during the digital 

analyses.  
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The usual spectral analysis stages were then carried out for the data’s interpretation, i.e. first of 

all, KM unsupervised classification. 

 

b) KM unsupervised classification 

Following EMSC correction, the KM unsupervised classification method is applied to the 

spectra to identify the histological structures present in the analyzed sample. It is a clustering 

method used to partition a data set comprised of many different spectra of such dimensions into 

k classes (or clusters) by minimizing intra-cluster variation. This KM can thus be used to 

estimate a partition comprised of k classes to which the algorithm randomly attributes colors. 

We performed a common KM (64). This algorithm uses what are called validity indexes. A 

validity index is a mathematical function used to measure the quality of a partition estimated 

by an unsupervised classification algorithm like KM by calculating the ratio between the 

distances between the points belonging to the same class and the distances between the points 

belonging to different classes. Applied to partitions estimated on the same data set, a validity 

index can be used to find the optimal number of classes.  

The validity index used in this work was the PBM (Pakhira-Bandyopadhyay-Maulik) (65). 

(A)Infrared spectra acquired from a tissue section 

(B) EMSC preprocessed spectra 

 

Figure 23: Result of digital deparaffinization after EMSC preprocessing  
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By HES staining the corresponding section, each spectral color generated by the KM can be 

specifically attributed to a given histological structure. The KM therefore identifies the spectral 

signatures of the different tissue structures. 

The diagram in Figure 24 summarizes the sequence of protocols and the standard procedure for 

processing a large volume of multidimensional spectral data. 

  

 

c) Statistical study 

The proportion of each class derived from the KM for each infrared spectral image was 

compiled in a database. Sample subgroups were created according to different parameters such 

as the level of proportion occupied by a class. 

Statistical analyses were performed on this digital data using the SPSS® 20 software (IBM, 

USA). 

The continuous variables were analyzed by comparing means using Student’s t-test adapted to 

the distribution. 

The discontinuous variables were analyzed using the Chi-square test and Odds Ratios (OR) 

calculation (a statistical method often used in epidemiology, expressing the degree of 

dependency between qualitative random variables).  

The alpha risk was fixed at 5%. 

Figure 24: Spectral data processing procedure and protocol 
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Figure 25: Overview of the materials and methods of the scientific approach 

 

  

Patient selection

(myself)

Identification	of	the	cores	on	
the	biological	samples

(performed	with	the	help	of	a	
urologic	pathologist)

Duplication	of	the	cores	as	a	
precautionary	measure

(myself)

Tissue	microarray	
manufacturing

(first	half	performed	with	the	
help	of	a	technician,	the	rest	

done	independently)

Cutting	of	the	HES	and	CaF2	
sections

(performed	with	the	help	of	a	
technician)

Infrared	optical	acquisition
(initial	learning	of	the	

technique	with	the	help	of	the	
laboratory	team,	then	quickly	

independent)

Atmospheric	correction	
preprocessing	

(myself	after	learning	the	
computer	technique)

EMSC	preprocessing	for	digital	
deparaffinization	

(myself	with	the	help	of	a	
biocomputer	scientist)

Quality	control

(biophysicist)

Unsupervised	classification	by	
k-Means	clustering	

(myself	with	the	help	of	a	
biomathematician)

HES	histological	comparison	
and	attribution	of	the	spectral	

classes	
(myself	with	the	help	of	a	
urologic	pathologist	and	a	

biophysicist)

Statistical	analyses	and	
interpretations	comparing	M1	
with	M0	(Student’s	t-test	x2)
(myself	with	the	help	of	my	

supervisor)
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4.6 Results 

The clinical, biological and histological characteristics of the patients included in the study are 

summarized in Table IV below. The two groups were comparable.  

Table IV: Clinical, biological and histological characteristics of the population 

 M0 group M1 group 

 n = 50 n = 50 

Age* 67 years (41-81) 69 years (48-79) 

Gender 66% men 73% men 

Histological subtype 100% ccRCC** 100% ccRCC 

Initial surgery 100% RNT*** 100% RNT 

Surgical margins 100% R0**** 100% R0 

Targeted therapy - 100% Sunitinib 

Fuhrman grade   

1 - 2 56% 52% 

3 - 4 44% 48% 

Tumor stage   

T1 - T2 68% 57% 

T3 - T4 32% 43% 

* Age – Median 

** ccRCC: Clear cell renal cell carcinoma  

*** RNT: Radical nephrectomy 

**** R0: Positive surgical margins 
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In total 32 cores were missing in the spectral analysis. Optical acquisition was therefore 

performed on 368 of the 400 initially planned cores. 

 

After the different preprocessing stages, 31 tissue cores with interference were excluded from 

the definitive analysis for quality control reasons, mainly due to spectral interference that could 

affect the final attribution of the classes. 

Therefore, after the analysis and interpretation stages, a total of 337/400 tissue cores were 

retained and included for definitive algorithmic and statistical processing (Figure 26). 

Preprocessing with the EMSC digital deparaffinization protocol was applied to 337 tissue 

spectral images along with 13 pure paraffin spectral images corresponding to the 13 TMA 

slides. 

After deparaffinization, KM classification was performed on all of the data simultaneously, i.e. 

337 tissue spectral images.  

Each spectral image contains around an average 10,000 pixels, i.e. 10,000 unique spectra 

representing a data set of the developed big data model. 

  

Figure 26: 337 tissue spectral images retained for analysis 
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Figure 27 shows the distribution of spectral images according to the cores analyzed.  

 

 

 

Figure 27: Distribution of spectral images according to the analyzed cores 

 

* T: Image corresponding to a tumor core 

** H: Image corresponding to a peritumoral healthy core 

*** J: Image corresponding to a junction core 

**** M1: Image corresponding to a patient who has progressed to metastasis 

***** M0: Image corresponding to a patient who has not progressed to metastasis  

 

The KM clustering applied to all of the data was used to estimate an optimal partition comprised 

of 8 classes to which the algorithm randomly attributes colors. By HES staining the adjacent 

section, each color can be specifically attributed to a given histological structure with the help 

of a urologic pathologist. The spectra identified as acquired on the pure paraffin and therefore 

eliminated by the EMSC preprocessing protocol are displayed as white pixels. 

The revealed results show that it is possible to identify different tissue structures within our 

renal cell carcinoma samples, on the basis of their infrared spectral signature. Automated KM 

clustering revealed three clusters corresponding to the tumor zones which are close to the 

spectral level, as evidenced by the dendrogram associated with the KM (Figure 28). 

337 images

179 T*

91 M1****

88 M0*****

81 H**

78 J***
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This clustering also allowed us to identify a cluster attributed to the connective tissue (cluster 

no.8, orange color) and a cluster that seems to belong to an inflammatory component (cluster 

no.2, blue color).  

In this clustering, two outlier clusters (no.1 and no.3), corresponding to a small number of pixels 

positioned on the periphery of the cores (edges), were not considered. 

 

 

We performed a statistical analysis of each class distribution within the spectral images (Figure 

29) of the metastatic and non-metastatic tumor tissue. This analysis showed: 

• The presence of a tumor class (4-turquoise) (Figure 30) appearing as a metastasis risk 

factor (OR = 2.3 [1.26-4.17]). 

• Similarly, a class seeming to correspond to an inflammatory cell population (Figure 

31) is found to be a metastasis protective factor (OR = 0.5 [0.342-0.815]). 

 

The other classes showed no significant result at this stage of the tests. 

  

Figure 28: K-means clustering with distribution percentage 
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Figure 29: Example KM of a non-metastatic tumor image with blue cluster no.2 present 

corresponding to what is probably an inflammatory component 

Figure 30: Example KM of a non-metastatic tumor image. Absence of turquoise cluster no.4 

Figure 31: Example KM of a metastatic tumor image with turquoise cluster no.4 present in 

the tumor zone 
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The spectral signatures of the diverse structures are accessible via the clusters’ centroids, 

allowing analysis of the characteristic vibration bands.  

The centroid and corresponding dendrogram therefore represent a spectral fingerprint reflecting 

a specific biomolecular signature (Figure 32).  

 

  

Figure 32: Spectral fingerprint represented by the centroid and its dendrogram  



 

 

69 

4.7 Discussion 

The creation of the methodological approach developed to respond to the problem, which I 

actively contributed to in terms of the subject, theme and method for achieving it, consists in 

selecting 100 patients with a renal tumor with precise inclusion and exclusion criteria (large 

cohort compared with the numbers included in other studies of this type in the scientific 

literature).  

These patients are characterized demographically, clinically, biologically and histologically, 

then divided into two groups: One group of metastatic patients and one group of non-metastatic 

patients with five years of monitoring. The primary tumors of these patients are analyzed by 

infrared microscopy. The data is preprocessed, then a classification model is created for blind 

testing. 

The spectral histology protocol we followed in this work comprised of three main stages: 

acquisition of the spectral images, their digital processing and the allocation of classes to the 

histological structures. The expected primary outcome was to obtain a classification model that 

can be used to distinguish renal tumors with a high metastatic risk from those with a low 

metastatic risk. The two study groups were comparable. 

The data acquisition stage was the longest part of this work. 

One of the difficulties encountered was inherent to the creation of TMAs because the TMA 

instrument needle diameter was initially 2 mm, which generated quite large cores causing the 

recipient paraffin block to break, which delayed us considerably because we could only produce 

TMA slides with a maximum of 20 to 30 cores at the start (6 TMAs). This problem was 

subsequently resolved by the laboratory which ordered a new needle with a more appropriate 

smaller diameter (1 mm), which allowed us to perform 7 TMAs with between 50 and 80 cores 

per slide. The diameter of each core in the last 7 TMAs was therefore 1 mm compared with 2 

mm for the first 6 TMAs. 

It should be noted that systematic duplication of the cores limited data loss in the zones of 

interest. A total of 32 cores were missing in the spectral analysis; these unavoidable losses of a 

few cores on each TMA can occur at the different handling stages. I therefore performed the 

acquisition on a total of 368 of the planned 400 cores. 
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In biophotonics, recent scientific literature has shown that the combination of IR spectral 

imaging with unsupervised classification methods like KM can be used to perform spectral 

histology of human tissues. With this application, the histological structures present in an IR 

spectral image are differentiated.  

It makes a comparison between spectral histology and conventional histology possible. 

Generally, this method depends on a number of k classes which must be fixed by the user. The 

choice of the number of k classes therefore becomes difficult when multidimensional data is 

acquired from a complex sample, like a tissue sample.  

In our approach, we used a recent and particularly innovative KM algorithm (64) which can be 

used to automatically determine the number of k classes using validity indexes to obtain an 

automated objective spectral histology. 

The choice in the standard KM is operator-dependent and therefore arbitrary, hence the 

potential value of using an automatic KM. 

Among the advantages of infrared absorption vibrational spectroscopy is its capacity to 

characterize and identify the biochemical composition of a fixed and paraffin-embedded tissue, 

without extrinsic marking and chemical staining. It therefore makes it possible to directly 

analyze a cell or tissue sample in a fast, objective, non-destructive and label-free manner. 

Nonetheless, its limitations must also be considered, specifically the fact that lots of spectral 

data is generated that needs to be validated on several levels. Quality control by a biophysicist 

is essential. Several digital processing stages then need to be carried out by a biomathematician. 

Lastly, the results must be validated biologically, histologically and clinically. This work must 

therefore be carried out within a multidisciplinary team that possesses all of these skills.  

Immunohistochemical marking of the cell proliferation mitotic index was performed on the 

HES slides corresponding to each TMA, but could not be exploited in this work. 

At present, spectral imaging is a valuable support tool for the real-time diagnosis (66) and in-

vitro and in-vivo evaluation of cancerous tissues, since it can be used to establish a specific 

biomolecular optical signature that is complementary to conventional histopathology.  

Other potential applications in urology could herald a new future for surgical oncology, 

particularly for differentiating malignant or precancerous diseases from benign tumors or in 

case of doubt concerning intraoperative margins. 



 

 

71 

As regards the stated results of our current study, they need to be validated by applying a 

supervised classification method to validate our approach (58). This supervised classification 

method has the advantage of selecting from among the wave numbers, the most discriminating 

molecular vibrations (58), which can be represented in the form of spectral bar codes (55). 

Such a method requires: 

1) The prior attribution of part of the data to defined classes (connective tissue, metastatic 

tumor tissue, non-metastatic tumor tissue, inflammation, healthy tissue, etc.). A stage 

we have just completed during this work. 

2) Subsequent validation of the “classifiers” on independent data. 

 

Our completion of TMAs during this work with a sizeable number of different tissues makes it 

possible to envisage using such an approach with training, internal validation and test 

(evaluation on independent samples) data sets. 

The spectral marker that seems to relate to inflammation is interesting and appears to be a 

metastasis protective factor. This could be explained by a potential stronger local immune 

response. 

Specific attention could also be dedicated to the peritumoral tissue and the marginal zone 

(junction) where the availability of collagen within the extracellular matrix and peritumoral 

stroma must be exploited in spectroscopy, since these areas contain a considerable amount of 

information.  

In particular, we could study the epithelio-mesenchymal transition phenomenon, or try to 

correlate the collagen's architectural layout with the evolving metastatic versus the non-

metastatic status. 
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4.8 Conclusion 

This study (Figure 33) demonstrates the prognostic potential of infrared microscopy in clear 

cell renal cell carcinoma. The results are promising. Two optical markers have been identified 

as being linked to the invasive or non-invasive nature of the tumor population with 

unsupervised classification.  

However, this work will need to be continued to further the investigations and validate this 

conclusion with supervised classification, and by associating these identified spectral markers 

with histological markers to obtain a specific spectral fingerprint of the metastatic risk that can 

be used in clinical practice (67). 

  

Figure 33: Overview of the study plan 
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4.9 Perspectives  

Better knowledge of the prognosis of clear cell renal cell carcinoma can help better define 

patients requiring surveillance. As regards the metastatic forms, infrared microscopy data could 

make it possible to adapt the tyrosine kinase inhibitor treatment, reduce costs and therapeutic 

resistance and adapt the surveillance frequency. External validation of our prognostic model 

could prove interesting for future research.  

Infrared microscopy also provides an opportunity to study the correlation between pre-operative 

biopsies and nephrectomy pieces, but also potentially the spectral characterization of the 

Fuhrman histological grade to improve its accuracy or standardize its interpretation (68). 

Secondly, the continuation of these experiments could aim to: 

• Predict, using infrared microscopy, the treatment response (69) to anti-angiogenic 

targeted therapies, specifically tyrosine kinase inhibitors for metastatic clear cell renal 

cell carcinoma. 

• Compare the spectroscopic data with the Ki67 cell proliferation mitotic index (Anti-

MIB1 antibody). 

 

Since the methodology has been developed, we will be able to perform subgroup analyzes as a 

continuation of this work to study the therapeutic response to Sunitinib, and establish a spectral 

fingerprint and analysis algorithm that can be used to predict this response from the outset, and 

therefore adapt the treatment strategy and sequence, with the knowledge that at present there is 

no real consensus on the best treatment sequence to adopt for metastatic renal cancer targeted 

therapies. 

The HES sections of the TMAs could be exploited to deepen the immunohistochemical analysis 

on the same slides of the Ki67 proliferation mitotic index, to which the ploidy parameter and 

the PAR-3 cytoplasmic protein could potentially be added (70). 

Lastly, this work could also be applied to other cancers and diseases. 
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PART FOUR 

 

PROPOSAL AND DEVELOPMENT OF A NEW TECHNOLOGICAL MODEL FOR 

HEALTH DATA 
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5.1 Introduction 

E-health (digital health) encompasses the combined use of new information and communication 

technologies (NICT) in the health sector. It covers a very diverse range of applications such as 

telemedicine, medical devices and connected objects (Internet of Things - IoT), mobile 

applications, digital platforms, and artificial intelligence applied to health data and medical 

research… 

Having observed the lack of data sharing and structuring (71) and the difficulty of applying 

artificial intelligence to small quantities of data noted in the first study cited in this work relating 

to predicting metastatic risk in renal cancer, the primary objective of this PassCare® project was 

to examine and work on the implementation of a new technology architecture for instantly 

retrieving, sharing and structuring all medical and paramedical health data throughout a 

patient’s care pathway, so it can also be exploited in artificial intelligence projects and research 

protocols (72). 

The PassCare® project therefore relates to the development of a secure, universal health 

passport in the form of a health card with a heart-shaped flash code and a unique identifier 

(called a “public key”), and/or a digital photo to be saved in a smartphone or retrieved from the 

mobile app (Figure 34 below).  

This card is connected to an e-health web platform (Internet) where health data can be retrieved, 

filed, structured and shared securely. 

The information in the platform is organized according to a complete care pathway principle, 

which allows better tracking and identification for both patient and healthcare professional 

users, including:  

• Medical and surgical history 

• Current illnesses 

• Laboratory or radiological examinations 

5. CASE STUDY TWO: PASSCARE® PROJECT  
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• Current treatments 

 

The patient must be able to easily connect to a digital interface which uses codes known on the 

social networks, allowing people who are not familiar with medical terms to learn how to 

manage their health within a familiar operating environment. 

The first technical stage was that of allowing a patient to use this health passport to carry on 

them medical information that is usually very disparate. The patient therefore manages their 

care pathway and can give the consulting doctor permission to access this information, or they 

can allow immediate access to vital public data (via the flash code or public key printed on the 

card) in the event of an emergency. 

The patient can access information allowing them to help manage their health on a daily basis, 

and potentially that of their children or family, including: 

• Allergies 

• Screening examinations 

• Vaccinations 

• Lifestyle habits 

• Travel 

• Prevention  

• Management of chronic diseases 

 

The two clearly-identified objectives of this e-health project are therefore the sharing 

and structuring of health data. 

 

5.2 Materials and methods 

Patients need a simple tool for the comprehensive management of their health, making them 

independent and responsible players, with the continued collaboration of their healthcare 

professionals. 

The project was therefore developed with two main focuses: 

• Health data retrieval, security, interoperability and structuring. 
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• Proximity, sharing and a simple and direct (peer-to-peer) connection with all medical 

and paramedical healthcare professionals. 

 

To achieve this, I created a start-up company called InnovHealth® in April 2016. It was 

registered in the Reims trade and companies register (RCS) under number: 818 991 929. Its 

legal form is a Société par Actions Simplifiée (SAS). The funding for the start-up and the 

various research and development programs was provided by French public investment bank 

Bpifrance. The technological development required the recruitment of a team of ten full-time 

engineers and developers. The technical procedures were divided into two parts: PassCare® 

PATIENT (patient-dedicated card and platform) and PassCare® PRO (access for healthcare 

professionals, researchers and healthcare establishments). These two parts were developed in 

two stages. The PassCare® PATIENT platform to which the card is connected was developed 

between 2016 and 2018. The PassCare® PRO platform was developed between 2018 and 2019. 

The two platforms are closely linked and use a hybrid technology architecture (several 

integrated technologies and languages). The model was based on a “two-sided” interaction 

inspired by the “two-sided market” platform model described by winner of the 2014 French 

Nobel Prize for Economic Sciences Professor Jean Tirole (see below). 

 Health data extraction and structuring  

Thanks to the developed technology model, patients can instantly retrieve and file their health 

data (73). They save them in a secure digital safe which has strong two-factor authentication, 

for a comprehensive and hierarchized view throughout their life.  

They structure them, either by themselves (or via their healthcare professional) by entering data 

from databases validated according to the WHO international standards, in particular the 

International Classification of Diseases (ICD-10), or automatically via the integrated Optical 

Character Recognition (OCR) algorithm (see below). 

 Information adoption and sharing via the patient 

Now is a particularly opportune time to digitize the care pathway.  

The measures proposed by the French government under the health system reform called “Ma 

Santé 2022” are prompting the emergence of new ideas, particularly for the management of 

health information.  
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According to the 2018 and 2019 Deloitte barometers (74), patients are prepared to spend and 

invest an average of €29 per month for a quality, personalized service focused on their health. 

They are also completely happy (85%) to share their data online (75). 

The platform we are developing in this project is primarily supplied with information by the 

patient who owns the card, under very strict conditions: 

• Either by entering information directly from databases created by us for this purpose 

on the basis of validated references and with the help of a dedicated search engine: 

- For diseases, we use the ICD-10 which has been revised and simplified for better 

patient accessibility.  

- For drugs, we use the VIDAL database which has been implemented for patients, 

again to facilitate accessibility.  

- This solution, which aims to structure information around dedicated databases, 

will also allow easier use of the data produced. 

 

• Or by scanning results from reports obtained in file format (PDF or other, all formats 

are accepted) directly (drag and drop technique by clicking the mouse on the file 

concerned), or with the help of a Plug-Link technology, which is represented by an 

integrated virtual printout (which we developed in a C/C++ low-level computer 

language then connected directly to the PassCare® platform's architecture, with 

potential semi-structuring of the data sent), followed by automated exploitation of the 

content by OCR (see below). 

 

• Or by photographing an image: Dermatological lesion or other clinical photos 

(PhotoCare® function currently being studied at the Plastic Surgery Department of 

Hôpital Tenon within the Assistance Publique - Hôpitaux de Paris AP-HP) for 

monitoring pre-and post-operative scars, for instance, or dermatological 

teleconsultations. 

 Universal digital medical identity 

A unique and personal digital identity has been devised and implemented with the use of a 

heart-shaped modified QR-Code. This new flash code is printed on the card (Figure 34). 
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Each card has a secure and non-duplicable identity. This flash code is correlated with a public 

personal 7-character key associated with the flash code and therefore belonging to each card. 

A card can be linked to a single account. A single account cannot have two cards except for 

children's accounts which are attached to the two profiles of the two parents.  

 

These two elements: the flash code and the key, provide strong identification, traceability 

elements and interoperability elements. It should be noted that no health data is stored 

physically on this card which represents only an access key. 

If the card is lost, it is simply dissociated from the account in the corresponding section of the 

platform.  

Figure 34: Personal health card in digital format 
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 Method of accessing personal and family medical information 

Within this project, we also developed “family” access, i.e. a shared space allowing each parent 

to access not only their own personal health data, but that of each of their children for pediatric 

monitoring, which is instantly updated directly on the two parents’ two cards. 

For each item of information entered in the platform, each patient can decide: 

• Whether this information is part of their emergency profile, i.e. accessible to everyone 

in any situation. 

• Whether this information is under their responsibility, i.e. they decide themselves (or 

their trusted person decides) who can access it (total or partial access). 

 

The “emergency profile” with public access, can be accessed with a simple scan of the flash 

code using any mobile telephone (via the camera function) (Figure 35). 

In the event of an accident, for example, this instant access gives practitioners immediate access 

to essential vital data for their treatment. 

Each patient can give medical and paramedical practitioners access to their information via 

strong, unique and temporary authentication (temporary access), or by associating them directly 

with their account as appointed healthcare professionals (permanent access). 

 

The menu and interface of the PassCare® PATIENT platform are presented in Figure 36. 
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Figure 35: Front / back of the PassCare® health card with the access procedure 
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5.3 Technology platform developed within the project 

 Design of the database and global technical architecture 

The global database (Table V) was designed according to the following information and 

criteria, which required setting up a new, considered, hybrid, flexible and universal 

technological construction. 

First of all, the development of a comprehensive, personal, interactive digital health record via 

a card, which is interoperable with all existing IT systems and business software (76), based on 

a modern vision which allows patients to directly retrieve and manage their health data, and 

allows healthcare professionals and researchers to make easier use of this information in 

research protocols.  

The platform also needed to be designed so that it could structure the information as it was 

received, for the successful implementation and practice of algorithmic medicine. 

 

Several sections were then determined straight away within the platform (Figure 36):   

• Medical and surgical history 

• Allergies 

• Medical consultations 

• Treatments 

• Biological examinations / imaging 

• Measurements 

• Lifestyle 
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The patient must be able to share their health information with their healthcare professionals 

via:  

• A configurable public profile. 

• A request for access to complete or partial data with an authorization system that 

uses a signature link sent by SMS or email to a mobile device. 

 

Healthcare professionals must have a dedicated interface for accessing their patients’ PassCare® 

cards and entering information on them: 

• List of patients appointed to each doctor. 

• Consultation system with report generation at the end. 

• Electronic treatment prescription system. 

• Virtual printing module or driver allowing documents generated via the doctors’ 

third-party software to be easily and securely sent directly from this software to 

their patients’ PassCare® cards. 

 

 

 

Figure 36: Menu, interface and different sections of the PassCare® PATIENT platform 
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Healthcare establishments must have dedicated access: 

• Chronic disease monitoring. 

• Photographic monitoring system for dermatological problems or post-operative 

scar monitoring. 

• Management of the activation of cards connected with the facility. 

• Administrative management of patients connected with the hospital / clinic. 

 

This architecture will allow the different players within a healthcare system to interconnect 

around the patient's health platform by efficiently sharing information (77) and creating a 

unique data flow (Figure 37). 

 

 Figure 37: The interconnection of the different players around the patient’s platform 
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Table V: Computer construction of the database foundational architecture  
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The whole system is connected to an interactive telecommunication tool allowing the platform 

to perform telemedicine (teleconsultation, tele-assessment), with no specific installation 

constraints, hence the need to use only the Internet, which justifies our use of the Web Real-

Time Communication (WebRTC) technology. It is an application programming interface (API) 

developed in JavaScript, a sort of software canvas with early implementations in different web 

browsers, allowing real-time medical teleconsultations without the constraints of installing 

additional software or applications. The aim of WebRTC is to connect existing applications 

without using the proprietary extension modules that have been necessary up to now.  

 

API relies on a triangular then peer-to-peer architecture in which a central server is used to put 

patients (client A in Figure 38) and healthcare professionals (client B in Figure 38) in contact 

with one another who want to exchange media or data flows without other intermediaries 

(Figure 38). Since this WebRTC technology is fairly recent, its integration within different 

browsers remains inconsistent. 

 

 

 

Lastly, an emergency profile must allow access to vital patient information in the event of an 

accident or loss of consciousness (faintness or coma, for example). 

  

Figure 38: Triangular data exchange architecture via the WebRTC technology 
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 Choice of the techniques used: 

The PassCare® program was developed using several technologies (78):  

- PHP (Hypertext Preprocessor) framework (or development software infrastructure) 

using an MVC (Model-View-Controller) architecture. 

- JavaScript for user side actions. 

- HTML (HyperText Markup Language) / CSS (Cascading Style Sheets) for data 

presentation. 

- Symfony, React and React-Native. 

 

PHP is an open-source programming language whose first version was created in 1994. It is 

mainly used to produce dynamic web pages via a HTTP (Hypertext Transfer Protocol) server. 

HTTP is a client-server communication protocol created in 1990 and developed for the World 

Wide Web (WWW). HTTPS (S for secure) is the variant used for secure protocols. The most 

widely-known HTTP clients are web browsers that allow a user to access a server containing 

data. We have also used existing systems to automatically retrieve a site's content (web crawlers 

or indexing robots).  

PHP can also function as any locally interpreted language; in all cases it is an object-oriented 

imperative language. PHP has been used to create a large number of famous websites like 

Facebook and Wikipedia. It is considered one of the foundations for the creation of so-called 

dynamic websites, but also web applications. 

The initial choice was the CakePHP framework for its Object-Relational Mapping (ORM) 

power. It is an open-source web framework written in PHP, distributed under the Massachusetts 

Institute of Technology (MIT) license. It follows the MVC design pattern, which is a software 

architecture pattern intended for graphical interfaces, launched in 1978 and very popular for 

web applications. This pattern is comprised of three module types with three different 

responsibility roles: models, views and controllers: 

- A Model contains the data to be displayed.  

- A View contains the presentation of the graphical interface. 

- A Controller contains the software relating to the actions carried out by the user. 
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Symfony, created in 2005, is a set of PHP components and an open-source MVC framework 

written in PHP. It provides modulable and adaptable functionalities that facilitate and speed up 

a website’s development. 

React is an open-source JavaScript software library developed by Facebook since 2013.  

The main aim of this library is to facilitate the creation of single-page web applications via the 

creation of state-dependent components and generating a HTML page (or portion) with each 

state change. This library only generates the application interface, considered as the view in the 

MVC model. It is distinguished from its competitors by its flexibility and performance. 

Amongst others, it is used by Netflix, Yahoo, Airbnb, Sony and the Facebook teams. 

HTML is a markup language created in 1992 in open-source format designed to represent web 

pages. It is a language that can be used to write hypertext, hence its name.  

It can also be used to semantically and logically structure and format page content, and include 

multimedia resources such as images, data entry forms and computer programs. It can be used 

to create documents that are interoperable with a great variety of equipment in line with the 

web’s accessibility requirements. It is often used together with programming language 

JavaScript and Cascading Style Sheets (CSS). 

CSS is a computer language which describes the presentation of HTML and XML documents. 

The standards defining CSS are published by the World Wide Web Consortium (W3C).  

It was introduced in 1996 and is now routinely used in website design and is currently well 

supported by web browsers. 

JavaScript, created in 1995, is a computer programming language mainly used in interactive 

web pages, but also for servers. Along with the HTML and CSS technologies, JavaScript is 

considered one of the Internet's core technologies. A large majority of websites use it, and the 

majority of web browsers have a dedicated JavaScript engine for interpreting it. 

React-Native is an open-source mobile applications framework created by Facebook.  

It is used to develop applications for Android, iOS (Google and Apple smartphone operating 

systems) by enabling developers to use React with the native functions of these platforms. 

The PassCare® platform has also been connected to the VIDAL database via its dedicated API 

interface, making it possible to extract the drugs available in France and all of the ICD-10 

information. 



 

 

89 

The mobile application uses the React-Native technology. The mobile application uses the 

PassCare® REST (Representational State Transfer, see below) API to extract and transmit 

health data to the platform (79). 

The virtual printer was developed in C/C++ language and also uses the REST API to transmit 

the documents, files and images generated by healthcare professionals to PassCare®.  

PassCare® is also connected to a blockchain called ChainForHealth® (see below) which 

references the health data added in PassCare® anonymously (for patients who have given their 

authorization). This protocol can also keep track of the patient’s passage on the PassCare® 

platform, as well as all the healthcare establishments or platforms they have visited or signed 

in to. 

This multi-technology global architecture designed by myself, together with the devised 

complex data exchange and interoperability mechanisms, are illustrated in Figure 39 which 

represents the initial sketch drawn by myself in 2016 before the project started. It served as the 

basis for the IT technical development and understanding of the various interactions envisaged. 

This hybrid concept invented by myself has been registered and protected by copyright and 

trademark rights in the 150 signatory countries of the Bern Convention, and protected by 

intellectual property rights: the Institut National de la Propriété Industrielle [National Industrial 

Property Institute] (INPI) in France, the European Union Intellectual Property Office (EUIPO) 

in Europe, the United States Patent and Trademark Office (USPTO) in the United States and 

the Organisation Africaine de la Propriété Intellectuelle [African Intellectual Property 

Organization] (OAPI) in Africa. The computer source code was filed and protected with the 

Agence de Protection des Programmes [Program Protection Agency] (APP) in France as an 

original piece of software; this can also be used to specify and confirm the creation date. It was 

also filed with the Société des Gens De Lettres (SGDL) which supports writers and defends 

their rights. 
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Figure 39: Global technology architecture, interoperability and data exchange  
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 Interoperability and API management method implemented (Figure 40) 

In IT, an API is a standardized set of classes, methods, functions and constants which serves as 

a frontend by which software offers services to other software.  

It is offered by a software library or web service, most often accompanied by a description 

which specifies how “consumer” programs can make use of the “supplier” program's functions. 

In the contemporary software industry, computer applications use many programming 

interfaces, and programming is done by reusing function blocks provided by third-party 

software. This assembly construction requires the programmer to know how to interact with the 

other software, which depends on their programming interface.  

The programmer does not need to know the details of the third-party software's internal logic, 

and this is not generally documented by the supplier. Software like operating systems, database 

management systems, programming languages and application servers have programming 

interfaces.  

Figure 40: Interoperability and different interactions developed in PassCare® 
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 The REST software architectural style of our coded API 

REST is a software architecture style that defines a set of constraints to be used to create web 

services. Web services that conform to the REST architecture style, also called RESTful web 

services, establish interoperability between computers (Figure 41).  

The REST web services allow the systems carrying out searches to handle web resources via 

their textual representations through a series of predefined uniform operations. Web resources 

were first defined on the World Wide Web (www) as documents or files identified by their web 

address (URL for Uniform Resource Locator). However, they now have a much more generic 

and abstract definition which includes any thing or entity that can be identified, named, 

addressed or managed in any way on the web. In a REST web service, searches carried out on 

the URL of a resource produce a response whose body is formatted in HTML, Extensible 

Markup Language (XML), JavaScript Object Notation (JSON) or another format. XML and 

JSON are important interoperability elements. 

 

Figure 42 summarizes the technical environment, technologies, systems and servers used. 

Figure 41: Exchanges and interactions between different applications on the 

Internet 
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Figure 42: Technical environment, technologies, systems and servers used 
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 Built-in data structuring algorithm: PassCare-OCR 

Optical character recognition (OCR) refers to the computer processes used to convert images 

of printed or typed text (unstructured data) into exploitable text (structured data) files. 

PassCare® requires OCR software for this task (Figure 44). This software makes it possible to 

extract the text from the image of a printed text such as an electronic prescription (Figure 45) 

and save it in a file that can be edited using word-processing and text-editing software, and 

stored in our health database (80). 

We also added a machine learning tool to correct the recognition and improve the collection of 

reliable data by patients (Figure 43). The objective was to obtain an intelligent system capable 

of recognizing all medical semantics (81). 

 

An OCR system starts with the digital image of a page produced by an optical scanner or a 

digital camera, and produces an output text file in various formats, in particular XML, which 

corresponds to structured data that is more easily interoperable. 

 

Five processing stages can be described as follows:  

1. Pre-analysis of the image: the aim is to potentially improve the quality of the image.  

 

2. Segmentation into lines and characters: aims to isolate in the image the text lines and 

the characters inside the lines. This phase can also detect underlined text, boxes and 

images. 

 

3. Actual character recognition: after standardization, a shape to recognize is compared 

with a library of known shapes (here ICD-10 and VIDAL), and for the next stage the 

“closest” shape is kept (or the N closest shapes).  

 

 

 

 

There are three main types of recognition techniques:  

- Feature classification: a shape to be recognized is represented by a vector of 

numerical values called features, calculated from this shape. If the features 
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are well chosen, a class of characters (for example, all capital As) will be 

represented by a contiguous point “cloud” in the features vector space. The 

role of the classifier is to determine which cloud (therefore which class of 

characters) the shape to be recognized most likely belongs to. Classification 

generally uses various types of artificial neural networks trained with vast 

databases of possible shapes. This is the mechanism chosen for our 

algorithm. 

 

- Metric methods: consist in directly comparing the shape to be recognized, 

using distance algorithms, with a set of learned models. This type of method 

is rarely used and is not very highly rated by researchers because it is often 

more naive and arguably less effective than feature-based methods. 

 

- Statistical methods: for handwriting recognition (which is not the case 

chosen for our project for now), probabilistic/statistical methods are 

frequently used. 

 

4. Post-processing using linguistic and contextual methods to reduce the number of 

recognition errors: rule-based systems, or statistical methods based on dictionaries of 

words, syllables, n-grams (sequences of characters or words). In industrial systems, 

specialized techniques for certain text areas (names, postal addresses) can use databases 

to eliminate incorrect answers. 

 

5. Generation of the output format: formatting.  
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Figure 43: Learning our PassCare-OCR algorithm for health data structuring 
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Figure 45: Unstructured prescription file integrated into PassCare® 

Figure 44: PassCare-OCR launch code for optical recognition of a file  
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Figure 46: Transformation of the prescription data into coded, structured and exploitable text 
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 Traceability, proof, decentralization and distribution of information by the 

deployment of a blockchain protocol called ChainForHealth® 

 

At present, blockchain remains a poorly understood and even confusing concept (Figure 47) 

(82). This confusion can be attributed to both its ambiguous origin (Satoshi Nakamoto, 

pseudonym of the purported creator of Bitcoin, the first decentralized virtual currency outside 

of traditional banking systems, and its original implementation, notably with the first so-called 

“blockchain” database), and to the absence of any standardized definition for this new digital 

technology (83). 

Nonetheless, given the likely impact blockchain will have on the different industries, it essential 

for us to understand this revolution which could have major implications in the health field. 

Blockchain technology is simply a distributed and immutable (write once and read only) record 

of digital events that is shared peer to peer between different parties (networked database 

systems). In other words, it is an information storage and transmission technology that is 

transparent and secure, and operates without a central control body. 

In essence, the fundamental strengths of a blockchain system lie in its data integrity and 

networked immutability. That said, it is still possible to build application layers on top of a 

blockchain system and activate additional functionalities like public or private keys, or self-

executing mechanisms (for example, smart contracts), which we have added here in the 

development of our health platform (Figure 53), but this is not the core function of blockchain 

technology. 

For the PassCare® blockchain called ChainForHealth®, we developed an innovative two-sided 

model using a Zero-Knowledge Interactive Proof (ZKIP) protocol, so that the proof of the 

health data can be certified and monitored between the different players through the platform, 

without it being divulged or displayed while it circulates between two points (nodes of the 

chain). Our interactive and original concept was built on the basis of a secure relationship of 

trust between patients, healthcare professionals and healthcare establishments. These two 

elements, i.e. proof and trust, are the foundations of the blockchain web revolution. 
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In the field of health and medical research, this concept is very promising. 

Below are some of its potential uses based on our ChainForHealth® protocol (Figure 49).  

a) Health data exchange and interoperability 

When we talk about blockchain and the care pathway, data exchange is generally the first topic 

to be addressed. These blockchains can provide technological solutions to many challenges, 

including interoperability of health data (84), and the integrity, security and portability of 

patient data (Figure 52). 

More fundamentally, blockchain can allow the emergence of secure, encrypted and irrevocable 

data exchange systems, which can allow transparent real-time access to patients’ historical data, 

while saving data recovery time and costs. 

The recent collaboration between data-centric security company Guardtime and the Estonian 

eHealth Foundation to secure the health records of one million Estonian citizens is a classic 

example of the use of blockchain technology. However, given the complexities relating to data 

Figure 47: Blockchain representative illustration 
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ownership and the management structure for health data exchange between public and private 

entities, it would be difficult to fully reproduce the Estonian secure health registers model. 

In Estonia, blockchain-based company Guardtime and the eHealth Foundation announced their 

partnership in March 2016, with the deployment of a blockchain-based system to secure over 

one million medical records, thus allowing real-time monitoring of the status of patient records. 

In fact, when a change is made to a medical record, a new signature (or hash) is generated and 

stored in the Guardtime blockchain. The content of the medical record, however, is not. It is on 

this basis that we developed the PassCare® platform blockchain (Figure 50). 

b) Fraud control and billing management 

Around 5 to 10% of health costs are fraudulent, resulting from false billing or overbilling for 

services not carried out. For example, in the United States, Medicare fraud alone resulted in the 

loss of around 27 million euros in 2016. 

Blockchain-based systems can provide realistic certification solutions (85) to minimize this 

medical billing fraud. By automating the majority of claim settlement and payment processing 

procedures, blockchain systems can help eliminate the need for intermediaries and cut 

administrative costs and deadlines for suppliers and payers. 

c) Drug traceability and anti-counterfeiting 

According to estimates, pharmaceutical companies worldwide suffer an estimated annual loss 

of 179 billion euros due to counterfeit drugs. Moreover, around 30% of drugs sold in developing 

countries are considered counterfeit. 

A blockchain-based system can produce a chain ledger, and allow monitoring of each stage of 

a product's supply chain (86). Furthermore, additional functions like private keys and smart 

contracts could contribute to proving the ownership of the source of drugs at any point in the 

supply chain and to managing the contracts between the different parties.  

d) Pharmaceutical clinical trials and medical research 

It is estimated that 50% of clinical trials are not reported. As a result, researchers often fail to 

share their study results (for example, nearly 90% of trials on ClinicalTrials.gov lack results). 

This creates major safety problems for patients and knowledge gaps for healthcare providers 

and decision-makers. 
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Immutable records of clinical trials, research protocols and results, with timestamping, can 

resolve issues of missing or changing results, and data snooping (violation/contamination), thus 

reducing the incidence of fraud and errors in clinical trial records.  

ChainForHealth® was developed in an application layer of our PassCare® platform to help 

create collaboration between patient cardholders and researchers based on health data that is 

more or less structured. 

 

e) Cybersecurity and connected objects (IoT) in healthcare 

According to the Protenus Breach Barometer report accessible online, there were a total of 450 

health data breaches in 2016, affecting over 27 million patients. The origin of around 43% of 

these breaches was internal and 27% were caused by hacking and ransomware (malicious 

software). 

With the current growth of health connected devices, it will be very difficult for the health IT 

infrastructure to cope with the constantly evolving IoMT (Internet of Medical Things) 

ecosystems. 

By 2020, an estimated 20 billion connected peripheral IoMT will be used worldwide.  

Blockchain management solutions, however, are likely to fill the peripheral data 

interoperability gaps while guaranteeing security, confidentiality and reliability around IoMT,  

PassCare® relies on a proprietary blockchain protocol called ChainForHealth® to produce an 

operational hybrid health platform. 

This high-security, shared universal register allows any healthcare facility or any healthcare 

professional to search for the card holder's fingerprint to access their history with their consent 

wherever they are located (Figure 51). 

Thanks to this new technology and its open-source decentralized tree structure, PassCare® can 

also host other additional tools, software and platforms, allow them to communicate with each 

other and contribute to the faster and wider deployment of a large collaborative database. 

The integration of blockchain will allow other tools / additional platforms to be hosted in their 

services / professions to optimize the use made by patients and healthcare professionals (Figure 
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48). This open approach will require the creation of gateways to facilitate these integrations. 

For this, we developed a standardized and configurable open-API (a universal connector). 

  

Figure 48: Interconnection of the different health players around the 

patient who is at the center of their care 
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Figure 50: Updating of the register distributed in real time 

  

Figure 49: PassCare® blockchain basic architecture 
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Figure 51: Recording of data fingerprints in the global register 

 

 

Figure 52: Decentralization of information and links between the different databases around 

the blockchain 
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Figure 53: Interactions between the business applications and our private blockchain 
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5.4 Legal aspects 

 Data anonymization and encryption 

 

The development of these new information and communication technologies raises many 

questions with regard to health data hosting and storage. 

In compliance with the Loi de Modernisation du Système de Santé [Health System 

Modernization Act] (LMSS) (January 2016), power and control are given to the patient; they 

must be able to decide whether or not to share access to their data with the healthcare provider 

they are consulting in person or remotely. 

The technology used in this project makes it possible to encrypt and anonymize data. 

There is a dual security layer (hybrid model with a blockchain) with a personal key and a 

signature link. 

The URL generated by entering the personal key or scanning the flash code (heart-shaped code), 

is a temporary random signature that is generated automatically and instantly (a link that 

activates a single connection at the time of the consultation and disappears just after the “check” 

by generating a fingerprint). 

Informed electronic consent has been implemented for allowing or denying access to 

anonymized patient data for medical research purposes. 

For this project, we hired a Data Protection Officer (DPO) who is responsible for the security 

of the collected data and compliance with current laws and regulations, in particular the General 

Data Protection Regulation (GDPR). 

A declaration was made to the Commission Nationale Informatique et Libertés [French data 

protection authority] (CNIL) under number 2066032v0 (Annex 1). 
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 The security applied to health data (Figure 50) 

• Firewall: We host the platform on a high-security local server in France certified by 

the Ministry of Health (ASIP-Santé [Shared Healthcare Information Systems Agency] 

/ HDH = Health Data Hosting). It has an obligatory firewall. The main objective of a 

firewall is to control traffic between different trust zones, by filtering the data flows 

passing through according to defined rules. It is losing its importance, however, as 

communications are shifting to HTTPS, short-circuiting all filtering. 

 

• Anti-DDOS protection: We have implemented anti-DDOS (Distributed Denial of 

Service Attack) protection to protect ourselves from denial of service attacks. 

 

• Anti-malware: Its objective is to detect and eliminate malicious software in the 

server. 

 

• Access to data: It is impossible to access the database server data from outside. The 

database can only be accessed by VPN (Virtual Private Network) and with personal 

identifiers for access traceability. Only a few people have authorization and identifiers 

to access the database, particularly for the facilities management required for updates 

to our PassCare® application. In all cases, this data remains anonymized. 

 

• Two-factor authentication: We have made it mandatory for users to configure their 

mobile numbers to activate two-factor authentication on their PassCare® account. 

This allows a code to be asked for which is sent by SMS for each log on. 

 

• CSRF token: The platform's forms are protected by a Cross-Site Request Forgery 

(CSRF) digital token, preventing use of a CSRF vulnerability. A CSRF vulnerability 

consists in sending a logged-on user a forged HTTP request which points to an action 

internal to the site, so they perform the action without being aware of it and using 

their own rights. The user therefore becomes an accomplice of an attack without even 

knowing it. Since the attack is actioned by the user, a large number of authentication 

systems are circumvented. The CSRF token prevents this type of attack by generating 

a token for each form. The controller who receives the form checks that the token sent 

by the form corresponds to the token generated when the form was created. 
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• Data anonymization (Figure 54): The database data is anonymized making it 

impossible to identify which platform user a medical entry belongs to, unless they 

make this data visible on their public emergency profile, which can be accessed in the 

event of an emergency, as its name indicates. 

 

• Password hashing: The passwords registered in the database are hashed and 

concatenated with a salt-key using an algorithm called SHA256 so they cannot be 

found by a third party who has access to the database. 

 

• Protection against SQL injections: We are protected against SQL (Structure Query 

Language) injections because we use a reputable secure PHP framework that is 

regularly updated. We use what are called prepared requests, therefore it is the 

Database Management System (DBMS) that is tasked with escaping special 

characters and validating the data entered by the user. 

 

• Session timeout: To prevent a PassCare® account from being used without a person's 

consent, sessions time out after a few minutes of inactivity, requiring the user to log 

on again. 
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Figure 54: Data anonymization process  

Figure 55: Part of the implemented security process 
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5.5 Results 

 PhotoCare®: Creation of a medical image library 

The first significant achievement which meets the project’s first primary objective relates to 

information sharing. Let us take the example of PhotoCare®, one of the built-in functions of 

PassCare® PATIENT and PassCare® PRO. It allows photos linked to a disease directly 

associated with a dermatological problem and/or an operative context to be integrated directly 

into a PassCare®, for example. Effectively, either the patient photographs, for instance, the 

progression of their scar via PhotoCare® and directly informs their surgeon, or the healthcare 

professional takes photos and enters them in their patient's PassCare®. 

Set against the reality of hospital practice in the plastic surgery department of Hôpital Tenon in 

Paris, and more specifically the challenges and requirements of surgeons and healthcare 

professionals, the use of this system not only confirmed that the developed technical functions 

correspond to their expectations, but also helped identify previously undetected improvements 

to enhance usability. 

When this study began, the PassCare® PRO platform was presented to a surgeon with the aim 

of helping him improve the efficiency of his practice and facilitating interactions with his 

patients, with a view to saving administrative time which could instead be dedicated to the 

doctor-patient relationship. 

Already convinced of the benefits of PassCare® PRO, this doctor quickly made the connection 

between the functions proposed and his day-to-day practice. Indeed, this practice involves first 

taking many photos, during consultations and during the pre-operative and post-operative 

phases, and then creating a scientific research database that can be used much more easily in 

the future. Generally, medical images are very often exchanged via surgeon's personal 

telephones and digital applications like WhatsApp. 

This practitioner was able to discuss and specify his expectations with the engineers. Plastic 

surgery is a practice that requires large numbers of photos which are mostly taken directly on 

the practitioner's smartphone. As they carry out more consultations and procedures, the number 

of photos increases exponentially. This makes subsequent searches tedious, either for showing 

the patient the procedure-related developments, for scientific work, for their use in publications 

or for the preparation of conference materials, all with the patient's consent of course. 



 

 

112 

PhotoCare® therefore added a labelling tool to the function used to file the photos to each 

patient, that is based on a semantic tree defined with the practitioner according to their 

specialism. In practical terms, when the practitioner needs to take and store photos, they open 

the patient’s PassCare® on their smartphone via their PassCare® PRO application and save the 

photos, having the option of easily completing fields from the tree with available free fields 

(simple selection from a menu). 

With this in mind, we also built a search engine into PhotoCare® so that searches could be 

carried out by operation type, operation details, type of implantable medical device (e.g. 

prostheses) and complication, allowing information to be extracted very quickly whatever the 

context. 

Our work here has contributed to the innovative medical university initiative under way within 

the AP-HP, which aims to develop research, university teaching and clinical practice while 

improving quality of care. The capability of collecting patients’ medical images, directly 

associated with their electronic consent and their pre-and post-operative questionnaires filled 

in with the expected score results, falls within the Medical University Department (DMU) set 

up dynamic. It allows for the very fast creation of a database combined with the production of 

collaborative artificial intelligence (87). After a few months, the system will allow research 

work to progress more quickly and boost publication activity which generates revenue for 

hospital departments, for example. 
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Figure 56: PhotoCare® function where the patient shares the progression of their scar 

Figure 57: Integration in the PhotoCare® function of secure instant messaging between the 

patient and their surgeon for remote healing monitoring 
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 Digitization of medical questionnaires 

 

It has been possible to digitize pre- and post-operative surgical questionnaires (Annexes 2 and 

3) directly in the PassCare® platform (examples: Figures 58 to 61).  

 

The patient leaves the consultation with their activated card. When they log onto their online 

profile at home, they can answer questionnaires and enter the necessary scores to evaluate their 

care before their next consultation or procedure. This is also valid for the digitization of research 

protocols and monitoring in general. This tool can facilitate and secure outpatient management. 

The surgeon has real-time access to their patients’ profiles and scores as they are completed on 

this collaborative platform. 

 
 

 

  

Figure 58: Breast reconstruction pre-operative survey  
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Figure 59: Breast augmentation pre-operative survey (1)  
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Figure 60: Breast augmentation pre-operative survey (2)  

Figure 61: Breast augmentation pre-operative survey (3)  
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 Health data structuring 

The second significant achievement, which fulfils the second primary objective of this project, 

related to the technical operational success of transitioning from unstructured or semi-structured 

data to structured information that is statistically and technologically exploitable (Figures 62 

and 63). 

  

Figure 62: Dashboard of statistics generated from structured epidemiological data in 

PassCare® 
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Figure 63: Transition from unstructured files to structured data in PassCare® 
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 Modified two-sided market platform model 

 

One of the secondary objectives of this work, established during the initial development, was 

to adapt the technology to a suitable viable economic model (88). Given the universal open-

source web platform mode design, the two-sided market platform model emerged as a possible 

response to this consideration. This model, described by winner of the 2014 French Nobel Prize 

for Economic Sciences Professor Jean Tirole (89,90), is currently used by hundreds of known 

platforms in several fields on the Internet. The basic element of this model is that of putting two 

interdependent entities in contact with one another via a platform P (Figure 64). The perfect 

example is social network Facebook. Internet users are free users and do not pay for access, but 

on the other side of the platform P (Figure 64), there are professional users who pay for services 

like advertising. After carefully scrutinizing and studying this model, I considered it dangerous 

to apply it to our e-health platform from the outset (91), given that in this type of model, you 

need to reach a critical mass of users in the first part to be able to attract users and finance the 

second part. I therefore proposed adapting this model by applying a use concept that is both 

economically and technologically interdependent, but also independent. 

  

Figure 64: Illustration of the two-sided platform (P) model 
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5.6 Discussion 

In this discussion we will be addressing the example of Kaiser Permanente (KP) which is the 

oldest and largest non-profit healthcare system in the United States.  

Founded in 1945, it currently covers 9.3 million plan members in nine states, and is considered 

one of the most successful. The organization groups together 167,300 employees, 14,600 

healthcare professionals (doctors, nurses, therapists), 37 medical centers and 611 medical 

offices (92). 

The KP model manages patients according to their risk profile, which is presented in the Kaiser 

Pyramid, allowing the integration of care combining prevention, primary care and secondary 

care. 

 

The system is based on a precise needs analysis and response scaling according to the level of 

risk faced by the patient and their carer: 

- Level 0, “healthy” population: Promotion of prevention and well-being 

actions. 

 

- Level 1, low-risk chronic diseases: “Self-care” support, coordination of the 

care pathway and the patient's referral within the health system. 

 

- Level 2, high-risk chronic diseases: Disease Management / Care 

Management programs aimed at coordinating those involved in the patient’s 

care (including the medical-social sector).  

 

- Level 3, very high-risk and highly complex chronic diseases: Case 

Management rationale requiring the coordination of high-intensity care and 

the intervention of a complex case manager (Figure 65). 
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In addition to targeting chronic diseases, risk classification standardizes the patients’ care 

pathway, much like the coordination applied in the Collaborative Cardiac Care Service for 

patients suffering from acute coronary syndrome, for example. These patients are monitored by 

a nurse who coordinates the care and transition home, and then by pharmacists who monitor 

the treatment over the long term. 

KP has an innovative information system called HealthConnect, which allows it to improve its 

implementation of the care pathway founded on the Kaiser Pyramid and achieve concrete 

clinical outcomes (93). For example, the Collaborative Cardiac Care Service has reduced the 

mortality rate of patients suffering from acute coronary syndrome by 76%. 

HealthConnect was designed between 2005 and 2008 on the initiative of a group of doctors 

who wanted access to a built-in technology exchange platform, combining the two areas, 

business and management of their activity. 

Once the KP HealthConnect tool was deployed in the different facilities, data analysis was used 

to structure the organization of the care pathway. A set of applications was then developed and 

is used by the different facilities. The electronic medical records are accessible to all healthcare 

professionals via HealthConnect on kp.org, the MyHealthManager patient portal is accessible 

on the Internet or in the form of a mobile application. 

All KP members have access to the MyHealthManager portal, which has 4.4 million users and 

gives patients access to different services.  

Figure 65: Kaiser Pyramid 
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Each month: 

• 2.9 million analysis results are consulted online. 

• 1.2 million emails are sent to healthcare professionals. 

• 1.2 million medical prescriptions are written online. 

• 300,000 medical appointments are made online. 

 

Nonetheless, new challenges now threaten the KP empire, and these challenges are primarily 

financial. In 2013, KP launched a series of initiatives aimed at lowering costs, in line with the 

reimbursement restrictions applied by the Patient Protection and Affordable Care Act adopted 

in the United States in 2010. 

One of the most innovative initiatives consists in integrating a scan of the products prescribed 

to patients into their electronic medical record to allow a comparative analysis of the efficacy 

of different treatments. This internal benchmark allows the organization to identify the most 

effective and most profitable treatments, in line with the objectives of the Affordable Care Act 

aimed at linking reimbursements to treatment outcomes and care. 

Moreover, the patients’ expectations of the organization are identified via a systematic patient 

feedback process integrated into the change management processes. 

The main reason for patient dissatisfaction relates to the limitation of KP's territorial logic, and 

specifically the inadequate exchange of transparent information from one state to another, 

despite the existence of the unique medical record. Although the organization is integrated into 

a complete network, it cannot accommodate patient mobility. 

Among the youngest patients there is a growing need for remote monitoring and telemedicine 

media. Young patients are becoming increasingly less inclined to travel to meet a healthcare 

professional. KP is therefore developing new care models to respond to this need, including 

mobile services. 

It has been investing in predictive analytics since 2013. An internal team of 3,000 employees 

is developing analyses, algorithms and reports for targeting critical patients. 

Moreover, KP is also currently developing Alvin, a connected car on exhibition in Oakland, 

California. It is a hybrid car that can be remotely controlled allowing patient examinations to 

be conducted remotely. The examination of vital signs, blood pressure and even X-rays are 

carried out on board. 
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The technological challenges therefore lie in improving the use of data to: 

• Create registers of certain chronic diseases like diabetes. 

• Compare one patient’s situation with that of other patients suffering from the same 

disease. 

• Determine how changes to the care pathway can impact clinical outcomes. 

• Identify the best treatment approaches for patients suffering from several diseases. 

• Enhance expertise and improve the analysis of data collected from a patient's first visit 

to the emergency department.  

• Develop new innovative tools like connected objects. 

The health sector requires more efficient and secure systems for managing patient medical 

records, pre-payment agreements, settling insurance records, and implementing and recording 

other complex transactions, hence the appeal of blockchain which could provide this sector 

with the resources it so badly needs.  

Patient medical records are currently managed in data centers (with cloud-type environments), 

where access is limited to the networks of hospital establishments and healthcare providers. 

The very costly centralization of this information makes it vulnerable to security breaches. A 

blockchain, however, stores the entire medical history of each patient with different levels of 

control according to the accessor (patient, doctor, regulatory organization, hospital, insurer, 

etc.). It is therefore a secure mechanism that can store and manage a patient's complete medical 

record. As such, this new technology is a storage medium that is protected against medical 

history falsification.  

It can also reduce insurance case resolution times and improve efficiency in the production of 

insurance proposals, for example.  
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5.7 Conclusion of the PassCare® project at this stage 

The development of a global intelligent health information management platform fulfilled the 

two stated objectives, which were the main barriers encountered in the first study on renal 

cancer prediction, i.e. health data sharing and structuring. Our technological concept could 

contribute to digitizing the patient-doctor relationship to free up time and increase the efficiency 

of communications (94) between the various people involved with and around the patient. The 

possibility of having access to electronic patient consent and digitizing research protocols could 

help facilitate health professionals’ scientific output in real time, thus advancing medical 

research. Cryptography, particularly its asymmetric version, and the new blockchain protocols 

appear to be interesting technologies for the secure and collaborative management of medical 

records (95). However, technological development must not take place without considering the 

associated economic model. According to my theory, the two-sided platform model can 

function in the field of e-health provided it is both economically and technologically 

interdependent and independent for the two interconnected parties. A technological 

development alone is not enough to create viable operational platforms. Virtual printing built 

into the business software and connected to the patients’ PassCare® cards provides the platform 

with unstructured and semi-structured data by extracting information at the source. Our 

PassCare-OCR algorithm can then automate and improve structuring to make the data 

exploitable by selecting information from the ICD-10 database (for diseases) and the VIDAL 

database (for drugs) (Figure 66). 

 

Our current vision is to work on the data lake, to detect the gap between an ideal care pathway 

according to the HAS [French National Authority for Health] recommendations,  

and the completed and recorded care pathway of a patient in PassCare®, by collaboratively 

using artificial intelligence (96). This development is under the guidance of a medical team 

which supplies the decision trees to the machine, so that it can perform matching with validated 

structured databases (97). 

A validation study is under way in the Reconstructive and Plastic Surgery Department of 

Hôpital Tenon in Paris under the supervision of Professor Michael Atlan and his team. 
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Figure 66: Comparison of two data-centered health system concepts 
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In the first study, the KM applied to the images was used to estimate an optimal partition 

comprised of 8 classes to which the artificial intelligence algorithm randomly attributed colors. 

Using HES staining of the section, each color was attributed to a given histological structure 

(Anatomopathological Machine Learning), (Figure 67).  

The interpretation of the spectral signatures (data mining) between the two M0 and M1 groups 

identifies two prognostic optical markers (98). The first belongs to the tumor and represents a 

risk factor for the onset of metastases (Cluster 4 Turquoise) (OR=2.3 [1.26-4.17]). 

The second seems to correspond to an inflammatory component and represents a protective 

factor (Cluster 2 Blue) (OR=0.5 [0.342-0.815]).  

The other clusters showed no significant results. 

6. OVERALL RESULTS  
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In the second project, a complete innovative e-health web platform was developed based on the 

latest digital technologies and made securely accessible to healthcare professionals and patients 

via a card featuring a universal digital identity. The proposed hybrid architecture makes it 

possible to instantly share, structure and decentralize information in a technologically and 

economically redesigned and modified two-sided model (Figure 68). This new concept ensures 

health data portability beyond technical, organizational or geographic boundaries. 

 

 

  

Figure 67: A geometric representation of a big data set 
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Figure 68: Evolution of the information architecture in the PassCare® concept 
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The first study demonstrates the predictive potential of a big data model (99) produced from a 

small patient cohort thanks to the generation of big data from spectroscopic images. However, 

this algorithmic analysis (Figure 69) needs to be validated with supervised classification and 

training with deep learning.  

Although already operational, this PassCare® model used to create a real-time digital bridge 

between healthcare professionals and patients, requires the integration of additional data and 

long-term application experience (100) in order to be scientifically validated by comparing it 

to standard clinical practices. Economic impact studies must also be carried out to calculate this 

model's potential to reduce public health expenditure. In any event, this creation could help 

streamline the care pathway and prevent any discontinuity of patient care. 

Moreover, in light of the world's evolving healthcare systems, Patient Experience can now be 

integrated and assessed thanks to our approach, with the incorporation of what is called Value-

Based Healthcare, with three notions that seem particularly important for us to consider:  

- PROMS (Patient-Reported Outcome Measures): Outcomes. 

- PREMS (Patient-Reported Experience Measures): Experience. 

- HRQoL (Health-Related Quality of Life): Quality of life. 

There is no question that PassCare®, which can be considered the first patient-owned and 

patient-managed complete health software, is moving in the direction of a very popular term:  

Patient Empowerment. 

7. GENERAL DISCUSSION  
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Figure 69: Design of a data cloud algorithmic classification 
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E-health and new digital technologies can allow more efficient sharing and better structuring 

of health data for predictive healthcare (Figure 70). Artificial intelligence is not a computer 

code created at a given moment, but the result of a learning process. The “fuel” of artificial 

intelligence is data (101) which must be better shared and better structured to generate reliable 

exploitable models. This work paves the way for a paradigm shift with potential future 

exploitation of real-life health data, by actually placing the patient in the center of a better 

coordinated and connected care pathway.  

Lastly this thesis could trigger a shake-up of fossilized practices and prompt doctors and 

surgeons to innovate, create companies and anticipate the fast-paced development of our 

professions. It is also important to adapt initial medical and paramedical training to incorporate 

these new technologies into our basic learning. 

  

8. OVERALL CONCLUSION AND PERSPECTIVES  

Figure 70: The future of medicine thanks to developments in health informatics 
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ILLUSTRATION OF A 4.0 HEALTH SYSTEM BY THE PASSCARE TEAM 
 
 
 
 
 
 
 
 

 
 
 
 

“Access to healthcare must start with access to medical information” 
Adnan El Bakri 
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Annex 2: Breast augmentation pre-operative survey 

 

BREAST-Q™ 

AUGMENTATION MODULE (PRE-OPERATIVE) 1.0 

 

The questions below relate to your breasts. In the last two weeks, have you felt:  
 

  Never Rarely Sometimes Often All the time 

a. Confident in society? 1 2 3 4 5 

b. Happy with yourself? 1 2 3 4 5 

c. Confident in your clothes? 1 2 3 4 5 

d. Equal to other women? 1 2 3 4 5 

e. Attractive? 1 2 3 4 5 

f. Comfortable with your body? 1 2 3 4 5 

g. Self-confident? 1 2 3 4 5 

h. Confident about your body? 1 2 3 4 5 

i. Confident? 1 2 3 4 5 

  



 

 

158 

In the last two weeks, have you had:  
 

  Never Rarely Sometimes Often 
All 
the 

time 

a. Pain in your breasts? 1 2 3 4 5 

b. A feeling of hardness in your breasts? 1 2 3 4 5 

c. Difficulty lifting heavy objects? 1 2 3 4 5 

d. Difficulty carrying out an intense 
physical activity (e.g. running or sport)? 1 2 3 4 5 

e. Difficulty lifting or moving your arms? 1 2 3 4 5 

 
The questions below relate to your sex life. In general, do you feel:  
 

  Never Rarely Sometimes Often All the 
time 

Not 
relevant 

a. 
Sexually desirable when you 
are dressed? 1 2 3 4 5 NR 

b. At ease during your sexual 
relations? 1 2 3 4 5 NR 

c. Sexually self-confident? 1 2 3 4 5 NR 

d. 
Sexually attractive when you 
are naked? 1 2 3 4 5 NR 

e. 
Sexually self-confident with 
regard to the appearance of 
your breast(s) when you are 
naked? 

1 2 3 4 5 NR 
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Annex 3: Breast reconstruction pre-operative survey 

 

BREAST-Q™ 

AUGMENTATION MODULE (POST-OPERATIVE) 1.0 

 

The questions below relate to your breasts. In the last two weeks, have you been satisfied or 
not:  

 

  Not at all 
satisfied 

Not very 
satisfied 

Quite 
satisfied 

Very 
satisfied 

a. With your reflection in the mirror when 
you are dressed? 1 2 3 4 

b. 
With the balance between the size of 
your breasts and the rest of your body? 1 2 3 4 

c. With the fit of your bra? 1 2 3 4 

d. 
With the depth of your cleavage when 
you wear a bra? 1 2 3 4 

e. With the size of your reconstructed 
breast(s)? 1 2 3 4 

f. With your reflection in the mirror when 
you are naked? 1 2 3 4 
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Annex 4: Hippocratic Oath 

HIPPOCRATIC OATH 

 

In the presence of the Masters of this Faculty, my fellow students and in accordance with the 

Hippocratic tradition, within my practice in the medical profession, I promise and swear that at 

all times I shall act honorably and with integrity. 

 

I shall give free care to the indigent and shall never demand to be paid more than my work 

deserves. 

 

 

In entering people’s homes, I shall treat their private affairs confidentially and shall not attempt 

to corrupt or seduce. 

 

 

With respect and gratitude to my Masters, I will pass on to their children the instruction I have 

received from their fathers. 

 

May my fellow men and fellow doctors grant me their respect if I remain true to my promises. 

May I be dishonored and scorned if I transgress them. 
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ABSTRACT 

Introduction: Predictive healthcare requires big data analytics. In practice, health information is centralized, rarely 

shared and inadequately structured, impeding the application of artificial intelligence. In the face of these constraints, 

the objective of this work was to explore the potential value of e-health and decentralization in health data sharing and 

structuring by proposing a new technological solution. Materials and methods: Two projects were carried out one after 

the other. The first was a case-control, multi-center study using microscopy on a retrospective cohort of 100 patients 

having undergone renal cancer surgery. The applied mathematical classification was unsupervised. A second project 

was then carried out to develop a health card called PassCare®, benefiting from a new hybrid technology architecture 

for sharing and structuring health information. Four years were dedicated to the development of this model, which 

required the creation of a company and the recruitment of engineers, with funding from French public investment bank 

Bpifrance. A review of the literature was also carried out. Results: The algorithm in the first study identified two 

prognostic optical markers by developing four million data sets, demonstrating the predictive potential of a big data 

model produced from a small cohort of patients. However, this lengthy process needs to be validated by a supervised 

classification and is not reproducible. Hence the development of the project for the application of a complete e-health 

digital platform based on a hybrid architecture, which allows information to be instantly shared, structured and 

decentralized in a redesigned two-sided model. Discussion: Although already operational, this PassCare® model 

requires more data and long-term application experience in order to be validated in clinical practice. Conclusion: E-

health and new digital technologies can allow more efficient sharing and better structuring of health data for predictive 

healthcare. This work paves the way for a paradigm shift with potential future exploitation of real-life health data, 

while placing the patient in the center of a better coordinated and connected care pathway.  
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