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I. Introductory conditions

§ 1 Scope of application, definitions
1. The General Terms and Conditions (hereinafter called: GTC) apply in their respective current

version for all business relationships with the Customers of Authentic.network GmbH (hereinafter
called “Authentic”). It is known to the Customer that the current version of the GTC can be viewed
and called up on the homepage www.authentic.network in the future. Thus it is considered as
notified. Upon request, Authentic sends to the Customer the respective current version.
When establishing the business relationship, the Customer acknowledges these GTC.

2. Entrepreneurs in the sense of GTC are natural or legal persons or legally responsible business
partnerships, with which business relationships are established, and which act in the exercise of a
commercial or self-employed professional activity.
Business Customers are all entrepreneurs as well as legal persons under public law and special
funds under public law in the sense of § 310 section 1 BGB (German Civil Code). Customers in
the sense of the GTC are business Customers only.

3. Authentic provides the Customer with a variety of products (also referred to as “authentic.code”)
and software (also referred to as “app” and which consists of an app, an API and the services
around it).

4. Deviating, opposing or supplementary General Terms and Conditions of the Customer, even on
knowledge, will not become a part of the contract and will not be acknowledged, unless their
validity is expressly agreed in writing.

§ 2 Conclusion of a contract
1. All offers of Authentic are non-binding and subject to change. Technical modifications as well

modifications in form, color and/or shape are reserved within reasonable limits.

2. By placing an order of goods and/or services, the Customer bindingly declares himself willing to
purchase the ordered goods and/or services and to accept the GTC. Orders of the Customer are
offers to conclude a corresponding contract. Authentic reserves the right to accept or to reject the
offer within two weeks after receipt. The acceptance can be declared either expressly in writing
(e-mail is sufficient) or by starting to process the order and/or delivery of the goods to the
Customer.

3. If the Customer orders the goods and/or services by electronic means, Authentic will instantly
confirm the receipt of the order. The confirmation of receipt does not represent a binding
acceptance of the order. The confirmation of receipt can be connected with the Project Summary.

4. The conclusion of a contract is carried out under the reservation of the correct and timely supply
by the suppliers of Authentic. This only applies in case that the non-delivery is not attributable to
Authentic. The Customer will instantly be informed about the non-availability of the performance. A
possibly already rendered counter-performance will be instantly reimbursed.

5. In case that the Customer orders the goods and/or services by electronic means, the text of the
contract will be saved by Authentic and be sent to the Customer per e-mail upon request, along
with the present GTC.

6. Modifications and amendments of the contractual relationship require the written form. If they do
not meet this requirement, then they are void. This also applies for modifications of this clause
relating to the written form. If a contract was concluded by electronic means, modifications or
amendments of the contract can at first be carried out in the same manner. But the modification or
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amendment is not effective, before it has been confirmed by the respective other contractual
partner via fax or email, or before Authentic fulfills the contract according to the modified or
amended conditions.

§ 3 Scope of delivery and services
The services to be rendered by Authentic towards the Customer are defined in the Project
Summary. At this, a selection of the following delivery and service variants is made. The following
special conditions concerning the different delivery and service variants (number II to V) shall only
apply insofar as the respective delivery and service variants are subject matter of the contractual
relationship.

II. Special conditions for the delivery of products

§ 4 Delivery and storage of products
1. The products to be delivered by Authentic are described comprehensively in the performance

description of each Project Summary.

2. The agreed delivery dates are only valid under the condition of timely fulfillment of all obligations of
the Customer which are required for the timely delivery.

3. If services of third parties are needed at the installation of the delivery item, they are considered as
advance performances.

4. The conditions under which products must be stored have to be adhered to by the customer or by
3rd parties which provide logistics services to the customer, especially in regards to exposure to
the elements (sun, rain, temperature, …). Failure to do so voids any product liability of Authentic.
The specifications are summarized in the material specification sheet (MSS) and shared as part of
the sales process with the customer.

§ 5 Reservation of title
1. Authentic reserves the title to the goods, until all claims arising from the current business

relationship with the Customer are satisfied. A transfer of ownership of the goods subject to
reservation of title to third parties is only permitted, as long as it takes place in the ordinary course
of business of the Customer and if the latter reserves the title to the goods subject to reservation of
title until the full payment of all his claims from the business relationship with third party. The
Customer is not entitled to pledge the goods subject to reservation of title or to give them as
security. The Customer must handle with care the goods subject to reservation of title. Authentic
must be notified instantly, if the goods subject to reservation of title are pledged or damaged or get
lost, as well as in case of a relocation of the residential or business premises of the Customer. If
the Customer violates the obligations given here, then Authentic can declare its withdrawal from
the contract and demand the surrender of the goods. In case of a default of payment of the
Customer, Authentic is entitled to take back the goods subject to reservation of title, and for this
purpose, it is entitled to enter the factory of the Customers. The taking back of the goods subject to
reservation of title is no withdrawal from the contract. Authentic will realize the goods subject to
reservation of title by sale in the best possible way, and offset to existing claims the proceeds
obtained by the realization less the costs of the realization.

§ 6 Transfer of risks
1. The risk of accidental loss and accidental deterioration of the goods passes with the handover, in

case of sale by dispatch with the delivery of the goods to the forwarding agent, the freight carrier or
other person or institution designated with the performance of dispatch to the Customer. If the
goods are to be picked up by the Customer from Authentic, the risk of accidental loss and
accidental deterioration of the goods passes to the Customer with the notification of the readiness
for dispatch.

2. If the Customer does not accept the goods or services, although they are offered to him by
Authentic according to contract, then he is in default of acceptance. Default of acceptance is
equivalent to the handover.
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3. Authentic is not obligated to the conclusion of a transport insurance.

III. Special conditions for the delivery and use of the software / app and services:

§ 7 Content on the App
1. Unless otherwise specified or clearly recognisable, all content available on the App is owned or

provided by Authentic or its licensors.

2. Authentic undertakes its utmost effort to ensure that the content provided on the App infringes no
applicable legal provisions or third-party rights. However, it may not always be possible to achieve
such a result. In such cases, without prejudice to any legal prerogatives of Customers to enforce
their rights, Customers are kindly asked to preferably report related complaints using the contact
details provided in this document.

§ 8 Rights regarding content on the App - All rights reserved
1. Authentic holds and reserves all intellectual property rights for any such content.

2. Customers may not therefore use such content in any way that is not necessary or implicit in the
proper use of the Service.

3. In particular, but without limitation, Customers may not copy, download, share (beyond the limits set
forth below), modify, translate, transform, publish, transmit, sell, sublicence, edit, transfer/assign to
third parties or create derivative works from the content available on the App, nor allow any third
party to do so through the User or their device, even without the Customers’ knowledge.
Where explicitly stated on the App, the Customers may download, copy and/or share some content
available through the App for its sole personal and non-commercial use and provided that the
copyright attributions and all the other attributions requested by Authentic are correctly implemented.

4. Any applicable statutory limitation or exception to copyright shall stay unaffected.

§ 9 Content provided by Customers
1. Authentic allows Customers to upload, share or provide their own content to the App.

2. By providing content to the App, Customers confirm that they are legally allowed to do so and that
they are not infringing any statutory provisions and/or third-party rights.

3. Further insights regarding acceptable content can be found inside the section of these Terms which
detail the acceptable uses.

§ 10 Rights regarding content provided by Customers

1. Users acknowledge and accept that by providing their own content on the App they grant Authentic a
non-exclusive, fully paid-up and royalty-free license to process such content solely for the operation
and maintenance of the App as contractually required.

2. To the extent permitted by applicable law, Users waive any moral rights in connection with content
they provide to the App.

3. Users acknowledge, accept and confirm that all content they provide through the App is provided
subject to the same general conditions set forth for content on the App.

§ 11 Liability for provided content

1. Customers are solely liable for any content they upload, post, share, or provide through the App.
Customers acknowledge and accept that Authentic does not filter or moderate such content.
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a. However, Authentic reserves the right to remove, delete, block or rectify such content at its own
discretion and to, without prior notice, deny the uploading Customers access to the App:

b. if any complaint based on such content is received;
c. if a notice of infringement of intellectual property rights is received;
d. upon order of a public authority; or
e. where Authentic is made aware that the content, while being accessible via the App, may

represent a risk for Customers, third parties and/or the availability of the Service.

2. The removal, deletion, blocking or rectification of content shall not entitle Customers that have
provided such content or that are liable for it, to any claims for compensation, damages or
reimbursement.

a. Customers agree to hold Authentic harmless from and against any claim asserted and/or
damage suffered due to content they provided to or provided through the App.

§ 12 Access to external resources
1. Through the App Customers may have access to external resources provided by third parties.

Customers acknowledge and accept that Authentic has no control over such resources and is
therefore not responsible for their content and availability.

2. Conditions applicable to any resources provided by third parties, including those applicable to any
possible grant of rights in content, result from each such third parties’ terms and conditions or, in the
absence of those, applicable statutory law.

§ 13 Acceptable use
1. The App may only be used within the scope of what they are provided for, under these Terms and

applicable law.

2. Customers are solely responsible for making sure that their use of the App and/or the Service
violates no applicable law, regulations or third-party rights.

3. Therefore, Authentic reserves the right to take any appropriate measure to protect its legitimate
interests including denying Customers access to the App or the Service, terminating contracts,
reporting any misconduct performed through the App or the Service to the competent authorities –
such as judicial or administrative authorities - whenever Customers are suspected to be in violation
of any laws, regulations, third-party rights and/or these Terms, including, but not limited to, by
engaging in any of the following activities:

§ 14 Conduct restrictions
1. pretending to fulfill any possible condition or requirements for accessing the App and/or using the

Services, such as for instance being adult according to law or qualifying as a Consumer;

2. concealing their identity or stealing someone else's identity or pretend to be or represent a
third-party, if not allowed to do so by such third-party;

3. manipulating identifiers to disguise or otherwise conceal the origin of their messages or of the
content posted;

4. defaming, abusing, harassing, using threatening practises, threatening or violating the legal rights of
others in any other way;

5. promoting activity that may endanger the User’s life or the life of any other User or lead to physical
harm. This includes but is not limited to suicide threats or instigations, intentional physical trauma,
the use of illegal drugs, or excessive drinking. Under no circumstance is any User allowed to post
any content promoting and/or encouraging and/or showing any self-destructive or violent behavior on
the App;

6. probing, scanning or testing the vulnerability of the App, including the services or any network
connected to the website, nor breaching the security or Authentication measures on the App,
including the services or any network connected to the App;
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7. instaling, embedding, uploading or otherwise incorporating any malware into or via the App;

8. using the App or the technical infrastructure in an abusive, excessive or otherwise inappropriate way
(for example: for spamming purposes);

9. attempting to disrupt or tamper with the technical infrastructure in a manner that harms or places an
undue burden on the App or the Service;

§ 15 Content restrictions
1. disseminating or publishing content that is unlawful, obscene, illegitimate, libelous or inappropriate;

2. publishing any content that promotes, either directly or indirectly, hate, racism, discrimination,
pornography, violence;

3. disseminating or publishing any content that is false or may create unjustified alarm;

4. using the App to publish, disseminate or otherwise provide content protected by intellectual property
laws, including but not limited to patent, trademark or copyright law, unlawfully and without the
legitimate right-holder’s consent;

5. using the App to publish, disseminate or otherwise make available any other content which infringes
on any third-party rights, including but not limited to state, military, trade or professional secrets and
personal data;

6. publishing any content or carrying out any activity that disrupts, interrupts, harms, or otherwise
violates the integrity of the App or another User's experience or devices. Such activities include:
spamming, distributing unauthorized advertisements, phishing, defrauding others, spreading
malware or viruses etc.;

§ 16 Software license
1. Any intellectual or industrial property rights, and any other exclusive rights on software or technical

applications embedded in or related to the App are held by Authentic and/or its licensors.

2. Subject to Customers’ compliance with and notwithstanding any divergent provision of these Terms,
Authentic merely grants Customers a revocable, non-exclusive, non-sublicensable and
non-transferable license to use the software and/or any other technical means embedded in the
Service within the scope and for the purposes of the App and the Service offered.

3. This license does not grant Customers any rights to access, usage or disclosure of the original
source code. All techniques, algorithms, and procedures contained in the software and any
documentation thereto related is Authentic’s or its licensors’ sole property.

4. All rights and license grants to Customers shall immediately terminate upon any termination or
expiration of the Agreement. Without prejudice to the above, under this license Customers may
download, install, use and run the software on the permitted number of devices, provided that such
devices are common and up-to-date in terms of technology and market standards.

5. Authentic reserves the right to release updates, fixes and further developments of the App and/or its
related software and to provide them to Customers for free. Customers may need to download and
install such updates to continue using the App and/or its related software.

6. The User may download, install, use and run the software on unlimited devices.

§ 17 API usage terms
1. Customers may access their data relating to the App via the Application Program Interface (API).

Any use of the API, including use of the API through a third-party product/service that accesses the
App, is bound by these Terms and, in addition, by the following specific terms:
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a. the User expressly understands and agrees that Authentic bears no responsibility and shall not
be held liable for any damages or losses resulting from the User’s use of the API or their use of
any third-party products/services that access data through the API.

§ 18 Liability, viruses
1. The usage of the app including the downloading or other receipt of information and data by the

Customer takes place within the sole responsibility of the Customer, unless in case of mandatory
liability because of wilful intent or gross negligence. The liability of Authentic for any damages
resulting from the usage of the app, in particular business interruption, loss of profit, loss or
manipulation of information and data by third parties or consequential damages is excluded.

2. Although Authentic always endeavors to keep the software free from viruses, Authentic cannot
guarantee freedom from viruses and thus it assumes no corresponding liability. Therefore, the
Customer is recommended to take care himself for appropriate safeguard measures and to make
sure that appropriate suitable safety equipment is available, before downloading information from the
software. Likewise, the Customer will use all reasonable safety measures and protective devices, in
order to not transfer any viruses to the software.

3. The user that wishes to scan and verify an authentic.code needs a suitable and correctly functioning
smartphone in order to do so. Authentic cannot be held liable for the potential non-compatibility with
an end-users hardware. The latest list of supported mobile devices can be found in the app.
Smartphone and embedded camera technology (upon which Authentics’ solution relies) is constantly
changing. Therefore Authentic cannot be held accountable or liable, if after a software/hardware
upgrade its app and service is not working anymore on certain models. Authentic will do its best to
re-establish app/service availability within technical possibilities, however will not be able to
guarantee it.

§ 19 Subject matter of services
1. Authentic may render services (subject to the agreed scope of work) for the Customer including

but not limited to: Consulting, Project Management, Implementation, Customization and
Programming. The content, scope and special conditions of these services are to be defined in the
Project Summary for each Project.

2. For these services, the following conditions apply.

§ 20 Project organisation
1. A project team is formed, which consists of qualified employees of Authentic which are only

subject to the instructions of the project leader.

2. The Customer nominates employees to implement the project from his side. He is solely
responsible to ensure that they are equipped with the required authority, information and skills to
successfully complete the project. This team will be the contact persons of the project team
members of Authentic.

3. Authentic is entitled to replace its project leader as well as its employees against equally qualified
employees. Such a personnel change is announced in writing to the Customer.

4. The Customer also provides a project leader, whose name is mentioned in the contract.
Modifications require the written form. The project leader of the Customer has the sole authority to
give directions to the project employees of the Customer and supports the project employees of
Authentic in all organizational, system-technical and specialized questions that concern the
project. Furthermore, at any time, he grants access to the project employees of Authentic to the
information necessary for their task or instantly provides them with all required information.

§ 21 Service reselling
1. Customers may not reproduce, duplicate, copy, sell, resell or exploit any portion of the App and of its

Service without Authentic’s express prior written permission, granted either directly or through a
legitimate reselling program.
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§ 22 Compliance with legal regulations, property rights of third parties, indemnification,
blocking

1. The Customer is obligated towards Authentic not to violate any laws by means of the app and the
digital information uploaded into Authentics’ digital repository, in particular to violate any criminal,
copyright, trademark and other trademark-related and person-related provisions. The Customer is
also responsible for the content of websites to which he offers an access possibility by means of a
hyperlink from his website.

2. Authentic will instantly inform the Customer to the extent permissible under law, when third parties
or authorities claim against him that there is a violation against legal or official regulations
attributable to the Customer according to the preceding paragraph, or a violation of rights of third
parties.

3. The Customer will support Authentic to the best of his ability in the legal defense. If the
infringement of rights that is imputed to Authentic is based on the fact that data, designs or other
information made available to Authentic by the Customer or at the instance of the Customer
infringe copyrights, trademark rights or other property rights of third parties, then the Customer will
indemnity Authentic from claims for damages of third parties, from the costs of a reasonable legal
defense as well as from a liability towards authorities.

4. Authentic is entitled to temporarily interrupt the connection of the Authentic.codes utilized by the
Customer, if there is a reasonable suspicion of illegal contents of the information stored as digital
twins, in particular because of investigation government authorities or because of a warning by
someone whose rights have supposedly been infringed, unless, this warning is manifestly
unfounded. The blocking has to be limited to the supposedly illegal contents, insofar as technically
possible. The Customer has to be notified instantly about the blocking, indicating the reasons, and
must be demanded to remove the supposedly illegal contents or to demonstrate and to prove the
legality. The blocking must be canceled as soon as the suspicion is refuted or the supposedly
illegal contents have been removed.

IV. General conditions

§ 23 Acceptance of work performances
1. Insofar as the services provided by Authentic are work performances, they require an acceptance

pursuant to their provision. This does not apply for consulting and other support services, unless
the need for acceptance is expressly determined in the Project Summary or scope of work.

2. Authentic will notify the Customer in writing about the readiness for acceptance of the delivery or
service.

§ 24 Warranty for work performance services
1. Insofar as Authentic renders work performances in the context of this contractual relationship,

Authentic warrants within a period of one year.

2. If a work performance of Authentic has a defect, then the Customer can demand supplementary
performance within a reasonable period. The supplementary performance is carried out at the
choice of Authentic by remedying the defect or by producing a new work. Software, which has not
the contractually prescribed quality or which is not suitable for the ordinary use, is at the choice of
Authentic, depending on the importance of the error, either replaced by the delivery of an improved
software version, or remedied with the aid of the instructions for the rectification or for the
circumvention the effects of the error.

3. The Customer is obligated to instantly notify Authentic about discernible faults or defects. A liability
for delayed fault elimination or removal of defects is only applicable, insofar as the Customer has
promptly reported the discernible fault or the discernible defect. Notices of defects must be
transmitted to Authentic in writing with a comprehensible description of the error symptoms and,
insofar as possible, including written records, hard copies or other documents that illustrate the
defects instantly after they have become discernible.
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4. If the Customer is responsible for the fault or the defect, or if a fault or a defect reported by the
Customer does not exist, Authentic is entitled to demand the reimbursement of the costs incurred by
its removal of defects or attempted removal of defects by the Customer.

5. The warranty of Authentic does not cover defects, which are caused by external influences or by a
non-compliance with the usage conditions prescribed by Authentic for the usage of the performance
object. The warranty does not apply, insofar as the Customer modifies himself the performance
object without consent of Authentic or has it modified by third parties, unless, the Customer proves
that the defects have not been caused by such modifications and the removal of defects is not made
unreasonably complicated by the modification.

6. Authentic can refuse the supplementary performance, until the Customer has paid the agreed
compensation.

7. The Customer has the right, after setting of an appropriate period for supplementary performance
and after refusal or failure of the supplementary performance, to withdraw from the contract or to
demand a reduction of the compensation. A failure of the supplementary performance exists at the
earliest after two unsuccessful attempts to remedy the defect. Apart from that, the following liability
provision pursuant to § 23 applies.

§ 25 Warranty as well as obligations to examination and notification of defects during the
purchase

1. Authentic warrants for defects of goods.  Authentic’s first option to address any defects will be to
remove the defect or provide a replacement delivery.

2. If the supplementary performance fails, the Customer can demand a decrease of compensation
(reduction) or rescission of the contract (withdrawal). A subsequent improvement is considered as
having failed at the earliest after the second attempt. However, in case of an only insignificant
contractual violation, in particular in case of only insignificant defects, the Customer is not entitled to
withdraw.

3. Customers have to notify Authentic in writing (via e-mail) of obvious defects instantly, but at the
latest within a period of five days upon receipt of the goods; otherwise the assertion of the warranty
claim is excluded. For observing the period, the timely dispatch is sufficient. The Customer has the
full burden of proof for all prerequisites for claims, in particular for the defect itself, for the date of the
detection of the defect and for the timeliness of the notice of defects.

4. If the Customer chooses to withdraw from the contract because of a defect of title or a defect as to
quality after failed supplementary performance, then he is not entitled to further claims for damages
because of the defect. If the Customer chooses compensation for damages after failed
supplementary performance, the goods remain with the Customer, if this would be reasonable to
him. The compensation for damages is limited to the purchase price of the goods.

5. The warranty period is one year.

6. In principle only the product description and the additional information of Authentic in the Project
Summary are deemed to be binding on the quality of the goods. Public statements, promotion or
advertising of Authentic do not represent any contractual indication of the quality of the goods.

§ 26 Obligations of the Customer to cooperate
1. The Customer makes sure that all required cooperations of the Customer or of his vicarious agent

are made timely and, insofar as not expressly otherwise stipulated in the declaration of
acceptance, that they are made free of charge for Authentic.

2. The Customer will instantly provide Authentic with all information, which Authentic needs for the
rendering of the agreed products and services. Moreover, the Customer will inform Authentic
during the term of this contractual relationship about any significant change. This includes in
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particular the change of a managing director or other legal representatives of the Customer.

3. The Customer grants to the persons working for Authentic any required support for their work in
the premises of the Customer and instantly has to grant the required access to them to the
necessary objects.

4. The Customer designates a contact person for Authentic, who is available for all questions to the
employees of Authentic during the performance of the contract and who is authorized to release
necessary declarations about the provision of services and to take decisions.

5. Data carriers that the Customer makes available, must be flawless from the technical point of view
and in respect of the content and be free from harmful software (e.g. viruses). If this is not the
case, then the Customer compensates Authentic for damages arising thereof and indemnifies
Authentic from all claims of third parties.

6. The Customer retains copies of all documents and data carriers handed over to Authentic, and
which Authentic can access at any time free of charge.

7. The Customer is personally responsible for a regular (e.g.: daily) data backup. Authentic is not
liable for loss of data and damages that would have been avoided by means of a proper data
backup by the Customer.

§ 27 Change request
1. Modifications and amendments of the content or of the scope of the performances owed to

Authentic according to the contract can be proposed by both contractual partners to the respective
other contractual partner. The proposition must contain at least the following information:

a. concrete specification of the modification or amendment,
b. justification from the technical point of view and from the commercial point of view,
c. effects on the time schedule to be expected, and
d. estimation of the expenses, including the incurred expenses and those which will still incur

for the examination of the request for modifications and amendments, as well as the
implementation of the change request procedure.

2. The respective other contractual partner must examine the proposal and must give his view hereto
towards the proposing contractual partner. The decision on the implementation of the modification
or amendment proposition is made by the Customer. However, Authentic is entitled to refuse the
implementation of the modification or amendment, if it is either not technically feasible or if it is
linked with a disproportionate effort that is not reasonable to Authentic.

3. For the additional expenses, which Authentic will incur by the realization of the request for
modifications and amendments, as well as by the implementation of the modification and
amendment procedure, Authentic is entitled to an additional expense-related compensation on the
basis of the respective current price lists of Authentic.

§ 28 Data protection
1. The Customer and Authentic mutually undertake to observe the legal provisions on data protection in

the performance of the contractual relationship and to impose on their employees the obligation to
comply with such provisions. The contracting parties mutually agree to demonstrate compliance with
this obligation in the form required under the statutory provisions, upon the request of the other party.

2. Authentic reserves the right to verify the Customer’s credit and identity. If we are required to deliver
prior to payment (e.g. invoice upon delivery), we reserve the right to conduct a credit assessment on
the basis of mathematical and statistical methods in order to safeguard our legitimate interest in
determining the solvency of our Customers. Pursuant to Article 6(1)(f) GDPR, we may transmit the
personal data required for a credit assessment to respective professional services providers. The
following is a possible list of such providers but not a final one:

- CRIF Credit Solutions GmbH, Gasstraße 18, 22761 Hamburg, Germany.
- CRIF Bürgel-Chemnitz Richter GmbH & Co. KG, Zwickauer Str. 74, 09112 Chemnitz, Germany
- Creditsafe Deutschland GmbH, Schreiberhauerstr. 30, 10317 Berlin, Germany
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- BISNODE D&B Deutschland GmbH, Robert-Bosch-Str. 11, 64293 Darmstadt, Germany
- Euler Hermes Deutschland, a subsidiary of Euler Hermes SA, Friedensallee 254, 22763
Hamburg, Germany

The Customer can object to this data processing at any time by contacting the person responsible for
the data processing or the credit reference agency specified above. However, Authentic shall, where
appropriate, remain entitled to process the personal data insofar as this is necessary for the
contractual processing of payments.

3. Liability under Article 82 GDPR is limited to intentional and grossly negligent violations of the
applicable data protection legislation, except in the case of sensitive data within the meaning of
Article 9 GDPR or where data protection is a fundamental objective of the contract in accordance
with the intentions of both parties.

§ 29 Electronic invoicing
1. The Customer shall receive invoices from Authentic electronically to the e-mail address provided by

the Customer. The Customer waives receipt of the invoice by post.

2. The Customer must ensure on the recipient's side that all electronic invoice deliveries by e-mail
can be duly delivered by Authentic to the e-mail address provided by the Customer and technical
equipment such as filter programs or firewalls are to be adapted accordingly. Any automated
electronic replies to Authentic (e.g. absence notes) cannot be taken into account and do not
preclude valid delivery.

3. The Customer must immediately notify Authentic in writing and legally valid any change to the
e-mail address to which the invoice is to be sent. Invoices sent to the last e-mail address provided
by the Customer shall be deemed to have been received if the Customer has not notified Authentic
of a change in his e-mail address.

4. Authentic shall not be liable for any damages resulting from any increased risk of electronic
delivery of the invoice by e-mail compared to postal delivery. The Customer bears the increased
risk of access by unauthorized third parties due to storage of the electronic invoice. The Customer
undertakes to set up transport encryption between his end device and his email provider. If the
Customer requests a higher degree of protection for the data transmission, the Customer can
indicate a request to his contact at Authentic.

5. In addition, Authentic reserves the right in case of important reasons and in its sole discretion to
change the electronic invoicing to postal invoice at the last known postal address.

§ 30 Compensation
1. The Customer is obligated to pay the invoice amounts, as they result from the respective contract.

All compensations must be invoiced and paid plus the respectively valid statutory value-added tax
where applicable. If nothing else is agreed, Authentics’ standard payment terms of 14 days apply.

2. Beyond the agreed compensation, Authentic is entitled to reimbursement of necessary expenses
required for the rendering of the performances according to contract required, in particular travel
costs and allowance. These are shown separately in the respective contract.

3. The supply of the Customers is made on condition that the delivery is insurable by a commercial
credit insurance to commercially available conditions. If this precondition is not fulfilled in the
individual case, Authentic is entitled to demand an adequate security or advance payment for the
delivery.

4. Authentic will invoice the compensation for services performances according to the modalities
mentioned in the respective contract.

5. The compensation for supplies and performances becomes due in every case upon receipt of the
invoice.

6. The Customer names to Authentic a valid VAT ID number when establishing the business

General Terms and Conditions | authentic | March 2022                                                                                                     page 10/13



relationship. This number is also valid for all future individual orders of the Customer, until the
Customer informs in writing about a change. This clause is valid only within the EU.

§ 31 Set-off, assignment, right of retention
1. The Customer is only entitled to set-off rights, if his counter-claims have been legally recognised or

are indisputable and acknowledged by Authentic, or are in a close synallagmatic relationship to the
claim of Authentic.

2. The Customer can assign the claims he is entitled to only with prior written consent of Authentic to
third parties, insofar as these claims are no monetary claims.

3. The Customer is only entitled to assert a right of retention because of counter- claims arising
directly from the respective contractual relationship. Apart from that, the Customer can only
exercise a right of retention because of counter- claims against Authentic, if these counter-claims
are undisputed or have been legally recognised.

§ 32 Default, deterioration of the Customer's financial situation
1. In any case, the compensation for deliveries and performances becomes due upon receipt of the

invoice. In case of non-payment, the Customer will be in default of payment after 10 days after
receipt of the goods. A Customer, who is in default, must pay interest on the monetary debt at 9%
above the respective “marginal lending facility” rate of interest
(https://www.ecb.europa.eu/stats/policy_and_exchange_rates/key_ecb_interest_rates/html/index.en.
html ) (during the default. The company reserves the right to prove and to assert a higher damage
due to default.

2. If the Customer is in default with the payment of an invoice because of general liquidity difficulties, or
if his financial situation has significantly deteriorated after conclusion of the contract, all his payables
towards the company become payable immediately. Then the company is entitled to execute
outstanding deliveries only against provision of security or cash in advance, or to withdraw from the
contract.

3. If, in case of a continuing obligation, the Customer is in default of payment of a substantial part of the
owed compensation for two successive months, and if a period for remedial action set by the
company has elapsed, then this constitutes an important reason for termination pursuant to § 314
BGB and entitles the company to terminate the contract without notice. The right of the company for
compensation for damage which has already occurred remains unaffected thereof.

§ 33 Contractual right of withdrawal
1. In each of the following cases, Authentic has the right to withdraw from the contract:

a. in case of missing supply by a pre-supplier of the company, which is not attributable to
Authentic;

b. in the event of force majeure, labor disputes, natural catastrophes and comparable
incidents, insofar as these make it substantially more difficult or impossible for the
company, not only temporarily, to render its performances;

c. if circumstances pursuant to § 29 become known about the financial situation or the
creditworthiness of the Customer after conclusion of the contract;

d. if the Customer gives incorrect information about his financial situation or
creditworthiness that essentially jeopardize the contract purpose;

e. in case of behavior contrary to the contract on the part of the Customer and business
transactions of the Customer, which offend against good manners or constitute unfair
practices.

2. In case of claims for damages of Authentic because of impossibility attributable to the Customer or
due to withdrawal from the contract for legal or contractual rights of withdrawal, Authentic is entitled

General Terms and Conditions | authentic | March 2022                                                                                                     page 11/13

https://www.ecb.europa.eu/stats/policy_and_exchange_rates/key_ecb_interest_rates/html/index.en.html
https://www.ecb.europa.eu/stats/policy_and_exchange_rates/key_ecb_interest_rates/html/index.en.html


to liquidated damages in the amount of 25% of the respective contractual compensation, unless, the
Customer proves a lower damage. The company is free to prove a higher damage.

§ 34 Limitation of liability
1. The liability of Authentic is limited to wilful intent and gross negligence.

2. Excluded from this provision is liability for data protection breaches pursuant to Article 82 GDPR.
The provisions on data protection in § 26 shall apply in this case.

3. Furthermore, the liability for the breach of duties, whose fulfillment only enables the proper
performance of the contract and on whose fulfillment the Customer may regularly rely. However, this
liability is limited to the amount of the damage that is foreseeable and contract-typical upon
conclusion of the contract (foreseeable damage typical for the contract).

4. The same applies for breaches of duties of our vicarious agent.

5. Claims of the Customer become time-barred after one year from delivery of the goods and/or
acceptance of the work. This does not apply for claims according to the German Product Liability
Act, in the case of wilful intend and gross negligence as well as injury to life, body or health
attributable to the company, in case of non-fulfilment of independent warranties and if the company
can be accused of fraudulent intent.

6. Insofar as the company enables the access to other websites by means of links, then Authentic is
not responsible for the external contents contained therein. Furthermore, Authentic does not adopt
the external contents as its own. It is the provider of the respectively linked page who is liable for the
contents of the external websites and the damages resulting thereof, and not the one who refers by
links to this publication. Should we acquire knowledge that illegal contents are contained on these
sites, we will instantly block the access.

§ 35 Export
1. The delivered products may contain technologies and software or represent such, which are subject

to the respectively applicable export control regulations of the Federal Republic of Germany as well
as the export control regulations of the United States of America or of the countries to which the
products are delivered or in which they are used. The Customer obligates himself to observe the
relevant provisions in their respective current version. Without prior official permit, the Customer is
not permitted to deliver contractual products directly or indirectly to countries, which are subject to an
embargo, or to natural or legal persons of these countries as well as to natural or legal persons, who
are included on international or national blacklists. Furthermore it is prohibited to deliver contractual
products to natural or legal persons, who are in any way connected with the support, development,
production or usage of any weapons of mass destruction.

2. The Customer obligates himself to export or re-export products and related technology not in
contradiction to the export control regulations of the United States of America, of the European
Community and of Germany, and in particular to obtain the required export licenses at the Federal
Export Office (BAFA). Authentic can refuse the fulfillment of its obligations under the contractual
agreements, provided that and for so long as this fulfillment infringes German, European and
US-American export control right.

3. In case of foreign shipments the Customer undertakes to fulfill any and all duties resulting from the
transfer of the goods to the destination country, especially reporting obligations and waste disposal
of packaging waste, electrical waste and batteries, regardless of who is deemed to be producer or
first distributor/importer according to the legal requirements/ statutory provisions of the destination
country. The Customer will indemnify Authentic against any and all charges, claims, damages and
penalties resulting from any failure to comply with the aforementioned obligations.
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§ 36 Final provisions
4. Events of force majeure, which make it substantially more difficult or impossible for a contractual

partner to fulfill a service or obligation, entitle the concerned contractual partner to postpone the
fulfillment of this service or obligation by the duration of the obstruction and by a reasonable start-up
period. The force majeure is equated with labor disputes in the facilities of the contractual partners or
labor disputes in the facilities of the third parties and similar circumstances, by which the contractual
partners are directly or indirectly affected.

5. The company may engage third parties, in particular affiliated companies, as vicarious agents for the
fulfillment of his delivery and performance obligations. The contractual obligations of the company
remain unaffected hereof.

6. For all legal relationships between companies of Authentic and the Customer, the law of the Federal
Republic of Germany applies, with the exclusion of the UN sales convention (CISG United Nations
Convention on Contracts for International Sale of Goods from 11.04.1980).

7. As exclusive court of jurisdiction for disputes arising from this contract, the registered office of
Authentic Network GmbH in 09120 Chemnitz is agreed, provided that the Customer is a merchant,
legal person under public law or special fund under public law. The same applies, if at the time of
filing the legal action the Customer has no general place of jurisdiction, place of residence or
habitual residence in the Federal Republic of Germany and/or such residence is not known.
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