
Why Is Nobody
Talking About
Cybersecurity For The
Micro Business?
The Unique SME Cybersecurity Challenge

www.cyber-pie.com

Whitepaper



Why Is Nobody Talking 
About Cybersecurity For 

The Micro Business?
Cybercrime is on the increase, 
with growth in US-based 
cyberattacks of three-hundred 
per cent reported by the FBI 
since the start of the Covid-19 
pandemic1. This growth 
reflects the rise in information 
security and privacy risks that 
have been introduced to the 
business ecosystem given the 
wholesale move to working 
remotely during this time.

When contemplating the 
growing risks posed by 
cybercriminals, many small 
business owners consider 
cybersecurity to be a worry 
solely for larger enterprises. 
However, whilst fifty-four 
percent of UK and US-based 
SMEs consider themselves 
“too small” to be targets of 
ransomware2, in reality, forty-
three percent of cyberattacks 
are aimed at the small 
business sector3, with a 
separate study showing that 
sixty percent of UK small 
businesses surveyed have 
experienced a cyber breach4. 
In addition, this sector has the 
most to lose from a 
cyberattack—a statistic 

attributed to the US-based National 
cybersecurity Alliance highlights that sixty per 
cent of small enterprise cybercrime victims 
cease trading within six months5. 

It’s time to re-evaluate how the small business 
sector is supported to defend itself against 
cyber threats. This paper addresses the 
cybersecurity challenge for smaller 
businesses, as well as outlining practical 
considerations to address the growing 
cybersecurity risk.
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The Unique SME 
Cybersecurity 

Challenge

One of the challenges in 
addressing cybersecurity for small 
business is the diversity of 
enterprise sizes falling under the 
small-medium enterprise (SME) 
umbrella. In Ireland, SMEs are 
defined as enterprises with fewer 
than 250 employees, further split 
into micro-enterprises with fewer 
than 10 employees, other small 
enterprises with between 10 and 
49 employees and medium-sized 
enterprises with between 50 and 
249 employees6.

The cyber preparedness of a 
250-person business is 
incomparable to the owner-
operated micro-enterprises that 
constitute over 90 per cent of Irish 
businesses6. These are our 
shopkeepers, dentists, pub 
landlords and business service 
providers, amongst others. Unlike 
larger companies, which are in a 
position to build cybersecurity 
costs into their operations, for 
micro-businesses, cybersecurity 
costs and any losses arising from 
cyber-attacks may come directly 
out of the owner’s pocket. For our 
purposes, it is these micro-
businesses that we refer to when 
we cite “small business” or “SME” 
throughout this paper.
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The reality is that, while forty-three percent of small US and UK-based businesses 
surveyed report having no cybersecurity defence plan in place7, micro-businesses 
represent an attractive target for cybercriminals. With no dedicated IT security 
teams or resources, micro-business owners wear all the “hats” required to run the 
business—dealing with many different digital assets and IT security touchpoints. 
For owner-operators, their home and work computer is often the same—the 
personal laptop—opening up more opportunities for cyberattacks. 

In many cases, small business owners are unaware that they hold valuable data for 
cybercriminals. More than a fifth of UK-based small businesses surveyed don’t 
consider the data they hold to be commercially sensitive which, according to the 
authors of the report (KPMG), vastly underestimates the value of their information4. 
Micro-businesses are an essential part of the economy and so, it’s in the interests 
of society as a whole that the micro-business sector has adequate cyber defences 
in place. 

“As more companies adopt digital transformation, cybersecurity has become an 
increasing challenge, in particular, for small and medium-sized businesses. Due to 
their size, small IT teams and lack of resources, SMEs are more vulnerable to 
cyberattacks, causing a greater negative impact on the business. This challenge is 
further magnified for micro-enterprises, with existing cybersecurity solutions not 
affordable or practical to adopt.”

– Dr Eoin Byrne, Cluster Manager at Cyber Ireland
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The Business Case For 
Effective Cybersecurity 

is Compelling

Unlike larger businesses that have 
dedicated cybersecurity teams and 
budgets allocated, cyberattacks 
can be catastrophic and long-
lasting for the average micro-
business. A KPMG survey 
highlights that, since being 
attacked, more than a quarter of 
SMEs have been unable to grow 
their business in line with previous 
expectations, with over thirty per 
cent taking more than six months 
to get back on track4. 

However, effectively addressing 
cybersecurity risks goes beyond 
potential financial loss and 
business disruption. There are 
other tangible business benefits 
for enterprises of all sizes in 
defending themselves against 
cyberattacks.  
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Despite a perception that data 
protection is only a problem for 
larger enterprises8, taking 
adequate steps to safeguard data 
is a regulatory requirement for all 
businesses. Breaches of the 
General Data Protection 
Regulation (GDPR) by any 
organisation, regardless of its size, 
can result in a significant liability—
up to the higher of !20 million, or 
4% of worldwide annual turnover, 
for the most serious breaches9. On 
that basis, paying attention to 
cybersecurity, as a means of 
protecting data, is an essential 
factor for all businesses to remain 
compliant. 

When it comes to cybersecurity, 
company reputation is on the line. 
The vast majority of UK consumers 
surveyed reported concerns about 
which businesses have access to 
their data and over half say that a 
data breach would discourage 
them from using a business in the 
future4. In addition, eighty-six per 
cent of procurement departments 
would consider removing a 
supplier from their preferred lists 
due to a cyber breach4. On that 
basis, having their cybersecurity 
house “in order” provides a strong 
competitive differentiator for 
micro-businesses. 

Benefit #1: 
Increased Consumer 
Trust

Benefit #2: 
Regulatory Compliance
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Small Business 
Cyberattacks; 
A Daily Epidemic

Small business forums and social media groups witness daily 
stories of micro-businesses falling victim to phishing, 
malware, ransomware and other data breaches. From the 
sophisticated to the simple, these real-life stories are 
reflective of regular occurrences for small business owners…

“Someone stole my iPhone and reset my Apple ID using a text 
message and now has access to my account. They were even 
able to log into my banking app and communicate with 
support as me. They stole £13,000 from me.”

“I need help. It looks like my Facebook Ad Account has been 
hacked and a crazy amount has been charged from my 
account today for products that have nothing to do with my 
business.”

“My Facebook business page has been hacked and someone 
has created advertising campaigns. This type of fraudulent 
action may result in the temporary closure of my page. I have 
worked so hard to build my business, and now just feel like 
walking away.”
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The Way Forward: 
Why Cybersecurity Awareness 
Alone Isn’t The Answer

For the average micro-business 
owner, cybersecurity is one job 
on an ever-increasing to-do list 
and, given the perceived 
complexity, it’s often the task 
that slips downwards in 
priority. So, what can be done 
to, firstly, encourage micro-
businesses to make 

cybersecurity a key part of 
day-to-day activity, and 
secondly, provide the support 
the small business sector 
requires to tackle the ever-
increasing cybercrime 
epidemic?

It Starts With Recognising 
The Key Role That People 

Play In Cybersecurity

Whilst cybercrime, as a concept, maybe relatively well-known, research has 
highlighted the lack of understanding amongst the small business community 

of the value of the data they handle in day-to-day business4, as well as an 
underestimation of their vulnerability to cyberattacks2. On that basis, campaigns 

on a Governmental and industry-level to raise awareness of the role of data in 
day-to-day business, as well as the key role that all employees play in securing 

that data, remains an important part of cybersecurity education. 
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However, it’s recognised that awareness alone isn’t a sufficient tool to improve 
cybersecurity uptake—as outlined in a 2020 Department of Justice And Equality 
review of literature on cybersecurity:

Are people, therefore, the “weak link” 
when it comes to cybersecurity? Dr. 
Jessica Barker, co-CEO and co-Founder, 
Socio-Technical Lead at Cygenta 
disagrees. We reported on her talk at The 
AtlanTec Festival in 2021, where she 
highlighted that labelling humans as the 
weakest link in cybersecurity is a 
superficial fix to a deeper problem and 
that, without people, there would be no 
cybersecurity. There would be no one to 
design infrastructure, test systems, 

report issues or respond to incidents. 
To dismiss this fact, according to Dr. 
Barker, and thus neglect the role of 
humans in the cybersecurity process, 
could be harmful to businesses who 
overly rely on technical security and 
gloss over security awareness training 
by treating it as a tick box exercise11. 

“...increased information and knowledge should help inform both 
individuals and businesses on how to behave and protect 
themselves against online risks. However, a central challenge 
with this perspective, if viewed in isolation is that it assumes 
simply knowing more will change people’s behaviour, which fails 
to account for the other pressures, pleasures and demands 
people may prioritise (e.g. streaming a show illegally, saving 
passwords in plain text files, using the same password for 
everything). There are limits to what people will do in the name 
of security. Essentially, more knowledge and awareness may not 
necessarily mean a safer population.10”
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Awareness Must Be Followed Up 
With Practical Supports

Whilst the average small business 
owner may understand that 
cybersecurity risks need to be 
addressed, with limited time and 
financial resources, putting this 
theory into practice can be 
challenging. Knowledge-building 
efforts, such as webinars are 
useful but become exponentially 
more valuable when followed up 
with practical workshops where 
tasks such as installing password 
managers and setting up two-
factor authentication are carried 
out. In essence, “talk is cheap” 
and real action is needed to effect 
change. 

The Irish government has 
recognised that, whilst digital 
innovation is a key driver of the 
Irish economy, there are 
challenges as well as 
opportunities in the next phase of 
digital transformation. A new 
national digital strategy was 
published on February 1st, 2022, 

entitled “Harnessing Digital: The 
Digital Ireland Framework”, which 
sets out a pathway to enable 
Ireland’s ambition to be a global 
digital leader. This strategy 
recognises the key role that 
cybersecurity plays:

“Given the importance of 
cyber security across the 
economy and society, the 
Strategy… includes a 
number of measures 
relating to skills 
development and 
education. Further 
measures, to enhance and 
strengthen Ireland’s 
approach, will be 
considered.12”
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Cybersecurity is often discussed and 
reported upon in highly technical 
language or jargon. It’s often not 

understood that two of the most common 
types of cyber threats for small businesses 

include social engineering and malware. 
While hackers may accomplish social 

engineering attacks without the use of 
malware, malware attacks almost always 
include a social engineering component. 
Therefore, it’s key for micro-businesses to 

understand that the most effective 
cybersecurity mitigation strategies that 
they can adopt address the knowledge 

and everyday behaviour of the employees 
of the business. 

Before small business owners can make 
informed decisions about improving their 
cybersecurity defences, they must have a 
clear picture of their overall cyber risk. An 
understanding of this risk will guide the 
implementation of security strategies, 
process changes, and justify security-
related expenditures. Without 
understanding risk, security decisions 
become a speculative “shot in the dark”, 
hoping to hit the mark. 

The cybersecurity step which is most often 
overlooked is planning for how to respond to 
a cyberattack, as well as evaluating the 
ability of the business to recover from a data 
breach. Solutions such as remote “wiping” of 
devices, as well as automated data back-ups, 
are low-cost, simple to implement and 
should be encouraged as standard practice 
for even the smallest of operations.

Practical support means giving resource-limited micro-businesses the tools they need 
to easily implement cybersecurity. Effective cybersecurity support will make businesses 
aware of the threats, whilst balancing this with easy access to the tools and resources 
they need to build their defences. From a central Governmental perspective, basic 
training in data protection and information security could be offered through existing 
business start-up courses. Furthermore, existing digital grants could be amended to 
allocate a proportion to data protection and cybersecurity. 

#1: 
Effective Risk Assessment
Is Key

#2: 
Understanding The Threat

#3: 
Planning The Response

Going Beyond Awareness: 
Teach A Man To Fish…
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At CyberPie we understand small business. We’ve consolidated all the must-have 
knowledge and tools into one platform, so small business owners can build 

cybersecurity into their business in under 5 minutes a week. 

“CyberPie is an innovative solution solving 
the cybersecurity challenge for micro-
enterprises by delivering on-demand 
cybersecurity awareness training in an easy-
to-use and affordable way. CyberPie has the 
potential to scale rapidly and support micro-
enterprise worldwide in securing their 
business and reducing the risk of 
cyberattacks.”

– Dr Eoin Byrne, Cluster Manager at 
Cyber Ireland

Know you should be doing cybersecurity but 
no idea where to start? 

START WITH A FREE CYBERPIE TRIAL TODAY
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