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EXECUTIVE SUMMARY 

Monitoring confined spaces to assure the health and safety of human entrants is a resource-intensive job 
function performed by aircraft maintenance squadrons at the Air Logistics Complexes (ALCs). Although 
generally effective, reducing the time and manpower required to monitor confined spaces would provide a 
substantial boost to the available workforce. More importantly, improving the ability to detect incidents 
and accelerate emergency response times would further enhance maintainer health and safety. 

Starting in 2016, Air Force Sustainment Center Engineering (AFSC/EN) responded to this need with a new 
joint research and development (R&D) project – named Confined Spaces Monitoring System (CSMS) – in 
collaboration with the Air Force Research Laboratory (AFRL) and Small Business Innovation Research 
(SBIR) program. Aligning with SBIR program goals, the CSMS project resulted in a new start-up company 
(Sentinel Occupational Safety, Inc.) and commercial technology, the SafeGuard Monitoring SystemTM 
(SafeGuard), a sensors-based remote monitoring and alerting platform that allows a single safety attendant 
to reliably track many human entrants concurrently. Whereas current-day procedures are manually 
performed and typically require one safety attendant for each human entrant, a SafeGuard-enabled approach 
carries the potential to drastically reduce the volume of safety attendant labor needed to monitor confined 
spaces. SafeGuard also further enhances safety via automated problem detection and accelerated emergency 
response, while providing a digital toolset to help assure compliance with confined space entry policies. 

A completed first-generation (“Gen1”) prototype was successfully demonstrated in live ALC operations at 
Warner Robins ALC (WR-ALC) to validate its capabilities. The CSMS project team has now shifted focus 
to the technology insertion process and performing other key steps needed to transition CSMS into day-to-
day operations. In support of this goal, this white paper seeks to accomplish two main objectives associated 
with the project’s next steps. First, to promote the R&D project results and SafeGuard’s potential benefits 
to the ALCs in consideration of future adoption. Second, to communicate the forthcoming technology 
transition steps for ALC insertion, particularly areas needing additional support from ALC stakeholders.  

THE CHALLENGE 

The United States Air Force (USAF) sustainment community encounters many challenges. While some of 
these can be addressed expediently through basic process changes or commercial off the shelf (COTS) 
equipment procurements, others are not so easily solved. The most complex and nuanced problems often 
require innovative new capabilities conceived through advanced R&D efforts. One such challenge 
identified by AFSC/EN is that of managing confined spaces safety at the ALCs. Monitoring confined spaces 
to assure the health and safety of human entrants is a resource-intensive job function performed by aircraft 
maintenance squadrons on a daily basis. This requirement stems from Air Force Safety policies requiring 
that each worker inside a confined space must be monitored by a safety attendant, stemming from broader 
Occupational Safety and Health Administration (OSHA) regulations. Although this practice has produced 
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an effective track record of incident prevention at the ALCs, it carries with it the cost of a nearly 1:1 ratio 
of standby attendants per every worker in a confined space. Safety attendants are unable, and in fact 
prohibited by safety regulations, to perform additional work functions while fulfilling this role, thus 
incurring substantial manpower costs in order to comply with this safety requirement. 

 
Figure 1. Examples of confined space entry, maintenance, and monitoring by attendant. 

Despite the high volume of personnel hours needed to perform these confined space monitoring functions, 
the human entrant’s personal safety is far from assured. With current-day manual procedures, the safety 
attendant often lacks direct visibility into the confined space, and auditory cues can be even more difficult 
to detect due to the high noise levels of ALC work environments and ear protection always being worn. In 
addition to the high manpower requirements and potential safety vulnerabilities of current-day procedures, 
there are also challenges with exhibiting compliance with safety protocols. This is not to say that poor safety 
exists, but rather the ability to document safety compliance reliably and consistently incurs additional time 
and effort by maintenance squadron personnel. Further exacerbating this issue are natural human limitations 
that could cause omission of required steps due to distraction or memory lapses, as well as having the ability 
to access and retrieve documentation at an unpredictable future time. 

THE SOLUTION 

In response to this need, AFSC/EN initiated a new joint R&D project in collaboration with AFRL and the 
SBIR program to develop a novel technology-enabled solution that would address these issues. The ensuing 
project, named CSMS, sought a technology design to upgrade confined space monitoring practices from 
current-day manual procedures to a sensors-based approach that enables a remotely stationed safety 
attendant to perform continuous monitoring of aircraft maintenance personnel working in confined space 
areas. The overall intent of CSMS is to provide a remotely located safety attendant with situational 
awareness that is equivalent to, or better than, a physically stationed standby attendant at each individual 
confined space entry point. The situational awareness displays are designed specifically to allow a single 
individual to safely monitor many confined space workers concurrently and rapidly notify emergency 
response personnel when necessary. This capability is enabled by a human-worn sensor suite that supplies 
the necessary data for continuous monitoring of each maintainer’s physiological status (heart rate, 
breathing, motion), atmospheric conditions (oxygen, lower explosive limit, volatile organic compounds), 
and location and posture of each confined space worker. The CSMS situational awareness displays overlay 
each worker’s location on a map display along with the ability to rapidly evaluate if any factors of concern 
currently exist. CSMS includes automated alerting tripwires that immediately notify the remote standby 
attendant if an event of interest and/or concern occurs (e.g., low/high oxygen, high VOC readings, low 
breathing rate, low/no motion detected). 
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Figure 2. CSMS employs wearable sensors and real-time displays for remote safety monitoring and alerting. 

An additional key feature of CSMS is its enhancement of user compliance with safety procedures. Current-
day processes rely almost exclusively on end-user training and each maintainer’s ability to strictly follow 
the established protocols. The accurate and timely completion of confined space entry permits – 
specifically, Air Force Standard Form 1024 (AF1024) – are a major component of these protocols. 
Unfortunately, human error can inevitably occur, which takes many forms. Some examples include (1) 
inconsistent or faulty interpretation across personnel, (2) entry error and/or reader error on paperwork and 
(3) inadvertent omission of steps due to distraction and/or memory lapse. CSMS helps maintainers by 
facilitating several of these steps to accelerate the confined space entry and exit process while reducing the 
likelihood of error and improving conveniences. Instead of manual paper-based logging of pre-entry 
atmospheric samples, these values are automatically ingested into a centralized database where they are 
instantaneously digitally archived and available to other system users. CSMS also includes a digital version 
of the AF1024, which helps automatically populate various fields, timestamp entry and exit times, and 
immediately archive each completed permit in a database. 

THE APPROACH 

Starting in 2016, the SBIR contractor team for this project was led by Aptima, Inc. in partnership with 
Lockheed Martin Aeronautics (LM-Aero). Aptima leveraged and expanded upon its core technology 
platform for physiological sensor data collection, networking, and real-time analytics, originally developed 
through prior AFRL 6.3 funded R&D work. LM-Aero supplemented the Aptima capabilities by providing 
lessons learned and design insights obtained from a Capital Investment funded system prototype for 
confined space monitoring used for C-5 maintenance at LM-Aero’s Marietta, GA complex. Although 
limited in scope to its C-5 sustainment complex, LM-Aero’s system allowed a single person to monitor 
health and safety indicators for dozens of workers in confined spaces, resulting in significant savings in 
manpower and personnel reductions. On average, LM-Aero managed to reduce the total number of 
attendants for first and second shift from 12 to 4 when using the remote monitoring system. The pairing of 
Aptima’s technology with LM-Aero’s operational insights produced an effective and comprehensive 
foundation for realizing the CSMS vision. 

The CSMS project team executed this R&D effort by following the Department of Defense Systems 
Engineering Process (SEP) in conjunction with involvement from multi-disciplinary USAF stakeholders 
and Integrated Product Teams (IPTs) starting on Day 1 and continuing iteratively throughout the effort. 
Early involvement was obtained from WR-ALC’s maintenance squadron personnel, including union 
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leadership, to ensure inputs were collected and concerns were adequately addressed. Similar involvement 
was elicited from Safety, Information Technology (IT), Bioenvironmental, and Fire Department personnel 
at WR-ALC. Initial discussions centered on identifying constraints of system use in operations, as well as 
potential design concepts that could adequately accommodate these constraints. Ultimately, this led to a 
concept of operations design that transitioned into confirmed system requirements, and eventually system 
development, testing, and evaluation in subsequent project phases. 

 
Figure 3. Systems engineering process followed for the CSMS project (source: The MITRE Corporation). 

THE IMPACT 

Deploying the CSMS technology in the ALCs will improve depot efficiency by reducing the cost and 
manpower needed to safely monitor all confined space personnel. The re-allocation of this manpower into 
depot maintenance labor is expected to help accelerate Programmed Depot Maintenance (PDM) schedules 
at the ALCs and help mitigate delays of weapon system availability to operational mission owners, thus 
providing a mission essential function to the warfighter. The specific benefits of this new technology 
relative to current-day procedures is threefold. 

1. Enhanced safety by allowing faster and more automated detection of problems than a human safety 
attendant can achieve 

2. Improved organizational efficiency by consuming significantly fewer labor hours to monitor all 
ALC confined spaces 

3. Increased organizational compliance with OSHA requirements for accurately tracking confined 
space entries through digital and semi-automated logging 

CSMS offers an enterprise-wide solution that can be installed at the three ALCs, starting with WR-ALC, 
and followed by more widespread transition to various confined space monitoring applications across the 
Department of Defense, including flight line maintenance, civil engineering, facilities/plant maintenance, 
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and Naval shipyards. The CSMS project team has engaged prospective end user organizations across each 
of these domains and confirmed that similar benefits would be realized by using this technology. More 
broadly, through AFRL’s involvement the continued technology maturation benefits other USAF initiatives 
for improving health and safety monitoring across several warfighter applications, such as in-cockpit pilot 
monitoring for physiological episode (PE) mitigation and Pararescue (PJ) specialist training. The CSMS 
project team also performed extensive commercial market analysis to discover there is substantial demand 
and unmet market needs for better safety assurance technologies in various industries, such as construction, 
oil and gas, public safety, and mining. All of these industries encounter common pain points with a strong 
desire for more accessible and higher quality data in a more affordable and compact form factor. 

THE RESULTS 

The final product of the CSMS R&D project is a fully functional prototype that uses distributed sensors to 
enable remote monitoring of confined spaces. The Gen1 system prototype was successfully demonstrated 
during live ALC operations at WR-ALC to validate these capabilities. This was accomplished through 
unobtrusive sensors worn by maintainers entering confined spaces that, when securely networked to the 
CSMS remote server, allowed continuous real-time monitoring of their health signals, atmospheric 
conditions, and location by a remote safety attendant. The CSMS technology demonstrated the ability to 
address inefficiencies that currently drain manpower time and cost by allowing all confined spaces and their 
entrants to be monitored from a single workstation by a dedicated "remote attendant" paired with a "roving 
attendant" on the production floor to provide physical response as needed. The WR-ALC demonstration 
event proved an ability to monitor 15 confined space entrants concurrently with a single safety attendant 
paired with two roving attendants on the production floor. 

 
Figure 4. SafeGuard Monitoring System in use at WR-ALC demonstration event (February 2019). 

Additionally, in alignment with SBIR program goals, the successful development and demonstration of the 
CSMS technology spawned a new venture capital (VC) backed start-up company, Sentinel Occupational 
Safety, Inc. (“Sentinel”). Sentinel’s primary mission is to commercialize and deliver the CSMS technology 
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and its capabilities into the hands of both public and private sector end users. Sentinel has recently rebranded 
the technology as SafeGuard Monitoring SystemTM (“SafeGuard”), which is expected to be available for 
commercial purchase starting in 2021. Sentinel is prepared to support the procurement, installation, training, 
and sustainment of SafeGuard at the ALCs through an SBIR Phase III Indefinite Delivery Indefinite 
Quantity (IDIQ) sole-source contracting vehicle, or other procurement instruments as deemed appropriate. 

 
Figure 5. SafeGuard wearable sensor kit to enable remote health and safety monitoring. 

NEXT STEPS 

The CSMS project team has now shifted its focus to the technology insertion process and performing other 
key steps needed to transition the CSMS technology into full ALC operations, starting with WR-ALC. The 
Gen1 system reached Technology Readiness Level (TRL) 7 status in February 2019 following the 
completion of its WR-ALC technology demonstration in an operational environment, and is on track to 
reach TRL 8 after completing its FY2021 milestones. IT accreditation is currently being pursued via the 
Risk Management Framework (RMF) process under the Air Force Enterprise Authorizing Official (AO). 
CSMS was formally accepted within this IT boundary (RMF Step 1) and is now working on identifying 
and implementing security controls (RMF Steps 2-3). The next major IT milestone is obtaining an Interim 
Authority to Test (IATT) via RMF Step 4. Additionally, through its IPT meeting format, the CSMS project 
team has maintained consistent communication with Air Force Material Command (AFMC) Safety and 
local ALC Safety representatives regarding formal policy changes and documentation modifications that 
would be needed for technology deployment. At this time, it is believed that minimal changes are needed 
as currently written in the primary reference documents (AFMAN 91-203 and TO 1-1-3), and USAF points 
of contact have been identified to facilitate the necessary changes and approvals. 

The final step in the CSMS technology transition plan is procuring the necessary equipment procurement 
funds to support system delivery, installation, calibration, and training. Capital Investment Program (CIP) 
has been identified as the preferred funding source given its role as 402 AMXG’s primary equipment 
procurement budget. 402 AMXG sponsors are also working to budget Operations and Maintenance (O&M) 
funding to support recurring annual costs, such as device replacements, technical support, cloud server 
resources, software sustainment, and general on-site system management. WR-ALC senior leadership 
support is needed to facilitate these budgetary requests with the CIP program office and O&M finance team 
by citing the positive return on investment (ROI) expected, as well as the non-monetary benefits to the 
USAF sustainment community’s personal health and safety. The completion of these final technology 
insertion steps will represent the completion of a successful five-year, multi-organizational initiative that 
not only allows a notable step forward for ALC operations but provides a model that future R&D efforts 
can follow for solving the most complex ALC challenges. 


