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How MAIO stops potential industrial data breaches and cyberattacks at the edge





In factories and other industrial settings, Industrial 
Internet of Things (IIoT) connectivity has been 
heralded for its ability to optimise productivity, 
efficiency, and profitability. For energy and utilities, it 
also helps manage demand. In public infrastructure, 
it helps governments deliver services, including 
public safety, more effectively and economically. This 
has led to a huge growth in IIoT deployment in many 
industrial sectors over the past decade. 

With this growth, IIoT environments have become 
emerging battlegrounds for cyberattacks, according 
to the global 2018 SonicWall Cyber Threat report. This 
area is often overlooked and unsecured.

In 2017, there were 9.32 billion malware attacks 
and more than 12,500 new common vulnerabilities 
and exposures worldwide. Executives now cite 
data breaches and cyberattacks overall as the 
No. 1 business, operations, and financial risk to their 
companies. To the extent that Lloyd’s of London 
considers such events a greater threat than 
catastrophic natural disasters, according to the 
SonicWall report.

Smartia made security one of their priorities when 
developing their industrial intelligence platform, 
MAIO. These attacks and breaches are mainly 
possible due to the use of well established software 
languages such as C and specifically their memory 
management. These languages are known to be 
“memory unsafe” and therefore Smartia decided on 
using Rust to develop it’s MAIO (IIOT) edge software 
layer.

Memory safety is paramount to 
writing secure programs.

 - Tymoteusz Paul, Head of Engineering, Smartia

Introduction.



What is Rust
Rust is an open-source systems programming 
language that focuses on speed, memory safety 
and parallelism. Developers are using Rust to 
create a wide range of new software applications, 
such as game engines, operating systems, file 
systems, browser components and simulation 
engines for virtual reality.

Memory safety
Rust is designed to be memory safe, and it does 
not permit null pointers, dangling pointers, or data 
races in safe code. Data values can be initialised 
only through a fixed set of forms, all of which require 
their inputs to be already initialised. To replicate 
the function in other languages of pointers being 
either valid or NULL, such as in linked list or binary 
tree data structures, the Rust core library provides 
an option type, which can be used to test whether 
a pointer has Some value or None. Rust also 
introduces added syntax to manage lifetimes, 
and the compiler reasons about these through its 
borrow checker. 

Memory management
Rust does not use an automated garbage 
collection system. Instead, memory and other 
resources are managed through the resource 
acquisition is initialization (RAII) convention, 
with optional reference counting. Rust provides 
deterministic management of resources, with very 
low overhead. Rust also favors stack allocation of 
values and does not perform implicit boxing.

There is the concept of references (using the 
& symbol), which does not involve run-time 
reference counting. The safety of using such 
pointers is verified at compile time by the borrow 
checker, preventing dangling pointers and other 
forms of undefined behavior.

Now for the 
technical part...



A well publicised example.
The Heartbleed bug 

The Heartbleed bug was a vulnerability in open 
source software that was first discovered in 2014. 
Anyone with an internet connection could exploit 
this bug to read the memory of vulnerable systems, 
leaving no evidence of a compromised system.

Heartbleed was an implementation bug in the 
OpenSSL cryptographic library. OpenSSL is the most 
popular open source cryptographic library (written 
in C) that provides Secure Socket Layer (SSL) and 
Transport Layer Security (TLS) implementation to 
encrypt traffic on the internet. Even though the 
bug was in the OpenSSL library, it had nothing to 
do with the SSL/TLS protocols. The vulnerability was 
in the OpenSSL code that handles the Heartbeat 
extension for TLS/DTLS. 



The Heartbleed bug got its start from improper 
input validation in the OpenSSL implementation 
of the TLS Heartbeat extension. Due to the missing 
bounds check on the length and payload fields in 
Heartbeat requests, coupled with trusting the data 
received from other machines, the responding 
machine mistakenly sends back its own memory 
data.

During a TLS encrypted handshake, two machines 
send each other Heartbeat messages. A 
Heartbeat response needs to contain the exact 
copy of the payload from the Heartbeat request. 
When a Heartbeat request message is received, 
the machine writes the payload contents to 
its memory and copies the contents back in 
response. The length field is meant to be the length 
of the payload. OpenSSL allocates memory for the 
response based on length and then copies the 
payload over into the response using memcpy().

Attackers could send Heartbeat requests with the 
value of the length field greater than the actual 
length of the payload. OpenSSL processes in 
the machine that are responding to Heartbeat 
requests don’t verify if the payload size is the same 
as what is specified in the length field. Thus, the 
machine copied extra data residing in memory 
after the payload into the response. This is how the 
Heartbleed vulnerability works. Therefore, the extra 
bytes are additional data in the remote process’s 
memory.

How does the 
Heartbleed bug 
work?



The Heartbleed bug allowed anyone on the 
internet to read the memory of the systems 
protected by the vulnerable versions of the 
OpenSSL software. Sensitive information such as 
session identifiers, usernames, passwords, tokens, 
and even the server’s private cryptographic keys, 
in some extreme cases, could be extracted from 
the memory. To make matters worse, this attack 
left no apparent evidence in the log files. Thus, it 
was extremely difficult to determine whether the 
machine had been compromised.

An attacker could read 64 kilobytes of server 
memory for a single Heartbeat message. However, 
there was no limit to the amount of memory that 
can be read from a vulnerable server. Furthermore, 
an attacker could continue reconnecting and 
requesting an arbitrary number of 64-kilobyte 
segments to reveal secrets (passwords, secret 
keys, credit card numbers, etc.) stored in memory.

Heartbleed was a vulnerability rooted in the fact 
that C is not a memory safe language.

Rust is. You will not see memory exposure 
vulnerabilities like Heartbleed which are due to 
improper bounds checking. You will likewise not 
see the much more severe remote code execution 
vulnerabilities.

….end of the technical part

What was 
the impact of 
Heartbleed?



The first four have already happened, and the 
first one happened to Taiwan Semiconductor 
Manufacturing Co. The wind farm and the 
manufacturing robot attacks are also very 
possible and several industry groups have already 
demonstrated the ease with which intruders can 
gain control of these systems.

What do they all have 
in common?
 
The systems compromised 
were all industrial control 
systems, using memory 
unsafe languages.

After being fired, an engineer who still has access 
to a water and sewage company’s supervisory 
control and data acquisition (SCADA) system 
opens up the valves so that the system dumps 
sewage everywhere.

Hackers take control of 
production management 
software and then the 
industrial control system at 
a steel mill, causing massive 
physical damage.

Unknown attackers change process parameters 
in the recipe for a food and beverage product 
by altering process controller code, increasing 
the quantity of salt to three times what it should 
be. The change goes undetected until customers 
complain.

Hackers take control of 
an entire network of wind 
turbines at a U.S. wind farm 
using a Raspberry Pi-based 
card with a cellular module 
for remote access to 
programmable automation 
controllers.

Competitors of an electronics company rewrite 
the code on the robots used in its manufacturing 
process, introducing subtle defects that reduce 
yields and cause product recalls.

Examples of 
Industrial IoT 
cyberattacks 
that could be 
avoided with 
MAIO.

The world’s largest pure-play semiconductor company 
shuts down some of its fabs after a WannaCry malware 
variant spreads through the production network.



Conclusions.
As digital transformation of the industrial sectors 
continues to take hold, and the use of Industrial 
IOT devices to connect machines and assets 
continues to rise, so does the cyber threat. Using 
the latest in secure software languages such as 
Rust, Smartia’s MAIO provides a unique safety 
layer which deters cyberattacks on assets and 
infrastructure. This solution starts to address the 
number one concern and priority for business 
leaders looking to establish a smart connected 
facility or equipment, which is data breaches and 
cyberattacks. Nothing is 100% impenetrable when 
it comes to software, but this does go a long way 
to getting there.

To learn more please get in touch by emailing 
info@smartia.tech or visiting www.maio.io
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A new dimension in industrial intelligence.
Smartia provides scalable AI solutions that drive 
value from operational data by digitising industrial 
assets. MAIO, Smartia’s industrial intelligence 
platform combines edge computing, big data 
technology and AI-driven applications to provide a 
complete digital solution for the manufacturing and 
engineering industries. Smartia also offers an AI and 
Machine Learning application development service 
that is tailored to the customer’s needs.

The Industrial Intelligence Platform.
Whether you are an operator, an engineer, a data 
scientist or a manager, MAIO will provide you with the 
tools you need to access the data and insights that 
matter to you, all within one convenient and intuitive 
framework. MAIO uses gateway or edge computing 
devices that connect to almost all commercial PLCs, 
streaming the data to a data lake on the cloud or 
on-premise. The data storage technology at the 
core of MAIO is the KDB+ platform, the world’s fastest 
time series database.
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