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cryptosecurities are created. They are 
stored in so‑called wallets, which are digital 
safe deposit boxes.

TYPES OF RISK
Investing and trading in crypto‑assets 
entails internal and external risks. 
Important external risks are hacker attacks, 
phishing attempts, fraudulent initial coin 
offerings (ICOs), uncertainty in the legal 
system, custody risks and counterparty 
risks.3 Legal risks are considered the 
second‑highest risk category in terms of 
the level of uncertainty and impact, with 
political risks the highest risk category. 
These risks are followed closely by business, 
regulatory, cyber and market risks.4 In 
the global cryptocurrency regulatory 
landscape, countries such as Switzerland, 
Liechtenstein, Germany and Australia 
have introduced crypto‑friendly norms; 
and others, such as France, are slowly 
moving towards regulation. Countries 
such as Ecuador and Morocco have 
prohibited cryptocurrency.5 

Growing pluralism in society and 
diminished trust are closely related to legal 
risks.6 Internal risks include loss of the 
private key, incorrect transactions, custody 
and cyber risks, issues with underlying 
technology, internal fraud and a lack of 
standard practice regarding accounting 
and taxes. Some options to mitigate these 
risks include the use of certificates, crypto 
funds regulated by the Swiss Financial 

The use of crypto‑assets as a viable 
investment class for investors around the 
world has experienced rapid growth, with 
the number of crypto firms in the Swiss 
Crypto Valley1 accelerating to 960 legal 
entities and 11 ‘unicorn companies’, each 
valued at USD1 billion.2 New players are 
entering the market with offerings related 
to compliance technology, providing 
reliable insight and anti‑money laundering 
(AML) controls to relevant client service 
providers. Cryptocurrency investigation and 
transaction‑monitoring solutions, including 
global cryptocurrency regulations, require 
comprehensive regulatory guidance, robust 
compliance programmes and risk assessment 
models. Simultaneously, governments 
continue to review and implement tax 
regulations for crypto‑assets. These two trends 
lead to the importance of risk assessment 
models and tax regulations.

WHAT ARE DIGITAL ASSETS?
Digital assets are digital representations of 
value that are not issued or guaranteed by 
any central bank or public authority and do 
not have the legal status of fiat money. They 
are accepted by natural or legal persons as a 
means of exchange or payment, are used for 
investment purposes and can be transferred, 
stored and traded electronically. Digital 
assets exist on a blockchain in the form of 
cryptosecurities, cryptocurrencies and security 
tokens, the latter two being the current market 
drivers in this sector until prerequisites for 
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KEY POINTS

 What is the issue?   
Investors and trustees 
need a clearer 
assessment of their 
investment risks, 
which calls for new risk 
assessment models 
and tax regulations 
for crypto-assets. 

 What does it mean  
 for me?  
The risk assessment 
models provide 
greater comfort for 
trustees and reliable 
tax regulation in client 
tax returns.

 What can I take away?  
The new risk 
assessment models 
may require trustees to 
adapt their accounting 
principles and develop 
a new mindset 
towards crypto-assets. 
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reaction delays. An efficient risk assessment 
framework visualises risks and relies on AI 
to improve its existing processes.

The main advantages of AI are 
the accuracy, the highly consistent 
work speed, the ability to analyse 
large amounts of data and machine 
learning.9 Risk assessment models 
must also support the identification 
of transaction patterns and source of 
funds for AML reporting obligations 
borne by the respective service provider. 
They need to be adaptable, reliable and 
efficient, allowing for near real‑time 
settlement of recorded transactions 
and audit trails. Agile risk assessment 
models use AI to enable forecasts of 
relevant cryptocurrency markets, market 
sentiment analysis, mathematical 
expectations (ME) and bots in neural 
networks to identify parties affine in 
making deals in liquidity contracted 
cryptocurrency markets.10 

Of key importance is that the risk 
assessment framework be accepted by 
management, continuously improved 
and lived at all levels of the respective 
company, which can be challenging in cases 
where there is a lack of guidance and tax 
regulation on digital assets.

TAX REGULATION
The introduction of tax regulatory 
frameworks for digital financial assets 
based on distributed ledger technology is 
the second important trend to address. Tax 
regulations are emerging in many countries 
where crypto tax legislation is in force. 

The first possible taxable event arises 
when digital assets such as cryptocurrencies 
are created through mining, initial airdrops 
or ICOs of new tokens. The process of 
mining receives the most attention from 
policymakers around the world. In general 
terms, regularly purchasing and selling 
digital assets may constitute taxable 
trade activities.

Some key factors determining whether 
transactions with crypto‑assets are taxable 
include the volume and frequency of 
activity, the level of organisation, the level 
of risk and commerciality. For instance, 
key taxable events that may be related to 
virtual currencies are their creation, such as 
mining; storage and transfer; exchange; or 
the evolution of a token such as a hard fork, 

which changes the protocol code to create a 
new version of the blockchain (known as a 
chain split). 

The second possible taxable event 
is the disposal of digital assets. Such 
disposals may occur through exchanges 
for fiat currency or another digital asset. 
For instance, a virtual currency may be 
exchanged for fiat currency, for other 
virtual currencies or crypto‑assets or in 
payment for goods, services or wages.11 
Only a small number of countries do 
not consider any exchanges made by 
individuals to be a taxable event for the 
holder of the virtual currency.12

Countries in the OECD take differing 
approaches to taxation of digital assets. 
Many jurisdictions, such as Austria, 
Germany and Switzerland, have 
issued guidance on the classification of 
crypto‑assets, but countries such as the 
Czech Republic, Denmark and Sweden 
have, to date, not. The vast majority of 
countries consider the use of crypto‑assets 
to be legal. In Switzerland, cryptocurrencies 
held by a private person are generally 
free from capital gains, and losses in such 
instances cannot be deducted in a private 
person’s Swiss tax return. Capital gains on 
business assets are subject to corporate 
income tax at the respective cantonal and 
municipal rates. Currently, there is no 
digital service tax for companies operating 
in the crypto industry in Switzerland, 
but future tax risks need to be monitored 
continuously as part of the company’s risk 
management procedures.

CONCLUSIONS
Risk assessment models need to be analysed 
and adapted periodically to meet changing 
requirements on different levels, allowing 
companies to pivot quickly in case of a crisis. 
Not all countries have issued guidance on 
the classification of digital assets. Different 
approaches for businesses, regular and 
occasional traders are used by countries 
where crypto tax regulations are in force.
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Market Supervisory Authority, trading with 
regulated banks, technical solutions such as 
‘cold storage’ (offline), and token custodians 
with risk assessment models.

AGILE RISK ASSESSMENT 
FRAMEWORK/MODELS
For the above risks to be evaluated 
adequately, trustees, protectors and other 
financial intermediaries must implement 
strategic risk assessment models. Risk 
assessment models generally follow a 
five‑step approach, consisting of: defining 
security objectives; performing a threat 
assessment; performing a vulnerability 
assessment; defining risk probabilities; 
and deciding what to do with each risk, i.e., 
mitigate or reduce, accept, avoid or transfer 
the risk.7 The assessed risks are divided 
into five categories of risk severity from 
‘negligible’ to ‘severe’ and are monitored 
by a responsible quality manager with 
designated team members in daily reviews. 

Risk management must include 
blockchain explorer tools employing 
artificial intelligence (AI) that support 
integrated ‘red shield’ warning systems 
and risk scores in their assessment, 
indicating the level of risk, the number 
of transactions and an overview of the 
type of transactions (such as exchange, 
payment processor or ‘darknet’ marketplace 
exposures).8 This information should be 
presented in easy‑to‑read dashboards with 
corresponding percentages to enable short 

‘Risk assessment 
models need to be 
analysed and adapted 
periodically to meet 
changing requirements 
on different levels’
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