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Executive summary
In the war against cyberthreats, the primary
defences of anti-virus and office firewalls are
no longer sufficient on their own. Increasingly,
organisations and solution vendors must work
together to cover off all the angles and aspects
that make customers of every size vulnerable
to cyberattack.
Meanwhile, compliance with regulatory
mandates and legislation - often intended to
protect customers - has evolved to become an
increasingly thorny problem that organisations
must solve.
In a recent Twitter poll for SentryBay, more than
50% of respondents admitted that their current
infrastructure has either failed Payments Council
Industry Security Standards Council (PCI SSC, the
Council) assessments or is non-compliant with
the PCI Data Security Standard (DSS).
In addition, more than 50% of respondents told
us they either believe PCI regulations are not fit
for purpose or need adjusting for current hybrid
working models.
Many respondents further indicated that the
difficulty lies in addressing numerous security
needs as well as contradictory data security
standards and compliance requirements. While
achieving PCI compliance is not an easy task,
maintaining it is even harder - especially with
the deadline for the introduction of PCI DSS v4.0
now looming.

PCI compliance requirements, however, are not
intended to cause further issues but to actually help
protect organisations from cyberthreats. On top of
this, businesses are struggling to keep pace with an
evolving and expanding cybersecurity landscape,
particularly given the huge rise in remote working,
which many analyses have suggested is likely to
continue even post-COVID-19.

What then is the best approach?
At SentryBay, we take informational and data
security to heart - recognising that there is no
single offering or solution that can solve a given
organisation’s security, privacy and compliance
needs on its own.
Instead, a multi-layered approach that integrates
complementary products and services is typically
required. Such an approach must incorporate
thought-through policies that enable organisations
to block cyberthreats and proactively address gaps
in compliance.
This white paper is intended to guide all
organisations in their quest for enablement of bestpractice security and compliance as an interlinked,
continuous process.

Protect employees, clients and vendors

50% of respondents told
us they either believe PCI
regulations are not fit for
purpose or need adjusting for
current hybrid working models.
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At the time of writing, some 12 key requirements
are unlikely to change - but the main goal has
become to promote the achievement of security
as a continuous process, rather than a discrete
project or single task that can be finished in one
swoop and filed away as ‘complete’.
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Introduction: Tackling a diverse landscape
of payments and customer transactions
By focusing solely on compliance, organisations
may end up sacrificing cybersecurity. Instead,
businesses should look to adopt more of an
end-to-end culture of security and recognise
that security and compliance must go hand in
hand, creating a positive feedback loop that
promotes the agility and responsiveness needed
for future success.
In our survey, just over 30% of respondents tell us
a major challenge in ensuring PCI compliance is the
sheer complexity of the task. In addition, 24% say
that educating employees on their requirements
is a leading concern, almost 24% point explicitly at
process contradictions that create confusion, and
22% say security demands are onerous.
Worse still, 15% of respondents told us their
organisation experienced a security breach in
the past year as a likely result of mishandling
payment card or related information. Another
20% say they do not even know whether they
have been breached due to such mishandling
of data.

This is despite a high number recognising the
dangers of email phishing (37.5%), keylogging
(21.4%), screen scraping (20.8%), and spyware (20.3%)
as important vulnerabilities for cyber attackers
seeking access to customer or corporate data and
intellectual property.
Maintaining a compliant cybersecurity posture is a
challenge even for large enterprises with dedicated
resources. The array of possibilities means that
most organisations should adopt a multi-layered
approach, backed by regular revision and review of
the evolving landscape.
Card and account payments strategies are rightly
front of mind in these issues, with personally
identifiable information (PII) and personal
healthcare information (PHI) at risk in many
everyday transactions. Meanwhile, governing
authorities regularly outline and mandate new
requirements in a bid to safeguard consumers and
reduce cybersecurity risk.
The result is a landscape featuring multiple
privacy frameworks and standards, from ISO 27701
to the European Union (EU) General Data Protection
Regulation (GDPR), the US Health Insurance
Portability and Accountability Act (HIPAA), and
the Cloud Security Alliance (CSA) STAR - as well
as PCI DSS.

15% of respondents told us their organisation
experienced a security breach in the past
year as a likely result of mishandling payment
card or related information.
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The overall aim must be to deliver responsive
agility, partly by facilitating incremental change
in the face of evolving threats.
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Defining PCI DSS compliance - and its
requirements - on the eve of v4.0
Organisations of any size that accept card
payments must comply with PCI DSS, promoted
by leading card brands including Visa, American
Express, Mastercard, Discover and JCB, which
targets cardholder data security specifically, with
a view to strengthening the adoption of consistent
data security measures around the world.
The standard outlines an array of technical and
operational requirements designed to protect
account data provided in an online purchase or
other card-based transaction. These - subject
to local or regional laws and other requirements
- set a minimum standard that applies not only
to retailers but to anyone who handles either
cardholder data or sensitive authentication data.
PCI DSS v4.0 has been scheduled for publication in
mid-2021, replacing v3.2.1 with higher requirements
that reflect the increasing reliance on card
transactions and online.
Currently, PCI DSS mandates that organisations
meet 12 requirements1. Organisations must
maintain a secure network and systems to host
transactions, including a properly configured
network firewall that protects cardholder data
and restricts data access to those with a genuine
business need. In conjunction with this, all
components must be identified and authenticated
to ensure security.

Fortunately, with the deadline for the introduction
of PCI DSS v4.0 looming, it is anticipated that the
key 12 requirements are unlikely to change much in
themselves, but a key goal will be to promote the
concept of achieving and maintaining security as a
continuous process.
“Based on feedback received, PCI SSC is evaluating
how to evolve the standard to accommodate
changes in technology, risk mitigation techniques,
and the threat landscape. PCI SSC is also looking
at ways to introduce greater flexibility to support
organisations using a broad range of controls and
methods to meet security objectives,” according to
the Council2.

1	PCI DSS 3.2.1 https://www.pcisecuritystandards.org/documents/
PCI_DSS_v3-2-1.pdf?agreement=true&time=1622710018637
2	PCI DSS blog https://blog.pcisecuritystandards.org/pci-dss-lookingahead-to-version-4.0

Protect employees, clients and vendors
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Organisations must not use any vendor-supplied or
default system passwords or other system security
parameters. Cardholder data must be protected
at all times and encrypted for transmission across
open or public networks. In addition, a vulnerability
management programme must guard all systems
against malware, incorporating regular updates of
anti-virus security software, services, or programs.
Systems and applications must be secure and
include strong access controls.

PCI DSS requires that networks, security systems
and processes should be monitored, challenged,
and tested, with access to network resources and
cardholder data tracked in line with a regularly
revised and implemented information security
policy that covers all personnel.
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Organisations are failing to comply
with PCI DSS as cyber risks rise
In the SentryBay poll, around three in ten (30.7%) of
respondents indicate that complying with PCI DSS
is challenging because of its complexity. Nearly the
same share (29.3%) say they are not confident that
their infrastructure is currently PCI compliant, with
another 21.3% indicating that their organisation has
failed key assessments.
Twenty-four per cent - nearly one in four respondents pinpoint the education of employees
and other workers as a major challenge when it
comes to ensuring PCI DSS compliance.
Another 24% cited process contradictions in applying
the requirements of PCI DSS.
The reasons could include incompatible technologies,
services and solutions, or challenges aligning with
other essential regulatory or desired requirements
that lead to clashing processes, practices, or solutions
- all of which can typically be exacerbated by staffing
and other resourcing challenges.
Onerous security demands in themselves cause
critical issues when it comes to achieving and
maintaining PCI DSS compliance, according to 22%
of respondents.

At the same time, 21% of respondents say PCI
compliance remains relevant in remote or hybrid work
environments, while another 30% indicate that the
standards should be adjusted to better suit today’s
working conditions.
3	SentryBay blog March 2021 https://www.sentrybay.com/news/whatdoes-the-hybrid-workplace-mean-for-cyber-security

But while this mixed or hybrid working strategy can
help inhibit the spread of disease, it can also expose
organisations to greater risks from cyberattack3.
Primary reasons for this magnified risk include the
wider array of endpoints, often not scrutinised at
any level by in-house IT teams, being used to access
the enterprise or office computer network. On top
of this is the sheer complexity of addressing the
security layers and vectors available in the face of
the ever-changing threat from malicious actors in an
increasingly online world.
The endpoints in question can be enterprise-issued
laptops or PCs but increasingly they may be an
individual’s home computer as well. In addition,
devices being used by employees are moving in and
out of the corporate perimeter far more often and
without protection, particularly if companies adopt
BYoD or BYoPC models.
Cybercriminals are only too aware of this - and
have taken full advantage through phishing attacks,
ransomware, keylogging attempts, malicious emails,
and a whole variety of other scams.
These new ways of working in themselves highlight
the growing need to generate and sustain a
comprehensive cybersecurity approach that
safeguards information.
Roughly one in six of the respondents in
our survey, reveal that their organisation
in the past year experienced at least one
security breach that was most likely caused
by mishandling payment card or related
information.

Protect employees, clients and vendors
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These challenges are not just cybersecurity
theatre or a failure to tick a box. While correlation
is not causation, some 15%, or roughly one in six
of the respondents in our survey, reveal that their
organisation in the past year experienced at least
one security breach that was most likely caused by
mishandling payment card or related information.
Another 20% admit that they do not know if their
organisation has experienced such a breach.

Enabling hybrid working - where organisational staff
that were once typically in-house, work some of their
time remotely and some of the time in the office - has
become a favoured and popular approach in the
wake of the global COVID-19 pandemic that began
in 2020.
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Why PCI DSS will be increasingly relevant
in the post-Covid new normal
At SentryBay, we understood early on that the
challenges of COVID-19 would have a profound,
long term effect4. Organisations everywhere need
to assess and realign their approaches to sustain
themselves in a ‘new normal’. This assessment has
largely been borne out through the first half of 2021.
We predicted an onslaught of new and inventive
threats, preying on organisations fighting to stay
afloat and expand out of their recovery phase.
Indeed, the year to date has registered a surge
in cyberattacks.
For example, an April cyber-readiness study by
specialist insurers Hiscox5 found that the proportion
of businesses targeted by cyber criminals in the
past year rose to 43%, with more than one in four
suffering from five or more attacks during the period.
Worse still, this increase is threatening their financial
survival, according to one in six or 17% of respondent
businesses attacked.
In a hybrid workspace, with mixed device use
on corporate networks now including personal
endpoint devices specifically, as well as company
machines left unattended at employee homes,
attack surfaces are also increasing6. It can take a
single click of an attachment sent in what looks like a
familiar business email, to access a malicious link.

According to Absolute’s 2019 Global Endpoint
Security Trends report, the complexity of endpoint
device controls in the current environment can
create a false sense of security - yet itself makes for
security gaps and risks. The study found that 42% of
all endpoints are unprotected at any given time and
that two percent of endpoint agents fail every week8.

Everything entered via the keyboard, or displayed in
a local application, can be easily stolen. In this way,
VDI setups that allow remote access can leave a
gap in the organisational armour9.
Mechanisms such as compliance frameworks
and legislation are designed to help combat these
threats and will be subject to further review and
expansion, incorporating even greater complexity
and more detail. Fundamental issues of security and
compliance should therefore be addressed as soon
as possible to enable organisations to keep up as
requirements change.

4	SentryBay blog Dec 2020 https://www.sentrybay.com/news/newyear-heightened-cyber-risks
5	Hiscox Cyber Readiness Report 2021 https://www.hiscoxgroup.com/
cyber-readiness
6	Apricorn 2021 Global IT Security Survey https://apricorn.com/2021apricorn-global-it-security-survey/
7	PCI SSC PR 2020 https://www.pcisecuritystandards.org/about_us/
press_releases/pr_12092020
8	Absolute 2019 Global Endpoint Security Trends Report PR https://
www.absolute.com/company/press-releases/2019/new-researchfrom-absolute-uncovers-why-endpoint-security-tools-fail/
9	SentryBay White Paper: “Does your VDI have a gap in its armour?”
https://www.sentrybay.com/news/white-paper-does-your-vdihave-a-gap-in-its-armour
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Lance J. Johnson, Executive Director of PCI SSC,
has said that a CyberVentures study estimates
cybercrime as costing $6 trillion worth of damage
this year, making cyberattack “one of the greatest
threats to economic success” in almost every
country around the world7.

Major attack vectors for endpoints include screengrabbing and keylogging malware, with anti-virus
applications and two-factor authentication (2FA)
offering no defence. A keylogger hidden on an
employee laptop - especially a personally owned
machine that has not been brought up to corporate
standards for remote networking and security can easily give a malicious actor full access to the
corporate network via user log-in.
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Analysts continue to highlight greater
complexity and risk in a hybrid working world
At SentryBay, our experience is that organisations
can be unwittingly exposed at the endpoint, with
vulnerabilities either unknown or difficult to address
promptly, and more sensitive data inputted into more
devices than ever before.
According to Gartner, cybersecurity control failures
were the leading concern for 67% of business
executives surveyed in the first quarter of 2021.
The next most often cited risk was the new working
model, for 43% of respondents - which partly
resulted in shortcuts taken around cybersecurity
as organisations rushed to stay afloat in 2020
by increasing their remote workforce. This
suggests a need to shore up hastily implemented
cyberprotection10.
“Many organisations were forced to implement quick
fixes to serious operational gaps as a result of their
initial pandemic responses,” said Matt Shinkman, vice
president with the Gartner Risk and Audit Practice.
“Nowhere has that been more apparent than in
cybersecurity policies that have prioritised onpremises security over secure remote work access.
Executives responsible for these areas are realising
that the time to enact more sustainable and robust
policies is now.”

It’s worth mentioning that the Absolute study
also found that more than 40% of Windows 10
devices were still running version 1909, which
has been associated with around 1,000 known
vulnerabilities, and that 91% of devices used in
financial services alone were two or more operating
system versions behind.

“The volatility and interconnectedness of the two
most important risks, IT and data governance, also
shine a light on the importance for firms to rethink
their risk governance. Audit leaders should apply
dynamic risk governance in order to rethink their
approach to designing risk management roles and
responsibilities,” McKnight said.
Gartner’s canvassing of chief audit executives in
late 2020 revealed that organisations are expected
to collect more sensitive personal information
from employees and customers as a result of the
pandemic.
At the same time, data governance practices
regressed, with fewer dedicated resources to data
privacy than in previous years, she reported, adding
that organisations also face increasingly complex
data storage environments, with software-as-aservice (SaaS) and delays to upgrading of legacy
systems also distributing data across disparate
platforms, software and servers.
Inadequate data governance and IT security
practices will have even steeper consequences
in the current environment than pre-pandemic,
particularly when considering the types of data many
organisations feel compelled to collect as a result
of new health and safety measures, according to
Gartner’s McKnight.
With analyst group Forrester announcing findings in
May 2021 in which only three in ten companies or 30%
say they are looking to move their entire workforce
back into a corporate office full-time when the
pandemic wanes13, IT and data governance that
underpins a comprehensive whole-of-environment
security posture has never been more critical.

Protect employees, clients and vendors
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According to the Absolute 2021 Endpoint Risk Report,
which analysed some five million global enterprise
devices worldwide, this complexity alongside
compromises on corporate security control are
exacerbating risk, especially if - as Gartner has
estimated - as many as 74% of organisations could
permanently shift to remote working environments11.

Leslee McKnight, research director for the Gartner
Audit practice, agrees that the current environment
has accelerated existing risk trends12.
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‘But I’m already PCI DSS
compliant. Why should
I be rethinking my
solutions?’
Most organisations - compliant or not - should
reconsider their approach to PCI DSS today.
According to the PCI council, the v4.0 standard
itself, its supporting documents, training, and
programme updates will be released mid-2021.
After that, organisations will have just 18 months to
update themselves before compliance expires.
Industry feedback from global stakeholders via
requests for comment are shaping the new PCI DSS
- with future-dated changes not revealed until the
standard is finalised14.
Authentication, encryption and monitoring
requirements may be reviewed. The new standard
must “continue to meet the needs of the payments
industry, add flexibility and support additional
methodologies, promote security as a continuous
process, and enhance validation methods and
procedures - with more frequent testing of critical
controls also seen as desirable.
As we have seen in the SentryBay poll, companies
often cite complexity, onerous security demands,
employee education and process contradiction as
major challenges with PCI DSS as it stands.

11	Absolute 2021 Endpoint Risk Report https://www.absolute.com/
go/reports/endpoint-risk-report/ & PR https://www.absolute.com/
company/press-releases/2021/absolute-software-s-annualendpoint-risk-report-underscores-compromised-securitycontrols-widening-enterprise-attack-surface/
12	Gartner PR November 2020 https://www.gartner.com/en/
newsroom/press-releases/2020-11-19-gartner-says-audit-chiefsidentify-it-governance-as-top-risk-for-2021
13	Forrester PR May 2021 https://go.forrester.com/press-newsroom/
forrester-only-30-of-companies-will-embrace-a-full-return-tooffice-model-post-pandemic/

Addressing the revised PCI DSS requirements
will assist organisations to improve their overall
cybersecurity posture across all devices,
applications, and systems whenever, and wherever,
they are used. Whether compliant today or
not, because threats are constantly evolving,
cybersecurity approaches, policies and practice
need to keep up.

14	PCI SSC blog - PCI DSS v4.0 update https://blog.
pcisecuritystandards.org/pci-dss-v4-0-anticipated-timelinesand-latest-updates
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10	Gartner PR April 2021 https://www.gartner.com/en/newsroom/pressreleases/2021-04-27-gartner-says-cybersecurity-control-failurestopped-executive-concerns-in-1q21
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How can organisations optimise their security
postures to protect card and account details?
As we have seen, the pressure is on to expand
policy and practice to protect hybrid working
environments - whether the devices in question
happen to be smartphones, tablets, or laptop
computers.
At SentryBay, we aim to be a piece of the puzzle,
working with channel partners and businesses
worldwide to help close the gaps in the
cybersecurity landscape15.
One key is to ensure a zero-trust approach to all
endpoints16 on the network: “Never trust, always
verify.” It also means thinking past the old standards
of internet security, anti-virus software and
securing the wireless network with virtual private
networking (VPN) to deploy dedicated software
and solutions that can ‘wrap’ data and applications
securely to reduce the threat of cyberattack via
keyloggers, screen scrapers and similar malware.
Habits formed during lockdown will encourage
many consumers to continue to transact by card,
especially online, whenever possible due to the
greater convenience. Current security guarantees
entail adherence to standards such as PCI DSS, and
regulations such as UK ICO rules, EU GDPR, HIPAA
and more.

Start by auditing your environment, what data is
handled and by whom, and how it is processed
and stored. Reduce the attack surface by isolating
cardholder data from other parts of the network,
which makes compliance easier by reducing the
scope of coverage. Identify vulnerabilities and risks
and fill out the required paperwork to be sent to the
various stakeholders.

Compliance requirements like penetration
testing and vulnerability scans can also help
satisfy additional security standards, along with
password protection and identification, multifactor authentication, encryption, tokenisation,
local and in-cloud automated system backups,
email gateway security, endpoint threat detection
and response, ransomware protection, monitoring
and critical control testing - all of which must be
done in conjunction with strong ongoing employee
education programmes.
Keeping customer transactions safe from phishing,
keylogging, spyware, screen scraping and more
can be achieved in part with solutions that reduce
the scope of the issue, by blocking employees from
viewing or handling sensitive information.
Contact centre agents and remote workers alike
may be using virtualised desktop infrastructure
(VDI) to connect to head office, using their own
devices via a portal - perhaps regularly processing
contracts and payments with another partner
company in addition.
Copyright © 2021 SentryBay Limited

For PCI DSS, following proper security measures for
accepting, processing and storing card payments
and personal information includes annual and
quarterly validation requirements, including several
reports by qualified independent experts and an
attestation of compliance. The exact standards
depend on the merchant category and level of
business as described by PCI SCC.

The next step is to move to address any, and all
gaps found in the security posture, with special
attention paid to the endpoint environment.
Organisations should also regularly review,
test and assess the assets and tools used to
assure compliance and handle payments. Selfassessment tools for auditing compliance are
available from PCI SSC.

One key is to ensure a
zero-trust approach to all
endpoints on the network:
“Never trust, always verify.”

Protect employees, clients and vendors

p — 10

Connecting security strategies
with PCI DSS compliance

Best practice for covering gaps in your security
posture and hybrid working environment

Solutions that apply here to help satisfy PCI DSS
include those that sit at the kernel, jumbling the
information, obscuring typed-in details from
keylogger malware that can be present on a
person’s computer. Examples include armoured
software solutions from SentryBay that wrap
applications in an additional layer of security.
These key elements, working together in
complementary ways, help deliver full adherence
to mandatory compliance frameworks that
shore up the overall security, privacy and
confidential posture - benefiting organisations
and customers alike.

IT and data security is an essential investment, not
simply a cost overhead. Cybersecurity must be built
in to stay ahead of cybercriminals and fraudsters18.
SentryBay has developed several scaleable
security solutions for rapid deployment to remote
workers - such as Armored Client and Armored
Browser for the endpoints, Data Protection Suite
for e-commerce applications, BankSafe protective
endpoint shielding, Mobile Security Suite for Android
and iOS phones, DarkSentry threat intelligence, and
CryptoSentry against ransomware.

Solutions that apply here to help
satisfy PCI DSS include those that
sit at the kernel, jumbling the
information, obscuring typed-in
details from keylogger malware
that can be present on a person’s
computer. Examples include
armoured software solutions from
SentryBay that wrap applications in
an additional layer of security.

Businesses will likely need to adopt and keep
up with a range of technological solutions to
maintain compliance, which can be a defined
implementation, following PCI DSS as published,
or a customised implementation if they can
demonstrate they meet the compliance
requirement.
Gartner17 has suggested that inadequate security
infrastructure for setting up remote workstations
can be one of the biggest challenges. For example,
contact centre setups, which regularly take
cardholder data over the phone or email, were not
designed with remote working in mind.

In addition to specific protection for cyberthreats
such as keylogging or screen scraping,
organisations handling customers remotely
should adopt built-in network monitoring tools and
may need to re-evaluate their bandwidth needs
to deliver across a larger population of remote
customer service representatives. Because of this,
backend IT investment may also be needed.

15	SentryBay PR https://www.sentrybay.com/news/transcendpartnership-with-sentrybay-completes-missing-piece-in-cybersecurity-landscape
16	Microsoft on Zero Trust https://docs.microsoft.com/en-us/security/
zero-trust/endpoints
17	Gartner - research note provided to SentryBay
18	PCI DSS PR Sept 2020 https://www.pcisecuritystandards.org/about_
us/press_releases/pr_12092020
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One key solution is to establish a secure workstation
environment by enabling end-to-end security
across VDI and encrypted WebRTC technology.
Endpoint specification and configuration for audio
and video should also be considered. When BYOD
endpoints are used, security should be checked
especially when it comes to the potential for
keylogging in virtual desktop sessions.
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Develop PCI policies that inform best-practice
information security as a continuous process
It should go without saying that sound
methodology and practices should be coupled
with a strong PCI compliance policy that outlines
the strategy and details-related procedures. This
should not only form part of the overall data and
information security policy but guide executives
and employees at all levels in the event of a
challenge from stakeholders or a breach.
The good news is that not only does compliance
with PCI DSS in all aspects enhance payment
security, but the knock-on effects can help
improve operational efficiency, customer trust
and experience - perhaps even reduce the risk
of lawsuits.
Specific technical standards, implementation
guidelines and acceptable-use statements should
be considered through the lens of evolving PCI DSS
requirements and other protocols around security
and privacy. Full consideration should be given
to detailing technical hardening standards and
configuration guidelines in addition.

We would suggest that security and risk
management leaders engage regularly with
compliance stakeholders, security operations,
network operations and other compliance or
reporting functions, including legal teams, working
together where possible as a project team.
The final policy should be developed and delivered,
furthermore, with application owners, business unit
managers, process owners and product owners in
mind as well as managers of information and data
security.
At SentryBay, we believe such an approach will not
only enable alignment with organisational needs
at a given point in time but facilitate the continual
review and revision that must accompany the
understanding of security as constantly changing
as a continuous process.

Copyright © 2021 SentryBay Limited
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Conclusion: Act today to ensure readiness for
increased compliance requirements - including
PCI DSS 4.0
Managing customer information - especially
cardholder and account data - has never been
more important. However, as we saw in the
SentryBay poll quoted in several parts of this paper,
understanding and applying PCI DSS compliance
can be difficult and complex.
This is no longer just about securing corporate
networks in-house, at the perimeter, but ensuring
that customer data, as well as employees, can
be protected regardless of the endpoint device
they use to communicate and transact with
organisations.
Today, even smaller businesses may have one
or more remote employees handling customer
calls from their home office - perhaps on a shared
family PC or other equipment. Many organisations
lack access to secure systems that could connect
today’s armies of remote workers to customer files,
policy documents, and payment processes.
Yet it takes only one weak point for data to be stolen,
or a website or application to be hacked. A failure to
secure all endpoints can be a major source of risk in
this respect.

Large fines can be levied for failing to demonstrate
due care with data. In the UK, the higher maximum
Information Commissioner’s Office (ICO) penalty for
data breach is currently £17.5 million or four percent
of the organisation’s total annual worldwide turnover
in the preceding financial year, whichever is higher20.

Organisations therefore need to tackle these
requirements head-on.
Fortunately, proven solutions, including antikeylogging and anti-screen-scraping software
already exist and these form part of a robust
defence against cybercriminals - whether the latter
aim to steal customer credentials, payment data, or
sensitive personal and credit card details.
Additionally, offerings that provide access to a portal
for simple administration and configuration can
facilitate remote management.
These challenges will not fade from view post-COVID
- as consumers, having seen what organisations
can actually achieve, will likely continue to
demand higher standards on data protection in
the years ahead.

19	SentryBay blog and FinanceDerivative thought leadership - https://
www.sentrybay.com/news/equipping-remote-call-centre-agentsto-protect-customer-data
20	Information Commissioner’s Office (UK) - Penalties. https://ico.org.
uk/for-organisations/guide-to-data-protection/guide-to-lawenforcement-processing/penalties/
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Organisations should also not neglect data entered
via BYoD and unmanaged devices via remote
access apps like Citrix, VMware, WVD, web browsers
or even Microsoft Office applications. Browsers that
access the corporate network should be armoured,
including enforced security certificate checks, URL
whitelisting, and use of https:// rather than http://19.

Compliance is a key way of showing this good
practice, as part of an overall security posture that
gives the best possible levels of assurance and
protection against cyberthreats - with PCI DSS as the
industry-approved standard for safeguarding card
or account data transmitted via landlines, mobiles,
live chat, or applications.
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