
Threat Analysis
PREBYTES SIRT ready to investigate 
the reported security incident
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Incident handling
Professional cyber threats mitigation



The time that elapses from the initial threat identification to the initiation 

of attack mitigation is of the utmost importance. It depends on how much 

is consumed by detailed hazard analysis and risk assessment. Dedicated 

analytical resources significantly reduce the time required to take a quick 

and decisive response to an incident.

You can entrust risk mitigation to PREBYTES SIRT experts as a part  of 

incident handling, which will end with the preparing of a professional 

report.

The service initiation consists in defining the information, the protection 

of which you want us to involve PREBYTES AI and PREBYTES SIRT. 

Threat analysis allows you to obtain 
information regarding the vector of 
cybercriminals’ attacks.
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Threat Analysis

Analyze cyber threats within the guaranteed response time under 

the contract.

Monitor detected threats and their analysis.

Filter threats related to the protected service.

Estimate the risk posed by the threat to the users of the service.

Estimate the scale of the detected threat.

Perform a basic analysis of an email or malware sample.

Perform a basic analysis of www address content.

Perform a cybersecurity consultation - 60 minutes per month.

Get access to the Ticketer system.

Get quick access to the PREBYTES SIRT specialists.
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Each attack detected by us or reported to us will meet with an immediate 

reaction. The first 24 hours of an attack are the most critical for the 

protected infrastructure, therefore actions are taken without undue delay. 

Our team of specialists is prepared to implement complete incident 

handling from the moment it is detected, in order to have the problem 

solved.

Incident handling is a cyber threat 
neutralization service by PREBYTES 
SIRT.
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Incident handling

Incident is handled within the guaranteed response time under the 

contract agreement.

Effective domain and servers blocking used in the attack.

Notification about the progress of blocking procedure.

Delivering IP addresses and domains information associated with  the 

incident.

Report preparation, that summarizes the incident handling.

Access to the Ticketer system.

Quick availability to PREBYTES SIRT specialists.
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Incident handling benefits

Peace of mind while we process elimination of the cyber threat.

Competent support in the case of a cyberattack targeted on your 

organization.

Cut costs spent on keeping experts’ resources.

Handling the incident in ad hoc circumstances.
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SIRT Line is a solution to remote incident service related to various threats 

(e.g., malware, phishing). It supports the customer service department of 

the online service and the IT area.

SIRT Line is based on a quick and direct contact between a PREBYTES 

Security Incident Response Team (SIRT) analyst and the client at a convenient 

and predetermined date. With innovative tools (Forensics Assistant and 

mForast) created by PREBYTES, it obtains data to analyze the device 

on which the incident took place while ensuring the confidentiality of 

the information provided. All data is encrypted using secure and robust 

algorithms. Forensics Assistant and mForast are ready to use immediately 

after their download, and their simple and intuitive operation allows for quick 

collection of data for analysis. The performed diagnostics end with the final 

report. It contains a description of the incident, detailed device data, and the 

analysis results carried out in terms of detected threats.

 

SIRT Line is a remote computer or 
telephone diagnostics performed by 
a PREBYTES SIRT expert to analyze 
the incident and determine the type 
of threat.
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SIRT Line benefits

Essential details of the attack and type of threat.

Effective responses to the threat and minimalization of losses

Prevention of further incident.

We perform the SIRT Line test based on the client’s report.

Each report receives its number, which is used for identification during 

the analyst’s contact.
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