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ABSTRACT 

Security hygiene is important, especially within the finance industry, as user 

privacy is a major  priority for finance  services. To ensure the highest levels of 

cybersecurity, security tests must be carried out regularly. Under normal conditions, 

security testing is carried out by humans. As such, it is time-consuming, costly, and 

difficult to carry out on a regular and frequent basis. The aim of this project is to combat 

these problems  using machines to run the process automatically, allowing  assessment 

to be undertaken more frequently. The system developed, Cyber Security Assessment 

Automated System (CSAAS), can run security tests at all hours of the day, making use 

of a black-box network vulnerability assessment technique and various open-source 

tools (Hydra, DIRB, Nmap, SQLmap, Amass, Searchsploit, and XSSsniper). A broker 

company should provide the endpoints for running security tests. After which the 

system will run all necessary tests,  generating a report to send back to the broker 

company. This report includes general information (such as IP address, port, and OS) 

as well as the vulnerabilities of the given endpoints. 
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CHAPTER 1  

INTRODUCTION 

 

This chapter introduces the overarching themes of the reports and places the 

motivation for the work into context. Thereafter, the rationale and goals for the 

investigation of the project are discussed and defined, followed by a summary of the 

overall project. Finally, an overview of the dissertation is given on a per chapter basis.  

The internet has become a significant part of our daily lives. Many services 

operate via internet. The number of internet users has grown substantially. Meanwhile, 

the number of people with malicious intentions has also increased dramatically. 

Security can be a big concern when exploring the cyber world. Likewise, trading is  

another service which has been continuously and rapidly changing, with online trading 

becoming more popular over time. It can be accessed via websites or mobile 

applications, with the amount of money circulating within the broker trading system, 

becoming a major target for hackers wishing to exploit the system and steal precious 

information for various purposes including making demands for ransom payments. 

Hernandez’s (2017) interesting article on the security of mobile based trading indicated 

that 62% of the apps investigated sent sensitive data to log files, while 67% stored this 

data in an unencrypted format. However, physical access to the device was required to 

extract this data. [1] 

 

 

Figure 1.1 Unencrypted log file, exposing the username and password. 
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1.1 Background 

Application of best practices, and proper configuration of the broker system 

are necessary in order to effectively prevent cyber-attacks. The most important matter 

to be considered is the hiring of a specialized company able to perform regular and 

effective security testing for the system. Nevertheless, as this can be expensive and 

time-consuming, it is hard for many companies to hire and maintain their system 

using a security testing service. The consequent lack of maintenance could lead to 

various security vulnerabilities. 

 

1.2  Objective 

 

 
 

Figure 1.2 Steps of Vulnerability Assessment 

An alternative to security testing is network scanning. Scanning via the 

internet is not a highly  complex  scanning test option, when compared with a security 

test. On the contrary, it provides businesses with the convenience to scan regularly. 

Additionally, it can show the difference between the system hygiene of each scan. 

The aim of CSAAS is to provide an automated vulnerabilities assessment service 

which meets the following 2 objectives: 

● The service can be run automatically with endpoints provided by the 

broker company following the procedure shown in Figure 1.2 



 

 

 

3 

 

● The broker company can access reports for any new scan as well as 

previous records for the purpose of auditing and improvement of the 

broker’s system. 

 

1.3 Scope 

● The scanning process includes the process of subdomain enumeration 

(Amass), enables port scanning (Nmap), SQL injection (SQLMap), cross-

site scripting (XSSSniper), brute-force on available services (Hydra), and 

brute-force of web service directories (DIRB). 

● The scanning process will be performed on the network scanning where 

the service knows only the given endpoints from the broker’s company. 

● The scanning process will run automatically from gathering information to 

generating the report as illustrated in Figure 1.2 

● The broker company can add to or remove from the list of endpoints, 

access the records of all scans, and will be able to download the report 

whenever a scan is finished. 

 

1.4 Methodology 

● The broker company’s employees can add and remove endpoints of the 

services CSAAS is required to scan, from the website scan page. The 

endpoints will be shared within the company. 

● CSAAS admin will access the website to see the list of each company’s 

endpoints on the website admin page. 

● Admin can generate a scan from a template which contains the pipeline of 

the scanning process within the orchestrating parallel jobs service, Argo 

Workflow. The scan is generated with a unique ID and recorded on the 

database. The broker company’s employees can acknowledge the scan’s 

initiation from the website history page. 

● The scanning process generates a log file from tools in the pipeline, 

uploading it to Object Storage. At the end of the pipeline, the JSON file 
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containing the scan results are uploaded to the management database. 

Moreover, the scan is marked as “success”. 

● The website history page for the broker company will indicate that the 

scan has finished, and the report will be available for download. 

● When the broker company’s employees search for the report on the 

website history page, the JSON file for the selected scan in the database 

will be used on the report generator service to create a real-time PDF file 

from the template which will then be displayed on the browser. 

 

1.5 Expected Outcomes 

● The broker company will gain knowledge about their system’s 

vulnerabilities through the reports and will be able to continuously 

improve their system. 

● At the end of the project, the following functionalities of the system should 

be achieved: 

1. Broker company employees are able to add and remove from the list of 

endpoints. 

2. Broker company employees are able to access the records and reports 

of all previous scans. 

3. The scanning process is automated and detects the vulnerabilities 

precisely.  
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1.6 Table of Operation 

 

Table 1.1 Operating Time Frame 

Topic 
Month 

Sep Oct Nov Dec Jan Feb Mar Apr May Jun 

1. Preparation  

1.1 Research and 

find suitable tools 

for inspecting 

vulnerabilities. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1.2 Find 

examples of 

systems and 

reports for 

reference. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1.3 Design 

architecture and 

database  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1.4 Design the 

first attack on the 

first vulnerability. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1.5 Create 

Kubernetes one 

node cluster.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1.6 Create cloud 

Postgresql 

cluster. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Topic 
Month 

Sep Oct Nov Dec Jan Feb Mar Apr May Jun 

2. Implement Application  

2.1 Upload each 

tool image and 

report generator. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.2 Implement 

Argo workflow 

report for 

reference. 
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2.3 Implement 

Argo workflow 

template. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.4 Implement 

data cleaner. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.5 Deploy web 

server for user 

interaction. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.6 Implement 

backend service. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

2.7 Implement 

Argo middleware 

service. 

          

3. Testing and debugging 

3.1 Test and 

improve the 

performance of 

the workflow. 

          

3.2 Test and 

debug each tool. 
          

3.3 Test and 

debug workflow 
          

3.4 Test with 

endpoints 

provided by the 

company. 

          

3.5 Get feedback 

from the 

company. 

          

3.6 Debug 

workflow after 

applying web 

application 

security risk 

tools. 

          

3.7 Test with 

endpoints 

provided by 

company II. 

          

3.8 Test, Debug, 

and improve the 

workflow 

performance. 
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1.7 Report Outline 

 

The remainder of this report is organized as follows: 

● Chapter 2 reviews state-of-the-art vulnerability assessments 

● Chapter 3 describes the design and implementation of automated 

security scan systems. 

● Chapter 4 demonstrates how tools have been validated and presents the 

results of the system evaluation. 

● Chapter 5 closes the report, reviews the work undertaken, and draws 

conclusions.  
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CHAPTER 2  

LITERATURE REVIEW 

 

Chapter 2 discusses the state-of-the-art security, vulnerabilities, and tools 

considered during the analysis and design phase of the project. The associated 

investigation served 3 purposes: firstly, it is important to research the Theoretical 

Background behind the project (section 2.1); secondly, it assists in identifying the tools 

most appropriate for use in the project (section 2.2); Thirdly, it is also important to 

research the previous academic work within the project’s field of research (section 2.3); 

Finally, section 2.4 summarizes the whole chapter. 

 

2.1 Theoretical Background 

● Detection of XSS 

 As shown by Liu et al. (2019) [17], cross-site scripting has been used 

for several types of attacks, such as phishing, cookie stealing, DOS attacks, 

DDOS attacks, and XSS worms. It is possible to inject data into the client 

DOM or the server using different techniques. To detect exploitation, 

various methods can be applied. Static Analysis Methods are applied by 

analyzing the code of the application. Dynamic Analysis Methods detect 

problems by injecting data into the website and observing whether an attack 

is triggered. This project uses a black-box network vulnerability assessment 

which’s scope cannot access the client source code; dynamic analysis 

methods are therefore more appropriate. 

● Index Calculation 

 The Index is an acceptable number from the consumers that determines 

the overall system with iterations and calculations. The index is calculated 

from what has been found and how it impacts the system by the impactful 

factors. The vulnerabilities are classified by level to measure cybersecurity 

and then produce the total index to indicate the overall hygiene. For 

instance, if one of the indexes shows below standard then the indicator 

would show how and where to prevent any exploits. [15] 
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● Security Vulnerability Category and Black-box testing 

 There are several types of security vulnerabilities. Some of them can 

only attack from the device itself, while others can attack directly from the 

internet. According to the OWAP top 10 web security risks [16], some of 

these potential risks cannot be efficiently tested via the black-box 

perspective e.g., Broken Access Control, Security Misconfiguration, 

Insecure Deserialization, and Insufficient Logging & Monitoring. OWAP 

additionally provides a vulnerability image for testing called OWAP juice 

shop [3], which can be installed on any machine web server and carry out 

testing with a different difficulty to the security setup. 

● SQL injections 

 SQL injections are performed by injecting code using a form which asks 

the user for input. The most basic and common form of SQL injection is to 

enter (’ OR ‘1’ = ‘1) into a username or password. If the target application 

is vulnerable to this attack, the attacker will gain access to information in 

the target database. [18] If the target application is immune to basic SQL 

injections, blind SQL injections can be used to gain more information about 

the database. Blind SQL injection is a way to ask a database true/false 

questions, thus gaining information. [19] 

● Network topology 

 Network reconnaissance usually checks the target IP’s status to identify 

its online status. Nmap is a tool to carry out a reconnaissance process. It uses 

an ICMP protocol to ping the target IP by sending echo requests to port 80, 

analyze if they respond, and hence  let the Nmap know which ports are 

active or down. This collects information about the target IP. 
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2.2 Tool Stacks 

Tools and implementations, which were used in the project, were classified into 

4 categories: Cloud-structure, Front-end, Workflow, and Back-end. 

2.2.1 Tools for cloud-structure 

● Digital Ocean 

 This is one of the largest clouds platforms and has the best price 

in relation to CPU performance compared to its competitors. 7 

services from Digital Ocean have been used for the project including 

Kubernetes, Droplet, Networking, Container, Registry, Spaces, and 

Database. 

● Kubernetes(K8s) 

 This is a system for automating deployment, scaling, and 

management of containerized applications. It was used for its 

containerizing services. 

● Droplet 

 This is a cost-efficient virtual machine with the ability to run an 

existing image or private image. During the project droplet was used 

by Kubernetes to create a Kubernetes’s Node Cluster. 

● Networking 

 Networking includes many services such as Domain, Floating 

IPs, Load Balancers, VPC, Firewall, and PTR record. Floating IPs 

were used to reserve a static IP, and VPC for the private network, 

while Load Balancers was used by Kubernetes resources, combined 

with NGINX Ingress Controller, a reverse proxy.  

● Container Registry 

 This is a private repository hosting private images with the 

version record on the cloud. The container registry was used to host 

the workflow container images. 
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● Spaces 

 Object storage is compatible with S3. Spaces were used for 

storing the log file outputs from each tool in the workflow, and the 

report JSON files. 

● Databases 

 A managed database cluster has options for PostgreSQL, 

MySQL, and Redis. For this project, PostgreSQL was used as the 

storage system. 

2.2.2 Tools for Front-End 

● NuxtJS 

 This is a powerful framework for simple and powerful web 

development, building on top of Vue.js and supporting SSR. NuxtJS 

was used for making the web application. 

● Keycloak 

 Keycloak is an open-source Identity and Access Management 

solution aimed at modern applications and services. It makes it easy 

to secure applications and services with little to no code. 

2.2.3 Tools for Workflow 

Tools from Kali Linux [13] and Argo workflow have been used. 

● Argo Workflow 

 Argo Workflow is a workflow engine that runs as a container 

native. It can be easily integrated with Kubernetes. Argo Workflow 

orchestrates highly parallel jobs, in which each step is built from a 

container as a multi-step or DAG in the workflow without the 

overhead of legacy VM. For this project, Argo was installed as a 

Custom Resources Definition in Kubernetes and used to run the 

workflow (from the template) as a DAG with various tools. 

● Nmap 

 Nmap was used to scan at the communication level of protocols 

to find the status of the ports that are scanned, such as the TCP and 

UDP port. It scans in secret, making only a two-way handshake 
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(normally scan is a three-way handshake), and scanning OS 

information of the target IP or domain name. Furthermore, Nmap 

uses scripts within its own resources such as vulnerability script. 

● SQLmap 

 The SQLmap is used for detecting and exploiting SQL injection 

flaws. SQL injection flaws can be exploited by inserting SQL 

statements as user input to manipulate target databases. If the target 

does not protect itself against SQL injection, SQLmap can gain data 

from the said database.  

● Amass 

 Amass is used to scan for IP addresses and enumerate 

subdomains from the given domain name using a dictionary. 

● Searchsploit 

 Searchsploit is used to search known vulnerabilities in the OS or 

platform, storing a copy of the exploit database in local storage for 

quick search. It must be updated once every two weeks to get the 

most up-to-date information.  

● CVE 

 CVE is a list of records that contain an identification number, a 

summary, and at least one public reference for known cybersecurity 

vulnerabilities. CVE records are used in numerous cybersecurity 

products and services around the world. 

● Hydra 

Hydra is a parallelized login cracker that supports numerous 

protocols to attack. It is very fast and flexible, and new modules are 

easy to add. The Hydra tool makes it possible for researchers and 

security consultants to show how easy it is to gain unauthorized 

access to a system remotely [13]. 
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● DIRB 

DIRB is a Web Content Scanner. It looks for existing (and/or 

hidden) Web Objects. It works by launching a directory-based attack 

against a web server and analyzing the response [13]. 

● XSSSniper 

XSSSniper is a handy XSS discovery tool with mass 

scanning functionalities. It scans the target URL for GET parameters 

and then injects an XSS payload and parse the response for artifacts 

of the injection [20]. 

2.2.4 Tools for back-end 

● PostgreSQL 

 The database will be connected to the API server and any service 

needs to access the database via API. Some tables in the database 

will need admin privilege to make insertions, updates, or deletions 

in order to ensure maximum security. The database will be routinely 

backed up in case of situations where the main database goes down.  

● Go-gin 

 The Golang framework is used to make this API server. This 

framework is extremely fast (40 times faster than martini). The 

server manages to get packages for the programmer. It has a built-in 

net/HTTP library for Golang,  containing every function needed for 

routing and rendering. The framework has good error management. 

[14] 

 

2.3 Related Work 

2.3.1 Scoring System for Vulnerability 

 The Common Vulnerability Scoring System (CVSS) [12] expresses a 

way to capture the principal characteristics of a vulnerability, producing a 

numerical score reflecting the severity of the vulnerability. The numerical score 

representation in the enumeration which can be easily seen as low, medium, 

https://securityonline.info/xsssniper-google-chrome-extensions-automatically-detect-dom-xss-vulnerabilities/
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high, or critical, helping organizations to properly assess and prioritize their 

vulnerability management processes. 

2.3.2 Security Tests and Security Assessment Report 

 The summary of vulnerabilities encountered in the system shows the 

company how many severe vulnerabilities require immediate investigation of 

details after scanning. [7] 

 

 

 

Figure 2.1 The counter of severity in the target system. 

 

2.3.3 Security Tests and Security Assessment Scanner 

 A web application scanner is an example of a scanner that can produce 

a report and analyze results. [11] 

 

2.4 Chapter Summary 

In Chapter 1 we proposed the importance of cybersecurity to finance 

businesses, especially in the broker field, also proposing how our CSAAS could 

improve a project’s ecosystem.  
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In this chapter, recent research, and advances in the field,  was categorized 

into Theoretical Background (section 2.1), Tool Stacks (section 2.2), and Related 

Work (section 2.3). Observations were made on the various theories (section 2.1), 

tools and their definitions (section 2.2), and the relevance of the previous works 

reviewed in section 2.1(section 2.3).  

The following chapter presents the design of CSAAS, a system intended to 

automate cybersecurity assessment. 
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CHAPTER 3  

METHODOLOGY 

 

3.1 Introduction  

 

In Chapter 2 we identified that automated security scans with a black-box 

perspective can be an interesting solution compared to the traditional penetration test.  

This chapter describes the design of CSAAS, a system that assesses the 

vulnerabilities automatically. First, the chapter describes the vulnerabilities assessment 

approach (section 3.2);second, the system requirements (section 3.3);third, design and 

diagrams (section 3.4-3.5);fourth, storage technology (section 3.6); and finally, the 

proposed flow is discussed in section 3.7. 

 

3.2 Vulnerability Assessment Approach 

 

The Vulnerability Assessment Approach follows three steps: Reconnaissance, 

Exploitation, and Reporting. Reconnaissance refers to investigation of the target and 

retrieval of information regarding the endpoint’s protocols and subdomain by Nmap 

and Amass sequentially. Exploitation refers to the search for vulnerabilities in the 

system including finding the directory and obtaining a list of usernames and passwords 

via brute force. The report  loads the inputs to generate the PDF report from the template 

using the Carbone tool as shown in Figure 3.1. 
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Figure 3.1 Scan Method used in the project. 

 

3.3 System Requirements 

● The system can identify the target’s vulnerabilities.  

● The system can test in a specific window of time.  

● The system can perform tests automatically.  

● The system can produce a security assessment report in the form of a PDF 

file.  

● The system’s services are secure.  

● The system is easy to maintain.  

● The system is scalable.  

● The system is run on the cloud.  

● The system’s microservices are stateless.  

● The system’s users can log-in to the system using their username and 

password.  

● The system’s users can insert and delete endpoints from their endpoint list. 
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3.4 Overall Architecture System 

 

Figure 3.2 shows the overall architecture of the CSAAS system. The user 

accesses the website csi.cmkl.ac.th on their browser. The domain name is resolved by 

Cloudflare DNS service and points to our Digital Ocean Kubernetes resources. Every 

request from the user's browser goes to the Ingress NGINX Controller (the integration 

of the Nginx on Kubernetes with Digital Ocean’s load balancer) and passes the request 

to the service which is either a Web Server or Backend services depending on the 

request URL. All requests are authenticated and authorized via the Keycloak server.   

The broker company’s employees are allowed to add, modify, and delete, the 

endpoints on the browser. The record is stored on the PostgreSQL cluster via the 

backend service. Admin can start a scan on the Argo Workflow service template. The 

process of scanning shows on the history page, while the log for each tool can be found 

on the Digital Ocean space object storage.  

The finished scan creates a JSON file on the database for generating the report. 

The broker company’s employees can download the report on the website history page 

which pulls the JSON data, creating a report directly via the Report Generator. 
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Figure 3.2 Overall System Architecture 

 

3.5 Diagram 

 

3.5.1 Use Case Diagram 

 

 As shown in Figure 3.3, The user starts by signing-in with Keycloak 

OAuth Authentication. The token validation consequently verifies the identity 

of the user. Once verified, users are  able to Add Scan Endpoint, Edit Scan 

Endpoint, Delete Scan Endpoint, Get Scan History, or Download Report 

according to their authority. 
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Figure 3.3 Use Case Diagram of the system. 

 

3.5.2 Activity Diagram 

 

 The flow of the Argo workflow is illustrated in Figure 3.3. While 

registering the input ‘Endpoint’, the logic will check whether the endpoint is a 

domain name or IP. If the endpoint is a domain, the system will run Amass, 

otherwise, it will run Nmap. In both conditions, the tool will run along with 

the other tools, SQLmap and XSSsniper in parallel. The result of the Amass 

will be processed by the Nmap. Searchsploit runs after the Nmap, using the 

OS info to find the CVE entries which will then be processed by the tool CVE. 

Searchsploit runs in parallel with hydra or DIRB depending on the result of 

the Nmap. 
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Figure 3.4 Activity Diagram of the scanning workflow with a single endpoint 

 

3.6 Storage  
 

3.6.1 Object Storage 

 

 The full log file from each tool is kept for further audit according to the 

structure design indicated in Figure 3.6. Each company has a different directory 

indicated by the company name. The company directory contains the logs of the 

scans indicated by the unique scan identifier. 
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Figure 3.5 Object Storage Structure 

 

3.6.2 Database 

 

The Postgresql database is used to store the user and scanning 

information. The data for generating the report is stored as a JSON object while 

other information is stored as relational. SQL databases consist of four tables. 

All databases run on the Digital Ocean. 

 

Table 3.1 List of scans 

Attribute Data type Description 

scan id varchar  unique id for each scan, 

surrogate key. PK 

company varchar Owner of the scan 

status varchar The status of the scan has 

five potential values: 

failed, success, running, 

terminated, suspended. 

failed: scan has failed. 

success: scan is done 

successfully. 

running: scan in-process, 

scanning. 

terminated: scan is 

terminated by the user. 

suspended: scan in-

process, a scan has 
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stopped waiting to 

resume. 

Start Time stamp Start of scanning time. 

complete Time stamp Time of scan completion. 

 

Table 3.2 List of endpoints 

Attribute Data type Description 

endpoint varchar endpoints that users own. 

company varchar owner of endpoints. 

 

Table 3.3 List of reports 

Attribute Data type Description 

Scan id varchar Produce from which scan 

DIR varchar The directory that keeps 

the report 

 

Table 3.4 List of results 

Attribute Data type Description 

Scan id varchar Result of which scan 

Data JSON Data from tools 

 

Table 3.5 List of APIs 

APIs Description input output 

/addEndpoint Allow POST 

method, used by 

the user for adding 

a new endpoint.  

Header contains 

user’s token. 

JSON body 

contains endpoint. 

- 

/addScan Allow POST 

method, used by 

our system for 

creating a new 

scan.   

JSON body 

contains 

ScanID (auto 

generated by our 

system), owner is 

company’s name . 

- 

/updateScan/:status Allow PATCH 

method, used by 

our system for 

updating a scan 

status. 

The parameter 

contains status. 

JSON body 

contains scan id 

and status. 

If status is changed 

to ‘success’ or 

- 
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‘terminated’ API 

server will 

automatically add 

current time stamp 

to complete 

attribute of scan in 

database. 

/getAllScans Allow GET 

method, used by 

the user to get all 

their scan 

information.  

Header contains 

user’s token. 

List of scans along 

with 

corresponding 

information: scan 

id, status, start 

time and end time. 

/getEndpoints Allow GET 

method, used by 

the user to get 

endpoints in a 

user's endpoint list. 

Header contains 

user’s token. 

The parameter 

contains id of the 

owner of the 

endpoint list. 

list of endpoints 

/DeleteEndpoint Allow DELETE 

method, used for 

deleting endpoint 

from user’s 

endpoint list. 

Header contains 

user’s token. 

JSON body 

contains endpoint. 

- 

/uploadResult 

 

Allow POST 

method, used by 

our system for 

upload result of a 

scan in JSON 

format. 

JSON body 

contains scan id 

and result of scan 

in JSON format. 

- 

/getAllEndpointsA

dmin 

Allow GET 

method, used by 

admin to get all 

registered 

endpoints in 

system. 

- List of all 

endpoints in the 

database and its 

owners. 

/generateReport Allow POST 

method, used by 

our system to 

create report from 

a scan. 

JSON body 

contains scan id. 

Security 

assessment report 

in pdf file. 

  

  



 

 

 

25 

 

3.7 Summary 

 
This chapter describes the high-level requirements and design of the CSAAS 

system. The chapter starts by describing the approach of vulnerability assessment and 

discusses more regarding the design of the system.  

The System features are covered in further detail in Chapter 4 which describes 

the results of the implementation and experimental results.   

 

  



 

 

 

26 

 

CHAPTER 4  

EXPERIMENTAL RESULT 

 

4.1 Introduction 
 

Chapters 3 and 4 described the design of CSAAS, a system that assesses the 

vulnerabilities automatically. In this chapter, we present an implementation and testing 

method and the results which show the functionality of the system, tool validation, and 

evaluation of the overall system performance against the test. The chapter is organized 

as follows: section 4.2 contains a walkthrough of the functionality of the implemented 

system; section 4.3 measures the reliability of the tools; section 4.4 evaluates the system 

against the real-world environment. 

4.2 Functionality of the System 
 

4.2.1 Backend API 

 

Tokens are used to identify users. Users are only able to gain access to 

their endpoints list and their scan history. They can also perform some 

functions, allowing them to add, remove, or update items on their endpoint 

list. Go-gin and GORM are used to connect with the PostgreSQL database. 

The figures below show the functionality testing of the backend API. 

 



 

 

 

27 

 

 

 

Figure 4.1 Add new endpoint to user’s endpoint list. The command line shows the 

database before and after insertion, a new endpoint highlighted in white. 

 

 

 

Figure 4.2 Return error (primary key conflict) after an attempt to insert an existing 

endpoint. 
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Figure 4.3 Command-line showing the database before adding a new scan. The 

adding process is done by the system. 

 

 

 

Figure 4.4 Database after adding a new scan. Scan ID will normally be 

autogenerated. However, for the purpose of demonstration, a new scan was added 

using scan ID ‘scan_1’ 
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Figure 4.5 As a result of changing the status of ‘scan_1’ from running to success, the 

completed time stamp changed from the default value to the current timestamp. 

 

 

 

Figure 4.6 Deleted endpoints highlighted in white. The command line shows the 

database before and after endpoint ‘www.cutekittens.com’ was deleted. 
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Figure 4.7 The user who belongs to ‘Kmitl’ company recieves their endpoints list. 

The company currently has one endpoint in the list as highlighted in white. 

 

 

 

Figure 4.8 The user who belongs to ‘Kmitl’ company recieves their scan history. 
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Figure 4.9 Upload scan results to the database. The upload was successful, and the 

command line shows the database before and after upload. 

 

 

 

Figure 4.10 Admin gain access to information of all user endpoint lists. 
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Figure 4.11 Generating a report from the scan, returns a pdf file. 

 

4.2.2 Front End 

 

The user can log-in from the front-end page and will be redirected to 

/auth path. The auth path will then handle the Keycloak's OAuth 

Authentication (Figure 4.12). After logging in, the user receives a token 

identifying their role and group (assigned by the Keycloak admin page). 

Following the token authorization, the user will land on the page according to 

their role, as shown in Figure 4.13 (user role) and Figure 4.15 (admin role). 

Users in the company are able to add some endpoints which are shared in the 

pool within the company (Figure 4.13). Users can access the scan history as 

shown in Figure 4.14, while admin can see all request endpoints from all 

companies (Figure 4.15). 
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Figure 4.12 OAuth login page 

 

 

 

Figure 4.13 Company scanner page 
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Figure 4.14 Company history page 

 

 

 

Figure 4.15 Admin page 

 

4.2.3 Workflow 

 

 Argo Workflow can be written in the form of a template for workflows 

that are repeatedly invoked. Tools templates,  a single endpoint scan template, 

and multiple endpoints scan template were created as shown in Figure 4.16. 

The Digital Ocean Container Registry was used to store the container images 

which templates could pull, as shown in Figure 4.21 The details of the single 

endpoint scan  and multiple endpoints scan are shown in Figure 4.18 and 

Figure 4.19 respectively. The resulting logs are saved in the Digital Ocean 

Space as shown in Figure 4.20. 
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Figure 4.16 Ago Template YAML file was submitted to Kubernetes and stored in the 

Argo namespace. It can be viewed via Argo CLI. 

 

 
 

Figure 4.17 Ago Template YAML file was submitted to Kubernetes and stored in the 

Argo namespace. The template can be viewed as a GUI by using the port-forwarder 

command of Kubectl to port forward the service from Kubernetes to a localhost. 
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Figure 4.18 An Argo submitted scan for a single endpoint from the template on the 

Argo server client. The scan process can be undertaken in the form of submitting the 

template, the “scan one endpoint” option allows you to submit the form with the 

parameter of the target endpoint. On this figure, the input was a domain name, 

followed by Nmap. 

 
 

Figure 4.19 An Argo submitted scan of multiple endpoints from the template on the 

Argo server client. This template was built on top of the single endpoint scan 

template. 
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Figure 4.20 Digital Ocean Space stores log files from the scanning process. 

 

 
 

Figure 4.21 Digital Ocean Container Registry stores the private container images for 

Kubernetes Deployment and the Argo Workflow. 

 

4.2.4 Filtering and Report Generator 

 

The filtering service filters the log file and transforms it to the JSON 

format that the report generator can apply to the report template. Firstly, the 

scan log directory is mounted to the filtering service container and begins the 

process by recursively searching for the log file, then filtering it with a 

different method according to the tool name. At the end of the process, the 
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result is returned in JSON format following Figure 4.22. The JSON is 

recorded on the database for future usage on Carbone, the report generator. 

 

 

 

Figure 4.22 Output from the terminal showing the process of filtering the data from 

the log file. 

 

4.3 Tool Validation 
 

To determine if the chosen tools work with accurate results, validation of the 

tools is a necessity. The procedure is to run the tools against targets with known 

vulnerabilities and determine the accuracy of identifying vulnerabilities. Double-

checking is also carried out by manually checking the result the tools produce and 

measuring the system resource usage.  

4.3.1 DIRB 

 

 This tool was validated using the differences in 2 sets of testing on the 

testing Apache server. First, files were created in the directory with different 
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file permissions and settings, such as redirecting the page as shown in Figure 

4.23. Secondly, files were created in a directory that returns a different 

response as shown in Figure 4.24. 

 

 
 

Figure 4.23 Testing files with different permissions 

 

As shown in Figure 4.23, all files are empty except for com3 which contains a 

code to redirect to google.com. The expected HTTP response corresponded to 

the resulting HTTP response except for the directory com2. Directory com2 

should be detected as a directory in the same way as directory com1.Instead, 

with the configuration of no permission (0) the result was 403 Forbidden.    
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Figure 4.24 Files in the directory with different response 

 

According to the experimental results, the response from the tool shows the 

same response from the .php files with a different return configuration as 

shown in Figure 4.24. The exceptions are 103 (Early Hints), 418 (I’m a teapot 

- this response is not common as it was intended for use on April fools day), 

and 425 (Too early - which returns 500 (Internal Server Error Response 

instead of the response from the configuration). From the sample, the tools are 

shown to have an accuracy of 94%.   

 

4.3.2 SQLmap  

The SQLmap was tested against a server with known SQL injection 

vulnerabilities to determine if the SQLmap could identify vulnerabilities 
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correctly. In this experiment, the Damn Vulnerable Web Application (DVWA) 

wasused as the target.  

DVWA is a web application designed with vulnerabilities to help 

hackers test their skills legally. DVWA has 4 different security settings (Low, 

Medium, High, Impossible); the highest setting (Impossible) is meant to be 

vulnerability-free and cannot be hacked.  

The results demonstrated in the figure below (Figure 4.25, Figure 4.26, 

Figure 4.27) verify that the SQLmap can accurately identify DVWA’s 

vulnerabilities at all hackable levels and was able to retrieve information from 

DVWA’s databases. 

 

 
 

Figure 4.25 SQLmap result against DVWA on Low. 
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Figure 4.26 SQLmap result against DVWA on Medium 

 

 
 

Figure 4.27 SQLmap result against DVWA on High. 

 

4.3.3 Hydra 

 Hydra attacks by dictionary wordlist. The success rate of this tool was 

dependent on the consistency of the word list, as the length of the word list 

affects the processing speed. The first experiment uses a built-in password for 

each protocol generated by the Hydra, providing a small size word list with the 
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name related to the protocol. The test was conducted on three protocols, 

namely FTP, SSH, and Telnet, as shown in Figure 4.28. The built-in file could 

guess for the FTP and SSH but not for the telnet. The consistency of the 

wordlist and the length of the wordlist should be reconsidered. The second 

experiment tested hydra with the key-based authentication as shown in Figure 

4.28. The result was immediately exiting the program due to the different 

system. 

 

 
Figure 4.28 Hydra experiments result 

 

4.3.4 Amass  

 

 The test was conducted against a known domain name with known 

subdomains (cmkl.ac.th). Every subdomain on the list was manually pinged to 

get their IP address and all of them were correct. The result did not cover all 

CMKL’s subdomains since Amass managed to enumerate only 30 subdomains 

as shown in Figure 4.29.However, the actual domain names for CMKL 

includes more than 50 subdomains under CMKL. 

4.3.5 Nmap 

 

 Nmap was validated by scanning the created instances for monitoring 

and configuration. In the experiment, there are 5 OSs to perform the validation 

including Ubuntu, Fedora, FreeBSD, CentOS, and Debian for cloud-based 

systems as shown below. The log file of a finished scan is shown in detail in 

Figure 4.29, including the information of ports opened, service name, and 

version, which are taken as useful information. In addition, other information 

besides host ports can be compared between setup instances and what Nmap 

has found. Although, the result shows the performance on the other four 
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sections (OS, Kernel, Fingerprinting, Encryption) is less accurate or 

unreliable. 

 

 
 

Figure 4.29 Nmap finding on Ubuntu instance. 

 

 
 

Figure 4.30 Comparison in Ubuntu 

 

 
 

Figure 4.31 Comparison in Fedora 
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Figure 4.32 Comparison in FreeBSD 

 

 
 

Figure 4.33 Comparison in CentOS 

 

 
 

Figure 4.34 Comparison in Debian 

 

4.3.6 Searchsploit 

 

 Searchsploit is one tool to find vulnerabilities in software programs by 

querying the protocol name and version, to which it then  displays the 

information fetched from the Searchsploit database. Only a set of limited 

protocols can be detected in the database. The result informs the 
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vulnerability’s name and URL to the website of the database for more details, 

as shown in Figure 4.35 below. 

 

 
 

Figure 4.35 Getting information on an outdated or unpatched program. 

 

4.3.7 Resource Usage 

 

Resource usage is measured by monitoring the graphs from the Kubernetes 

dashboard while running tools on the Argo workflow as shown in Figure 4.36. 

 

 
 

Figure 4.36 The sample of droplet resource usage when scanning the endpoint. 

 

 Different tools have different resource usage and time duration. Figure 

4.36 shows the VM data usage dashboard  used for the measurement shown in 

Figure 4.37. 
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Figure 4.37 A sample of droplet data usage when scanning the endpoint. The run 

times varied from a few minutes to an hour depending on the characteristics of the 

endpoints. 

 

4.4 System Evaluation 
 

The evaluation of the system was carried out by testing the system against the 

real-world endpoints of a security company (section 4.4.1) and the organization 

endpoints (sections 4.4.2) 

 

4.4.1 Security company endpoints 

 

 The CSAAS system IP had been whitelisted to reach the company’s 

services during the time window provided, allowing permission to scan the 

company’s endpoints. The company endpoints were scanned using Amass, 

Nmap, and Hydra. The following scan results apply to the company endpoint 

in addition to the DIRB tool.  The company gave 2 endpoints which were 

domain names. For these, Amass ran first, however, it could not find the 

subdomains. Nmap was then run to find the protocol name SSL/HTTP-proxy, 

which was not supported by the current hydra, so it did not pass the parameter 
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to hydra for processing. During the given time window, DIRB was also tested, 

with the resulting log as shown in Figure 4.39. 

 

 
 

Figure 4.38 Nmap result on the company endpoint. Found the only port opened is 443 

running on the HA Proxy load balancer version 1.3.1. This information can be used 

for checking on the outdated software. Moreover, it provides the size and algorithm of 

the key bit that can further be tested for outdated implementation. The OS found is 

Linux with a specific version that is based on guessing. 
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Figure 4.39 DIRB found that directories on the company endpoint mostly show 

HTTP response 302 which means the page has been moved and HTTP 400 which 

means the page exists, however, something went wrong with the request e.g., invalid 

request syntax on the client-side. 

 

4.4.2 The organization endpoints 

 

  A scan was performed for the total list of 10 endpoints provided by the 

organization  according to the flow shown in Figure 4.41. Six endpoints  

blocked the IP probe (Nmap could not run through). However, four endpoints 

continued through the assessment. The insights from scanning the organization 

endpoints were the names of products used in the system, which were then 

checked  in the Exploit-Database to let the company know to update their 

software. 
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Figure 4.40 The Argo workflow scan was run from the Argo template with the 

parameters of a list of the endpoints and company names. 
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CHAPTER 5  

CONCLUSION 

 

5.1 Introduction 
 

In this Chapter, we first summarize the work described in this report (section 

5.2). Then we draw several conclusions about key parts of the work undertaken and 

further discussion in section 5.3. 

5.2 Summary 
 

The content below is a conclusion of each chapter's intro and summary.  

Chapter 1 introduces the cybersecurity world and the importance of the project.  

Chapter 2 reviews and considers the recent theory and advancements in security 

vulnerabilities and associated tools. Security testing tools were introduced, and 

security testing methods were described. The potential for an automated security 

assessment system was highlighted.  

Chapter 3 describes the design of the system. The functions which support the 

requirements were then described in more detail, including the website, the Argo 

workflow, and the report generator. The implementation of the tools in the system is 

described.  

Chapter 4 presents a series of tests which demonstrate that the tools chosen are 

accurate and the system can correctly identify vulnerabilities in target systems.  

Chapter 5 provides the conclusions of this report.  
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5.3 Conclusions 
 

The project aims to improve the security hygiene in the trading world. 

Investigating the problem, it was found that automating security testing would make 

the testing more continuous and could therefore help improve a broker company’s 

system simultaneously. 

 

The designed and implemented system can:  

1. Get information from the target.  

2. Automatically perform a network reconnaissance for the target system and 

generate a report.  

3. Feedback a report to the broker company. 

 

To maintain simplicity this project used the black-box network vulnerability 

assessment perspective and open-source tools e.g., Hydra, DIRB, Nmap, SQLmap, 

Amass, CVE, Searchsploit, and XSSsniper. All the tools run as a service on 

Kubernetes orchestrated by Argo workflow. After all services ran their necessary 

tests, the logs were filtered. Carbone used the filtered JSON file and generated reports 

for the users. 

It is good to be able to identify the vulnerabilities in the system. However, this 

does not show overall hygiene to reach a higher audience e.g., the manager. Further 

work, such as creating the security index is needed to make a more reliable cyber 

world. 
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APPENDIX A 
 

The example of report in every page 
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