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EXECUTIVE SUMMARY 
 

Did you know that this report is simply a one-week round up of incidents that are recorded and analysed 

(real-time 24/7) within the DroneSec Notify Platform (https://dronesec.com/pages/notify)? The UAV 

Threat Intelligence platform was built specifically with one goal in mind: to be a Single Operating Picture 

for entities tying together multiple disparate (or often multi-vendor) hardware detection and mitigation 

systems. Demonstrating visibility for local, national and global drone incident trends and even providing 

insight into underground, criminal forum and social network digital locations as a drag net OSINT tool. 

Notify uses deep analysis techniques to categorise incidents, log trends and statistics around drone 

make/models and allocate events to specific Threat Actors. Furthermore, we have UAS Threat 

Intelligence analysts to cater for custom report, case studies, backdated research and flash reports (by 

geography, threat actor, technology or incident type). DroneSec is the single source of truth for the 

many drone incident maps, bespoke intelligence reports and situation briefs referenced in the market 

today. 

By comparing incident data per country, per actor or even per make and model, valuable insights are 

passed on to product development teams, law-makers and even Counter-Drone customers. As part of 

this due diligence, the platform is a useful tool in evaluating CUAS effectiveness and proving real-world-

data case studies to high-risk entities. As a team, we focus our Threat Intelligence approach on the 

rapidly converging areas of CUAS and UTM/UAM. By databasing hundreds of metrics around an 

incident, it becomes easier for AI/ML-based systems to make tough decisions related to letting a drone 

continue in airspace or mitigating it, as just one of the advantages of dynamically storing such data. 

It’s a well known fact that our staff are made up of ethical hackers, military drone and fighter-jet pilots. 

We analyse hundreds of drone incidents a week and add doctrine and tradecraft to the most 

comprehensive Drone Security and Counter-Drone Knowledge Base currently available – at 232 

documents it serves as a foundation for our Whitepapers, Research and Engagement Reports (all within 

the Notify Platform). We have developed the DroneSec CUAS Standards and Evaluation Framework, 

UAS Threat Actor Glossary, Cyber Attack Vectors and Techniques for UAS Framework and DJI 

Vulnerability and Exploit Database as part of this mission and service to our customers. 

We are serious about a safe and secure drone future, and as our strategy for 2021 rapidly progresses I 

ask you to reach out and see how we might best serve you: mike.m@dronesec.com. 

 

P.S. - This month we are happy to announce that, in collaboration with Patrick Sherman from Embry 

Riddle Aeronautical University, DroneSec now has a featured, regular column (“When Drones Go Bad”) 

in the RotorDrone Pro magazine. If you manage to nab a copy, send us a picture! 

As always, if you have comments or feedback, want to join in the discussion in our slack discussion 

group, or find the system that captures this information please don’t hesitate to contact us. 

 

- Mike Monnik, DroneSec CTO  

https://dronesec.com/pages/notify
mailto:mike.m@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/zt-g7kx13lf-NQ_xvOKNdNUsthSbIEnk4w
https://dronesec.com/pages/notify
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies.  

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

  

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. FEATURED ADVISORIES 

The prioritisation table and its dependencies are explained in Appendix A, and relate to how we filter, 

analyse and visualise the intelligence we collect. 

 

Figure 1 - Full incident report breakdowns are available in our Private release: contact info@dronesec.com 
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1.3. NEWS AND EVENTS (P3) 

Second man charged for flying drone deliberately within Super Bowl NFZ in downtown Tampa 

https://apnews.com/article/nfl-super-bowl-football-florida-tampa-833d096e92caa69a842d3eb2be425dd1  

Hezbollah fires anti-aircraft missiles at Israeli drone in southern Lebanon 

https://www.jpost.com/breaking-news/explosion-reported-over-southern-lebanon-cause-unknown-657681  

Saudi coalition intercepts four Houthi suicide drones in Yemen 

https://www.reuters.com/article/us-yemen-security-saudi/saudi-led-coalition-says-intercepted-two-houthi-

armed-drones-idUSKBN2A703R?il=0  

Turkey-backed Syrian rebels claim to shooting down of Russian Orlan-10 drone in Syria 

https://defence-blog.com/news/syrian-rebels-claims-shooting-down-of-russian-drone-over-zawiya-

mountain.html  

https://twitter.com/NotWoofers/status/1358060629836365824 

 

1.4. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P3) 

ICAO proposes legal framework for drone design, type certification and operations 

https://www.unmannedairspace.info/emerging-regulations/icao-proposes-legal-framework-for-international-

rpas-design-type-certification-and-operations/  

Will Chinese drone giant DJI fly the friendly skies under Joe Biden’s watch? (commentary) 

https://www.scmp.com/tech/big-tech/article/3120760/will-chinese-drone-giant-dji-fly-friendly-skies-under-joe-

bidens 

The Legal Aspects of Banning Chinese Drone Technology (commentary) 

https://www.lawfareblog.com/legal-aspects-banning-chinese-drone-technology 

Drone technology critical to ward off threats (commentary) 

https://www.tribuneindia.com/news/comment/drone-technology-critical-to-ward-off-threats-208104  

Pakistan effectively using drones for smuggling and surveillance against India (commentary) 

https://www.ndtv.com/india-news/pakistan-effectively-using-drones-for-smuggling-surveillance-bsf-chief-

general-rakesh-asthana-2362694  

Drone swarms: coming (sometime) to a war near you. Just not today. (commentary) 

https://thebulletin.org/2021/02/drone-swarms-coming-sometime-to-a-war-near-you-just-not-today/  

Drones pose the biggest threat to US troops in the Middle East since IEDs (commentary) 

https://taskandpurpose.com/news/drone-threat-ieds-middle-east-mckenzie/  

Defence will enhance its anti-drone systems to prevent terrorist attacks (commentary) 

https://www.elconfidencialdigital.com/articulo/defensa/defensa-va-potenciar-sistemas-anti-drones-evitar-

atentados-terroristas/20210204170223211494.html 

 

https://apnews.com/article/nfl-super-bowl-football-florida-tampa-833d096e92caa69a842d3eb2be425dd1
https://www.jpost.com/breaking-news/explosion-reported-over-southern-lebanon-cause-unknown-657681
https://www.reuters.com/article/us-yemen-security-saudi/saudi-led-coalition-says-intercepted-two-houthi-armed-drones-idUSKBN2A703R?il=0
https://www.reuters.com/article/us-yemen-security-saudi/saudi-led-coalition-says-intercepted-two-houthi-armed-drones-idUSKBN2A703R?il=0
https://defence-blog.com/news/syrian-rebels-claims-shooting-down-of-russian-drone-over-zawiya-mountain.html
https://defence-blog.com/news/syrian-rebels-claims-shooting-down-of-russian-drone-over-zawiya-mountain.html
https://twitter.com/NotWoofers/status/1358060629836365824
https://www.unmannedairspace.info/emerging-regulations/icao-proposes-legal-framework-for-international-rpas-design-type-certification-and-operations/
https://www.unmannedairspace.info/emerging-regulations/icao-proposes-legal-framework-for-international-rpas-design-type-certification-and-operations/
https://www.scmp.com/tech/big-tech/article/3120760/will-chinese-drone-giant-dji-fly-friendly-skies-under-joe-bidens
https://www.scmp.com/tech/big-tech/article/3120760/will-chinese-drone-giant-dji-fly-friendly-skies-under-joe-bidens
https://www.lawfareblog.com/legal-aspects-banning-chinese-drone-technology
https://www.tribuneindia.com/news/comment/drone-technology-critical-to-ward-off-threats-208104
https://www.ndtv.com/india-news/pakistan-effectively-using-drones-for-smuggling-surveillance-bsf-chief-general-rakesh-asthana-2362694
https://www.ndtv.com/india-news/pakistan-effectively-using-drones-for-smuggling-surveillance-bsf-chief-general-rakesh-asthana-2362694
https://thebulletin.org/2021/02/drone-swarms-coming-sometime-to-a-war-near-you-just-not-today/
https://taskandpurpose.com/news/drone-threat-ieds-middle-east-mckenzie/
https://www.elconfidencialdigital.com/articulo/defensa/defensa-va-potenciar-sistemas-anti-drones-evitar-atentados-terroristas/20210204170223211494.html
https://www.elconfidencialdigital.com/articulo/defensa/defensa-va-potenciar-sistemas-anti-drones-evitar-atentados-terroristas/20210204170223211494.html
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Army wants to make simple, agnostic counter-drone tools usable by cooks, medics (commentary) 

https://gcn.com/articles/2021/02/05/army-counter-drone.aspx 

When Drones Go Bad – Investigating Incidents of Rogue Operations (Commentary) 

https://www.airage.com/blog/2021/01/26/when-drones-go-bad-investigating-incidents-of-rogue-operations/ 

 

1.5. CYBER AND DATA SECURITY (P4) 

Indian Institute of Science develops Privaros to ensure privacy-compliant delivery drones 

https://timesofindia.indiatimes.com/city/bengaluru/drone-delivery-iisc-devises-privacy-

aid/articleshow/80741577.cms  

The 'offensive cyber' used to confuse Islamic State militants and prevent drone attacks 

(commentary) 

https://news.sky.com/story/into-the-grey-zone-the-offensive-cyber-used-to-confuse-islamic-state-militants-and-

prevent-drone-attacks-12211740  

 

1.6. COUNTER-DRONE SYSTEMS (P4) 

Lockheed Martin successfully tests MoRFIUS aerial counter drone system to defeat drone swarms 

https://defence-blog.com/news/army/lockheed-martin-successfully-tests-morfius-counter-unmanned-aerial-

system.html  

Russia’s Pantsir-S1 upgraded to intercept low flying drones and high speed missiles 

https://www.defenseworld.net/news/28919/Russia___s_Pantsir_S1_Systems_Destroy____Enemy____Drones_Attackin

g_S_400s  

Russia develops first Anti-Tank Guided Missile (ATGM) capable of targeting drones 

https://www.armyrecognition.com/defense_news_february_2021_global_security_army_industry/russia_develops_fi

rst_atgm_capable_of_shooting_down_uavs.html  

DroneShield and Trakka Systems partner to develop TIPS-C CUAS system for mobile platforms 

https://www.unmannedsystemstechnology.com/2021/02/mobile-counter-drone-solution-launched/  

 

1.7. INFORMATIONAL (P4) 

An autonomous drone to protect a nuclear site in La Hague 

https://www.challenges.fr/high-tech/un-drone-automatique-mis-en-place-pour-proteger-un-site-nucleaire-

francais_749192 

Drone hobbyist helps find traces of missing elderly man in Lindsay, Canada 

https://kawarthanow.com/2021/02/03/lindsay-man-uses-his-drone-to-help-police-locate-an-elderly-man/  

 

https://gcn.com/articles/2021/02/05/army-counter-drone.aspx
https://www.airage.com/blog/2021/01/26/when-drones-go-bad-investigating-incidents-of-rogue-operations/
https://timesofindia.indiatimes.com/city/bengaluru/drone-delivery-iisc-devises-privacy-aid/articleshow/80741577.cms
https://timesofindia.indiatimes.com/city/bengaluru/drone-delivery-iisc-devises-privacy-aid/articleshow/80741577.cms
https://news.sky.com/story/into-the-grey-zone-the-offensive-cyber-used-to-confuse-islamic-state-militants-and-prevent-drone-attacks-12211740
https://news.sky.com/story/into-the-grey-zone-the-offensive-cyber-used-to-confuse-islamic-state-militants-and-prevent-drone-attacks-12211740
https://defence-blog.com/news/army/lockheed-martin-successfully-tests-morfius-counter-unmanned-aerial-system.html
https://defence-blog.com/news/army/lockheed-martin-successfully-tests-morfius-counter-unmanned-aerial-system.html
https://www.defenseworld.net/news/28919/Russia___s_Pantsir_S1_Systems_Destroy____Enemy____Drones_Attacking_S_400s
https://www.defenseworld.net/news/28919/Russia___s_Pantsir_S1_Systems_Destroy____Enemy____Drones_Attacking_S_400s
https://www.armyrecognition.com/defense_news_february_2021_global_security_army_industry/russia_develops_first_atgm_capable_of_shooting_down_uavs.html
https://www.armyrecognition.com/defense_news_february_2021_global_security_army_industry/russia_develops_first_atgm_capable_of_shooting_down_uavs.html
https://www.unmannedsystemstechnology.com/2021/02/mobile-counter-drone-solution-launched/
https://www.challenges.fr/high-tech/un-drone-automatique-mis-en-place-pour-proteger-un-site-nucleaire-francais_749192
https://www.challenges.fr/high-tech/un-drone-automatique-mis-en-place-pour-proteger-un-site-nucleaire-francais_749192
https://kawarthanow.com/2021/02/03/lindsay-man-uses-his-drone-to-help-police-locate-an-elderly-man/
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Spanish Police in Alicante discover large illegal party with help of drone  

https://www.euroweeklynews.com/2021/02/07/spanish-police-used-drones-to-discover-massive-illegal-party-in-

alicante/  

US Border Patrol locates two lost, injured illegal immigrants crossing border with help of drone 

https://www.thedesertreview.com/law/border-patrol-drone-successfully-rescues-two-illegal-

aliens/article_e2ec2dbe-67db-11eb-b6f0-1712741bcc43.html  

Kazakhstan unveils indigenous Shagala drone for surveillance purposes 

https://www.gov.kz/memleket/entities/mod/press/news/details/156718?lang=en 

India Armed Forces procures drones from Johnnette Technologies for border surveillance 

https://www.suasnews.com/2021/02/indian-defence-unit-procures-multi-rotor-drones/ 

Israeli SpearUAV to sell Ninox-40 micro-tactical drones to Indian Defence sector 

https://www.daijiworld.com/news/newsDisplay?newsID=798474  

BAE Systems delivers first 30 nano drones, called bugs, to British Army 

https://www.thomasnet.com/insights/bae-systems-deploys-first-batch-of-bug-nano-drones-to-british-army/  

 

1.8. SOCIALS (P5) 

Drone-ALERT introduces global drone incident categorisation into reporting system 

https://www.linkedin.com/posts/brooke-tapsalldronealert_dronesecurity-drone-uav-activity-

6765218514623111168-1rWn 

Dutch Ground-Based Air Defence units train on countering drones with Israeli Smart Shooter 

https://www.facebook.com/dglc.kl/posts/4515705115123733  

Eagles catches drones in mid-air and flies off with it 

https://twitter.com/buitengebieden_/status/1356659896649932802  

Hillsboro PD utilises drone to locate suspect hiding on rooftop 

https://twitter.com/HillsboroPolice/status/1357480226670841857  

 

1.9. UTM SYSTEMS (P5) 

Flying taxi concepts gain traction but practical challenges remain (commentary) 

https://www.forbes.com/sites/brianfoley1/2021/02/03/flying-taxi-concept-attracts-investment-but-must-still-

overcome-practical-challenges/?sh=3f01fc14426f  

Israel to test delivery drones in March 2021, completing 300 flights per day 

https://dronedj.com/2021/02/05/israel-to-test-delivery-drones-this-march-in-a-huge-new-trial/  

 

 

https://www.euroweeklynews.com/2021/02/07/spanish-police-used-drones-to-discover-massive-illegal-party-in-alicante/
https://www.euroweeklynews.com/2021/02/07/spanish-police-used-drones-to-discover-massive-illegal-party-in-alicante/
https://www.thedesertreview.com/law/border-patrol-drone-successfully-rescues-two-illegal-aliens/article_e2ec2dbe-67db-11eb-b6f0-1712741bcc43.html
https://www.thedesertreview.com/law/border-patrol-drone-successfully-rescues-two-illegal-aliens/article_e2ec2dbe-67db-11eb-b6f0-1712741bcc43.html
https://www.gov.kz/memleket/entities/mod/press/news/details/156718?lang=en
https://www.suasnews.com/2021/02/indian-defence-unit-procures-multi-rotor-drones/
https://www.daijiworld.com/news/newsDisplay?newsID=798474
https://www.thomasnet.com/insights/bae-systems-deploys-first-batch-of-bug-nano-drones-to-british-army/
https://www.linkedin.com/posts/brooke-tapsalldronealert_dronesecurity-drone-uav-activity-6765218514623111168-1rWn
https://www.linkedin.com/posts/brooke-tapsalldronealert_dronesecurity-drone-uav-activity-6765218514623111168-1rWn
https://www.facebook.com/dglc.kl/posts/4515705115123733
https://twitter.com/buitengebieden_/status/1356659896649932802
https://twitter.com/HillsboroPolice/status/1357480226670841857
https://www.forbes.com/sites/brianfoley1/2021/02/03/flying-taxi-concept-attracts-investment-but-must-still-overcome-practical-challenges/?sh=3f01fc14426f
https://www.forbes.com/sites/brianfoley1/2021/02/03/flying-taxi-concept-attracts-investment-but-must-still-overcome-practical-challenges/?sh=3f01fc14426f
https://dronedj.com/2021/02/05/israel-to-test-delivery-drones-this-march-in-a-huge-new-trial/
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GUTMA and GSMA publish joint document to identify connectivity architecture for UTM 

https://www.unmannedairspace.info/latest-news-and-information/gutma-and-gsma-release-detailed-review-of-

connectivity-services-needed-for-drone-operations/  

ICAO releases UTM Common Framework highlighting gaps, issues and challenges 

https://www.unmannedairspace.info/emerging-regulations/icaos-utm-common-framework-study-edition-three-

highlights-gaps-issues-and-challenges/  

 

1.10. DRONE TECHNOLOGY (P5) 

Skydio selected for final integration into US Army’s Short Range Reconnaissance Program 

https://skydio.com/blog/skydio-autonomous-drone-integration-in-the-u-s-army-srr-program/ 

Sagetech Avionics awarded certification by US DoD for their IFF transponder for drones 

https://www.unmannedsystemstechnology.com/2021/02/micro-iff-uas-transponder-receives-dod-aims-

certification/  

DARPA selects three companies to develop air-to-air capable combat drones 

https://www.janes.com/defence-news/news-detail/darpa-selects-longshot-teams  

Elbit Systems and Duke Robotics collaborate to further develop TIKAD combat octocopter 

https://www.newsfilecorp.com/release/73658/Duke-Robotics-enters-Collaboration-Agreement-with-Elbit-

Systems-Land-Ltd.-for-global-marketing-and-distribution-of-TIKAD  

 

 

 

https://www.unmannedairspace.info/latest-news-and-information/gutma-and-gsma-release-detailed-review-of-connectivity-services-needed-for-drone-operations/
https://www.unmannedairspace.info/latest-news-and-information/gutma-and-gsma-release-detailed-review-of-connectivity-services-needed-for-drone-operations/
https://www.unmannedairspace.info/emerging-regulations/icaos-utm-common-framework-study-edition-three-highlights-gaps-issues-and-challenges/
https://www.unmannedairspace.info/emerging-regulations/icaos-utm-common-framework-study-edition-three-highlights-gaps-issues-and-challenges/
https://skydio.com/blog/skydio-autonomous-drone-integration-in-the-u-s-army-srr-program/
https://www.unmannedsystemstechnology.com/2021/02/micro-iff-uas-transponder-receives-dod-aims-certification/
https://www.unmannedsystemstechnology.com/2021/02/micro-iff-uas-transponder-receives-dod-aims-certification/
https://www.janes.com/defence-news/news-detail/darpa-selects-longshot-teams
https://www.newsfilecorp.com/release/73658/Duke-Robotics-enters-Collaboration-Agreement-with-Elbit-Systems-Land-Ltd.-for-global-marketing-and-distribution-of-TIKAD
https://www.newsfilecorp.com/release/73658/Duke-Robotics-enters-Collaboration-Agreement-with-Elbit-Systems-Land-Ltd.-for-global-marketing-and-distribution-of-TIKAD
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 2 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 
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Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT6, exploits or zero-days7. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
6 OSINT: Open-Source Intelligence from the public domain. 
7 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 
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Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

