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EXECUTIVE SUMMARY 
 

This week, the team got thoroughly stuck into “A Comprehensive Approach to Countering Unmanned 

Aircraft Systems” by the JAPCC. On the audio side, “A New Strategy for Countering sUAS” by the US 

Joint C-UAS Office. Both are very interesting takes on CUAS and highly recommended as nudge material 

for your team to consume. 

In India, a swarm of 75 drones took to the sky in order to demonstrate a ‘force multiplier’ during an 

army day parade. As a first-time, Cyprus police seized a drone involved in narcotics trafficking and are 

using drone forensics in order to discover attribution of the operator. In Switzerland, a plane made 

passengers brace and took evasive action from an approaching unidentified object which subsequently 

passed under the wing. 

An attack by the Taliban in Kunduz provide, Afghanistan, has demonstrated yet again their continued 

use of armed COTS drones to deliver munitions; damaging some Afghan army military helicopters. Over 

in Europe, five people have had prison sentences handed down to them for their involvement in a 

narcodrone delivery to Châteaudun detention center in France. All of these incidents and more in this 

week’s report. 

As always, if you have comments or feedback, want to join in the discussion in our slack discussion 

group, or find the system that captures this information please don’t hesitate to contact us. 

 

- Mike Monnik, DroneSec CTO  

https://join.slack.com/t/dronesec/shared_invite/zt-g7kx13lf-NQ_xvOKNdNUsthSbIEnk4w
https://dronesec.com/pages/notify
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies.  

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

  

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. FEATURED ADVISORIES 

The prioritisation table and its dependencies are explained in Appendix A, and relate to how we filter, 

analyse and visualise the intelligence we collect. 

 

Intrusion and Trespass Priority 

Drone operator filmed while flying drone towards NRG Stadium, Houston, Texas P2 

Overview 

A drone operator was videoed while flying his drone into NRG Stadium in Texas. The video was subsequently 

posted on social media. The video was a temporary story and is no longer present. 

  

   

Analysis 

This artefact was observed by DroneSec and subsequently independently verified by 911security, as one of 

eighty-six (86) flights taking place over the stadium since July. 

The incident occurred at 1:30pm on Saturday 16th Jan, CST. The operators made use of a DJI Mavic Air 2 

https://911security.com/
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Figure 1 - This report is for Private Notify customers only. Click here to unlock private reports and platform access. 

(Drone ID: 3NZSHBS004034G), launching from a small side-road entrance within 500 meters of the stadium. 

This is interesting as it might be considered public property – further in and the carparks are guarded by 

fencing, boom gates and security entry.  

Recommendations 

It may be useful for stadium security to identify small side-roads such as these as prime potential Launch Zone 

(LZ) locations. In the event a drone is detected, guards might be able to rule out private areas and instead 

focus on pre-determined points such as these. 

References 

https://mega.nz/file/9p9SCB6b#oJEhFqzEWSUurfuNTstNge8g29gh5bsTsYeuyHfWGeM 

mailto:info@dronesec.com
https://mega.nz/file/9p9SCB6b#oJEhFqzEWSUurfuNTstNge8g29gh5bsTsYeuyHfWGeM
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Intrusion and Trespass Priority 

Cyprus law enforcement observe first incident involving narcotics delivery by drone P2 

Overview 

Cyprus anti-narcotics unit, Ykan, faced their first incident involving narcotics delivery via the use of drone. 

Overview 

Tipped off by a resident who noticed a suspicious package dangling from a flying drone, law enforcement 

officers in Cyprus were alerted to an ongoing illegal narcotics delivery. The Cyprus police were able to seize 

the drone, however, the drone operator was not found. The anti-narcotics unit, Ykan, commented that this 

incident was the first of its kind in Cyprus and forensics investigation was conducted in an attempt to identify 

the drone operator. 

Analysis 

Drones are required to be registered before operators can fly them in Cyprus, however, it is also still possible 

for drones not to be registered and flown by rogue operators.  

Drone operators are slowly mimicking the use cases that were prominent in the United States, Canada, United 

Kingdom and other countries around the world. It reflects the growing perception on the use of drones in 

carrying out illicit operations. Small time actors and gangs are recognising the advantages of drones against 

traditional methods of delivering contraband across vast distances or into restricted areas. As drones are easily 

available off the shelf for everyone and operators are located away from the immediate area of crime, 

criminals tend to think they are able to get away easily from such acts. In addition, as many cities and 

restricted facilities do not possess drone detection or counter-drone systems to mitigate the growing threat of 

drone intrusion, the risk of being caught is even lower.  

However, with repeated incidents and case studies to learn from, federal agencies are proposing better 

counter drone laws to mitigate such threat and the risk of being traced due to visual sighting or forensics 

exploitation on a downed/captured drone (via its video and photo footage) poses an exposure risk to the 

operators. Law enforcement officer can use this to their advantage and follow a drone to its operator in order 

to apprehend them red-handed. 

Recommendations 

DroneSec advise and recommend for the Cypriot government and law enforcement agencies be ready for a 

possible surge in unlawful use of drones in the near future as seen from cases globally. However, as counter 

drone systems are costly and partial purchases may not fulfill the criteria necessary for a full area protection, 

basic drone mitigation and preparation measures can be implemented to respond to such incidents.  

A drone threat management Standard Operating Procedure (SOP) or incident response plan be drafted to 

govern the process, people and methodology in handling a drone, collecting evidence and responding to 

potential drone incidents. Agencies should start taking notice of aerial infringements and adjust their patrol 

timings and routes as these schedules could have already been recorded and logged by the criminal gangs or 

groups. Security agencies can undertake mock simulations and training scenarios in reacting to such rogue 

drone incidents to test and hone their response, improve communication flow between participating agencies, 

practice on the logging and monitoring of drone cases, mitigate risk and surface any challenges faced during 

the simulation. 

Finally, enforcement agencies should appeal to the help of the public as an eyewitness or via their CCTV. Such 

information is beneficial as such evidence can lead to the discovery and arrest of persistent rogue drone 

operators. 

References 

https://cyprus-mail.com/2021/01/13/drug-drone-catches-drug-squad-off-guard/  

https://cyprus-mail.com/2021/01/13/drug-drone-catches-drug-squad-off-guard/
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1.3. NEWS AND EVENTS (P3) 

Two Taliban sUAS attack and damage helicopters at ANA military base in Kunduz, Afghanistan 

https://twitter.com/Conflicts/status/1350028682363080706 

https://twitter.com/bsarwary/status/1349999880094289921 

https://twitter.com/Natsecjeff/status/1350976099145154566 

Three Houthi drones destroyed by Arab Coalition Force in Hodeidah, Yemen 

https://www.khaleejtimes.com/world/uae-strongly-condemns-houthis-drone-attack-bid-on-saudi-arabia  

https://twitter.com/AJABreaking/status/1349992775824060418 

Lack of operator knowledge plunges law enforcement’s Aeryon SkyRanger R60 into pond, UK 

https://www.dailymail.co.uk/news/article-9155013/Blundering-cop-destroys-64-000-drone-pressing-wrong-

buttons-remote-control-panel.html  

Unregistered drones spotted flying in Mangaluru city, India 

https://timesofindia.indiatimes.com/city/mangaluru/mangaluru-city-police-warns-against-illegal-flying-of-

drones/articleshow/80333794.cms   

Five sentenced to prison for delivering contraband into Châteaudun detention center, France 

https://actu.fr/centre-val-de-loire/chateaudun_28088/eure-et-loir-avec-un-drone-ils-voulaient-livrer-des-

stupefiants-en-prison_38714764.html 

Drone operator charged for crashing drone into helicopter (update) 

https://www.justice.gov/usao-cdca/pr/hollywood-man-pleads-guilty-federal-charge-he-recklessly-operated-

drone-collided-and  

 

1.4. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P3) 

Executive Order on Protecting the United States from Certain Unmanned Aircraft Systems  

https://www.whitehouse.gov/presidential-actions/executive-order-protecting-united-states-certain-unmanned-

aircraft-systems/  

US FAA law: Drones are prohibited in and around stadiums before and after events 

https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums/ 

Singapore Transport Ministry look into designating public area for drone flying (update) 

https://www.straitstimes.com/singapore/designated-public-areas-for-flying-drones-to-be-set-up  

What India should know about non-state actors, counterterrorism and asymmetric warfare 

(commentary) 

https://www.orfonline.org/expert-speak/what-india-should-know-non-state-actors/  

Security around Presidential Inauguration Worrisome, Skies Remain Vulnerable (commentary) 

https://securitytoday.com/articles/2021/01/15/security-around-presidential-inauguration-worrisome.aspx 

https://twitter.com/Conflicts/status/1350028682363080706
https://twitter.com/bsarwary/status/1349999880094289921
https://twitter.com/Natsecjeff/status/1350976099145154566
https://www.khaleejtimes.com/world/uae-strongly-condemns-houthis-drone-attack-bid-on-saudi-arabia
https://twitter.com/AJABreaking/status/1349992775824060418
https://www.dailymail.co.uk/news/article-9155013/Blundering-cop-destroys-64-000-drone-pressing-wrong-buttons-remote-control-panel.html
https://www.dailymail.co.uk/news/article-9155013/Blundering-cop-destroys-64-000-drone-pressing-wrong-buttons-remote-control-panel.html
https://timesofindia.indiatimes.com/city/mangaluru/mangaluru-city-police-warns-against-illegal-flying-of-drones/articleshow/80333794.cms
https://timesofindia.indiatimes.com/city/mangaluru/mangaluru-city-police-warns-against-illegal-flying-of-drones/articleshow/80333794.cms
https://actu.fr/centre-val-de-loire/chateaudun_28088/eure-et-loir-avec-un-drone-ils-voulaient-livrer-des-stupefiants-en-prison_38714764.html
https://actu.fr/centre-val-de-loire/chateaudun_28088/eure-et-loir-avec-un-drone-ils-voulaient-livrer-des-stupefiants-en-prison_38714764.html
https://www.justice.gov/usao-cdca/pr/hollywood-man-pleads-guilty-federal-charge-he-recklessly-operated-drone-collided-and
https://www.justice.gov/usao-cdca/pr/hollywood-man-pleads-guilty-federal-charge-he-recklessly-operated-drone-collided-and
https://www.whitehouse.gov/presidential-actions/executive-order-protecting-united-states-certain-unmanned-aircraft-systems/
https://www.whitehouse.gov/presidential-actions/executive-order-protecting-united-states-certain-unmanned-aircraft-systems/
https://www.faa.gov/uas/resources/community_engagement/no_drone_zone/stadiums/
https://www.straitstimes.com/singapore/designated-public-areas-for-flying-drones-to-be-set-up
https://www.orfonline.org/expert-speak/what-india-should-know-non-state-actors/
https://securitytoday.com/articles/2021/01/15/security-around-presidential-inauguration-worrisome.aspx
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Drones have ‘massive impact on flight operations’ according to German reports of airport 

interference (commentary) 

https://www.unmannedairspace.info/counter-uas-systems-and-policies/drones-have-massive-impact-on-flight-

operations-according-to-german-reports-of-airport-interference/  

The UAV strategic approach: Reducing the risk of rogue drones (commentary) 

https://policinginsight.com/features/the-uav-strategic-approach-reducing-the-risk-of-rogue-drones/  

A Comprehensive Approach to Countering Unmanned Aircraft Systems (publication) 

https://www.japcc.org/wp-content/uploads/A-Comprehensive-Approach-to-Countering-Unmanned-Aircraft-

Systems.pdf (PDF Document) 

DroneWISE release document on protecting public spaces from terrorist use of drones 

https://media-exp1.licdn.com/dms/document/C4E1FAQHdJ-dEffv9ww/feedshare-document-pdf-

analyzed/0/1611056322976?e=1611230400&v=beta&t=DxY7-

fwzUBSvlC2vQGrXxs9S5eQ75AskudNe73uliRc (PDF Document) 

 

1.5. CYBER AND DATA SECURITY (P3) 

SkyGrid and SparkCognition collaborate to equip drones with DeepArmor cybersecurity 

protection 

https://www.suasnews.com/2021/01/skygrid-and-sparkcognition-deploy-first-ai-powered-cybersecurity-system-

on-drones/  

 

1.6. COUNTER-DRONE SYSTEMS (P4) 

Japan to consider vehicle mounted anti drone laser weapon system 

https://www.jiji.com/jc/article?k=2021011100305&g=pol  

Netline reveals DroneNet RD Jammer, a tactical drone jamming solution for rapid deployment 

https://www.dsjournal.com/2020/12/10/netline-unveils-its-new-dronenet-rd-jammer-a-tactical-rapid-

deployment-anti-drone-jammer-that-challenges-the-limitations-of-small-form-factor-system/  

Cobra AntiDrones develops interceptor capable to destroying loitering and micro drones 

https://www.suasnews.com/2021/01/cobra-antidrones-interceptor/  

Israeli Navy ship observed armed with two Iron Dome launchers, prepared for suicide drones 

https://www.thedrive.com/the-war-zone/38779/israeli-corvette-emerges-with-double-load-of-iron-dome-

missiles-as-potential-threats-grow 

DroneShield receive first order under EU Police contract 

https://www.defenceconnect.com.au/key-enablers/7502-droneshield-receives-first-order-under-eu-police-

contract 

 

https://www.unmannedairspace.info/counter-uas-systems-and-policies/drones-have-massive-impact-on-flight-operations-according-to-german-reports-of-airport-interference/
https://www.unmannedairspace.info/counter-uas-systems-and-policies/drones-have-massive-impact-on-flight-operations-according-to-german-reports-of-airport-interference/
https://policinginsight.com/features/the-uav-strategic-approach-reducing-the-risk-of-rogue-drones/
https://www.japcc.org/wp-content/uploads/A-Comprehensive-Approach-to-Countering-Unmanned-Aircraft-Systems.pdf
https://www.japcc.org/wp-content/uploads/A-Comprehensive-Approach-to-Countering-Unmanned-Aircraft-Systems.pdf
https://media-exp1.licdn.com/dms/document/C4E1FAQHdJ-dEffv9ww/feedshare-document-pdf-analyzed/0/1611056322976?e=1611230400&v=beta&t=DxY7-fwzUBSvlC2vQGrXxs9S5eQ75AskudNe73uliRc
https://media-exp1.licdn.com/dms/document/C4E1FAQHdJ-dEffv9ww/feedshare-document-pdf-analyzed/0/1611056322976?e=1611230400&v=beta&t=DxY7-fwzUBSvlC2vQGrXxs9S5eQ75AskudNe73uliRc
https://media-exp1.licdn.com/dms/document/C4E1FAQHdJ-dEffv9ww/feedshare-document-pdf-analyzed/0/1611056322976?e=1611230400&v=beta&t=DxY7-fwzUBSvlC2vQGrXxs9S5eQ75AskudNe73uliRc
https://www.suasnews.com/2021/01/skygrid-and-sparkcognition-deploy-first-ai-powered-cybersecurity-system-on-drones/
https://www.suasnews.com/2021/01/skygrid-and-sparkcognition-deploy-first-ai-powered-cybersecurity-system-on-drones/
https://www.jiji.com/jc/article?k=2021011100305&g=pol
https://www.dsjournal.com/2020/12/10/netline-unveils-its-new-dronenet-rd-jammer-a-tactical-rapid-deployment-anti-drone-jammer-that-challenges-the-limitations-of-small-form-factor-system/
https://www.dsjournal.com/2020/12/10/netline-unveils-its-new-dronenet-rd-jammer-a-tactical-rapid-deployment-anti-drone-jammer-that-challenges-the-limitations-of-small-form-factor-system/
https://www.suasnews.com/2021/01/cobra-antidrones-interceptor/
https://www.thedrive.com/the-war-zone/38779/israeli-corvette-emerges-with-double-load-of-iron-dome-missiles-as-potential-threats-grow
https://www.thedrive.com/the-war-zone/38779/israeli-corvette-emerges-with-double-load-of-iron-dome-missiles-as-potential-threats-grow
https://www.defenceconnect.com.au/key-enablers/7502-droneshield-receives-first-order-under-eu-police-contract
https://www.defenceconnect.com.au/key-enablers/7502-droneshield-receives-first-order-under-eu-police-contract
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1.7. SOCIALS (P4) 

Police drones monitor Washington DC from the air 

https://twitter.com/asianosint/status/1350704046114394112?s=21 

Drone users highlight potential issues with incoming New Mexico trespass drone laws  

https://www.linkedin.com/feed/update/urn:li:activity:6756797687670075392/  

Chula Vista PD meets goals for responses to priority one emergency calls with help of drones 

https://www.youtube.com/watch?v=wEdV1mIYGCc  

A New Strategy for Countering Small Unmanned Aerial Systems (webinar) 

https://www.youtube.com/watch?v=3p3Vtx0yKHc  

 

1.8. INFORMATIONAL (P5) 

Iran tests suicide drones during drill that look similar to 2019 oil facility attacks on Saudi Arabia 

https://www.defensenews.com/training-sim/2021/01/15/iranian-guard-drones-in-drill-mirror-those-in-saudi-

attacks/  

India displays swarm of 75 drones as part of force multiplier during Army Day Parade 

https://www.timesnownews.com/india/article/demonstration-of-combat-swarm-drones-for-1st-time-in-history-

of-army-day-parade-watch/707557  

Indian Army procures Switch UAV from ideaForge with $20Mil contract 

https://www.geospatialworld.net/news/indian-army-signs-20-million-contract-to-procure-switch-uav/  

AeroVironment to acquire Arcturus UAV to expand services into larger drone groups 

https://insideunmannedsystems.com/aerovironment-to-acquire-arcturus-uav-expanding-product-portfolio-and-

reach-into-group-2-and-3-unmanned-aircraft-systems-segments/  

China showcases new training site and use of drone swarm for army training 

https://tv.cctv.com/2021/01/06/VIDEBYSKsISEh3IXXDNPs42h210106.shtml  

USD$5.8Mil grant given to ASSURE to develop drone related research, education and training 

https://www.assureuas.org/newsStory.php?d=963  

 Skyfish collaborate with Sony to support Sony's camera line onto Skyfish drones  

https://skyfishdrones.medium.com/skyfish-emerges-from-stealth-mode-db937bc03bf  

 

 

 

 

https://twitter.com/asianosint/status/1350704046114394112?s=21
https://www.linkedin.com/feed/update/urn:li:activity:6756797687670075392/
https://www.youtube.com/watch?v=wEdV1mIYGCc
https://www.youtube.com/watch?v=3p3Vtx0yKHc
https://www.defensenews.com/training-sim/2021/01/15/iranian-guard-drones-in-drill-mirror-those-in-saudi-attacks/
https://www.defensenews.com/training-sim/2021/01/15/iranian-guard-drones-in-drill-mirror-those-in-saudi-attacks/
https://www.timesnownews.com/india/article/demonstration-of-combat-swarm-drones-for-1st-time-in-history-of-army-day-parade-watch/707557
https://www.timesnownews.com/india/article/demonstration-of-combat-swarm-drones-for-1st-time-in-history-of-army-day-parade-watch/707557
https://www.geospatialworld.net/news/indian-army-signs-20-million-contract-to-procure-switch-uav/
https://insideunmannedsystems.com/aerovironment-to-acquire-arcturus-uav-expanding-product-portfolio-and-reach-into-group-2-and-3-unmanned-aircraft-systems-segments/
https://insideunmannedsystems.com/aerovironment-to-acquire-arcturus-uav-expanding-product-portfolio-and-reach-into-group-2-and-3-unmanned-aircraft-systems-segments/
https://tv.cctv.com/2021/01/06/VIDEBYSKsISEh3IXXDNPs42h210106.shtml
https://www.assureuas.org/newsStory.php?d=963
https://skyfishdrones.medium.com/skyfish-emerges-from-stealth-mode-db937bc03bf
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1.9. UTM SYSTEMS (P5) 

Israeli Ministry of Transport to conduct drone delivery trials on existing UTM systems 

https://www.unmannedairspace.info/news-first/israel-to-test-compatibility-of-commercial-drone-delivery-

operations-within-an-existing-utm-atm-system/  

Astra UTM to implement UTM services with Finland’s air navigation services 

http://astrautm.com/astra-utm-to-implement-initial-utm-services-with-fintraffic-air-navigation-services/  

FAA positively accepts Volocopter’s application on air taxi services in USA 

https://www.intelligenttransport.com/transport-news/115268/volocopter-faa-approval/  

30 vendors selected to trial UAM at Pontoise Cormeilles Aerodrome in France 

https://www.urbanairmobilitynews.com/air-taxis/choose-paris-region-groupe-adp-and-ratp-group-announce-

winners-of-uam-branch-expressions-of-interest/  

FAA approves American Robotics drone deliveries; no human operators required 

https://interestingengineering.com/company-wins-faa-approval-to-make-fully-automated-drone-flights-for-the-

first-time-ever  

 

1.10. DRONE TECHNOLOGY (P5) 

Switzerland and Netherlands researchers build algorithm to stabilise drone during motor failure 

https://dronedj.com/2021/01/14/researchers-can-now-keep-drones-flying-when-a-motor-fails/  

General Motors reveals electric autonomous aerial passenger drone 

https://technology.inquirer.net/107227/look-up-in-the-sky-a-flying-cadillac  

Indoor Robotics introduces Tando, a GPS-denied drone utilising visual navigation 

https://newatlas.com/drones/tando-drone-security/ 

Black Swift Technologies selected to develop GPS-denied navigation for drones for BVLOS flights 

https://dronelife.com/2021/01/19/gps-denied-navigation-black-swift-moves-drone-flight-forward-with-noaa-

contract/  

Icarus Swarms announces new product line of drone swarm with AI pathfinding algorithms 

https://dronelife.com/2021/01/14/french-drone-maker-unleashes-autonomous-swarm-concept-at-ces-2021/  

 

 

 

https://www.unmannedairspace.info/news-first/israel-to-test-compatibility-of-commercial-drone-delivery-operations-within-an-existing-utm-atm-system/
https://www.unmannedairspace.info/news-first/israel-to-test-compatibility-of-commercial-drone-delivery-operations-within-an-existing-utm-atm-system/
http://astrautm.com/astra-utm-to-implement-initial-utm-services-with-fintraffic-air-navigation-services/
https://www.intelligenttransport.com/transport-news/115268/volocopter-faa-approval/
https://www.urbanairmobilitynews.com/air-taxis/choose-paris-region-groupe-adp-and-ratp-group-announce-winners-of-uam-branch-expressions-of-interest/
https://www.urbanairmobilitynews.com/air-taxis/choose-paris-region-groupe-adp-and-ratp-group-announce-winners-of-uam-branch-expressions-of-interest/
https://interestingengineering.com/company-wins-faa-approval-to-make-fully-automated-drone-flights-for-the-first-time-ever
https://interestingengineering.com/company-wins-faa-approval-to-make-fully-automated-drone-flights-for-the-first-time-ever
https://dronedj.com/2021/01/14/researchers-can-now-keep-drones-flying-when-a-motor-fails/
https://technology.inquirer.net/107227/look-up-in-the-sky-a-flying-cadillac
https://newatlas.com/drones/tando-drone-security/
https://dronelife.com/2021/01/19/gps-denied-navigation-black-swift-moves-drone-flight-forward-with-noaa-contract/
https://dronelife.com/2021/01/19/gps-denied-navigation-black-swift-moves-drone-flight-forward-with-noaa-contract/
https://dronelife.com/2021/01/14/french-drone-maker-unleashes-autonomous-swarm-concept-at-ces-2021/
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 2 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 
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Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT6, exploits or zero-days7. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
6 OSINT: Open-Source Intelligence from the public domain. 
7 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 
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Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

