
 

 

 

 

  

 

 

 

 

 

 

 

 

NOTIFY ISSUE #56 (PUBLIC) 

WEEKLY THREAT INTELLIGENCE 

 
06 January 2021 | v1.0 RELEASE 

  



 Notify – Threat Intelligence  

Public Issue #56, 01/2021 
 

NOTIFY – UNRESTRICTED PAGE 2 OF 24 

DOCUMENT CONTROL 

PREPARATION 

DroneSec (dronesec.com) 

Threat Intelligence Team 

 

Email: info@dronesec.com 

Phone: 1800 996 001 | + 614 7854 3434 (Urgent) 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 Notify – Threat Intelligence  

Public Issue #56, 01/2021 
 

NOTIFY – UNRESTRICTED PAGE 3 OF 24 

EXECUTIVE SUMMARY 
 

Welcome to 2021, and with that, the continuation of our weekly UAS Threat Intel Reports. Kicking off in 

January, we will cover some statistics in review of 2020. Following this issue, our customers will receive 

the State of Drone Security Report with it becoming available to the public later this month. For all of 

our readers, we wish you a Happy New Year and a stellar 2021 both individually and professionally. 

Out of India, a very interesting new data retention policy possibly requiring the mandatory storage of 

all drone footage on a government-owned server. This is both for law enforcement and private drones, 

which could end up being quite an important (and hopefully secured) piece of streaming and storage 

technology. In Mianyang, China, an SOP was enacted at an airport where the drone was tracked by staff 

leading to apprehension of the operator upon viewing its landing point. At Calhoun State Prison, two 

very large commercial drones were seized carrying a very heavy weight of contraband – one of thirty-

nine (39) smuggling attempts into the prison in less than two months. Further information has arisen 

regarding the Taliban’s use of drones, including useful imagery on their payloads, dropping mechanisms 

and systems of choice. 

In the US and EU, information points to central operating centres focusing on a single operating picture 

of drone incidents and Counter-UAS activity being reported to government bodies. This could help form 

a taxonomy of drone TTPs and early-warning – something we’ve discussed as a priority for some time. 

It will be interesting to analyse whether CUAS organisations will be required to report such incidents 

and if so, in what format they are stored and distributed to the required agencies. All of these stories 

and more in today’s report. 

As always, if you have comments or feedback, want to join in the discussion in our slack discussion 

group, or find the system that captures this information please don’t hesitate to contact us. 

 

- Mike Monnik, DroneSec CTO  

https://join.slack.com/t/dronesec/shared_invite/zt-g7kx13lf-NQ_xvOKNdNUsthSbIEnk4w
https://dronesec.com/pages/notify
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies.  

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

  

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. MONTHLY ROLL-UP 

As we enter the new year, Notify features an aggregated summary of drone incidents, types and affected 

sectors in 2020 and collated numerical data on drone incidents for the year. Extended analytics with full 

database-searchable functionality is only offered to our paid members via the DroneSec Notify Platform. 

Below you will find some handy statistics to measure correlation, location and systems involved over 

data we have collected since January 2020. Anything we have missed? Anything you would like to see? 

Drop us a note at info@dronesec.com to get in touch with the team. 

 

2020 in Summary 

In 2020 thus far, two thousand two hundred and ninety-four (2,294) artefacts were recorded which 

roughly equates to about 6 drone security artefacts per day. The number of events logged has an 

upward trend in the mainly due to the increasing number of organisations (military, law enforcement, 

federal and commercial) gearing towards the utilisation, regulation and innovation of drones and its 

ecosystem. Drone technology is growing at an exponential rate with new cutting-edge development 

seen weekly. This growth has also fuelled new methods of utilising drones; more sectors of industries 

are looking forward to capitalising on the advantages of drone and reduce overhead cost.  

 

Month  Number of Artefacts 
Global number of 

artefacts per day 
Month-on-month increase 

January 135 4.3 N/A 

February 139 4.8 4 (2.88%) 

March 179 5.8 40 (22.34%) 

April 192 6.4 13 (6.77%) 

May 200 6.5 8 (4.00%) 

June 219 7.3 19 (8.68%) 

July 224 7.2 5 (2.32%) 

August 206 6.6 -18 (-8.74%) 

September 168 5.6 -38 (-22.62%) 

October 253 8.2 85 (33.60%) 

November 177 5.9 -76 (-42.93%) 

December 202 6.5 25 (12.38%) 

Total (2020) 2294 6.27 N/A 

 

https://dronesec.com/pages/notify
mailto:info@dronesec.com
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DroneSec monthly rollup tracks incidents, events and these categories/tags allows readers to visualise 

them on a month-to-month basis. The statistics below are for the month of January to December 2020: 

Notify release #4 – #54.  

The month of December 2020 saw quite a number of artefacts on drone-related incidents. Of note, 

DroneSec recorded more incidents where drones were sighted above police posts or residential areas 

of prominent figures. Above the commonly seen narcotics deliveries across prison fences and borders 

via drones, December saw a record number of firearms deliveries across borders to fund terror groups 

by state actors. This is a growing threat, one that is hard to be counter and track. Law enforcement 

agencies are facing difficulties in preventing illegal drone deliveries from happening as drones are 

cheap, easily undetectable and available to anyone for purchase. This increases the likelihood of drone 

related crimes occurring and forces security officers to invest heavily in resources to try to mitigate and 

counter such aerial threats. 

DroneSec also recorded a number of artefacts on drone related regulations published globally. With 

drones becoming more common, authorities need to be able to ensure that drone operations are safe 

to the public and the data within are secure and private. Guidelines and regulations have been discussed 

extensively with industry experts, opened for comments with the general public and debated before 

getting the green light in several countries. Most of the countries are implementing the new regulations 

at the start of 2021, requiring drone operators and manufacturers to comply to the guidelines and 

standards. This translates to drone technologies adapting to incorporate these new guidelines. 

 

Category 
Number of Artefacts 

(Jan – Dec 2020) 

Compared to Number of Artefacts 

(Jan – Nov 2020) 
Difference  

Featured Incident 

Reports 
169 154 +15 

Cyber and 

Information Security 
46 42 +4 

News and Events 445 408 +37 

Whitepapers and 

Publications 
401 365 +36 

Counter-Drone 

Systems 
222 195 +27 

UTM Systems 155 130 +25 

Drone Technology 269 240 +29 

 

Although the number of use cases for drones in the month of December has decreased as compared 

to the past two months, the number of cases recorded is still quite high given the infancy of drone 

development. Drones will continue to become a tool for government agencies, private organisations 

and hobbyists globally. Regulators will have to adapt quickly to ensure laws are enforced so the drone 

industry is not affected by hazardous or malicious operators. However, they must also realise that drones 

are convenient and easily accessible incentivising use by terrorists and threat actors. 
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Figure 1: Number of Cases of Drone Usage in the Year 2020 by Months 

 

Incident Summary 

DroneSec records news and events that revolve around the use of drones, their innovation, counter 

measures and development. We classify drone incidents as events where drones were used as a medium 

in the conduct of illicit acts. Events where drones were used for the transportation of weapons, narcotics 

and/or contraband across borders or restricted areas are classified as drone incidents. Similarly, events 

where drones were sighted to have infringed airspace boundaries of manned aircrafts or areas with no-

fly-zones such as hospitals or airports are also classified as drone incidents.  

Although the number of drone incidents for the month of December 2020 decreased, the overall 

trending for the Year 2020 is an increasing one. Having an increasing number of related incidents is 

serious matter as this reflects the mindset of terror groups and small state actors on the utility of drones. 

 

 

Figure 2: Number of Drone Incidents for the Year 2020 by Months 
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For restricted areas that have no-fly-zones (NFZs), DroneSec categorised these areas into seven different 

sectors. The month of December 2020 saw a large number of drone incursions across national borders 

in East Asia, the Middle East and in North Africa. Other sectors have also faced multiple incidents and 

most of these incidents were due to ignorant drone operators who did not know their local drone laws, 

or small-time threat actors who were delivering contraband into restricted areas.  

While it is plausible to install drone detection and mitigation systems at these places, the cost of such 

systems outweighs the price of a drone and the replaceability of downed systems to nefarious operators. 

DroneSec recommends continual education on safe drone flying for all operators as well as drone 

security management plans to handle drone incursions and threats. 

 

Month Prisons 

Events/ 

Areas of 

Interest 

National 

Borders 
Residences Aerodromes 

Health 

Facilities 

Government 

Facilities 

Dec 2020 

+/- 

increase 

+5 +4 +17 +5 +5 0 +2 

Nov 2020 35 48 64 45 45 5 14 

 

 

Figure 3: Number of Drone Incidents by Location of Occurrence (since January 2020) 
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DroneSec categorises all incidents recorded by country of occurrence. The United States, United 

Kingdom and India experienced the highest number of drone incidents, making about 63% of all global 

incidents recorded by DroneSec (locations such as Ukraine have daily signal jamming against drones, 

however they are usually of the larger type than COTS drones). Use and development of drones in these 

three countries are among the highest and drone laws have been enacted to ensure safe drone flights. 

However, they are increasingly difficult to enforce and many drone operators are still ignorant about 

these laws and flying their drones irresponsibly.  

 

 

Figure 4: Percentage of Drone Incidents by Country of Occurrence (Since January 2020) 

 

From all the drone incidents that were recorded, DroneSec observed seizure of drones by law 

enforcement agencies in 57% of incidents. These drones were taken down either by open fire from 

security forces, perimeter defences such as high-rise nets, or in haste to escape, the drones had crashed 

or gotten stuck in trees and power cables. Of the remaining 43% cases, the drones were not found 

despite a thorough search in the vicinity. Some key installations are well equipped with Standard 

Operating Procedures (SOP) on handling drone incursions and were able seize the opportunity when a 

drone was spotted, whereas others were not successful in their attempts despite engaging external 

security practitioners. 

Of note, most areas who have reported success in seizing drones were areas that have faced multiple 

drone intrusions before. However, DroneSec is starting to see more restricted areas facing drone 
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incursions and security personnel who are not prepared for such incidents, leading to the drone 

accomplishing its task and escaping before any mitigation action can be performed. 

 

 

 

Figure 5: Percentage of drone incidents where the drone system was seized 

 

Conversely, 29% of rogue drone operators were apprehended for their illicit act(s). Not only are drones 

small and versatile in escaping from the detection of law enforcement agencies, but it also creates a 

distance between the operator and the area of operations. Nefarious operators will use this to their 

advantage and flout drone laws to conduct their illegal activities as risk of apprehension is reduced. Law 

enforcement agencies who have seized drones should also request for digital forensic analysis on the 

data stored within the drones. Important information such as flight details, time of journey, take off 

locations and images and video footages of the environment and operator’s face may be evident within. 

This information will help to bridge the gap in tracing and arresting the offender. 
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Figure 6: Percentage of drone incidents where the drone operator was apprehended 

 

The difference in percentage on the seizures of drones against the apprehension of the drone operators 

shows that counter drone systems may only be geared towards the detection and capture of rogue 

drones. The gap in arresting the operator responsible continues to exist, which should be addressed, 

otherwise, malicious use of drones will only continue to increase over time. 

 

 

 

DroneSec believe that more errant drone operators could have been discovered if proper tools were 

available for the extration of drone data, telemetry and flight logs. However, most local law 

enforcement agencies are currently not equipped to carry out such analysis and have little expertise in 

doing so. This is another gap which should be addressed in the near future to help lower illegal use of 

drones and contraband deliveries. 

That concludes our monthly roll up for the artefacts we have consolidated in the year 2020.  

 

  

Of note, 10% of operators apprehended were aided by forensic analysis of the drone system. 
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1.3. NEWS AND EVENTS (P2) 

11 Arges-84 hand grenades dropped by Pakistani drone into Punjab, India, evading seizure 

https://www.hindustantimes.com/chandigarh/bsf-police-fire-at-pak-drone-in-gurdaspur-recover-11-hand-

grenades/story-L8BGqsQMq5uyTz9ec3hK9H.html  

https://www.indiatoday.in/india/story/punjab-police-seizes-11-arges-84-hand-grenades-dropped-by-pak-drone-

1751742-2020-12-21  

Two rogue Pakistani drones enter India and returned after being fired upon by Border Security  

https://timesofindia.indiatimes.com/city/chandigarh/2-drones-spotted-near-border-

again/articleshow/79946960.cms 

Two Indian drones intruding Pakistani LOC shot down by border Army 

https://www.brecorder.com/news/40046856/pak-army-shoots-down-indian-spy-drone-at-loc-ispr  

Three Indian arrested for collecting weapons dropped off a Pakistani drone 

https://www.tribuneindia.com/news/punjab/three-arrested-with-2-kg-heroin-in-amritsar-189006  

Teen arrested for flying drone above residence of Director General of Police, Andhra Pradesh 

https://timesofindia.indiatimes.com/city/hyderabad/teen-lands-in-soup-for-playful-drone-

flying/articleshow/79946942.cms  

Two arrested for using DJI Matrice 600 to deliver contraband into Calhoun State Prison 

https://www.walb.com/2020/12/23/arrested-after-drone-caught-delivering-contraband-calhoun-state-prison/  

Man arrested and charged for entering prison to retrieve drone after failed drone delivery 

https://www.thestate.com/news/local/crime/article247887135.html  

https://twitter.com/BryanStirling/status/1337392859427852291 

Kenyan Police arrest drone operator for flying DJI Mavic 2 above Lamu police post 

https://citizentv.co.ke/news/man-suspected-to-have-flown-drone-above-lamu-police-post-arrested-2555955/  

Crashed drone found at Incirlik Air Base, Turkey, investigation ongoing by anti-terror police 

https://www.aa.com.tr/en/turkey/turkey-investigating-drone-found-at-incirlik-air-base/2087205  

Moroccan security forces intercept narcotics carrying drone bound for Ceuta, Spain 

https://en.yabiladi.com/articles/details/103595/morocco-intercepts-drone-carrying-drugs.html  

Man fined for flying drone near airport in Mianyang, China 

https://dronedj.com/2020/12/28/chinese-man-fined-183-for-illegal-flight-drone-seized/  

Yemeni forces shoot down Saudi Arabian surveillance drone 

https://en.abna24.com/news//yemeni-forces-shoot-down-saudi-spy-drone_1098247.html  

Houthi drone shot down in Taiz, Yemen by coalition forces 

https://www.aa.com.tr/en/middle-east/yemen-army-says-rebel-drone-intercepted-in-taiz/2090306  

Houthi drone shot down in Al-Jawf, Yemen by coalition forces 

https://twitter.com/BelqeesTV/status/1345687583792230403 

https://www.hindustantimes.com/chandigarh/bsf-police-fire-at-pak-drone-in-gurdaspur-recover-11-hand-grenades/story-L8BGqsQMq5uyTz9ec3hK9H.html
https://www.hindustantimes.com/chandigarh/bsf-police-fire-at-pak-drone-in-gurdaspur-recover-11-hand-grenades/story-L8BGqsQMq5uyTz9ec3hK9H.html
https://www.indiatoday.in/india/story/punjab-police-seizes-11-arges-84-hand-grenades-dropped-by-pak-drone-1751742-2020-12-21
https://www.indiatoday.in/india/story/punjab-police-seizes-11-arges-84-hand-grenades-dropped-by-pak-drone-1751742-2020-12-21
https://timesofindia.indiatimes.com/city/chandigarh/2-drones-spotted-near-border-again/articleshow/79946960.cms
https://timesofindia.indiatimes.com/city/chandigarh/2-drones-spotted-near-border-again/articleshow/79946960.cms
https://www.brecorder.com/news/40046856/pak-army-shoots-down-indian-spy-drone-at-loc-ispr
https://www.tribuneindia.com/news/punjab/three-arrested-with-2-kg-heroin-in-amritsar-189006
https://timesofindia.indiatimes.com/city/hyderabad/teen-lands-in-soup-for-playful-drone-flying/articleshow/79946942.cms
https://timesofindia.indiatimes.com/city/hyderabad/teen-lands-in-soup-for-playful-drone-flying/articleshow/79946942.cms
https://www.walb.com/2020/12/23/arrested-after-drone-caught-delivering-contraband-calhoun-state-prison/
https://www.thestate.com/news/local/crime/article247887135.html
https://twitter.com/BryanStirling/status/1337392859427852291
https://citizentv.co.ke/news/man-suspected-to-have-flown-drone-above-lamu-police-post-arrested-2555955/
https://www.aa.com.tr/en/turkey/turkey-investigating-drone-found-at-incirlik-air-base/2087205
https://en.yabiladi.com/articles/details/103595/morocco-intercepts-drone-carrying-drugs.html
https://dronedj.com/2020/12/28/chinese-man-fined-183-for-illegal-flight-drone-seized/
https://en.abna24.com/news/yemeni-forces-shoot-down-saudi-spy-drone_1098247.html
https://www.aa.com.tr/en/middle-east/yemen-army-says-rebel-drone-intercepted-in-taiz/2090306
https://twitter.com/BelqeesTV/status/1345687583792230403
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1.4. CYBER AND DATA SECURITY (P3) 

An entity is offering DJI Mini / Mini 2 owners from India to bypass the 15m altitude restrictions 

Contact DroneSec for more information 

An entity requested how to jam and disable the DJI Aeroscope with positive confirmation  

Contact DroneSec for more information 

DJI placed on US Department of Commerce Entity List 

https://dronedj.com/2020/12/18/dji-added-to-us-dept-of-commerce-entity-list-bad-news-for-chinese-company/   

Implications to DJI, under the “Economic Blacklist” by the US Bureau of Industry and Security 

(commentary) 

https://insideunmannedsystems.com/dji-is-blacklisted-whopper-or-nothing-burger/  

Wing cites privacy and compliance consequences on FAA’s latest rule on Remote ID for drones 

https://wing.com/resource-hub/articles/remote-id-rule/  

 

1.5. SOCIALS (P3) 

Israeli Defense Forces surveillance UAV crashed and seized in West Bank, later recovered 

https://twitter.com/Natsecjeff/status/1339894892135403520 

https://twitter.com/OrHeller/status/1339895044917121026 

Iranian army conducting military testing drills with a variety of drones at desert runway 

https://twitter.com/Khaaasteh/status/1346401976997859329 

https://twitter.com/mhmiranusa/status/1307800098714382341 (updated) 

Homemade rebel drone shot down with electronic countermeasures by Syrian Army 

https://twitter.com/QalaatM/status/1343178772783263745 

DJI Phantom with explosives shot down by Afghan commandos in Logar province, Afghanistan 

https://twitter.com/bsarwary/status/1341033420147761152  

Failed drone delivery collides with woman after hair caught in propeller 

https://twitter.com/EvanKirstel/status/1338954257144360969  

Royal Marines Commandos utilise parrot drones as part of their military training  

https://www.youtube.com/watch?v=eZn1XK6ATAU  

Phantom 4 PRO v2.0 explodes mid-flight 

https://forum.dji.com/forum.php?mod=viewthread&tid=199989 

 

 

https://dronedj.com/2020/12/18/dji-added-to-us-dept-of-commerce-entity-list-bad-news-for-chinese-company/
https://insideunmannedsystems.com/dji-is-blacklisted-whopper-or-nothing-burger/
https://wing.com/resource-hub/articles/remote-id-rule/
https://twitter.com/Natsecjeff/status/1339894892135403520
https://twitter.com/OrHeller/status/1339895044917121026
https://twitter.com/Khaaasteh/status/1346401976997859329
https://twitter.com/mhmiranusa/status/1307800098714382341
https://twitter.com/QalaatM/status/1343178772783263745
https://twitter.com/bsarwary/status/1341033420147761152
https://twitter.com/EvanKirstel/status/1338954257144360969
https://www.youtube.com/watch?v=eZn1XK6ATAU
https://forum.dji.com/forum.php?mod=viewthread&tid=199989
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1.6. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P3) 

FAA announces regulation on Remote ID and drone flights over populace and at night 

https://www.faa.gov/news/press_releases/news_story.cfm?newsId=25541  

https://www.faa.gov/news/media/attachments/RemoteID_Final_Rule.pdf (PDF Document) 

https://www.unmannedairspace.info/emerging-regulations/faa-publishes-remote-id-flights-over-people-rules-

auvsi-approves/ (industry response) 

New Indian policy to allow storing of drone footage which will be open to government scrutiny 

https://www.medianama.com/2020/12/223-exclusive-upcoming-policy-to-require-storing-of-drone-footage-

which-will-be-open-to-government-scrutiny/  

Pakistan to form Drone Regulatory Authority (DRA) for effective use of drones 

https://tribune.com.pk/story/2276948/govt-decides-to-form-a-drone-regulatory-authority  

Irish Aviation Authority to implement new European regulations for drone from January 2021 

https://corksafetyalerts.com/news/iaa-says-know-the-drone-safety-rules-before-you-fly/  

Australians to register their drones with CASA before January 28, 2021 

https://www.suasnews.com/2020/12/drone-registration-australia-deadline-jan-28th-2021/  

The challenges drone operations are tackling (commentary) 

https://marketscale.com/industries/software-and-technology/the-challenges-drone-operations-are-tackling/  

Factor in humans to make drones sound better, drone noise found nuisance to public 

(commentary) 

https://australianaviation.com.au/2020/12/comment-factor-in-humans-to-make-drones-sound-better/  

The Taliban is using bomber drones as a psychological weapon (commentary) 

https://thediplomat.com/2020/12/fire-from-the-sky-the-afghan-talibans-drones/  

How the Army out innovated the Islamic State’s drones (commentary) 

https://warontherocks.com/2020/12/how-the-army-out-innovated-the-islamic-states-drones/  

The U.S. military has learned to fight against IEDs. Can it do the same for drones? (commentary) 

https://www.forbes.com/sites/vikrammittal/2020/12/23/drones-the-next-ied/?sh=7f2a05374fa3  

Unmanned Aerial Vehicles: Law Enforcement, Security, and Community Impact 

https://minds.wisconsin.edu/bitstream/handle/1793/80881/Stout%2C%20John.pdf?sequence=1&isAllowed=y 

(PDF Document) 

US DOT, FAA Air Traffic on Reporting Suspicious UAS Activity Checklist 

https://www.faa.gov/documentLibrary/media/Notice/2020-12-

23_Notice_7210.928_Reporting_Suspicious_UAS_Activity_Final_Signed.pdf (PDF Document) 

NCTC, FBI, DHS on Recognizing Malicious Modification to UAS 

https://www.odni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/First_Responders_Toolbox_-

_Unmanned_Aircraft_System_UAS-_Recognizing_Malicious_Modification-survey.pdf (PDF Document) 

 

https://www.faa.gov/news/press_releases/news_story.cfm?newsId=25541
https://www.faa.gov/news/media/attachments/RemoteID_Final_Rule.pdf
https://www.unmannedairspace.info/emerging-regulations/faa-publishes-remote-id-flights-over-people-rules-auvsi-approves/
https://www.unmannedairspace.info/emerging-regulations/faa-publishes-remote-id-flights-over-people-rules-auvsi-approves/
https://www.medianama.com/2020/12/223-exclusive-upcoming-policy-to-require-storing-of-drone-footage-which-will-be-open-to-government-scrutiny/
https://www.medianama.com/2020/12/223-exclusive-upcoming-policy-to-require-storing-of-drone-footage-which-will-be-open-to-government-scrutiny/
https://tribune.com.pk/story/2276948/govt-decides-to-form-a-drone-regulatory-authority
https://corksafetyalerts.com/news/iaa-says-know-the-drone-safety-rules-before-you-fly/
https://www.suasnews.com/2020/12/drone-registration-australia-deadline-jan-28th-2021/
https://marketscale.com/industries/software-and-technology/the-challenges-drone-operations-are-tackling/
https://australianaviation.com.au/2020/12/comment-factor-in-humans-to-make-drones-sound-better/
https://thediplomat.com/2020/12/fire-from-the-sky-the-afghan-talibans-drones/
https://warontherocks.com/2020/12/how-the-army-out-innovated-the-islamic-states-drones/
https://www.forbes.com/sites/vikrammittal/2020/12/23/drones-the-next-ied/?sh=7f2a05374fa3
https://minds.wisconsin.edu/bitstream/handle/1793/80881/Stout%2C%20John.pdf?sequence=1&isAllowed=y
https://www.faa.gov/documentLibrary/media/Notice/2020-12-23_Notice_7210.928_Reporting_Suspicious_UAS_Activity_Final_Signed.pdf
https://www.faa.gov/documentLibrary/media/Notice/2020-12-23_Notice_7210.928_Reporting_Suspicious_UAS_Activity_Final_Signed.pdf
https://www.odni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/First_Responders_Toolbox_-_Unmanned_Aircraft_System_UAS-_Recognizing_Malicious_Modification-survey.pdf
https://www.odni.gov/files/NCTC/documents/jcat/firstresponderstoolbox/First_Responders_Toolbox_-_Unmanned_Aircraft_System_UAS-_Recognizing_Malicious_Modification-survey.pdf
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1.7. COUNTER-DRONE SYSTEMS (P4) 

Russia to develop a helicopter drone to counter rogue drones 

https://www.defensenews.com/unmanned/2020/12/17/russia-is-developing-a-helicopter-drone-to-destroy-

other-drones/  

Rostec corporation produces its own net-catching counter-drone drone system 

https://nationalinterest.org/blog/reboot/russia-has-new-anti-drone-strategy-uav-nets-175827 

India Border Security Forces to get anti-RF transmission systems to counter drone intrusions 

https://www.thehitavada.com/Encyc/2020/12/28/BSF-to-be-equipped-with-latest-technology-to-counter-

drones.html  

Countering drones: looking for the silver bullet (commentary) 

https://www.nato.int/docu/review/articles/2020/12/16/countering-drones-looking-for-the-silver-bullet/index.html 

 

1.8. UTM SYSTEMS (P4) 

BT to demonstrate flight trials in UK’s commercial drone corridor under Project XCelerate 

https://www.suasnews.com/2020/12/bt-leads-consortium-to-deliver-future-flight-drones-project-to-

revolutionise-airspace/  

Percepto completes countrywide EVLOS and BLOS flight trials in Australia and Norway 

respectively  

https://dronelife.com/2020/12/17/percepto-soars-over-three-drone-regulatory-milestones/ 

InnovATM to participate in U-Space Together programme in France for UTM development 

https://www.innov-atm.com/2020/12/15/innovatm-deploys-its-utm-system-in-the-busiest-controlled-airspace-

in-europe/  

Altitude Angel, Inmarsat and A-techSYN showcases Pop-Up UTM for BVLOS drone flights 

https://www.altitudeangel.com/news/posts/2020/december/pop-up-utm-successfully-demonstrated-altitude-

angel-inmarsat-a-techsyn/  

Russia’s nationwide UTM system, RUTM1, passes technical design tests at the Orlovka airfield 

https://www.unmannedairspace.info/news-first/russias-nationwide-utm-system-passes-technical-design-

milestone/  

Pierce Aerospace awarded by USAF with Remote ID services for Agility Prime programme 

https://www.unmannedairspace.info/uncategorized/pierce-wins-contract-to-provide-us-defence-department-

with-remote-id-services/  

 

 

 

https://www.defensenews.com/unmanned/2020/12/17/russia-is-developing-a-helicopter-drone-to-destroy-other-drones/
https://www.defensenews.com/unmanned/2020/12/17/russia-is-developing-a-helicopter-drone-to-destroy-other-drones/
https://nationalinterest.org/blog/reboot/russia-has-new-anti-drone-strategy-uav-nets-175827
https://www.thehitavada.com/Encyc/2020/12/28/BSF-to-be-equipped-with-latest-technology-to-counter-drones.html
https://www.thehitavada.com/Encyc/2020/12/28/BSF-to-be-equipped-with-latest-technology-to-counter-drones.html
https://www.nato.int/docu/review/articles/2020/12/16/countering-drones-looking-for-the-silver-bullet/index.html
https://www.suasnews.com/2020/12/bt-leads-consortium-to-deliver-future-flight-drones-project-to-revolutionise-airspace/
https://www.suasnews.com/2020/12/bt-leads-consortium-to-deliver-future-flight-drones-project-to-revolutionise-airspace/
https://dronelife.com/2020/12/17/percepto-soars-over-three-drone-regulatory-milestones/
https://www.innov-atm.com/2020/12/15/innovatm-deploys-its-utm-system-in-the-busiest-controlled-airspace-in-europe/
https://www.innov-atm.com/2020/12/15/innovatm-deploys-its-utm-system-in-the-busiest-controlled-airspace-in-europe/
https://www.altitudeangel.com/news/posts/2020/december/pop-up-utm-successfully-demonstrated-altitude-angel-inmarsat-a-techsyn/
https://www.altitudeangel.com/news/posts/2020/december/pop-up-utm-successfully-demonstrated-altitude-angel-inmarsat-a-techsyn/
https://www.unmannedairspace.info/news-first/russias-nationwide-utm-system-passes-technical-design-milestone/
https://www.unmannedairspace.info/news-first/russias-nationwide-utm-system-passes-technical-design-milestone/
https://www.unmannedairspace.info/uncategorized/pierce-wins-contract-to-provide-us-defence-department-with-remote-id-services/
https://www.unmannedairspace.info/uncategorized/pierce-wins-contract-to-provide-us-defence-department-with-remote-id-services/
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1.9. INFORMATIONAL (P5) 

Royal Air Force military drone, Watchkeeper, crashes in Cyprus due to poor weather conditions 

https://www.theguardian.com/world/2020/dec/26/british-military-drone-crashes-during-cyprus-training-flight  

Exeter Police appeal for information after drone sighted flying over residential areas 

https://eastdevonnews.co.uk/2020/12/17/devon-and-cornwall-police-appeal-for-information-after-drone-

spotted-flying-over-exeter/  

DJI Mavic drone used by Medicine Hat Police Service to track vehicle thief 

https://medicinehatnews.com/news/local-news/2020/12/16/drone-assists-in-nabbing-fleeing-auto-theft-suspect/  

Travis Air Force Base deploys Easy Aerial tethered drone for base security operations 

https://www.travis.af.mil/News/Article/2444946/media-releasetravis-air-force-base-easy-aerial-partner-for-

autonomous-drone-bas/  

Canton City Fire Department used drone to help find hotspots within building fire 

https://www.cleveland19.com/2020/12/16/canton-city-fire-department-fights-multiple-blazes-uses-drone-guide-

above/  

North Little Rock PD employs drones to search and arrest two auto thieves in Walnut Ridge 

https://www.thv11.com/article/news/drones-help-north-little-rock-police-catch-criminals/91-f04b64cd-e267-

4b04-a728-f11001e908be  

Thermal imaging drone helps Charlottetown police find missing woman lying in snow, Canada 

https://www.cbc.ca/news/canada/prince-edward-island/pei-thermal-imaging-drone-rescue-1.5849766  

Drone helps locate man who fell through the ice in Beaver Dam, Wisconsin 

https://www.wsaw.com/2020/12/22/drone-helps-in-ice-rescue-near-beaver-dam/  

Rivas Madrid to use thermal imaging DJI Mavic drones to detect illegal marijuana plantations 

https://www.diarioderivas.es/drones-canada-marihuana-rivas/  

Sacramento PD use $93 Cinewhoop FPV drone to enter dangerous crime scenes 

https://dronexl.co/2020/12/09/skydio-dji-police-cinewhoop-fpv-drone-enter-crime-scene/  

Use of drones by Malaysia border force detect at least 55 immigrants crossing illegally 

https://www.freemalaysiatoday.com/category/nation/2020/12/24/drones-detect-55-intrusions-into-country-

since-june/  

Calls for Borneo government to use drones to prevent illegal and COVID19 border entries 

https://www.theborneopost.com/2020/12/24/make-use-of-drones-to-stop-illegal-border-crossings-from-

kalimantan-into-sarawak-says-aspirasi/  

Black Hornet nano drones and AtlasPro tricopter drones acquired for Dutch military  

https://www.dronewatch.nl/2020/12/23/defensie-ruilt-civiele-drones-in-voor-military-grade-toestellen/  

Drone operator spots and helps woman in distress on Pacifica Beach 

https://www.wfla.com/news/national/man-using-drone-finds-woman-dog-stranded-on-california-beach/  

 

https://www.theguardian.com/world/2020/dec/26/british-military-drone-crashes-during-cyprus-training-flight
https://eastdevonnews.co.uk/2020/12/17/devon-and-cornwall-police-appeal-for-information-after-drone-spotted-flying-over-exeter/
https://eastdevonnews.co.uk/2020/12/17/devon-and-cornwall-police-appeal-for-information-after-drone-spotted-flying-over-exeter/
https://medicinehatnews.com/news/local-news/2020/12/16/drone-assists-in-nabbing-fleeing-auto-theft-suspect/
https://www.travis.af.mil/News/Article/2444946/media-releasetravis-air-force-base-easy-aerial-partner-for-autonomous-drone-bas/
https://www.travis.af.mil/News/Article/2444946/media-releasetravis-air-force-base-easy-aerial-partner-for-autonomous-drone-bas/
https://www.cleveland19.com/2020/12/16/canton-city-fire-department-fights-multiple-blazes-uses-drone-guide-above/
https://www.cleveland19.com/2020/12/16/canton-city-fire-department-fights-multiple-blazes-uses-drone-guide-above/
https://www.thv11.com/article/news/drones-help-north-little-rock-police-catch-criminals/91-f04b64cd-e267-4b04-a728-f11001e908be
https://www.thv11.com/article/news/drones-help-north-little-rock-police-catch-criminals/91-f04b64cd-e267-4b04-a728-f11001e908be
https://www.cbc.ca/news/canada/prince-edward-island/pei-thermal-imaging-drone-rescue-1.5849766
https://www.wsaw.com/2020/12/22/drone-helps-in-ice-rescue-near-beaver-dam/
https://www.diarioderivas.es/drones-canada-marihuana-rivas/
https://dronexl.co/2020/12/09/skydio-dji-police-cinewhoop-fpv-drone-enter-crime-scene/
https://www.freemalaysiatoday.com/category/nation/2020/12/24/drones-detect-55-intrusions-into-country-since-june/
https://www.freemalaysiatoday.com/category/nation/2020/12/24/drones-detect-55-intrusions-into-country-since-june/
https://www.theborneopost.com/2020/12/24/make-use-of-drones-to-stop-illegal-border-crossings-from-kalimantan-into-sarawak-says-aspirasi/
https://www.theborneopost.com/2020/12/24/make-use-of-drones-to-stop-illegal-border-crossings-from-kalimantan-into-sarawak-says-aspirasi/
https://www.dronewatch.nl/2020/12/23/defensie-ruilt-civiele-drones-in-voor-military-grade-toestellen/
https://www.wfla.com/news/national/man-using-drone-finds-woman-dog-stranded-on-california-beach/
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1.10. DRONE TECHNOLOGY (P5) 

Kratos Defense completes formation flight for AttritableONE drone with F-22 and F-35 fighters 

https://www.unmannedsystemstechnology.com/2020/12/attritableone-uav-flies-in-formation-with-fighter-

aircraft/  

Huawei patents Identification Module and Storage Method for drones in China 

https://www.gizmochina.com/2020/12/17/huawei-patents-identification-module-and-storage-method-for-

drones/  

HTCE launches drone test field lab as part of Flying Forward 2020 initiative 

https://www.prnewswire.com/news-releases/high-tech-campus-eindhoven-launches-first-field-lab-for-

autonomous-drones-in-the-european-union-301195824.html  

Ubihere receives $150,000 funding from USAF to develop AI computer vision navigation for 

drones 

https://ubihere.com/ubihere-receives-air-force-funding-to-develop-autonomous-drone-using-patented-ai-

computer-vision-technology/  

T-Mobile to increase its expertise in 5G drone technology 

https://www.t-mobile.com/news/network/t-mobile-and-drone-racing-league  

UAvionix introduces combat ID and air traffic control surveillance transponder for drones 

https://www.unmannedsystemstechnology.com/2020/12/uavionix-develops-communications-navigation-

surveillance-solutions-for-uas/  

British Army purchases 196g nano drones by UAVTEK and BAE Systems for surveillance and 

spying 

https://www.armyrecognition.com/defense_news_december_2020_global_security_army_industry/uavtek_and_bae

_systems_deliver_nano_drone_bug_to_the_british_army.html  

Rafael unveils miniature drone and automatic target recognition system for Israel Defense Force 

https://en.globes.co.il/en/article-rafael-unveils-miniature-drones-robot-dogs-1001354998  

Sagetech Avionics and Hover Inc partner to provide Detect and Avoid capability for drones 

https://www.sagetech.com/news-collection/sagetech-avionics-and-hover-inc-partner-on-detect-and-avoid-

solution-for-unmanned-aircraft  
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 7 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 
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Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 



 Notify – Threat Intelligence  

Public Issue #56, 01/2021 
 

NOTIFY – UNRESTRICTED PAGE 21 OF 24 

• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT6, exploits or zero-days7. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
6 OSINT: Open-Source Intelligence from the public domain. 
7 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 
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Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

