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EXECUTIVE SUMMARY 
 

Note: To our ‘free’ subscribers, this newsletter will be paused for a 2-week period break, resuming on 

the 6th January 2021. For all current Notify customers, incident reports will continue as normal, 24/7 via 

the Notify Platform. 

It’s becoming quite commonplace now for search warrants or raids to result in identifying weapons and 

narcotics along with drones and their delivery systems, as seen in the Cooma Australia raid. From the 

EU, interesting guidelines incoming in 2021 with protection for cities against rogue drones and a CUAS 

evaluation handbook. Just a reminder, if you’d like a copy of the DroneSec CUAS evaluation handbook, 

please send us an email. 

A number of interesting security suggestions appear in the US DoJ roadmap for implementing effective 

UAS programs’, and another more in-depth look at the improvised jet-engine drone discovered in use 

by Islamic Forces within Syria. All of these stories and more, in today’s report. 

For all of our readers and customers we hope you have a wonderful Christmas period. We look forward 

to continuing operations in 2021 and addressing new concerns and challenges within drone security. 

As always, if you have comments or feedback, want to join in the discussion in our slack discussion 

group, or find the system that captures this information please don’t hesitate to contact us. 

 

- Mike Monnik, DroneSec CTO  

https://dronesec.com/pages/notify
https://join.slack.com/t/dronesec/shared_invite/zt-g7kx13lf-NQ_xvOKNdNUsthSbIEnk4w
https://dronesec.com/pages/notify
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies.  

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

  

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. FEATURED ADVISORIES 

The prioritisation table and its dependencies are explained in Appendix A, and relate to how we filter, 

analyse and visualise the intelligence we collect. 

Intrusion and Trespass Priority 

Drone intrusion delays departure of medical helicopter, notice issued by law enforcement P2 

Summary 

An emergency services helicopter was grounded due to pilots sighting a drone in the vicinity of the helicopter. 

Overview 

Called in to assist a crash that occurred on the highway, an ambulance helicopter from the Wyoming Fire 

Department was activated to the crash site. The helicopter pilot and crew were ready to launch when a nearby 

firefighter noticed a drone hovering near the helicopter landing site and communicated the intrusion to the 

pilot. The helicopter crew waited for the drone fly further away before they took off and headed towards the 

crash site. 

The fire department released a notice to remind all drone operators to curb their curiosity and not operate 

their drones near emergency scenes, which could delay medical aid to the needy.  

Analysis 

It is important that drone operators are cognisant of existing drone laws and the consequences of their actions 

as a near miss or a direct hit with a manned aircraft or a passer-by could result in potential fatalities. Flight 

restriction over emergency sites and populace are set in place solely to prevent such drone-human collision. 

Studies have shown that a direct impact from a drone could lead to lacerations, and possibly concussion or 

ocular injuries with the rotor blades. However, due to curiosity and in the spur of the moment, drone operators 

may not necessarily tune in to local civil aviation websites to check on Notice to Air Men (NOTAMs) and 

possible restriction of airspaces. Due to this, an increase in drone incursions have been happening globally, 

causing delays in emergency situations and bringing a negative impact on the drone industry. 

Furthermore, drones are small and can be hard to spot with the naked eye until in close proximity. This further 

increase the safety risk that manned pilots face when drone operators carelessly fly their drones in areas with 

air activities. 

Recommendation 

Currently, it is not possible to provide city-wide coverage with drone detection and counter-drone systems, 

however, in time to come, regulations and technological advancement would allow cities to be properly 

equipped against drone incidents and threats. For example, Remote Identification and UAS Traffic 

Management (UTM) systems are a proactive approach to managing incidents between unmanned drones and 

manned aircraft and these systems will allow aviators and law enforcement agencies to (if supported by CUAS 

activities) detect and prevent further navigation by drones which have infringed regulations.  

For now, DroneSec recommends all aviation authorities to focus on continuous training for drone operators. 

Continuous training will ensure that operators do not forget basic drone handling skills (especially during 

inflight emergencies) and are tuned to basic procedures such as checking for Notice to Airmen (NOTAM), 

aeronautical charts or flight planning apps before any drone operations. This measure can aid to enforce safe 

coexistence of unmanned and manned aircrafts, reducing the risk of safety infringements and potential loss of 

lives.  

References 

https://www.hometownsource.com/forest_lake_times/drone-slowed-down-helicopter-ambulance-

takeoff/article_1ea06c54-3c20-11eb-8489-c33fe3eca54b.html  

 

 

https://www.hometownsource.com/forest_lake_times/drone-slowed-down-helicopter-ambulance-takeoff/article_1ea06c54-3c20-11eb-8489-c33fe3eca54b.html
https://www.hometownsource.com/forest_lake_times/drone-slowed-down-helicopter-ambulance-takeoff/article_1ea06c54-3c20-11eb-8489-c33fe3eca54b.html
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Figure 1 - Can't see this incident? You're on the free/public version of Notify. Email us at info@dronesec.com to learn more. 

 

1.3. CYBER AND DATA SECURITY (P3) 

Cheap GPS jammers a major threat to drones 

https://www.zdnet.com/article/cheap-gps-jammers-endanger-drones/  

https://www.zdnet.com/article/cheap-gps-jammers-endanger-drones/
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1.4. SOCIALS (P3) 

Search warrant discovers drugs, weapons, and drone to undergo forensics in Cooma, Australia 

https://www.facebook.com/MonaroPD/posts/4095535060513084 

Journalist expresses concern of drone pirates downing delivery drones to steal payloads 

https://twitter.com/i/web/status/1338892303209885697  

 

1.5. NEWS AND EVENTS (P3) 

Two in Punjab arrested for smuggling narcotics, weapons and SkyDroid T10 drone across border 

https://www.newindianexpress.com/nation/2020/dec/15/two-held-in-punjab-for-using-drones-to-smuggle-arms-

drugs-2236571.html  

Arab Coalition intercepts and destroys Houthi explosive-laden drone targeting Saudi Arabia  

https://english.alarabiya.net/en/News/gulf/2020/12/16/-Arab-Coalition-intercepts-Houthi-drone-launched-from-

Yemen-targeting-Saudi-Arabia-  

Syrian Arab Army finds drone and dozens of weapons left behind by terrorists in Southern Syria 

http://www.sana.sy/en/?p=213667  

Pakistani drone spotted intruding into Indian airspace at RS Pura Sector, fired at 

https://timesofindia.indiatimes.com/india/drone-spotted-over-ib-in-jammu-bsf/articleshow/79667595.cms  

https://www.timesnownews.com/india/article/drone-spotted-at-international-border-near-kashmir-rs-pura-

sector-bsf-thwarts-attempt/692706  

Yuma Sector Border Patrol requests for public to help report drone drug smuggling activity 

https://www.cbp.gov/newsroom/local-media-release/yuma-sector-border-patrol-asks-public-report-suspicious-

drone-activity  

Land survey firm fined for flying drone into Air Force Station Chimney Hills in Bengaluru, India 

https://bangaloremirror.indiatimes.com/bangalore/crime/3-booked-for-flying-drone-in-iaf-

area/articleshow/79689111.cms  

Law enforcement for Jammu and Kashmir to acquire 100 drones for aerial surveillance 

https://www.deccanherald.com/national/north-and-central/jammu-and-kashmir-police-to-acquire-100-more-

drones-for-aerial-surveillance-926078.html  

Drone videos of Hampi Temple found online submitted to police, drone flight not allowed 

https://www.newindianexpress.com/states/karnataka/2020/dec/14/unruly-visitors-flung-drone-over-hampi-asi-

to-take-action-2236191.html  

FBI seeks for drone operator who flew illegally near Charlotte Douglas International Airport 

https://www.fbi.gov/contact-us/field-offices/charlotte/news/press-releases/fbi-charlotte-seeking-information-on-

illegal-drone-activity  

 

https://www.facebook.com/MonaroPD/posts/4095535060513084
https://twitter.com/i/web/status/1338892303209885697
https://www.newindianexpress.com/nation/2020/dec/15/two-held-in-punjab-for-using-drones-to-smuggle-arms-drugs-2236571.html
https://www.newindianexpress.com/nation/2020/dec/15/two-held-in-punjab-for-using-drones-to-smuggle-arms-drugs-2236571.html
https://english.alarabiya.net/en/News/gulf/2020/12/16/-Arab-Coalition-intercepts-Houthi-drone-launched-from-Yemen-targeting-Saudi-Arabia-
https://english.alarabiya.net/en/News/gulf/2020/12/16/-Arab-Coalition-intercepts-Houthi-drone-launched-from-Yemen-targeting-Saudi-Arabia-
http://www.sana.sy/en/?p=213667
https://timesofindia.indiatimes.com/india/drone-spotted-over-ib-in-jammu-bsf/articleshow/79667595.cms
https://www.timesnownews.com/india/article/drone-spotted-at-international-border-near-kashmir-rs-pura-sector-bsf-thwarts-attempt/692706
https://www.timesnownews.com/india/article/drone-spotted-at-international-border-near-kashmir-rs-pura-sector-bsf-thwarts-attempt/692706
https://www.cbp.gov/newsroom/local-media-release/yuma-sector-border-patrol-asks-public-report-suspicious-drone-activity
https://www.cbp.gov/newsroom/local-media-release/yuma-sector-border-patrol-asks-public-report-suspicious-drone-activity
https://bangaloremirror.indiatimes.com/bangalore/crime/3-booked-for-flying-drone-in-iaf-area/articleshow/79689111.cms
https://bangaloremirror.indiatimes.com/bangalore/crime/3-booked-for-flying-drone-in-iaf-area/articleshow/79689111.cms
https://www.deccanherald.com/national/north-and-central/jammu-and-kashmir-police-to-acquire-100-more-drones-for-aerial-surveillance-926078.html
https://www.deccanherald.com/national/north-and-central/jammu-and-kashmir-police-to-acquire-100-more-drones-for-aerial-surveillance-926078.html
https://www.newindianexpress.com/states/karnataka/2020/dec/14/unruly-visitors-flung-drone-over-hampi-asi-to-take-action-2236191.html
https://www.newindianexpress.com/states/karnataka/2020/dec/14/unruly-visitors-flung-drone-over-hampi-asi-to-take-action-2236191.html
https://www.fbi.gov/contact-us/field-offices/charlotte/news/press-releases/fbi-charlotte-seeking-information-on-illegal-drone-activity
https://www.fbi.gov/contact-us/field-offices/charlotte/news/press-releases/fbi-charlotte-seeking-information-on-illegal-drone-activity
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1.6. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P3) 

Belgian Police restricted from using COVID19 drone footage citing privacy concerns 

https://www.brusselstimes.com/belgium/145612/belgian-police-banned-from-using-drones-to-find-lockdown-

parties-coronavirus-end-of-year-measures-carma-public-prosecutors/  

US Department of Justice releases roadmap to implementing an effective UAS program 

https://www.suasnews.com/2020/12/american-drone-alliance-statement-on-doj-perf-recommendations-on-the-

use-of-foreign-drones/  

https://www.policeforum.org/assets/UASRoadmap.pdf (PDF Document) 

EU Commission to release “handbook for securing cities from rogue drones” and “common 

methodology for evaluating different C-UAS testing” in 2021 (Page 5) 

http://www.astrid-online.it/static/upload/e612/e6122163d4c9f927a600066c240fa478.pdf (PDF Document) 

Procurement networks behind Islamic State Improvised Weapons Programmes 

https://www.conflictarm.com/download-file/?report_id=3354&file_id=3358 (PDF Document) 

Drone attacks in Nagorno-Karabakh conflict ‘a warning for Chinese military’ (commentary) 

https://www.scmp.com/news/china/diplomacy/article/3113598/drone-attacks-nagorno-karabakh-conflict-

warning-chinese  

Turkish drones are a real threat to enemies, UK (commentary) 

https://www.aa.com.tr/en/europe/turkish-drones-real-threat-to-enemies-uk-defense-chief/2074626  

Armed drones revolutionizing the future of war (commentary) 

https://asiatimes.com/2020/12/armed-drones-revolutionizing-the-future-of-war/  

U.S. Navy prepares for defence against swarming drones (commentary) 

https://www.maritime-executive.com/editorials/u-s-navy-prepares-for-defense-against-swarming-drones  

China’s drone force will be faster, stealthier and suicidal (commentary) 

https://www.wearethemighty.com/mighty-tactical/china-drone-force-faster-stealthier/  

Authorized Arming and Safeguarded Landing Mechanisms for Drones 

http://usir.salford.ac.uk/id/eprint/59083/1/Authorized%20Arming%20and%20Safeguarded%20Landin

g%20Mechanism%20for%20Drones.pdf (PDF Document) 

Sky Monitoring System for Flying Object Detection Using a 4K Resolution Camera 

https://www.mdpi.com/1424-8220/20/24/7071/pdf (PDF Document) 

US Army TRADOC Handbook – Irregular Forces – GPS Jamming against adversary UAV (Page 13-14) 

https://www.benning.army.mil/mssp/security%20topics/Potential%20Adversaries/content/pdf/1.08%20IrregularFo

rcesTRADOC_G2_Hdbk_1.08%2020dec10.pdf 

 

 

https://www.brusselstimes.com/belgium/145612/belgian-police-banned-from-using-drones-to-find-lockdown-parties-coronavirus-end-of-year-measures-carma-public-prosecutors/
https://www.brusselstimes.com/belgium/145612/belgian-police-banned-from-using-drones-to-find-lockdown-parties-coronavirus-end-of-year-measures-carma-public-prosecutors/
https://www.suasnews.com/2020/12/american-drone-alliance-statement-on-doj-perf-recommendations-on-the-use-of-foreign-drones/
https://www.suasnews.com/2020/12/american-drone-alliance-statement-on-doj-perf-recommendations-on-the-use-of-foreign-drones/
https://www.policeforum.org/assets/UASRoadmap.pdf
http://www.astrid-online.it/static/upload/e612/e6122163d4c9f927a600066c240fa478.pdf
https://www.conflictarm.com/download-file/?report_id=3354&file_id=3358
https://www.scmp.com/news/china/diplomacy/article/3113598/drone-attacks-nagorno-karabakh-conflict-warning-chinese
https://www.scmp.com/news/china/diplomacy/article/3113598/drone-attacks-nagorno-karabakh-conflict-warning-chinese
https://www.aa.com.tr/en/europe/turkish-drones-real-threat-to-enemies-uk-defense-chief/2074626
https://asiatimes.com/2020/12/armed-drones-revolutionizing-the-future-of-war/
https://www.maritime-executive.com/editorials/u-s-navy-prepares-for-defense-against-swarming-drones
https://www.wearethemighty.com/mighty-tactical/china-drone-force-faster-stealthier/
http://usir.salford.ac.uk/id/eprint/59083/1/Authorized%20Arming%20and%20Safeguarded%20Landing%20Mechanism%20for%20Drones.pdf
http://usir.salford.ac.uk/id/eprint/59083/1/Authorized%20Arming%20and%20Safeguarded%20Landing%20Mechanism%20for%20Drones.pdf
https://www.mdpi.com/1424-8220/20/24/7071/pdf
https://www.benning.army.mil/mssp/security%20topics/Potential%20Adversaries/content/pdf/1.08%20IrregularForcesTRADOC_G2_Hdbk_1.08%2020dec10.pdf
https://www.benning.army.mil/mssp/security%20topics/Potential%20Adversaries/content/pdf/1.08%20IrregularForcesTRADOC_G2_Hdbk_1.08%2020dec10.pdf
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1.7. COUNTER-DRONE SYSTEMS (P4) 

Canada trials OpenWorks’ SkyTrack, a detect and track-lock drone detection system 

https://openworksengineering.com/2020/12/04/canadian-authoroties-optically-detect-track-drones-with-

skytrack/  

Indian Navy purchases Smart Shooter’s SMASH 2000 Plus counter drone guns 

https://www.ibtimes.co.in/indian-navy-gears-counter-drone-menace-high-seas-signs-deal-buy-israeli-smash-

2000-plus-831002  

Nikola Tesla Airport, Belgrade, Serbia, select R&S ARDRONIS counter drone system 

https://www.rohde-schwarz.com/sg/about/news-press/all-news/belgrade-airport-enhances-security-by-putting-

its-trust-in-rohde-schwarz-press-release-detailpage_229356-998210.html  

Boeing delivers upgraded laser counter drone weapon system to US Department of Defense 

https://www.armyrecognition.com/defense_news_december_2020_global_security_army_industry/boeing_delivers

_first_batch_of_upgraded_compact_laser_weapon_system_to_us_department_of_defense.html  

DroneShield supplies DroneSentry to Altenrhein Airport in Switzerland 

https://hotcopper.com.au/data/announcements/ASX/2A1270287_DRO.pdf  

Hungary to buy ELTA Systems’ Iron Dome radar to counter aerial threats and munitions 

https://www.budapesttimes.hu/hungary/hungary-to-buy-iron-dome-radar-system-from-israel/  

 

1.8. INFORMATIONAL (P4) 

Lopez Mateos and Metepec reports reduction of crime rate after drone surveillance used 

https://dronedj.com/2020/12/10/drones-managed-to-drop-a-mexican-citys-crime-rate-by-42/  

Montana Highway Police engages drones for car crash investigations 

https://www.govtech.com/public-safety/Drones-Revolutionize-Crash-Investigations-in-Montana.html  

Warrington Police deploys drones to search for intruders at Fiddlers Ferry Power Station, England 

https://www.warringtonguardian.co.uk/news/18940990.intruders-break-fiddlers-ferry-power-station/  

Stafford Sheriff’s Office utilises drone with thermal camera to search for missing person 

https://fredericksburg.today/2020/12/14/stafford-sheriffs-office-drone-locates-missing-person/  

Western Cape Health Department adds DJI Matrice drone for emergency services, Cape Town 

https://ewn-co-za.cdn.ampproject.org/c/s/ewn.co.za/2020/12/15/up-and-at-em-wc-health-dept-adds-drones-to-

its-rescue-armoury/amp  

Spain Police use drones to make assessment of the interior of burning ship causing deaths 

https://www.lavanguardia.com/vida/20201210/6109198/mossos-analizan-dron-situacion-nave-incendiada-

badalona.html  

 

 

https://openworksengineering.com/2020/12/04/canadian-authoroties-optically-detect-track-drones-with-skytrack/
https://openworksengineering.com/2020/12/04/canadian-authoroties-optically-detect-track-drones-with-skytrack/
https://www.ibtimes.co.in/indian-navy-gears-counter-drone-menace-high-seas-signs-deal-buy-israeli-smash-2000-plus-831002
https://www.ibtimes.co.in/indian-navy-gears-counter-drone-menace-high-seas-signs-deal-buy-israeli-smash-2000-plus-831002
https://www.rohde-schwarz.com/sg/about/news-press/all-news/belgrade-airport-enhances-security-by-putting-its-trust-in-rohde-schwarz-press-release-detailpage_229356-998210.html
https://www.rohde-schwarz.com/sg/about/news-press/all-news/belgrade-airport-enhances-security-by-putting-its-trust-in-rohde-schwarz-press-release-detailpage_229356-998210.html
https://www.armyrecognition.com/defense_news_december_2020_global_security_army_industry/boeing_delivers_first_batch_of_upgraded_compact_laser_weapon_system_to_us_department_of_defense.html
https://www.armyrecognition.com/defense_news_december_2020_global_security_army_industry/boeing_delivers_first_batch_of_upgraded_compact_laser_weapon_system_to_us_department_of_defense.html
https://hotcopper.com.au/data/announcements/ASX/2A1270287_DRO.pdf
https://www.budapesttimes.hu/hungary/hungary-to-buy-iron-dome-radar-system-from-israel/
https://dronedj.com/2020/12/10/drones-managed-to-drop-a-mexican-citys-crime-rate-by-42/
https://www.govtech.com/public-safety/Drones-Revolutionize-Crash-Investigations-in-Montana.html
https://www.warringtonguardian.co.uk/news/18940990.intruders-break-fiddlers-ferry-power-station/
https://fredericksburg.today/2020/12/14/stafford-sheriffs-office-drone-locates-missing-person/
https://ewn-co-za.cdn.ampproject.org/c/s/ewn.co.za/2020/12/15/up-and-at-em-wc-health-dept-adds-drones-to-its-rescue-armoury/amp
https://ewn-co-za.cdn.ampproject.org/c/s/ewn.co.za/2020/12/15/up-and-at-em-wc-health-dept-adds-drones-to-its-rescue-armoury/amp
https://www.lavanguardia.com/vida/20201210/6109198/mossos-analizan-dron-situacion-nave-incendiada-badalona.html
https://www.lavanguardia.com/vida/20201210/6109198/mossos-analizan-dron-situacion-nave-incendiada-badalona.html
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Blue Sky Rescue, China, uses drones equipped with flamethrower to burn wasp nests in trees 

https://herald-review.com/news/world/flamethrower-drone-incinerates-wasp-nests-in-china/article_1a92ad6e-

869f-5760-a616-93d4696233f4.html  

Indian photographer arrested for using drone to video a wedding ceremony without permit 

https://www.nagpurtoday.in/photographer-booked-for-illegally-recording-wedding-ceremony-using-

drone/12151314  

 

1.9. UTM SYSTEMS (P5) 

Remote ID and air traffic management for drones passes trials at Griffiss Airport 

https://romesentinel.com/stories/drone-systems-pass-test-at-griffiss,107577  

Volocopter announces commitment to launch air taxi service in Singapore 

https://press.volocopter.com/index.php/volocopter-commits-to-launch-air-taxi-services-in-singapore  

D3 Technologies plans for development of platform for urban air mobility 

https://www.unmannedairspace.info/uncategorized/d3-technologies-plans-pilot-urban-air-mobility-platform-in-

2021-following-seed-funding-announcement/  

EmbraerX and Airservices Australia release Urban Air Traffic Management Concept of Operations  

https://daflwcl3bnxyt.cloudfront.net/m/3dc1907d3388ff52/original/PPJ016561-UATM-Concept-of-Operations-

Design_D11-FINAL.pdf (PDF Document) 

Ehang obtains flight permit for unmanned passenger drone by Civil Aviation Authority of Austria 

https://www.unmannedairspace.info/uncategorized/ehang-obtains-permit-to-fly-autonomous-air-vehicle-in-

austria/  

Sunhillo showcases UAS-Connector, a tracking and surveillance system for BVLOS drone flights 

https://www.unmannedsystemstechnology.com/2020/12/sunhillo-develops-tracking-monitoring-technology-for-

uavs/  

Raytheon and SkyGrid collaborate to integrate systems for Urban Air Mobility 

https://www.intelligent-aerospace.com/unmanned/article/14188649/raytheon-skygrid-urban-air-mobility  

EU launches Flying Forward 2020 (FF2020) research programme for UAM development 

https://www.unmannedairspace.info/latest-news-and-information/european-union-launches-uam-flying-forward-

2020-research-programme/  

 

1.10. DRONE TECHNOLOGY (P5) 

Army Research Lab develops new methodology to improve transitions within drone flight  

https://scitechdaily.com/u-s-army-developed-algorithms-improve-quadrotor-drone-performance/  

Sky Drone joins NVIDIA to enhance 4G/5G connectivity for drone operations using AI processing 

https://www.skydrone.aero/blogs/news/sky-drone-joins-the-nvidia-inception-accelerator-program  

https://herald-review.com/news/world/flamethrower-drone-incinerates-wasp-nests-in-china/article_1a92ad6e-869f-5760-a616-93d4696233f4.html
https://herald-review.com/news/world/flamethrower-drone-incinerates-wasp-nests-in-china/article_1a92ad6e-869f-5760-a616-93d4696233f4.html
https://www.nagpurtoday.in/photographer-booked-for-illegally-recording-wedding-ceremony-using-drone/12151314
https://www.nagpurtoday.in/photographer-booked-for-illegally-recording-wedding-ceremony-using-drone/12151314
https://romesentinel.com/stories/drone-systems-pass-test-at-griffiss,107577
https://press.volocopter.com/index.php/volocopter-commits-to-launch-air-taxi-services-in-singapore
https://www.unmannedairspace.info/uncategorized/d3-technologies-plans-pilot-urban-air-mobility-platform-in-2021-following-seed-funding-announcement/
https://www.unmannedairspace.info/uncategorized/d3-technologies-plans-pilot-urban-air-mobility-platform-in-2021-following-seed-funding-announcement/
https://daflwcl3bnxyt.cloudfront.net/m/3dc1907d3388ff52/original/PPJ016561-UATM-Concept-of-Operations-Design_D11-FINAL.pdf
https://daflwcl3bnxyt.cloudfront.net/m/3dc1907d3388ff52/original/PPJ016561-UATM-Concept-of-Operations-Design_D11-FINAL.pdf
https://www.unmannedairspace.info/uncategorized/ehang-obtains-permit-to-fly-autonomous-air-vehicle-in-austria/
https://www.unmannedairspace.info/uncategorized/ehang-obtains-permit-to-fly-autonomous-air-vehicle-in-austria/
https://www.unmannedsystemstechnology.com/2020/12/sunhillo-develops-tracking-monitoring-technology-for-uavs/
https://www.unmannedsystemstechnology.com/2020/12/sunhillo-develops-tracking-monitoring-technology-for-uavs/
https://www.intelligent-aerospace.com/unmanned/article/14188649/raytheon-skygrid-urban-air-mobility
https://www.unmannedairspace.info/latest-news-and-information/european-union-launches-uam-flying-forward-2020-research-programme/
https://www.unmannedairspace.info/latest-news-and-information/european-union-launches-uam-flying-forward-2020-research-programme/
https://scitechdaily.com/u-s-army-developed-algorithms-improve-quadrotor-drone-performance/
https://www.skydrone.aero/blogs/news/sky-drone-joins-the-nvidia-inception-accelerator-program
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DARPA completes third test flight for Gremlins air drones 

https://www.defencetalk.com/darpa-gremlins-project-completes-third-flight-test-deployment-76601/  

AeroVironment introduces Extended Range Antenna, increases drone control up to 40km 

https://www.unmannedsystemstechnology.com/2020/12/extended-range-antenna-introduced-for-uas-

command-control/  

Nepal Flying Labs, NAXA and WeRobotics launch prototype platform for UAV registration 

https://www.unmannedairspace.info/latest-news-and-information/nepal-flying-labs-naxa-and-werobotics-

launch-prototype-uav-registration-platform-wefly-portal/  

Easy Aerial releases Albatross tethered drone with 7kg payload capacity and unlimited flight time 

https://dronelife.com/2020/12/10/easy-aerials-new-drone-offers-unlimited-endurance-and-a-triple-payload-

capacity/  

 

 

 

https://www.defencetalk.com/darpa-gremlins-project-completes-third-flight-test-deployment-76601/
https://www.unmannedsystemstechnology.com/2020/12/extended-range-antenna-introduced-for-uas-command-control/
https://www.unmannedsystemstechnology.com/2020/12/extended-range-antenna-introduced-for-uas-command-control/
https://www.unmannedairspace.info/latest-news-and-information/nepal-flying-labs-naxa-and-werobotics-launch-prototype-uav-registration-platform-wefly-portal/
https://www.unmannedairspace.info/latest-news-and-information/nepal-flying-labs-naxa-and-werobotics-launch-prototype-uav-registration-platform-wefly-portal/
https://dronelife.com/2020/12/10/easy-aerials-new-drone-offers-unlimited-endurance-and-a-triple-payload-capacity/
https://dronelife.com/2020/12/10/easy-aerials-new-drone-offers-unlimited-endurance-and-a-triple-payload-capacity/
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 2 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 
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Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT6, exploits or zero-days7. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
6 OSINT: Open-Source Intelligence from the public domain. 
7 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 
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Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

