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EXECUTIVE SUMMARY 
 

As we enter the last month of the year 2020, this issue provides a month-in-review of the various 

incidents gone by. An interesting uptick in the seizure of drones might not necessarily be good news – 

many of these are one-way flights or simply carrying payloads too heavy to return. The operators are 

still benefiting from a lack of attrition with only 11% of analysed drones leading to arrests through 

forensics. 

This week, we were happy to have contributed to the Australian Force Exploration concept paper for 

robotic and autonomous systems (RAS); an interesting exercise and analysis of how drones and other 

robots could significantly change the battlefield in the years to come. We were also pleased to be joined 

by various Notify subscribers/users in our newly released training course (training.dronesec.com) where 

we dig into some of the methodology used to collect and create reports just like these. 

At La Joyita Prison in Panama, over six attempts of narco-drone smuggling were recorded in just ten 

days. Pakistan has announced its looking to buy mini drones from Turkey in order to bolster border-

attacks against India, and DroneShield releases their 5th version of the Counter-Drone Factbook. All this 

and more in today’s release. 

As always, if you have comments or feedback, want to join in the discussion in our slack discussion 

group, or find the system that captures this information please don’t hesitate to contact us. 

 

- Mike Monnik, DroneSec CTO  

training.dronesec.com
https://join.slack.com/t/dronesec/shared_invite/zt-g7kx13lf-NQ_xvOKNdNUsthSbIEnk4w
https://dronesec.com/pages/notify
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies.  

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

  

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. MONTHLY ROLL-UP 

As we enter the month of November, Notify features an aggregated summary of drone incidents, types 

and affected sectors in the past months of 2020 and collated numerical data on drone incidents for the 

year. Extended analytics with full database-searchable functionality is only offered to our paid members 

via the DroneSec Notify Platform. 

Below you will find some handy statistics to measure correlation, location and systems involved over 

data we have collected since January 2020. Anything we have missed? Anything you would like to see? 

Drop us a note at info@dronesec.com to get in touch with the team. 

 

November in Summary 

In 2020 thus far, two thousand and ninety-two (2,092) artefacts were recorded which roughly equates 

to about 6 drone security artefacts per day. The number of events logged has an upward trend in the 

mainly due to the increasing number of organisations (military, law enforcement, federal and 

commercial) gearing towards the utilisation, regulation and innovation of drones and its ecosystem. 

Drone technology is growing at an exponential rate with new cutting-edge development seen weekly. 

This growth has also fuelled new methods of utilising drones; more sectors of industries are looking 

forward to capitalising on the advantages of drone and reduce overhead cost. 

 

Month Number of Artefacts 
Global number of 

artefacts per day 
Month-on-month increase 

January 135 4.3 N/A 

February 139 4.8 4 (2.88%) 

March 179 5.8 40 (22.34%) 

April 192 6.4 13 (6.77%) 

May 200 6.5 8 (4.00%) 

June 219 7.3 19 (8.68%) 

July 224 7.2 5 (2.32%) 

August 206 6.6 -18 (-8.74%) 

September 168 5.6 -38 (-22.62%) 

October 253 8.2 85 (33.60%) 

November 177 5.9 -76 (-42.93%) 

Total (2020) 2092 6.24 N/A 

 

https://dronesec.com/pages/notify
mailto:info@dronesec.com


 Notify – Threat Intelligence  

Public Issue #51, 12/2020 
 

NOTIFY – UNRESTRICTED (PROPRIETARY) PAGE 7 OF 23 

DroneSec monthly rollup tracks incidents, events and these categories/tags allows readers to visualise 

them on a month to month basis. The statistics below are for the month of January to November 2020: 

Notify release #4 – #50.  

The month of November saw quite a stark increase in number of artefacts on drone-related cyber and 

information security. Of note, DroneSec recorded artefacts of a modified (pre-rooted) kit for the DJI 

Mavic 2 Enterprise. Releasing custom boards such as these may pose serious safety and security 

implications if the exploited hardware ends up in the hands of a threat actor. The technology may very 

well be used for nefarious purposes when lacking the skill to undertake the process themselves. A drone 

with root access would mean that many of the inbuilt security safeguards can be easily bypassed, 

allowing drones to fly into restricted altitudes and areas. 

DroneSec also recorded a number of featured reports with a majority of them being near misses 

between manned aircrafts and drones. With one of the featured reports mentioning a drone being 

spotted just 1 meter away from a passenger aeroplane, and the other where a drone crashed into a 

helicopter. For the latter incident, the drone operator and helicopter pilot did not have ample response 

time to evade from each other, resulting in a crash. However, the helicopter did not sustain critical 

damage and managed to land successfully.  

 

Category 
Number of Artefacts 

(Jan – Nov 2020) 

Compared to Number of Artefacts 

(Jan – Oct 2020) 

Percentage 

Difference 

Featured Incident 

Reports 
154 136 

11.69% 

Cyber and 

Information Security 
42 34 

19.05% 

News and Events 408 375 8.09% 

Whitepapers and 

Publications 
365 339 

7.12% 

Counter-Drone 

Systems 
195 171 

12.31% 

UTM Systems 130 113 13.08% 

Drone Technology 240 213 11.25% 

 

The usage of drones rose in the month of November decreased, however the overall trend for drone 

use for the year 2020 is an increasing one. Drones will continue to become a tool for government 

agencies, private organisations and hobbyists globally. Regulators will have to adapt quickly to ensure 

laws are enforced so the drone industry is not affected by hazardous or malicious operators. However, 

they must also realise that drones are convenient and easily accessible incentivising use by terrorists 

and threat actors. 
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Figure 1: Number of Cases of Drone Usage in the Year 2020 by Months 

 

Incident Summary 

DroneSec records news and events that revolve around the use of drones, their innovation, counter 

measures and development. We classify drone incidents as events where drones were used as a medium 

in the conduct of illicit acts. Events where drones were used for the transportation of weapons, narcotics 

and/or contraband across borders or restricted areas are classified as drone incidents. Similarly, events 

where drones were sighted to have infringed airspace boundaries of manned aircrafts or areas with no-

fly-zones such as hospitals or airports are also classified as drone incidents.  

Although the number of drone incidents for the month of November 2020 decreased, the incidents 

recorded were of a greater severity (priority rating).  

 

 

Figure 2: Number of Drone Incidents for the Year 2020 by Months 
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For restricted areas that have no-fly-zones (NFZs), DroneSec categorised these areas into seven different 

sectors. The month of November 2020 saw a large number of drone incursions into government facilities 

and aerodromes. Most of the incidents were due to ignorant drone operators who did not know their 

local drone laws and flew their drones into restricted areas.  

While it is plausible to install drone detection and mitigation systems at these places, the cost of such 

systems outweighs the cost of a drone and the replaceability of downed systems to nefarious operators. 

DroneSec recommends continual education on safe drone flying for all operators as well as drone 

security management plans to handle drone incursions and threats. 

 

Month Prisons 

Events/ 

Areas of 

Interest 

National 

Borders 
Residences Aerodromes 

Health 

Facilities 

Government 

Facilities 

Nov 2020 

-/+ 

increase 

+3 +6 +9 +1 +9 0 +4 

Oct 2020 32 42 55 44 36 5 10 

 

 

Figure 3: Number of Drone Incidents by Location of Occurrence (since January 2020) 

DroneSec categorises all incidents recorded by country of occurrence. The United States, United 

Kingdom and India experience the highest number of drone incidents, making about 63% of all global 

incidents recorded by DroneSec. Use and development of drones in these three countries are the 

highest and drone laws have been enacted to ensure safe drone flights. However, it is hard to enforce 

and many drone operators are still ignorant about these laws and flying their drones irresponsibly.  
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Figure 4: Percentage of Drone Incidents by Country of Occurrence (Since January 2020) 

 

From all the drone incidents that were recorded, DroneSec observed a 57% seizure of drones by law 

enforcement agencies. These drones were taken down either by kinetic strikes, perimeter defences such 

as high-rise nets, or in haste to escape, the drones had crashed or gotten stuck in trees. Of the remaining 

43%, these drones not found despite a thorough search in the vicinity.  

Some key installations are well equipped with Standard Operating Procedures (SOP) on handling drone 

incursions and were able seize the opportunity when a drone was spotted, whereas others were not 

successful in their attempts despite engaging external security practitioners. 
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Figure 5: Percentage of drone incidents where the drone system was seized 

 

Conversely, only 29% of rogue drone operators were apprehended for their illicit act(s). Not only are 

drones small and versatile in escaping from the detection of law enforcement agencies, it creates a 

distance between the operator and the area of operations. Nefarious operators will use this to their 

advantage and flout drone laws to conduct their illegal activities as risk of apprehension is reduced. Law 

enforcement agencies who have seized drones should also request for digital forensic analysis on the 

data stored within the drones. Important information such as flight details, time of journey, take off 

locations and images and video footages of the environment and operator’s face may be evident within. 

This information will help to bridge the gap in tracing and arresting the offender. 

 

 

Figure 6: Percentage of drone incidents where the drone operator was apprehended 
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The difference in percentage on the seizures of drones against the apprehension of the drone operators 

shows that counter drone systems may only be geared towards the detection and capture of rogue 

drones. The gap in arresting the operator responsible continues to exist, which should be addressed, 

otherwise, malicious use of drones will only continue to increase over time. 

 

 

 

DroneSec believe that more errant drone operators could have been discovered if proper tools were 

available for the extration of drone data, telemetry and flight logs. However, most local law 

enforcement agencies are currently not equipped to carry out such analysis and have no expertise in 

doing so. This is another gap which should be addressed in the near future to help lower illegal use of 

drones and contraband deliveries. 

That concludes our monthly roll up for the artefacts we have consolidated from January 2020 to 

November 2020.  

 

  

Only 11% of seized drones aided in the arrest of operators by forensic analysis. 
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1.3. FEATURED ADVISORIES 

The prioritisation table and its dependencies are explained in Appendix A, and relate to how we filter, 

analyse and visualise the intelligence we collect. 

 

Intrusion and Trespass Priority 

Pakistani drone spotted entering Indian airspace in Jammu P2 

Summary 

A Pakistani drone was spotted by Border Security Forces to have intruded into Indian airspace. 

Overview 

Border Security Forces at Jammu district spotted a drone entering Indian Airspace from Pakistan and opened 

fire as part of their operating procedures against drone incursion. The drone immediately halted and returned 

back to Pakistan. The security force conducted a search of the vicinity thereafter to locate possible contraband 

delivery by the drone.  

Analysis 

India and Pakistan have had border tensions for a long time. The intrusion of Pakistani drones into Indian 

airspace is common and drones were also often seen carrying firearms and ammunitions, meant as a delivery 

for the Jaish-e-Mohammed and Lashkar-e-Taiba terror groups in India. Border Security Forces have stepped 

up counter drone measures since a large consignment of firearms was seized from a drone in June 2020. 

However, the number of incursions is still not decreasing as drones are cheap, easily available and are risk-free 

to criminal groups. 

Threat Actor Group 

India-Pakistan Border Rebel Groups: https://help.dronesec.com/en/articles/4247000-india-pakistan-border-

rebel-groups  

Recommendation 

For long and large areas such as border lines, it is tough to have adequate number of counter-drone and 

drone detection systems throughout the LOC. The Indian Forces have developed a drone threat Standard 

Operating Procedure (SOP) to ensure drone intrusions are handled properly, allowing forces to respond swiftly 

to potential threats. Security officers now take notice of aerial infringements and listen out for humming 

sounds as tell-tale signs of a nearby drone. These procedures are good steps in reducing drone intrusion into 

India.  

In addition, continuous training of security personnel will aid to hone responses and improve communication 

flow during incidents and allow all participating personnel and agencies to respond effectively during time 

critical intrusions and mitigate possible risks from drone threats. 

References 

https://www.hindustantimes.com/india-news/pak-spy-drone-spotted-near-border-in-jammu-retreats-after-

army-opens-fire/story-H0pOx9YCdrIBYPwPxpjZcK.html   

 

 

 

 

 

https://help.dronesec.com/en/articles/4247000-india-pakistan-border-rebel-groups
https://help.dronesec.com/en/articles/4247000-india-pakistan-border-rebel-groups
https://www.hindustantimes.com/india-news/pak-spy-drone-spotted-near-border-in-jammu-retreats-after-army-opens-fire/story-H0pOx9YCdrIBYPwPxpjZcK.html
https://www.hindustantimes.com/india-news/pak-spy-drone-spotted-near-border-in-jammu-retreats-after-army-opens-fire/story-H0pOx9YCdrIBYPwPxpjZcK.html
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Intrusion and Trespass Priority 

Six attempts of smuggling via drones experienced in 10 days at La Joyita Prison, Panama P2 

Summary 

Over the last 10 days, prison officers have spotted and seized contrabands dropped by multiple drone 

deliveries into the prison compound.  

Overview 

From November 12 to November 22, 2020, prison officers of La Joyita Prison in Panama spotted multiple 

packages dropped by drones into the prison compound on several days. Packages contained marijuana, coca 

leaves, cell phones, firearms and pistol parts which were meant to be delivered to the inmates. The packages 

were dropped in different parts of the prison via drones and some of the packages, in briefcases, were thrown 

over fences. Security officers conducted sweeps throughout the prison grounds, however, were not sure if all 

packages were found. The drones were not seizure and its operators were not found too. 

 

Analysis 

The first drone delivery into prison experienced by La Joyita Prison was in September 2019. Since then, La 

Joyita Prison has faced a lot more contraband deliveries into prison grounds via drones and this shows the 

growing adaptation of technology by gangs in Panama. This incident reflects the number of organised gangs 

utilising drones to their advantage to carry out illicit operations due to the advantages drones have. Drones 

are easily available off the shelves and have a low price point, making it an accessible tool for offenders. In 

addition, the skill barrier required to fly a drone is not complex and drones offers an innovative solution 

against traditional methods such as throwing contraband across prison fences. 

Drones allow malicious users to also operate safely with a low risk of being apprehended by law enforcement 

agencies as drone operators are situated a distance away from the area of delivery. These small sized drones 

can hover in air for a long time at a high altitude and can be hard to spot with the naked eye. However, if 

seized, the risk of being traced due to visual sighting or forensics exploitation on a downed drone (via its video 

and photo footage) poses an exposure risk to the operators. Operators are not impervious from identification 

as the drone video footage can allow law enforcement to trace the starting and end points of the drone. Facial 

recognition of the offenders may also be captured within the video, allowing easier investigation against the 

offender. 

Threat Actor Group 

Prison Drone Delivery Groups: https://help.dronesec.com/en/articles/4637701-prison-drone-delivery-groups 

Recommendations 

With an onset of multiple drone deliveries into Panama prisons, DroneSec recommends prison security 

agencies to be prepared and ready for more of such incursions. A drone threat management Standard 

Operating Procedure (SOP) or Incident Response (IR) plan should be drafted to govern the process, people 

and methodology in responding and handling drones and the operators, collecting evidence and responding 

to potential drone incidents / drone operators in a pre-determined radius around the prison grounds. For 

example, security officers should start taking notice of aerial infringements and adjust their patrol timings and 

routes as these schedules could have already been surveilled and logged by the criminal gangs to avoid 

detection. 

https://help.dronesec.com/en/articles/4637701-prison-drone-delivery-groups
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Security agencies can undertake mock or table-top simulations and training scenarios in reacting to such 

drone intrusions to test and hone their response, improve communication flow between participating 

agencies, practice on the logging and monitoring of drone cases, mitigate risk and surface any challenges 

faced during the simulation. 

Finally, enforcement agencies should appeal to the help of the public as an eyewitness or via the use of 

existing CCTV installed in surrounding buildings. Such information is beneficial as evidence can lead to the 

discovery and arrest of persistent rogue drone operators. 

References 

https://www.insightcrime.org/news/brief/drones-contraband-panama-prison/  

1.4. NEWS AND EVENTS (P3) 

Warning issued after drone spotted at 1,000ft near Elstree Aerodrome, London 

https://www.hertfordshiremercury.co.uk/news/hertfordshire-news/plane-put-in-danger-drone-4735853  

Search operation conducted after drone sighted in Ajnala sector along international border, India 

https://www.tribuneindia.com/news/punjab/drone-sighted-in-ajnala-sector-178649  

38 foreign aircraft and 3 drones tracked for conducting reconnaissance near Russian border 

https://tass.com/defense/1228653  

 

1.5. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P3) 

EASA to include leaflet on safe drone flying for every purchase of any drone 

https://www.easa.europa.eu/document-library/general-publications/drones-information-notices-2020  

Marine Corps is looking for a kamikaze drone swarm to assist soldiers on the battlefield 

(commentary) 

https://taskandpurpose.com/military-tech/marine-corps-drone-swarms/  

Will regulation clip the wings of the amateur drone user? (commentary) 

https://blogs.lse.ac.uk/medialse/2020/11/23/will-regulation-clip-the-wings-of-the-amateur-drone-user/  

Drones increase chances of small wars (commentary) 

https://www.explica.co/drones-increase-chances-of-small-wars-l-bershidsky/  

UK Army chief to lead charge in tackling deadly rise of swarm drone attacks (commentary) 

https://www.portsmouth.co.uk/news/defence/army-chief-vows-lead-charge-tackling-deadly-rise-swarm-drone-

attacks-head-3051659  

The Army wants to launch drone swarms behind enemy lines from high-altitude balloons 

(commentary) 

https://www.thedrive.com/the-war-zone/37868/the-army-wants-to-launch-drone-swarms-behind-enemy-lines-

from-high-altitude-balloons  

Australian Defence Force releases concept for robotic and autonomous systems 

https://www.defence.gov.au/VCDF/Forceexploration/_Master/docs/ADF-Concept-Robotics.pdf (PDF Document) 

https://www.insightcrime.org/news/brief/drones-contraband-panama-prison/
https://www.hertfordshiremercury.co.uk/news/hertfordshire-news/plane-put-in-danger-drone-4735853
https://www.tribuneindia.com/news/punjab/drone-sighted-in-ajnala-sector-178649
https://tass.com/defense/1228653
https://www.easa.europa.eu/document-library/general-publications/drones-information-notices-2020
https://taskandpurpose.com/military-tech/marine-corps-drone-swarms/
https://blogs.lse.ac.uk/medialse/2020/11/23/will-regulation-clip-the-wings-of-the-amateur-drone-user/
https://www.explica.co/drones-increase-chances-of-small-wars-l-bershidsky/
https://www.portsmouth.co.uk/news/defence/army-chief-vows-lead-charge-tackling-deadly-rise-swarm-drone-attacks-head-3051659
https://www.portsmouth.co.uk/news/defence/army-chief-vows-lead-charge-tackling-deadly-rise-swarm-drone-attacks-head-3051659
https://www.thedrive.com/the-war-zone/37868/the-army-wants-to-launch-drone-swarms-behind-enemy-lines-from-high-altitude-balloons
https://www.thedrive.com/the-war-zone/37868/the-army-wants-to-launch-drone-swarms-behind-enemy-lines-from-high-altitude-balloons
https://www.defence.gov.au/VCDF/Forceexploration/_Master/docs/ADF-Concept-Robotics.pdf
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1.6. COUNTER-DRONE SYSTEMS (P4) 

India ups its game to counter rogue drone threats from Pakistan (commentary) 

https://www.oneindia.com/india/india-ups-its-game-to-counter-rogue-drone-threats-from-pakistan-

3183641.html  

USAF acquires Black Sage radar system for THOR, a counter-swarm electromagnetic weapon  

https://www.unmannedsystemstechnology.com/2020/11/us-air-force-selects-new-radar-based-counter-drone-

system/  

Bharat Electronics to lead development of anti-drone system for India 

https://www.oneindia.com/india/to-counter-the-rogue-drone-drdo-puts-plan-of-action-in-motion-

3183143.html?utm_source=/rss/news-india-fb.xml&utm_medium=23.217.140.70&utm_campaign=client-rss  

National War Technologies to deliver KALKA early warning anti-drone defence system to Russia 

https://www.dailysabah.com/business/defense/turkish-firm-to-make-1st-mobile-anti-drone-system-export-to-

russia  

ARTsys360 drone detection radar, employed in USA, Mexico and Israel 

https://www.israeldefense.co.il/en/node/46842  

DroneShield releases 5th edition factbook for counter drone solutions 

https://static1.squarespace.com/static/585cdf2d9de4bb6fe49034aa/t/5fc2dbae173fb5383b022f7e/160660575667

0/DroneShield+C-UAS+Factbook+5th+Edition.pdf (PDF Document) 

 

1.7. UTM SYSTEMS (P4) 

Amsterdam launches Amsterdam Drone Lab, an area for UAM trials  

https://www.urbanairmobilitynews.com/new-city-projects/amsterdam-city-launch-urban-drone-test-centre/  

Drone Harmony to integrate Altitude Angel’s GuardianUTM for real time drone information 

https://www.altitudeangel.com/news/posts/2020/december/drone-harmony-select-altitude-angel-as-global-

map-data-provider/  

Uber Elevate releases white paper for Uber Air (PDF Document) 

https://d1nyezh1ys8wfo.cloudfront.net/static/Uber+Air_Designing+for+the+Community.pdf  

India opens for feedback on draft policy for UTM development (PDF Document) 

https://www.civilaviation.gov.in/sites/default/files/National-UTM-Policy-Dicussion-Draft-30-Nov-2020.pdf  

Israel to equip drones with Sense and Avoid systems to ensure safety in congested airspace 

https://www.unmannedairspace.info/latest-news-and-information/israel-to-equip-uas-with-sense-and-avoid-

systems-as-airspace-congestion-grows/ 

 

https://www.oneindia.com/india/india-ups-its-game-to-counter-rogue-drone-threats-from-pakistan-3183641.html
https://www.oneindia.com/india/india-ups-its-game-to-counter-rogue-drone-threats-from-pakistan-3183641.html
https://www.unmannedsystemstechnology.com/2020/11/us-air-force-selects-new-radar-based-counter-drone-system/
https://www.unmannedsystemstechnology.com/2020/11/us-air-force-selects-new-radar-based-counter-drone-system/
https://www.oneindia.com/india/to-counter-the-rogue-drone-drdo-puts-plan-of-action-in-motion-3183143.html?utm_source=/rss/news-india-fb.xml&utm_medium=23.217.140.70&utm_campaign=client-rss
https://www.oneindia.com/india/to-counter-the-rogue-drone-drdo-puts-plan-of-action-in-motion-3183143.html?utm_source=/rss/news-india-fb.xml&utm_medium=23.217.140.70&utm_campaign=client-rss
https://www.dailysabah.com/business/defense/turkish-firm-to-make-1st-mobile-anti-drone-system-export-to-russia
https://www.dailysabah.com/business/defense/turkish-firm-to-make-1st-mobile-anti-drone-system-export-to-russia
https://www.israeldefense.co.il/en/node/46842
https://static1.squarespace.com/static/585cdf2d9de4bb6fe49034aa/t/5fc2dbae173fb5383b022f7e/1606605756670/DroneShield+C-UAS+Factbook+5th+Edition.pdf
https://static1.squarespace.com/static/585cdf2d9de4bb6fe49034aa/t/5fc2dbae173fb5383b022f7e/1606605756670/DroneShield+C-UAS+Factbook+5th+Edition.pdf
https://www.urbanairmobilitynews.com/new-city-projects/amsterdam-city-launch-urban-drone-test-centre/
https://www.altitudeangel.com/news/posts/2020/december/drone-harmony-select-altitude-angel-as-global-map-data-provider/
https://www.altitudeangel.com/news/posts/2020/december/drone-harmony-select-altitude-angel-as-global-map-data-provider/
https://d1nyezh1ys8wfo.cloudfront.net/static/Uber+Air_Designing+for+the+Community.pdf
https://www.civilaviation.gov.in/sites/default/files/National-UTM-Policy-Dicussion-Draft-30-Nov-2020.pdf
https://www.unmannedairspace.info/latest-news-and-information/israel-to-equip-uas-with-sense-and-avoid-systems-as-airspace-congestion-grows/
https://www.unmannedairspace.info/latest-news-and-information/israel-to-equip-uas-with-sense-and-avoid-systems-as-airspace-congestion-grows/
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1.8. INFORMATIONAL (P4) 

Pakistan to buy mini drones form Turkey to bolster border attacks against India 

https://eurasiantimes.com/pakistan-buying-mini-drones-from-turkey-to-bolster-its-border-offensive-against-

india-reports/ 

Philippines Navy to receive ScanEagle drones for maritime security in West Philippine Sea 

https://www.untvweb.com/news/ph-navy-receives-advanced-drone-system-from-us-to-boost-security-in-wps/  

Nordic Unmanned to provide Lockheed Martin Indago 3 drone to Norwegian Army 

https://www.unmannedsystemstechnology.com/2020/11/indago-3-uav-to-be-provided-to-the-norwegian-

armed-forces/  

Recent survey shows 81% of UK drone operators do not know where to fly legally 

https://dronedj.com/2020/11/26/81-of-drone-owners-dont-know-where-to-fly-legally/  

Ramsey County is looking for public input on drone privacy issues 

https://www.twincities.com/2020/11/29/ramsey-county-sheriff-seeks-public-comment-on-drone-privacy-issues/  

Drone used to find woman trapped in home flooded by water released from nearby dam 

https://www.thehindu.com/news/national/tamil-nadu/ndrf-locates-marooned-woman-by-using-

drone/article33203167.ece  

Surfshark releases info graph of drone privacy laws around the world 

https://www.diyphotography.net/planning-to-travel-with-a-drone-these-are-the-drone-regulations-around-the-

world/  

 

1.9. DRONE TECHNOLOGY (P5) 

Vodafone collaborates with Ericsson to map BVLOS flight paths for connected drones 

https://www.totaltele.com/508012/Vodafone-using-mobile-networks-to-map-drone-flight-paths  

India accelerates air-launched drone swarm system to counter Chinese drone swarm capabilities 

https://eurasiantimes.com/india-falls-back-on-european-fighter-jet-to-counter-rising-menace-of-chinese-swarm-

drones/  

Chinese drones deliver high voltage wire from one transmission tower to another 

https://www.uasvision.com/2020/12/01/drone-lifts-a-high-voltage-wire-in-china/  

Kazakhstan raises interest in acquiring Turkish-made Bayraktar TB2 drone 

https://ahvalnews.com/kazakhstan/kazakhstan-interested-purchasing-bayraktar-drones-turkey  

US Navy to evaluate L3Harris Technologies’ FVR-90 quadcopter for naval air warfare 

https://www.suasnews.com/2020/12/us-navy-selects-l3harris-technologies-for-the-second-phase-of-unmanned-

aerial-systems-demonstration/  

 

 

https://eurasiantimes.com/pakistan-buying-mini-drones-from-turkey-to-bolster-its-border-offensive-against-india-reports/
https://eurasiantimes.com/pakistan-buying-mini-drones-from-turkey-to-bolster-its-border-offensive-against-india-reports/
https://www.untvweb.com/news/ph-navy-receives-advanced-drone-system-from-us-to-boost-security-in-wps/
https://www.unmannedsystemstechnology.com/2020/11/indago-3-uav-to-be-provided-to-the-norwegian-armed-forces/
https://www.unmannedsystemstechnology.com/2020/11/indago-3-uav-to-be-provided-to-the-norwegian-armed-forces/
https://dronedj.com/2020/11/26/81-of-drone-owners-dont-know-where-to-fly-legally/
https://www.twincities.com/2020/11/29/ramsey-county-sheriff-seeks-public-comment-on-drone-privacy-issues/
https://www.thehindu.com/news/national/tamil-nadu/ndrf-locates-marooned-woman-by-using-drone/article33203167.ece
https://www.thehindu.com/news/national/tamil-nadu/ndrf-locates-marooned-woman-by-using-drone/article33203167.ece
https://www.diyphotography.net/planning-to-travel-with-a-drone-these-are-the-drone-regulations-around-the-world/
https://www.diyphotography.net/planning-to-travel-with-a-drone-these-are-the-drone-regulations-around-the-world/
https://www.totaltele.com/508012/Vodafone-using-mobile-networks-to-map-drone-flight-paths
https://eurasiantimes.com/india-falls-back-on-european-fighter-jet-to-counter-rising-menace-of-chinese-swarm-drones/
https://eurasiantimes.com/india-falls-back-on-european-fighter-jet-to-counter-rising-menace-of-chinese-swarm-drones/
https://www.uasvision.com/2020/12/01/drone-lifts-a-high-voltage-wire-in-china/
https://ahvalnews.com/kazakhstan/kazakhstan-interested-purchasing-bayraktar-drones-turkey
https://www.suasnews.com/2020/12/us-navy-selects-l3harris-technologies-for-the-second-phase-of-unmanned-aerial-systems-demonstration/
https://www.suasnews.com/2020/12/us-navy-selects-l3harris-technologies-for-the-second-phase-of-unmanned-aerial-systems-demonstration/
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 7 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 
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Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT6, exploits or zero-days7. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
6 OSINT: Open-Source Intelligence from the public domain. 
7 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 
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Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

