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EXECUTIVE SUMMARY 
 

The team is excited to announce, on our 50th Notify release, that self-serve and online trainer-led courses 

will be available as soon as the 1st of December, with a pre-purchase price available for the black Friday 

weekend. The course bundle will appear at https://training.dronesec.com/ on the 27th November and 

we have a special discount for Notify users/readers. Please use the following coupon for up to 70% off 

the launch price (20% for trainer-led) - this coupon code will not be shared with the public: NOTIFYDEAL 

 

 

In this week’s news, MilSOFT release an AI-based software for weaponised, combat drone swarms. The 

kicker? An hour flight time and a 1kg-payload carry weight, all whilst 100% autonomous operation from 

launch to land. Over in Kenya, two government officials claim that drones surveilling their homes have 

also been loaded with electronic equipment, citing some of their in-home gadgets have been hacked 

or manipulated. There is a long history of equipping drones with technology capable of conducting air-

borne network and wireless attacks, but almost all of this has been white-hat, experimental or research 

based. DroneSec is investigating any further truth to these claims. 

From a cyber-security standpoint, a drone-hacking group has released a hardware board for the DJI 

Mavic 2 Enterprise that can be bought with permanent root access – that is, it will bypass all future DJI 

updates to things like geofences or security updates, allowing users to use drones without limits or re-

configuring their systems each time. In Japan, citing privacy and vulnerability concerns, the government 

stops purchase of Chinese-origin drones and looks inward (and to western countries) for supply.  

Over in the Middle East, some reports have emerged of the Taliban increasingly using airborne IED’s 

and explosives dropped from drones – a tactic heavily innovated by Islamic State, but apparently only 

recently by the Taliban. In Singapore, a record 20 out of 44 drone operators have been reported arrested 

after intruding into airport airspace. At almost 45%, that’s not a bad effort on behalf of officials looking 

to track and locate infringing individuals. All these stories and more, in today’s release. 

As always, if you have comments or feedback, want to join in the discussion in our slack discussion 

group, or find the system that captures this information please don’t hesitate to contact us. 

 

- Mike Monnik, DroneSec CTO  

https://training.dronesec.com/
https://join.slack.com/t/dronesec/shared_invite/zt-g7kx13lf-NQ_xvOKNdNUsthSbIEnk4w
https://dronesec.com/pages/notify
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies.  

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

  

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. FEATURED ADVISORIES 

The prioritisation table and its dependencies are explained in Appendix A, and relate to how we filter, 

analyse and visualise the intelligence we collect. 

 

Safety Priority 

Man arrested for crashing drone into police helicopter P3 

Summary 

A police helicopter responding to a crime scene was forced to make an emergency landing when a drone flew 

and crashed into its nose.  

Overview 

The Los Angeles Police Department (LAPD) activated a helicopter in respond to a call for air support during 

reports of a burglary at a pharmacy in Hollywood. As the helicopter approached the scene, the pilot spotted 

an incoming drone and tried to take evasive manoeuvre but was unsuccessful. The drone crashed into the 

helicopter and damaged the nose, antenna and cowling of the engine. The pilot assessed the stability of the 

impact and made a call to land the helicopter immediately. The drone fell from the sky and landed onto a 

vehicle below, damaging it as well. 

Police recovered the drone and its memory card and was able to trace the drone to its operator, who was then 

arrested for unsafe operations of drones. The operator mentioned that he heard the police sirens and was 

curious in finding out more about the incident, and hence operated his drone in the area. He added that he 

was flying at a legal altitude of 400ft, but when saw the helicopter approaching, there was no time to react and 

his drone crashed into the helicopter. The operator is currently pending trial.  

Analysis 

This is a classic example of drone operators flying their drones into areas just to capture a snapshot of the 

‘action’. While places of interest usually have a flight restriction in place to prevent any possible drone related 

collisions, it is tough for the aviation authorities to set up no-fly-zones in situations where responses are 

immediate and timed. In this incident, although the drone operated at a legal altitude of 400ft, the operators 

did not have a full grasp of the scenes that are developing on the ground and the possible coordination of air 

movement, which led to the collision.  

Recommendations 

DroneSec recommends all aviation authorities to focus on continuous training for drone operators. 

Continuous training will ensure that operators do not forget basic drone handling skills (especially during 

inflight emergencies) and are tuned to basic procedures such as checking for Notice to Airmen (NOTAM), 

aeronautical charts or flight planning apps before any drone operations. 

Concurrently, drone operators are responsible for flying their drones within the limitations imposed by their 

aviation authorities. It is also their responsibility to be sufficient trained, certified and updated with the latest 

regulations, procedures and NOTAMs as soon as they become available. Rules and notices on drone 

operations in certain locality can be found online in the local government aviation websites. Likewise, 

organisations with drone operations should aim to keep themselves and their personnel up to date and 

relevantly trained before operating a drone. 

References 

https://www.washingtontimes.com/news/2020/nov/19/andrew-hernandez-charged-after-drone-crashed-polic/ 

https://losangeles.cbslocal.com/2020/11/19/hollywood-man-arrested-for-crashing-drone-into-lapd-chopper/  

 

 

https://www.washingtontimes.com/news/2020/nov/19/andrew-hernandez-charged-after-drone-crashed-polic/
https://losangeles.cbslocal.com/2020/11/19/hollywood-man-arrested-for-crashing-drone-into-lapd-chopper/
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Figure 1 - Can't see this report? You are viewing the public-only version of Notify. 

 

Safety Priority 

Military helicopter tracks rogue drone, operator arrested for reckless flying P2 

Summary 

A military helicopter spotted a drone flying near the airport and was given clearance by ATC to track the 

system until police located the operator. 

Overview 

While flying through London Stansted Airport's controlled zone, crew members of a military Apache helicopter 

spotted a drone flying in the vicinity of the airport, roughly about 150 feet (45 meters) away. Upon attaining 

clearance from the Air Traffic Controller, the crew turned back and maintained track on the drone while the 
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police investigated the surrounding area in search for the drone operator. The pilots coordinated with the 

police to give estimates of possible launch locations and the drone operator was eventually found and 

arrested within 30 minutes.  

The drone operator was flying the drone at 1,200 feet and rose to 2,500 feet around the eastern runway of the 

airport, overshooting the limit of 400 feet imposed by the Civil Aviation Authorities. The operator was charged 

with causing public nuisance and recklessly endangering an aircraft. 

Analysis 

Most drone laws restrict drone flights within 5km of an aerodrome and up to 400 feet in height. In this 

incident, the drone operator flew his drone within 5km of the airport and was at a height of 2,500 feet. Being 

within an aerodrome, this incident could have had a potential to cause a mid-air collision between the drone 

and the helicopter. Sadly, this incident also reflects the environment and behaviourism of errant drone 

operators commonly observed nowadays - the ability to conduct unauthorised flights just to take a good 

photo/video without much care of safety.  

Drone laws and no fly zones are set in place for safety reasons and for protection of manned aircrafts and 

pilots. However, despite multiple public broadcasts, warnings and fines imposed on operators who flout these 

rules, there are still many drone users who choose to fly drones into restricted areas due to ignorance or plain 

disregard of aviation law. Drone operators must be cognisant of the laws set in place by their country, and 

these laws and temporary restrictions can be easily found online. 

Recommendation 

It is the responsibility of drone operators too to ensure flight safety. Drone operators must be cognisant of 

aviation laws and the consequences of their actions as a near miss or a direct hit could result in potential 

fatalities, leading to strong negative repercussion on the innovation within the drone industry as regulators will 

be tasked to enforce more stringent rules to clamp down such errant operators. 

DroneSec recommends for all aviation training schools and federal/state aviation agencies to consider 

providing fundamental aviation lessons, which are taught to manned aircraft pilots, to all drone operators 

when they are registering their drones. Such training will inculcate the habit of flight safety for drone 

operators, such as checking for Notice to Airmen (NOTAM) and air charts before any drone operations.  

However, as drones can operate beyond the operator's line-of-sight, the aviation industry need to consider and 

adopt other factors to ensure unnecessary risk is not imposed on existing aircrafts, and safety is upheld. Hence, 

federal aviation authorities must come up with procedures and standards for beyond line of sight operations to 

ensure coexistence of the manned and unmanned aircrafts. 

References 

https://www.dailymail.co.uk/news/article-8981105/Apache-helicopter-deployed-help-police-track-rogue-

drone-near-Stansted-Airport.html   

 

https://www.dailymail.co.uk/news/article-8981105/Apache-helicopter-deployed-help-police-track-rogue-drone-near-Stansted-Airport.html
https://www.dailymail.co.uk/news/article-8981105/Apache-helicopter-deployed-help-police-track-rogue-drone-near-Stansted-Airport.html
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Figure 2  - Can't see this report? You are viewing the public-only version of Notify. 
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Figure 3  - Can't see this report? You are viewing the public-only version of Notify. 

 

Intrusion and Trespass Priority 

Two charged for delivering narcotics into Quinte Region Detention Centre, Canada P2 

Summary 

Contraband dropped from a drone led to a search for the drone operators, who were eventually found and 

charged. 

Overview 

On October 26, 2019, prison officers from the Quinte Region Detention Centre found a parcel of contraband 

which were believed to have dropped from a drone. Some of the items within the parcel were already acquired 

by the inmates.  

After thorough investigation, the Canadian Police managed to get a lead and a search warrant one of the 

residential units in Kingston, 35km away from the prison. During the search, one man and one woman were 

arrested with possession of narcotics, ammunition, a drone and scales typically used for drug trafficking.   

Analysis 
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This is the second public incident concerning drone delivery into Quinte Detention Centre for 2020. The first 

case saw a man arrested for acting suspiciously outside the prison, only to be arrested with an intention to 

deliver contraband via drones into the prison. The advantage of using drones to carry out illicit operations is 

alluring to individuals and criminal groups and they are an innovative and effective solution against traditional 

methods of delivering contraband into restricted areas.  

However, law enforcement agencies are now more prepared against such acts and have measures in place 

against drone intrusions. Despite that, it is still difficult to pinpoint the location of drone operators as they are 

located away from the immediate area of crime. These small sized drones can carry loads of up 5kg and can 

hover in the air for a long time at a high altitude, giving it an advantage to stay hidden until it is time to drop 

the payload. Offenders for such deliveries tend to get away easily as many secured or restricted facilities do 

not yet possess drone detection or counter-drone systems to mitigate the growing threat of drone intrusion. 

The risk of being traced due to visual sighting or forensics on a downed drone exist, which law enforcement 

officers can make use of. Operators are not impervious from identification as the drone video footage and 

telemetry can allow law enforcement to trace the drone back to its take-off point. Facial recognition of the 

offenders may also be captured within the video, allowing easier investigation and apprehension of the 

offenders. 

Recommendations 

There are multiple reports of drone deliveries into Canadian prisons and DroneSec recommends all local law 

enforcement agencies to be prepared and ready for more of such incursions. A drone threat management 

Standard Operating Procedure (SOP) or Incident Response (IR) plan should be drafted to govern the process, 

people and methodology in handling a drone, collecting evidence and responding to potential drone 

incidents.  

Security agencies can undertake mock simulations and training scenarios in reacting to such drone intrusions 

to test and hone their response, improve communication flow between participating agencies, practice on the 

logging and monitoring of drone cases, mitigate risk and surface any challenges faced during the simulation. 

It is also recommended for prisons to have a plan for downed/captured drones, such drones offers the law 

enforcement forensic analysis of the drone’s telemetry, data and video footage which could assist in 

recognising culprits, take-off and landing zones and may aid in seizure or prevention of future attempts of 

drone incursions. 

Threat Actor Group 

http://help.dronesec.com/en/articles/4637701-prison-drone-delivery-groups 

References 

https://www.kingstonist.com/news/opp-arrest-seize-illegal-drugs-at-residence-in-kingston/  

https://www.cp24.com/news/man-woman-charged-after-drugs-flown-into-ontario-jail-using-drone-opp-

1.5195870  

 

1.3. CYBER AND DATA SECURITY (P3) 

DJI Mavic 2 Enterprise with permanent root access released by NoLimitDronez (NLD) 

https://nolimitdronez.com/mavic-2-enterprise-nld-core-board  

Kenyan government officials claim surveillance and gadget hacking drones over residences 

https://www.the-star.co.ke/news/2020-11-18-murkomen-kibwana-raise-alarm-over-drones-flying-near-their-

homes/  

Japan to stop purchase of Chinese drones to bolster stronger cybersecurity defences 

https://kr-asia.com/japanese-government-to-stop-buying-chinese-drones  

http://help.dronesec.com/en/articles/4637701-prison-drone-delivery-groups
https://www.kingstonist.com/news/opp-arrest-seize-illegal-drugs-at-residence-in-kingston/
https://www.cp24.com/news/man-woman-charged-after-drugs-flown-into-ontario-jail-using-drone-opp-1.5195870
https://www.cp24.com/news/man-woman-charged-after-drugs-flown-into-ontario-jail-using-drone-opp-1.5195870
https://nolimitdronez.com/mavic-2-enterprise-nld-core-board
https://www.the-star.co.ke/news/2020-11-18-murkomen-kibwana-raise-alarm-over-drones-flying-near-their-homes/
https://www.the-star.co.ke/news/2020-11-18-murkomen-kibwana-raise-alarm-over-drones-flying-near-their-homes/
https://kr-asia.com/japanese-government-to-stop-buying-chinese-drones
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1.4. NEWS AND EVENTS (P3) 

Taliban picking up Houthi, ISIS tactics of rigging drones to drop explosive payloads 

https://www.courthousenews.com/taliban-rigging-drones-to-drop-bombs-afghan-spy-chief-says/  

Arab Coalition intercepts and destroys explosive-laden Houthi drone targeting residential areas 

https://www.arabnews.com/node/1765106/saudi-arabia  

20 out of 44 drone operators arrested for intruding into Changi Airport, Singapore 

https://www.todayonline.com/singapore/20-illegal-drone-intrusions-changi-airport-airspace-past-3-months-

alleged-culprits  

Canadian Police investigate complaints of drone intrusion of air traffic, North Bay 

https://www.baytoday.ca/local-news/drone-interferring-with-local-air-traffic-say-police-2902234  

Indian Army shoots down Pakistani drone trespassing into Samba sector, Jammu and Kashmir 

https://goachronicle.com/bsf-shoots-drone-flying-inside-indian-territory-in-samba/  

Third Pakistani drone in Mendhar within 24 hours, India search for possible contraband deliveries 

https://www.republicworld.com/india-news/general-news/3rd-pakistani-drone-spotted-in-24-hrs-in-j-and-k-

police-and-army-launch-joint-search-operation.html  

China’s PLA deploy Zhuhai Ziyan unmanned helicopters for reconnaissance near Indian border  

https://www.defenseworld.net/news/28353  

Television series location center of unauthorised drone flights, Gwrych Castle, United Kingdom 

http://www.deeside.com/drone-users-told-to-follow-safety-rules-after-attempts-to-fly-over-im-a-celebrity-

castle/  

Fire Scout unmanned helicopter crashes during recovery at Navy Base, California 

https://www.navytimes.com/news/your-navy/2020/11/18/fire-scout-drone-crashes-at-california-base/  

 

1.5. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P3) 

AW-Drones launches Drone Standards Info Portal for the European Union 

https://standards.aw-drones.eu/  

USA FAA publishes airworthiness criteria for 10 drones as special use aircrafts 

https://www.faa.gov/news/updates/?newsId=96138  

How technology is helping terror tactics evolve (commentary) 

https://www.hstoday.us/subject-matter-areas/counterterrorism/how-technology-is-helping-terror-tactics-evolve/  

Clarifying flying over people and hazardous operations – DRONELIFE with FAA (commentary) 

https://dronelife.com/2020/11/19/drone-flight-over-people-what-it-means-when-its-allowed-and-the-concept-

of-hazardous-operation/  

 

https://www.courthousenews.com/taliban-rigging-drones-to-drop-bombs-afghan-spy-chief-says/
https://www.arabnews.com/node/1765106/saudi-arabia
https://www.todayonline.com/singapore/20-illegal-drone-intrusions-changi-airport-airspace-past-3-months-alleged-culprits
https://www.todayonline.com/singapore/20-illegal-drone-intrusions-changi-airport-airspace-past-3-months-alleged-culprits
https://www.baytoday.ca/local-news/drone-interferring-with-local-air-traffic-say-police-2902234
https://goachronicle.com/bsf-shoots-drone-flying-inside-indian-territory-in-samba/
https://www.republicworld.com/india-news/general-news/3rd-pakistani-drone-spotted-in-24-hrs-in-j-and-k-police-and-army-launch-joint-search-operation.html
https://www.republicworld.com/india-news/general-news/3rd-pakistani-drone-spotted-in-24-hrs-in-j-and-k-police-and-army-launch-joint-search-operation.html
https://www.defenseworld.net/news/28353
http://www.deeside.com/drone-users-told-to-follow-safety-rules-after-attempts-to-fly-over-im-a-celebrity-castle/
http://www.deeside.com/drone-users-told-to-follow-safety-rules-after-attempts-to-fly-over-im-a-celebrity-castle/
https://www.navytimes.com/news/your-navy/2020/11/18/fire-scout-drone-crashes-at-california-base/
https://standards.aw-drones.eu/
https://www.faa.gov/news/updates/?newsId=96138
https://www.hstoday.us/subject-matter-areas/counterterrorism/how-technology-is-helping-terror-tactics-evolve/
https://dronelife.com/2020/11/19/drone-flight-over-people-what-it-means-when-its-allowed-and-the-concept-of-hazardous-operation/
https://dronelife.com/2020/11/19/drone-flight-over-people-what-it-means-when-its-allowed-and-the-concept-of-hazardous-operation/
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Military lessons from Nagorno-Karabakh: Reason for Europe to worry (commentary) 

https://ecfr.eu/article/military-lessons-from-nagorno-karabakh-reason-for-europe-to-worry/  

Homeland Security Final Report: ICT Risk Reduction Subcommittee on UAS security 

https://www.dhs.gov/sites/default/files/publications/final_ict_risk_reduction_subcommittee_report_1.p

df (pg.36-37 PDF Document) 

https://databank.defcon.org/sharing/u4rByHa5t (Associated document) 

https://databank.defcon.org/sharing/cegNKs9zl (Associated document) 

Testing the efficiency of laser technology to destroy rogue drones (PDF Document) 

https://securityanddefence.pl/pdf-127360-57658?filename=Testing%20the%20efficiency%20of.pdf 

 

1.6. COUNTER-DRONE SYSTEMS (P4) 

ESG trials OpenWorks’ SkyTrack, an optical detection and tracking CUAS system 

https://www.unmannedairspace.info/latest-news-and-information/esg-tests-latest-version-of-openworks-

skytrack-optical-detection-and-tracking-system/  

Hanwha unveils anti-drone, anti-jamming systems during arms expo, South Korea 

https://www.defensenews.com/industry/techwatch/2020/11/20/unmanned-systems-anti-drone-tech-featured-at-

south-korean-arms-expo/  

 

1.7. UTM SYSTEMS (P5) 

Five takeaways from the FAA’s UTM Pilot Program 2 (publication) 

https://onesky.blog/2020/11/18/5-takeaways-from-faas-utm-pilot-program-2-upp2/  

CAL Analytics releases drone safety platform to detect and avoid conflicting drone services 

https://dronedj.com/2020/11/18/cal-analytics-launches-drone-safety-platform-to-reduce-risk/  

 

1.8. INFORMATIONAL (P4) 

Minister of National Security reveals drones for national security initiatives, Bahamas 

https://ewnews.com/ministry-of-national-security-reveals-new-drones  

Greenville City to purchase USD $33,000 of drones for security and fire fighting 

https://www.heraldbanner.com/news/local_news/council-approves-purchase-of-drones-for-police-fire-

departments/article_6607f14e-2b85-11eb-9145-13214736bcd9.html  

Thermal imaging drone helps police uncover narcotics farm, Birmingham, United Kingdom 

https://www.uav.org/spy-in-the-sky-police-thermal-imaging-drone-uncovers-huge-b/  

 

https://ecfr.eu/article/military-lessons-from-nagorno-karabakh-reason-for-europe-to-worry/
https://www.dhs.gov/sites/default/files/publications/final_ict_risk_reduction_subcommittee_report_1.pdf
https://www.dhs.gov/sites/default/files/publications/final_ict_risk_reduction_subcommittee_report_1.pdf
https://databank.defcon.org/sharing/u4rByHa5t
https://databank.defcon.org/sharing/cegNKs9zl
https://securityanddefence.pl/pdf-127360-57658?filename=Testing%20the%20efficiency%20of.pdf
https://www.unmannedairspace.info/latest-news-and-information/esg-tests-latest-version-of-openworks-skytrack-optical-detection-and-tracking-system/
https://www.unmannedairspace.info/latest-news-and-information/esg-tests-latest-version-of-openworks-skytrack-optical-detection-and-tracking-system/
https://www.defensenews.com/industry/techwatch/2020/11/20/unmanned-systems-anti-drone-tech-featured-at-south-korean-arms-expo/
https://www.defensenews.com/industry/techwatch/2020/11/20/unmanned-systems-anti-drone-tech-featured-at-south-korean-arms-expo/
https://onesky.blog/2020/11/18/5-takeaways-from-faas-utm-pilot-program-2-upp2/
https://dronedj.com/2020/11/18/cal-analytics-launches-drone-safety-platform-to-reduce-risk/
https://ewnews.com/ministry-of-national-security-reveals-new-drones
https://www.heraldbanner.com/news/local_news/council-approves-purchase-of-drones-for-police-fire-departments/article_6607f14e-2b85-11eb-9145-13214736bcd9.html
https://www.heraldbanner.com/news/local_news/council-approves-purchase-of-drones-for-police-fire-departments/article_6607f14e-2b85-11eb-9145-13214736bcd9.html
https://www.uav.org/spy-in-the-sky-police-thermal-imaging-drone-uncovers-huge-b/
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1.9. DRONE TECHNOLOGY (P5)  

MilSOFT releases artificial intelligence-based software for weaponised, combat drone swarms 

https://www.c4isrnet.com/unmanned/2020/11/24/turkish-firm-develops-ai-powered-software-for-drone-swarms/  

Chinese Army use drones to guide missiles fired at targets located beyond visual range  

https://www.defenseworld.net/news/28352 

USA Army research into reducing rotor noise from drones 

https://www.army.mil/article/241151/army_researchers_look_to_reduce_rotorcraft_noise  

Aerodyne acquires Sensorem for data analytics technologies and expansion into Australia 

https://aerodyne.group/en/aerodyne_sensorem.html  

University of Buffalo builds outdoor drone facility testing and research purposes 

http://www.buffalo.edu/news/releases/2020/11/035.html  

 

 

https://www.c4isrnet.com/unmanned/2020/11/24/turkish-firm-develops-ai-powered-software-for-drone-swarms/
https://www.defenseworld.net/news/28352
https://www.army.mil/article/241151/army_researchers_look_to_reduce_rotorcraft_noise
https://aerodyne.group/en/aerodyne_sensorem.html
http://www.buffalo.edu/news/releases/2020/11/035.html
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 4 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 

 

 

 

 

 



 Notify – Threat Intelligence  

Public Issue #50, 11/2020 
 

NOTIFY – UNRESTRICTED (PROPRIETARY) PAGE 16 OF 20 

Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT6, exploits or zero-days7. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
6 OSINT: Open-Source Intelligence from the public domain. 
7 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 
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Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

