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EXECUTIVE SUMMARY 
 

Tonight’s interesting read: A Marine’s Counter-UAS Tactics, Techniques and Procedures for evasion and 

deception against adversary UAS. This and the information below, in this report. 

This week’s surprising incident – a group arrested with a drone and contraband discovered to have an 

incredible 8 batteries with them…. that’s quite a few more than the 2 – 3 usually required by most 

professional drone services. The extra batteries were likely used to counter the quick depletion of the 

cells due to the payload weight and the number of contraband packages they were looking to deliver. 

You’ll also notice the Threat Actor profile is now dynamic – no longer static within the PDF report, it’s a 

live operating view of what has been observed. Please note, these are in development and only provide 

a small glimpse into the incidents matched within the platform for that Actor. 

In a geolocational shift, we have observed some reports of UAS being launched by the UAE in Eritrea to 

drop explosives in Northern Ethiopia – this however has not been independently confirmed yet. An 

interesting read on how agricultural drones may be used for chemical and biological weapon attacks, 

as they hold and disperse fluids with great effectiveness as COTS. 

For Notify users you can locate our latest presentation on research findings resulting in cyber-security 

compromise of drone, UTM and C-UAS, with a more detailed whitepaper to follow. Finally, for anyone 

interested our DroneSec methodology, collection and triage of our UAV Threat Intelligence (and more), 

we’re excited to announce that this will become available as a self-serve, online training by November 

27th. If you’d like to look over the shoulder of our intel analysis team for a “day in the life of” a drone 

security consultant, this course has been made for you (linked in next week’s Notify). 

In appreciation of the many community contributions this week not making it to the public eye, none 

of the featured reports are blurred out. 

As always, if you have comments or feedback, want to join in the discussion in our slack discussion 

group, or find the system that captures this information please don’t hesitate to contact us. 

 

- Mike Monnik, DroneSec CTO  

https://join.slack.com/t/dronesec/shared_invite/zt-g7kx13lf-NQ_xvOKNdNUsthSbIEnk4w
https://dronesec.com/pages/notify
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies.  

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

  

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. FEATURED ADVISORIES (P2) 

The prioritisation table and its dependencies are explained in Appendix A, and relate to how we filter, 

analyse and visualise the intelligence we collect. 

 

Intrusion and Trespass Priority 

Four arrested with intent to deliver contraband into prison with drone P2 

Summary 

Four individuals were stopped for speeding and observed to be in possession of a drone and contraband 

intended for a prison delivery. 

Overview 

Spotting a car speeding on the highway, police gave chase and managed to catch up and stop the vehicle. 

Police officers noticed a firearm being concealed when approaching the vehicle and smelled a strong odour of 

narcotics. The driver and three passengers were searched and arrested when reinforcements arrived. Several 

packages concealed in camouflaged tape which contained narcotics, knives, cell phones, chargers and pistols. 

In addition, a drone with 8 batteries were also found in their possession. 

Further investigation revealed that the four individuals were planning to conduct a contraband delivery into 

one of the prisons in South Carolina via a drone. The contraband and drone were seized and the four suspects 

were apprehended. 

 

Analysis 

Illegal prison deliveries via the use of drones reflect the growing adaptation and innovation of individuals and 

criminal groups. We are starting to see more drone deliveries into prisons by organised groups as they realise 

that this is an innovative solution to delivery traditional methods of throwing packages across the walls. The 

low price point and availability of COTS drones still make drones an easily accessible tool. In addition, using 

drones reduces the risk of being spotted as operators are situation a distance away from the immediate area 

of operations. This allows malicious users to operate safely without fear of being apprehended easily by law 

enforcement agencies. 

These small sized drones can hover in air for a long time at a high altitude, giving it an advantage to stay 

hidden until it is time to drop the contraband. Offenders for such acts tend to get away easily as many 

restricted facilities do not yet possess drone detection or counter-drone systems to mitigate the threat. 

However, the risk of being traced due to visual sighting or forensics on a downed drone (via its video and 

photo footages) poses an exposure risk to the operators. 
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Threat Actor Profile: 

https://help.dronesec.com/en/articles/4637701-prison-drone-delivery-groups 

 

Recommendation 

DroneSec recommends all local law enforcement agencies to be prepared and ready for more of such drone 

incursions. While some facilities may have constraints in deploying counter drone solutions, basic preparation 

measure can be set in place to respond to such incidents. For example, a drone threat management plan and 

Standard Operating Procedure (SOP) should be drafted to govern the process, people and methodology in 

handling a drone threat. 

In events where the drone was seized, forensic analysis of the drone’s telemetry would be incredibly useful. 

Event analysis from the drone data and video footage could assist in recognising take-off and landing zones 

and may aid in understanding adversarial modus operandi, leading to seizure or prevention of future attempts 

of drone incursions.  

References 

https://www.newberryobserver.com/news/32739/ncso-thwarts-prison-contraband-operation  

 

Safety Priority 

Passenger plane one metre away from drone in a near miss incident, United Kingdom P2 

Summary 

Both pilots of a passenger jet plane spotted a drone flash past at its altitude shortly after take-off. 

Overview 

With 186 passengers in the aeroplane, the pilot and co-pilot of the EasyJet Airbus spotted a drone at their 

flight level of 8,000ft as they took off from Manchester Airport, overhead Ashton-Under-Lyne in the United 

Kingdom. Both pilots mentioned that the drone was blue in colour and it swept right past the cockpit window 

when the plane flew across the town. The drone was estimated to be about 10kg in weight. The drone and its 

operator were not found. 

Analysis 

Most airfields have a minimum of 5km (3miles) no-drone-flight restriction surrounding the aerodrome, and in 

this incident, the drone was located at least 15km away from the airport, but it was at an altitude of 8,000 feet 

(2.4km) when the stipulated drone laws in the UK only permitted drone operations up to 400 feet (120m). 

Furthermore, the drone operator probably did not know that the area was a flight path taken by the passenger 

planes, leading to the near miss incident.  

Drone laws and no fly zones are set in place for safety reasons and for protection of manned aircrafts and 

pilots. However, despite multiple public broadcasts, warnings and fines imposed on operators who flout these 

rules, there are still many drone users who choose to fly drones into restricted areas due to ignorance or plain 

disregard of aviation laws. Drone operators must be cognisant of the laws set in place by their country, and 

these laws and temporary restrictions can be easily found online. 

Sadly, this incident also reflects the environment and behaviourism of errant drone operators commonly 

observed nowadays - the ability to conduct unauthorised flights just to take a good photo/video without 

much care of safety. It is increasingly difficult to trace down drone operators; in addition, much cannot be 

done by law enforcement agencies to detect and deter such acts from happening as drones are easily 

available, cheap in contrast to counter drone or drone detection systems. 

Recommendation 

It is the responsibility of drone operators too, not just manned aircraft pilots, to ensure flight safety. Drone 

operators must be cognisant of aviation laws and the consequences of their actions as a near miss or a direct 

https://help.dronesec.com/en/articles/4637701-prison-drone-delivery-groups
https://www.newberryobserver.com/news/32739/ncso-thwarts-prison-contraband-operation
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hit could result in potential fatalities, leading to strong negative repercussion on the innovation within the 

drone industry as regulators will be tasked to enforce more stringent rules to clamp down such errant 

operators. 

DroneSec recommends for all aviation training schools and federal/state aviation agencies to consider 

providing fundamental aviation lessons, which are taught to manned aircraft pilots, to all drone operators 

when they are registering their drones. Such training will inculcate the habit of flight safety for drone 

operators, such as checking for Notice to Airmen (NOTAM) and air charts before any drone operations.  

However, as drones can operate beyond the operator's line-of-sight, the aviation industry need to consider and 

adopt other factors to ensure unnecessary risk is not imposed on existing aircrafts, and safety is upheld. Hence, 

federal aviation authorities must come up with procedures and standards for beyond line of sight operations to 

ensure coexistence of the manned and unmanned aircrafts. 

References 

https://www.dailymail.co.uk/news/article-8954425/EasyJet-airliner-3-FEET-drone-Manchester-airport.html  

 

Intrusion and Trespass Priority 

Increase in drones observed near Alice Springs airport due to interest in grounded airplanes P2 

Summary 

Alice Springs airport detected more than 50 drone flights near the airport, triggering warning to drone 

operators. 

Overview 

Since June 2020, Alice Springs airport has detected more than 50 unauthorised drone activities in the vicinity 

of the airport. These drones are within the aerodrome of the airport and pose a risk to the manned aircrafts 

and its passengers. The airport management team suspected that these drones were operated to take a video 

or photo footage of the storage area, which had more than 130 aeroplanes grounded due to COVID-19. 

Warnings have been issued to remind all drone operators to obey aviation regulations. Images of aeroplanes 

in the storage facility were found circulating online and the airport management has sounded out that these 

photos are evidence which could be used against the operators. 

Analysis 

Many drone operators think that their actions are safe and will not cause any safety implications and such 

incidents reflect the mindset and behaviourism of errant drone operators commonly observed nowadays. 

Drones are small and can be hard to spot with the naked eye; and given its capability to hover in the sky and 

record videos and photos, many drone operators are ignoring rules and taking risks to conduct unauthorised 

flights without much worry of being apprehended.  

It is increasingly difficult to trace down drone owners. Drone detection systems may be able to detect drones 

easily, however, it is tougher to trace the drones to their owners or take down drones without any negative 

repercussions. Hence, much cannot be done by law enforcement agencies to deter such acts from happening.  

The risk of being traced due to analysis of telemetry, flight data, video and photo footages can aid in the 

apprehension of drone operators if these data are carelessly posted online.  

References 

https://www.abc.net.au/news/2020-11-13/alice-springs-airport-warning-drones-flying-dangerously/12878098  

 

 

https://www.dailymail.co.uk/news/article-8954425/EasyJet-airliner-3-FEET-drone-Manchester-airport.html
https://www.abc.net.au/news/2020-11-13/alice-springs-airport-warning-drones-flying-dangerously/12878098
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Safety Priority 

Helicopter experiences near miss with drone in Aberdeen P3 

Summary 

A helicopter inbound for landing had a near miss with a drone flying pass right below it. 

Overview 

On September 6, 2020, a helicopter coming in for a landing at the airport from 2300 feet reported a sighting 

of a drone. The drone was flying 300-400 feet below the helicopter and flew right across the flight path of the 

helicopter. The helicopter pilot reported the incident to the Aberdeen air traffic controller which redirected 

remaining air traffic to another runway. Neither the drone nor its operator was found. 

Analysis 

Tracking and monitoring drones constantly is a tough process, even so for aviation authorities. Unlike manned 

aircrafts, drones do not possess broadcasting identifier capabilities and internationally or locally recognised 

flight paths.  

It gets tougher if drone operators fly their drones out of the regulated limits; pilots of manned aircrafts will not 

know if there is a drone in their flight path and may not be able to spot it due to the small sized nature of 

drones. This increases the risk of a mid-air collision. Drone operators must be aware that flight safety is their 

responsibility too. Laws must be adhered to or an accident can result in loss of lives. 

References 

https://www.pressandjournal.co.uk/fp/news/aberdeen/2650825/helicopter-forced-to-avoid-drone-as-it-was-

coming-into-land-at-aberdeen-airport/  

 

1.3. SOCIALS (P3) 

Sources allege UAE used drones from Eritrean port of Assab to drop explosives on Tigray, Ethiopia 

https://twitter.com/martinplaut/status/1329007857849815042 

EDF CH-4 UAV allegedly conducting air strikes around Wikro town, Tigray, Ethiopia 

https://twitter.com/breaking_bre/status/1327287949038399488 

 

1.4. CYBER AND DATA SECURITY (P3) 

Cyber-security compromise of drone, UTM and C-UAS (DroneSec) 

https://notify.dronesec.com/storage-protected/VpFODUd5uXAsstMvVZtHdiqq2W6nhDlEieQGZG7B.pptx 

DJI Fly app includes China’s 9-dash line, a disputed claim over South China Sea 

https://www.taiwannews.com.tw/en/news/4054842  

 

 

https://www.pressandjournal.co.uk/fp/news/aberdeen/2650825/helicopter-forced-to-avoid-drone-as-it-was-coming-into-land-at-aberdeen-airport/
https://www.pressandjournal.co.uk/fp/news/aberdeen/2650825/helicopter-forced-to-avoid-drone-as-it-was-coming-into-land-at-aberdeen-airport/
https://twitter.com/martinplaut/status/1329007857849815042
https://twitter.com/breaking_bre/status/1327287949038399488
https://notify.dronesec.com/storage-protected/VpFODUd5uXAsstMvVZtHdiqq2W6nhDlEieQGZG7B.pptx
https://www.taiwannews.com.tw/en/news/4054842
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1.5. NEWS AND EVENTS (P3) 

Arab Coalition intercepts five Houthi explosive-laden drones targeting Saudi Arabia 

https://english.alarabiya.net/en/News/gulf/2020/11/13/Arab-Coalition-intercepts-5-explosive-laden-drones-

launched-by-Yemen-s-Houthis  

Sri Lankan Army forms drone unit as part of the new division in the Artillery Regiment  

http://www.colombopage.com/archive_20B/Nov12_1605197571CH.php  

Drones and lasers a safety concern at Yeager Airport, Charleston, United States 

https://www.wsaz.com/2020/11/12/airport-seeing-increase-in-drone-sightings-and-laser-strikes/  

Victorian prisons struggle to swat drug-smuggling drones during COVID, Australia 

https://www.theage.com.au/national/victoria/prisons-struggle-to-swat-drug-smuggling-drones-20201115-

p56ep1.html  

Sony launches Airpeak, expected to deliver new market of drones and AI robotics 

https://www.sony.net/SonyInfo/News/Press/202011/20-091E/  

 

1.6. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P3) 

Azerbaijan’s drones owned the battlefield in Nagorno-Karabakh (commentary) 

https://www.washingtonpost.com/world/europe/nagorno-karabkah-drones-azerbaijan-

aremenia/2020/11/11/441bcbd2-193d-11eb-8bda-814ca56e138b_story.html  

The British Army is looking to use drones to ambush the enemy (commentary) 

https://nationalinterest.org/blog/buzz/british-army-looking-use-drones-ambush-enemy-172670 

How drones helped Azerbaijan defeat Armenia, and the implications (commentary) 

https://theprint.in/opinion/how-drones-helped-azerbaijan-defeat-armenia-and-the-implications-for-future-

modern-warfare/544668/  

Assessing the Potential for Agricultural Unmanned Aerial and Ground Systems to deploy CB 

https://divergentoptions.org/2020/11/18/simple-lethality-assessing-the-potential-for-agricultural-unmanned-

aerial-systems-to-deploy-biological-or-chemical-weapons/ 

A Marines Counter-UAS Tactics, Techniques and Procedures for evasion and deception 

http://www.2ndbn5thmar.com/CoTTP/The%20Fieldcraft%20Book%202020%20Skaggs.pdf (PDF Document - pg.11) 

Cybersecurity in unmanned aerial vehicles (UAVs) 

https://www.tandfonline.com/doi/pdf/10.1080/23742917.2020.1846307?needAccess=true (PDF Document) 

 

1.7. COUNTER-DRONE SYSTEMS (P4) 

US Air Force awards $90m USD contract to SRCTec for its Medusa counter-sUAS programme 

https://www.airforce-technology.com/news/usaf-awards-contract-to-srctec-for-counter-uas-technology/ 

https://english.alarabiya.net/en/News/gulf/2020/11/13/Arab-Coalition-intercepts-5-explosive-laden-drones-launched-by-Yemen-s-Houthis
https://english.alarabiya.net/en/News/gulf/2020/11/13/Arab-Coalition-intercepts-5-explosive-laden-drones-launched-by-Yemen-s-Houthis
http://www.colombopage.com/archive_20B/Nov12_1605197571CH.php
https://www.wsaz.com/2020/11/12/airport-seeing-increase-in-drone-sightings-and-laser-strikes/
https://www.theage.com.au/national/victoria/prisons-struggle-to-swat-drug-smuggling-drones-20201115-p56ep1.html
https://www.theage.com.au/national/victoria/prisons-struggle-to-swat-drug-smuggling-drones-20201115-p56ep1.html
https://www.sony.net/SonyInfo/News/Press/202011/20-091E/
https://www.washingtonpost.com/world/europe/nagorno-karabkah-drones-azerbaijan-aremenia/2020/11/11/441bcbd2-193d-11eb-8bda-814ca56e138b_story.html
https://www.washingtonpost.com/world/europe/nagorno-karabkah-drones-azerbaijan-aremenia/2020/11/11/441bcbd2-193d-11eb-8bda-814ca56e138b_story.html
https://nationalinterest.org/blog/buzz/british-army-looking-use-drones-ambush-enemy-172670
https://theprint.in/opinion/how-drones-helped-azerbaijan-defeat-armenia-and-the-implications-for-future-modern-warfare/544668/
https://theprint.in/opinion/how-drones-helped-azerbaijan-defeat-armenia-and-the-implications-for-future-modern-warfare/544668/
https://divergentoptions.org/2020/11/18/simple-lethality-assessing-the-potential-for-agricultural-unmanned-aerial-systems-to-deploy-biological-or-chemical-weapons/
https://divergentoptions.org/2020/11/18/simple-lethality-assessing-the-potential-for-agricultural-unmanned-aerial-systems-to-deploy-biological-or-chemical-weapons/
http://www.2ndbn5thmar.com/CoTTP/The%20Fieldcraft%20Book%202020%20Skaggs.pdf
https://www.tandfonline.com/doi/pdf/10.1080/23742917.2020.1846307?needAccess=true
https://www.airforce-technology.com/news/usaf-awards-contract-to-srctec-for-counter-uas-technology/
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DroneShield awarded AUD $600,000 to develop AI and ML algorithms 

https://wcsecure.weblink.com.au/pdf/DRO/02308317.pdf (PDF Document) 

Japan MoD to develop laser and microwave weapon system as part of counter drone efforts 

https://asia.nikkei.com/Politics/Japan-to-develop-drone-hunting-lasers  

IEC Infrared Systems introduces Lycan and Wolfpack drone detection and jamming CUAS system 

https://www.army-technology.com/sponsored/advanced-counter-uas-solutions-for-the-defence-industry/  

French army to test small drones that can detect, intercept and possibly jam communications 

https://www.thedrive.com/the-war-zone/37636/french-army-to-test-small-drones-that-can-detect-intercept-and-

possibly-jam-communications  

D-Fend CUAS company opens first office in McLean, Virginia, USA 

https://dronedj.com/2020/11/12/counter-drone-company-d-fend-solutions-opens-north-american-office/  

Israeli CUAS companies collaborate to increase counter drone capabilities (commentary) 

https://www.unmannedairspace.info/counter-uas-systems-and-policies/israeli-researchers-and-industry-increase-

counter-uas-capabilities/  

Adding Counter-Drone systems to UTM (commentary) 

https://www.unmannedairspace.info/commentary/adding-utm-to-counter-uas-will-make-a-whole-pizza-instead-

of-just-a-single-slice/  

 

1.8. UTM SYSTEMS (P5) 

FAA, NASA and partners complete UTM Pilot Programme, proof of concept for UTM capabilities 

https://www.faa.gov/news/updates/?newsId=96099  

FBI and FAA demonstrate Remote ID to law enforcers 

https://www.suasnews.com/2020/11/fbi-and-faa-remote-id-demonstration-for-law-enforcers/  

EHang 216 passenger drone trialled in South Korea, K-Drone System to lead development 

https://www.9news.com.au/world/drone-taxi-unmanned-air-vehicles-one-step-closer-after-seoul-test-

flight/92f48346-4ce6-4953-9cf9-d7d153b26e14  

IDRONECT drone management system launched to ensure safe operations and flight submission 

https://newsbook.com.mt/en/online-portal-for-secure-use-of-drones-has-been-launched/  

Kongsberg Geospatial and Unifly collaborate to provide real-time ID and tracking of drones  

https://kongsberggeospatial.com/company/news/92-kongsberg-geospatial-and-unifly-partner-to-provide-

integrated-urban-situational-awareness-for-drones  

Lilium and Tavistock to develop drone air taxi and vertiport in Lake Nona, Orlando 

https://lilium.com/newsroom-detail/lilium-partners-with-tavistock-and-orlando  

 

 

https://wcsecure.weblink.com.au/pdf/DRO/02308317.pdf
https://asia.nikkei.com/Politics/Japan-to-develop-drone-hunting-lasers
https://www.army-technology.com/sponsored/advanced-counter-uas-solutions-for-the-defence-industry/
https://www.thedrive.com/the-war-zone/37636/french-army-to-test-small-drones-that-can-detect-intercept-and-possibly-jam-communications
https://www.thedrive.com/the-war-zone/37636/french-army-to-test-small-drones-that-can-detect-intercept-and-possibly-jam-communications
https://dronedj.com/2020/11/12/counter-drone-company-d-fend-solutions-opens-north-american-office/
https://www.unmannedairspace.info/counter-uas-systems-and-policies/israeli-researchers-and-industry-increase-counter-uas-capabilities/
https://www.unmannedairspace.info/counter-uas-systems-and-policies/israeli-researchers-and-industry-increase-counter-uas-capabilities/
https://www.unmannedairspace.info/commentary/adding-utm-to-counter-uas-will-make-a-whole-pizza-instead-of-just-a-single-slice/
https://www.unmannedairspace.info/commentary/adding-utm-to-counter-uas-will-make-a-whole-pizza-instead-of-just-a-single-slice/
https://www.faa.gov/news/updates/?newsId=96099
https://www.suasnews.com/2020/11/fbi-and-faa-remote-id-demonstration-for-law-enforcers/
https://www.9news.com.au/world/drone-taxi-unmanned-air-vehicles-one-step-closer-after-seoul-test-flight/92f48346-4ce6-4953-9cf9-d7d153b26e14
https://www.9news.com.au/world/drone-taxi-unmanned-air-vehicles-one-step-closer-after-seoul-test-flight/92f48346-4ce6-4953-9cf9-d7d153b26e14
https://newsbook.com.mt/en/online-portal-for-secure-use-of-drones-has-been-launched/
https://kongsberggeospatial.com/company/news/92-kongsberg-geospatial-and-unifly-partner-to-provide-integrated-urban-situational-awareness-for-drones
https://kongsberggeospatial.com/company/news/92-kongsberg-geospatial-and-unifly-partner-to-provide-integrated-urban-situational-awareness-for-drones
https://lilium.com/newsroom-detail/lilium-partners-with-tavistock-and-orlando
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1.9. INFORMATIONAL (P4) 

Netherlands law enforcement look for more ways to utilise drones for safety and security 

https://nltimes.nl/2020/11/16/dutch-police-increasingly-using-drones  

Thermal sensor drone aids Police in finding two men shooting air weapon in a public area 

https://www.lincolnshirelive.co.uk/news/lincoln-news/lincoln-south-common-weapon-police-4705364  

Drone used in search and rescue to find missing pipeline worker, Malaysia 

https://www.theborneopost.com/2020/11/16/use-of-drone-to-locate-missing-man-saved-time-energy-of-

rescuers/  

Chinese Army trials drone supply delivery to front lines in Tibet 

https://www.armyrecognition.com/defense_news_november_2020_global_security_army_industry/chinese_army_c

onducts_drone_supply-delivery_drill_in_tibet.html  

France issues RFI on detection of telecom transmitters via drones 

https://www.defenseworld.net/news/28331/France_Issues_RFI_for_Drone_Payload_to_Detect_Telecom_Transmitters  

 

1.10. DRONE TECHNOLOGY (P5)  

US Army looks into mass recharge stations for drone swarms 

https://www.armytimes.com/news/your-army/2020/11/09/the-army-looks-at-mass-recharging-for-drone-

swarms/  

Martin UAV develops new V-Bat drone for US military and counter-narcotics missions 

https://www.janes.com/defence-news/news-detail/martin-uav-developing-new-v-bat-unmanned-aircraft  

Cobham wins contract to supply anti-jam GPS for military drone MQ-1C Grey Eagle 

https://insideunmannedsystems.com/anti-jam-gps-for-armys-gray-eagle-uav-awarded-to-cobham/  

TU Delft develops hydrogen-powered drone with 3-hour endurance for Royal Netherlands Navy 

https://mavlab.tudelft.nl/nederdrone/  

Elios 2 drone by Flyability operates at Chernobyl nuclear to search for leftover nuclear waste  

https://www.suasnews.com/2020/11/elios2-tested-at-the-chernobyl-nuclear-power-plant/  

Area-I showcases Altius-900, a 1,000km range, air-launched high endurance drone  

https://www.inceptivemind.com/altius-900-air-launched-high-endurance-drone/16129/  

Sees.ai led consortium awarded £30M grant to develop drone system to boost productivity 

https://www.governmentcomputing.com/funding/news/sees-ai-led-consortium-gets-uk-govt-grant-for-

advanced-drone-system/  

Taiwan launches contest to explore innovative ways of utilising drones 

https://www.taipeitimes.com/News/taiwan/archives/2020/11/18/2003747126  

 

https://nltimes.nl/2020/11/16/dutch-police-increasingly-using-drones
https://www.lincolnshirelive.co.uk/news/lincoln-news/lincoln-south-common-weapon-police-4705364
https://www.theborneopost.com/2020/11/16/use-of-drone-to-locate-missing-man-saved-time-energy-of-rescuers/
https://www.theborneopost.com/2020/11/16/use-of-drone-to-locate-missing-man-saved-time-energy-of-rescuers/
https://www.armyrecognition.com/defense_news_november_2020_global_security_army_industry/chinese_army_conducts_drone_supply-delivery_drill_in_tibet.html
https://www.armyrecognition.com/defense_news_november_2020_global_security_army_industry/chinese_army_conducts_drone_supply-delivery_drill_in_tibet.html
https://www.defenseworld.net/news/28331/France_Issues_RFI_for_Drone_Payload_to_Detect_Telecom_Transmitters
https://www.armytimes.com/news/your-army/2020/11/09/the-army-looks-at-mass-recharging-for-drone-swarms/
https://www.armytimes.com/news/your-army/2020/11/09/the-army-looks-at-mass-recharging-for-drone-swarms/
https://www.janes.com/defence-news/news-detail/martin-uav-developing-new-v-bat-unmanned-aircraft
https://insideunmannedsystems.com/anti-jam-gps-for-armys-gray-eagle-uav-awarded-to-cobham/
https://mavlab.tudelft.nl/nederdrone/
https://www.suasnews.com/2020/11/elios2-tested-at-the-chernobyl-nuclear-power-plant/
https://www.inceptivemind.com/altius-900-air-launched-high-endurance-drone/16129/
https://www.governmentcomputing.com/funding/news/sees-ai-led-consortium-gets-uk-govt-grant-for-advanced-drone-system/
https://www.governmentcomputing.com/funding/news/sees-ai-led-consortium-gets-uk-govt-grant-for-advanced-drone-system/
https://www.taipeitimes.com/News/taiwan/archives/2020/11/18/2003747126
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 1 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 
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Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT6, exploits or zero-days7. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
6 OSINT: Open-Source Intelligence from the public domain. 
7 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 
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Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

