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EXECUTIVE SUMMARY 
 

A busy week in the world of drone security. All drones have been banned from cabin luggage in India - 

unlike the USA, where specific airlines can choose what goes. In a very interesting deception tactic, 

Indian police report that they have been ‘distracted’ by various drones around their stations and taking 

their focus off backroads and forests. As a result, they believe their forces were preoccupied with the 

drones and this allowed Maoist leaders to move through the countryside unnoticed. 

In the US, the FAA has been urged to implement Section 2209, a process for which airspace over critical 

infrastructure would be restricted. This is not too far off from David Kovar’s talk at the recent GDSN #2 

on drones and critical infrastructure and would be interesting to see if it ends up setting a precedent 

anywhere else in the world. 

I highly recommend taking a stab at the latest British Standards Institute survey on UAV standards and 

regulations; not only will it help for industry opinion but likely give some foresight into what is coming 

next in way of compliance. EASA has completed quite an interesting system for sharing nation-wide 

drone registration data, something that will likely form a baseline of intelligence and law enforcement 

control for Europe. 

There’s a fair bit to get through this week but lastly – the video of the unmanned helicopter crashing at 

a demo in China is a friendly reminder that we have a duty of care with these systems to provide safe 

and secure operations. Digitised, kinetic systems can be dangerous in the wrong hands and a focus on 

security from the get-go can reduce knee-jerk restrictions and regulations when an incident occurs. All 

of these and more in the below release. 

P.S. – For all those based in Victoria Australia, welcome back. It’s been a very long and hard road for 

most drone and security organisations with most unable to operate (or attend their offices) since March 

this year. Our best wishes are with you as normalcy starts to return and our fingers are crossed for those 

in other cities around the world not yet back to business as usual. 

As always, if you have comments or feedback, want to join in the discussion in our slack group, or find 

out how we capture all this information please don’t hesitate to contact us. 

 

- Mike Monnik, DroneSec CTO  

https://www.youtube.com/watch?v=BqqXjyrVH-g
https://join.slack.com/t/dronesec/shared_invite/zt-g7kx13lf-NQ_xvOKNdNUsthSbIEnk4w
https://dronesec.com/pages/notify
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies.  

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 
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1.2. FEATURED ADVISORIES (P2) 

The prioritisation table and its dependencies are explained in Appendix A, and relate to how we filter, 

analyse and visualise the intelligence we collect. 

Security Priority 

French man detained for possessing drones, explosives and detonators P2 

Summary 

A 22-year-old man was arrested at a toll booth for possessing a drone and two explosive charge blocks. 

Overview 

During a customs check at Gye toll booth, French police discovered that a man had in his possession a drone, 

two blocks of 500g military-grade TNT explosive charges and detonators with a remote triggering device. The 

man was arrested; however, he was unaware of the content in the car and was just following instructions in 

bringing the car back to Montpellier. The intent of the use of drones and explosive are not known yet and 

investigations are still ongoing. 

Analysis 

Although the act of terror was not carried out, this is one of the first domestic use cases of drones bundled 

with explosives in France. With the rise in use cases of drones globally, more people, and malicious actors, are 

seeing the benefits of drones. Operating the drone itself has a low skill barrier, however, in this situation, there 

is some operator experience and domain knowledge required in manufacturing the explosives, detonators and 

creating a drop mechanism for releasing the bomb. Such skills could have been easily learnt from YouTube or 

other online media. 

Using payload-capable drones is a cost-effective and risk-reduced technique without being spotted and allows 

operators to distance themselves from the immediate blast radius. Drones allow malicious users to operate 

safely with a low risk of being apprehended by law enforcement agencies due to being disconnected from the 

threat. In addition, these small sized drones can hover in air for a long time at a high altitude, giving it an 

advantage to stay hidden until it used to drop the explosive ordinance. Offenders for such acts tend to get 

away easily as many common public areas do not yet possess drone detection or counter-drone systems to 

mitigate the threat. 

Recommendations 

DroneSec recommends the military, authorities and local law enforcement agencies to be prepared and ready 

for such threats. While it may not be possible yet to provide city-wide coverage of drone detection and 

counter-drone systems, basic preparation measure can be set in place to respond to such incidents. Such 

aerial threats are hard to detect but having a robust drone threat management plan and Standard Operating 

Procedure (SOP) should help to govern the process, people and methodology in handling the aftermath and 

forensics of an explosive-laden drone threat.  

Organisations should also aim to undertake mock simulations in reacting to such payload drone incidents to 

hone their response, improve communication flow between emergency and rescue agencies and practice on 

the logging and monitoring of repeated cases. This information can aid law enforcement agencies in practicing 

and timing their response, mitigate risk and undergoing challenges faced in communication and regulatory 

requirements. 

In the event of an eyewitness, it is beneficial to have a process for, and then carefully collect evidence for 

collection and logging. This data can help to determine if the drone was similar to previous cases which may 

help provide the modus operandi of rogue groups and assist in the arrest of the operator.  

References 

https://www.midilibre.fr/2020/10/21/un-montpellierain-arrete-avec-un-drone-et-des-explosifs-lors-dun-

controle-routier-9154825.php  

 

https://www.midilibre.fr/2020/10/21/un-montpellierain-arrete-avec-un-drone-et-des-explosifs-lors-dun-controle-routier-9154825.php
https://www.midilibre.fr/2020/10/21/un-montpellierain-arrete-avec-un-drone-et-des-explosifs-lors-dun-controle-routier-9154825.php
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Figure 1 - Can't see this report? Get in touch to see how 24/7 threat intel can benefit you info@dronesec.com 
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Intrusion and Trespass Priority 

Three men indicted for contraband delivery using DIY-drone into Telfair State Prison, Georgia P2 

Summary 

An inmate from Telfair State Prison conspired with two men to deliver contraband into the prison who were 

discovered by security officers. 

Overview 

In 2019, an inmate at Telfair State Prison in Telfair County conspired with two men to deliver cell phones, 

narcotics, firearm ammunition into the prison via a drone. On the day of the act, prison security officer spotted 

the pair's approaching car turn off its headlights and park about 90 metres away from the prison. Immediately, 

a search around the prison's vicinity was conducted to look for the suspects. The two men were arrested in a 

nearby wooded area and a large duffle bag with an unregistered self-built drone from the Storm Drone 4 kit, a 

drone controller, and contraband items were discovered within. The two men were arrested for conspiracy and 

also for illegally flying an unregistered drone, and without a valid drone pilot certification. 

The three men were finally indicted for their offence and sentenced to prison. 

Analysis 

Whilst this may seem quite similar to the numerous prison deliveries that occur, it’s not often a ‘self-built’ or 

Do-It-Yourself (DIY) drone is seized. This specific drone allows for a greater level of customisation and control 

as a functional platform which may have incentivised equipping narcotics payloads to the system. This make 

and model of drone is from a family of products designed for customisation, racing and modification; a small-

yet-growing step in the direction of anti-detection or counter-counter drone mechanisms.  

References 

https://www.wsav.com/news/local-news/georgia-news/3-men-indicted-for-scheme-to-use-drone-to-smuggle-

contraband-into-georgia-state-prison/  

 

 

 

 

 

https://www.wsav.com/news/local-news/georgia-news/3-men-indicted-for-scheme-to-use-drone-to-smuggle-contraband-into-georgia-state-prison/
https://www.wsav.com/news/local-news/georgia-news/3-men-indicted-for-scheme-to-use-drone-to-smuggle-contraband-into-georgia-state-prison/
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Figure 2 - Can't see this report? Get in touch to see how 24/7 threat intel can benefit you info@dronesec.com 
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1.3. VULNERABILITIES AND CYBER SECURITY (P3) 

DJI releases viewpoint on data security and privacy concerns regarding products (commentary) 

https://viewpoints.dji.com/blog/busted-five-common-myths-about-dji 

 

1.4. NEWS AND EVENTS (P3) 

Unmanned helicopter crashes during demonstration at UAV Innovation Competition in China  

https://www.taiwannews.com.tw/en/news/4037978  

Russia’s electronic jammer, Krasukha, in Armenia downs at least nine Bayraktar TB-2 

https://asiatimes.com/2020/10/russia-knocking-turkish-drones-from-armenian-skies/  

San Mateo PD uses drone to surveil and confront suspect who shot at drone with a shotgun 

https://climaterwc.com/2020/10/26/pescadero-man-arrested-after-opening-fire-on-drone/  

Indian Intel suggests drone incidents in Gadchiroli was to distract cops from Maoist cadres  

https://timesofindia.indiatimes.com/city/nagpur/intel-hints-maoist-used-drones-to-distract-cops-help-top-cadre-

travel/articleshow/78900000.cms  

Indian intelligence alleges Pakistan using ISIS-inspired tactics for drone bombs (commentary) 

https://www.hindustantimes.com/india-news/pak-isi-finds-its-inspiration-in-isis-tactics-preps-to-rain-drone-

bombs-in-j-k/story-Ay93NVBdV3H7SqBHYi7LKJ.html  

Fourth ex-inmate caught for Fort Dix prison contraband delivery (update) 

https://nypost.com/2020/10/22/ex-inmate-charged-in-fort-dix-drone-drop-prison-contraband-scheme/  

Azerbaijan shoots down four Armenian drones in Fizuli, Tartar, Ganja and Goranboy 

https://www.aa.com.tr/en/azerbaijan-front-line/azerbaijan-shoots-down-4-armenian-drones/2013837  

Saudi Arabia shoots down Houthi drone targeting airports and airbases 

https://www.middleeastmonitor.com/20201025-yemens-houthis-targeted-two-airports-and-a-base-in-saudi-

arabia-spokesman/  

Destroyed Houthi drones injures civilian and damages properties 

https://www.arabnews.com/node/1754126/saudi-arabia  

 

1.5. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P4) 

India aviation security restricts drones to be carried as onboard cabin baggage 

https://www.medianama.com/2020/10/223-drones-not-allowed-flights-india/  

Mumbai extends ban on use of drones within city till November 28, 2020 

https://www.hindustantimes.com/mumbai-news/mumbai-police-extends-ban-on-drones-flying-objects-within-

city-limits-for-another-month/story-EhgPKEB0b9Guju3APP6acP.html  

https://viewpoints.dji.com/blog/busted-five-common-myths-about-dji
https://www.taiwannews.com.tw/en/news/4037978
https://asiatimes.com/2020/10/russia-knocking-turkish-drones-from-armenian-skies/
https://climaterwc.com/2020/10/26/pescadero-man-arrested-after-opening-fire-on-drone/
https://timesofindia.indiatimes.com/city/nagpur/intel-hints-maoist-used-drones-to-distract-cops-help-top-cadre-travel/articleshow/78900000.cms
https://timesofindia.indiatimes.com/city/nagpur/intel-hints-maoist-used-drones-to-distract-cops-help-top-cadre-travel/articleshow/78900000.cms
https://www.hindustantimes.com/india-news/pak-isi-finds-its-inspiration-in-isis-tactics-preps-to-rain-drone-bombs-in-j-k/story-Ay93NVBdV3H7SqBHYi7LKJ.html
https://www.hindustantimes.com/india-news/pak-isi-finds-its-inspiration-in-isis-tactics-preps-to-rain-drone-bombs-in-j-k/story-Ay93NVBdV3H7SqBHYi7LKJ.html
https://nypost.com/2020/10/22/ex-inmate-charged-in-fort-dix-drone-drop-prison-contraband-scheme/
https://www.aa.com.tr/en/azerbaijan-front-line/azerbaijan-shoots-down-4-armenian-drones/2013837
https://www.middleeastmonitor.com/20201025-yemens-houthis-targeted-two-airports-and-a-base-in-saudi-arabia-spokesman/
https://www.middleeastmonitor.com/20201025-yemens-houthis-targeted-two-airports-and-a-base-in-saudi-arabia-spokesman/
https://www.arabnews.com/node/1754126/saudi-arabia
https://www.medianama.com/2020/10/223-drones-not-allowed-flights-india/
https://www.hindustantimes.com/mumbai-news/mumbai-police-extends-ban-on-drones-flying-objects-within-city-limits-for-another-month/story-EhgPKEB0b9Guju3APP6acP.html
https://www.hindustantimes.com/mumbai-news/mumbai-police-extends-ban-on-drones-flying-objects-within-city-limits-for-another-month/story-EhgPKEB0b9Guju3APP6acP.html
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Drone industry experts urge FAA to implement Section 2209, a process to restrict airspace over 

critical infrastructure 

https://dronelife.com/2020/10/23/section-2209-isnt-familiar-to-most-drone-operators-but-advocates-urge-the-

faa-to-comply-with-it/  

British Standards Institute holds survey to gather opinion of industry standards on drones 

https://www.suasnews.com/2020/10/liftoff-have-your-say-in-developing-uk-standards-for-drones/  

EASA delivers digitalised system for nation-wide sharing of drone registration data 

https://www.uasvision.com/2020/10/27/easa-solution-enables-europe-wide-sharing-of-drone-registration-data/  

Growing use of drones raises concern over safety of public in Tanzania (commentary) 

https://www.thecitizen.co.tz/news/Growing-use-of-drones-raises-concern-over-safety-of-public/1840340-

5634162-lbnsdl/index.html  

British forces ‘would struggle to cope with new drone swarms’ (commentary) 

https://www.standard.co.uk/news/uk/british-forces-struggle-new-drone-swarms-a4572560.html  

Drone Swarms: Can the U.S. Military Defeat Them in a War? (commentary) 

https://nationalinterest.org/blog/buzz/drone-swarms-can-us-military-defeat-them-war-171067  

New study shows public unaware of drone usage by first responders (commentary) 

https://www.israeldefense.co.il/en/node/46106  

Armenia’s military position in Nagorno-Karabakh grows precarious (commentary) 

https://eurasianet.org/perspectives-armenias-military-position-in-nagorno-karabakh-grows-precarious  

Cheap drones versus expensive tanks: a battlefield game-changer? (commentary) 

https://www.aspistrategist.org.au/cheap-drones-versus-expensive-tanks-a-battlefield-game-changer/  

Unmanned Autonomous Systems listed as a critical and emerging technologies in National 

Strategy paper (whitepaper) 

https://www.whitehouse.gov/wp-content/uploads/2020/10/National-Strategy-for-CET.pdf  

 

1.6. COUNTER-DRONE SYSTEMS (P4) 

Singapore deploys Rafael Drone Dome CUAS system at Changi Airport 

https://aviationweek.com/air-transport/airports-routes/singapore-deploys-military-grade-anti-drone-system-

changi  

Qatar and Albania purchase IHAMAX CUAS systems from Turkish National War Technologies  

https://www.defenseworld.net/news/28147/Qatar__Albania_First_Customers_for_Turkish_IHAMAX_Anti_Drone_Sys

tem  

SAVAGE introduces 3D printed counter drone missile based on AI computer vision algorithms 

https://www.forbes.com/sites/davidhambling/2020/10/26/savage-missile-takes-aim-at-drone-

swarms/#404e5e582bb3  

https://dronelife.com/2020/10/23/section-2209-isnt-familiar-to-most-drone-operators-but-advocates-urge-the-faa-to-comply-with-it/
https://dronelife.com/2020/10/23/section-2209-isnt-familiar-to-most-drone-operators-but-advocates-urge-the-faa-to-comply-with-it/
https://www.suasnews.com/2020/10/liftoff-have-your-say-in-developing-uk-standards-for-drones/
https://www.uasvision.com/2020/10/27/easa-solution-enables-europe-wide-sharing-of-drone-registration-data/
https://www.thecitizen.co.tz/news/Growing-use-of-drones-raises-concern-over-safety-of-public/1840340-5634162-lbnsdl/index.html
https://www.thecitizen.co.tz/news/Growing-use-of-drones-raises-concern-over-safety-of-public/1840340-5634162-lbnsdl/index.html
https://www.standard.co.uk/news/uk/british-forces-struggle-new-drone-swarms-a4572560.html
https://nationalinterest.org/blog/buzz/drone-swarms-can-us-military-defeat-them-war-171067
https://www.israeldefense.co.il/en/node/46106
https://eurasianet.org/perspectives-armenias-military-position-in-nagorno-karabakh-grows-precarious
https://www.aspistrategist.org.au/cheap-drones-versus-expensive-tanks-a-battlefield-game-changer/
https://www.whitehouse.gov/wp-content/uploads/2020/10/National-Strategy-for-CET.pdf
https://aviationweek.com/air-transport/airports-routes/singapore-deploys-military-grade-anti-drone-system-changi
https://aviationweek.com/air-transport/airports-routes/singapore-deploys-military-grade-anti-drone-system-changi
https://www.defenseworld.net/news/28147/Qatar__Albania_First_Customers_for_Turkish_IHAMAX_Anti_Drone_System
https://www.defenseworld.net/news/28147/Qatar__Albania_First_Customers_for_Turkish_IHAMAX_Anti_Drone_System
https://www.forbes.com/sites/davidhambling/2020/10/26/savage-missile-takes-aim-at-drone-swarms/#404e5e582bb3
https://www.forbes.com/sites/davidhambling/2020/10/26/savage-missile-takes-aim-at-drone-swarms/#404e5e582bb3


 Notify – Threat Intelligence  

Public Issue #46, 10/2020 
 

NOTIFY – UNRESTRICTED PAGE 12 OF 20 

CERBAIR and French Navy trial counter drone solutions and KEAS jammers against drones 

https://www.meretmarine.com/fr/content/marine-nationale-experimentation-brest-avec-cerbair-pour-la-lutte-

anti-drone  

Netherlands trials SMASH counter drone attachment on assault rifles 

https://www.suasnews.com/2020/10/dutch-army-tests-smart-shooter-smash-solution/  

IAI and ELTA Systems showcases drone detection system using civilian radio transmitters 

https://www.jpost.com/israel-news/iai-unveiled-new-passive-coherent-location-system-647117 

French Navy to receive Nexter-Thales RAPIDFire anti-drone swarm weapon 

https://www.defensenews.com/smr/euronaval/2020/10/27/french-warships-to-get-new-drone-swarm-killing-

gun-derived-from-land-weapons/  

Drone risk mitigation: Implementing counter-drone security success (commentary) 

https://www.securitymagazine.com/articles/93401-drone-risk-mitigation-implementing-counter-drone-security-

success  

C-sUAS symposium highlights drone threats and approaches in base defence (commentary) 

https://liteye.com/c-suas-symposium-highlights-threats-base-defense/  

 

1.7. UTM SYSTEMS (P4) 

Eurocontrol, FAA and SESAR JU to host four-day UTM and UAM conference in November 2020 

https://www.unmannedairspace.info/latest-news-and-information/eurocontrol-faa-sesar-organise-four-day-

technical-utm-uam-november-event/  

Naviair to trial UTM platform in Funen drone test center at HCA Airport, Denmark 

https://www.unmannedairspace.info/latest-news-and-information/danish-transport-minister-launches-trial-utm-

platform-at-funen-drone-test-centre/  

Netherlands ATC launches flight submission and approval service with Altitude Angel GoDrone 

https://www.uasvision.com/2020/10/22/netherlands-air-traffic-control-launches-altitude-angel-powered-

godrone-approval-service/  

FAA still searching for solutions on interface between drone remote ID and low-altitude pilots 

(commentary) 

https://verticalmag.com/news/faa-drone-remote-id-low-altitude-pilots/  

 

1.8. INFORMATIONAL (P5) 

European Coast Guard, Frontex, awards Airbus and Elbit Eur 100M for maritime drone patrols  

https://www.uasvision.com/2020/10/22/frontex-awards-e100m-contracts-for-mediterranean-drone-patrols/  

Cyprus military to kickstart military exercise to test autonomous systems and drone capabilities 

https://www.suasnews.com/2020/10/commandos-send-in-the-drones-in-hi-tech-cyprus-workout/  

https://www.meretmarine.com/fr/content/marine-nationale-experimentation-brest-avec-cerbair-pour-la-lutte-anti-drone
https://www.meretmarine.com/fr/content/marine-nationale-experimentation-brest-avec-cerbair-pour-la-lutte-anti-drone
https://www.suasnews.com/2020/10/dutch-army-tests-smart-shooter-smash-solution/
https://www.jpost.com/israel-news/iai-unveiled-new-passive-coherent-location-system-647117
https://www.defensenews.com/smr/euronaval/2020/10/27/french-warships-to-get-new-drone-swarm-killing-gun-derived-from-land-weapons/
https://www.defensenews.com/smr/euronaval/2020/10/27/french-warships-to-get-new-drone-swarm-killing-gun-derived-from-land-weapons/
https://www.securitymagazine.com/articles/93401-drone-risk-mitigation-implementing-counter-drone-security-success
https://www.securitymagazine.com/articles/93401-drone-risk-mitigation-implementing-counter-drone-security-success
https://liteye.com/c-suas-symposium-highlights-threats-base-defense/
https://www.unmannedairspace.info/latest-news-and-information/eurocontrol-faa-sesar-organise-four-day-technical-utm-uam-november-event/
https://www.unmannedairspace.info/latest-news-and-information/eurocontrol-faa-sesar-organise-four-day-technical-utm-uam-november-event/
https://www.unmannedairspace.info/latest-news-and-information/danish-transport-minister-launches-trial-utm-platform-at-funen-drone-test-centre/
https://www.unmannedairspace.info/latest-news-and-information/danish-transport-minister-launches-trial-utm-platform-at-funen-drone-test-centre/
https://www.uasvision.com/2020/10/22/netherlands-air-traffic-control-launches-altitude-angel-powered-godrone-approval-service/
https://www.uasvision.com/2020/10/22/netherlands-air-traffic-control-launches-altitude-angel-powered-godrone-approval-service/
https://verticalmag.com/news/faa-drone-remote-id-low-altitude-pilots/
https://www.uasvision.com/2020/10/22/frontex-awards-e100m-contracts-for-mediterranean-drone-patrols/
https://www.suasnews.com/2020/10/commandos-send-in-the-drones-in-hi-tech-cyprus-workout/


 Notify – Threat Intelligence  

Public Issue #46, 10/2020 
 

NOTIFY – UNRESTRICTED PAGE 13 OF 20 

Lincoln County PD deploys drone to hunt and locate armed suspect 

https://www.keloland.com/news/local-news/drones-helped-locate-burglary-suspect-in-a-slough-in-lincoln-

county/  

UK Force Drone Unit Police use drone to search and locate stolen farm equipment, Tintinhull 

https://www.chardandilminsternews.co.uk/news/18814021.drone-helps-police-recover-farm-equipment-stolen-

puckington/  

Lockheed Martin Indago 3 sUAS has helped U.S. Border Patrol detain 2,700 smugglers 

https://www.krgv.com/news/drones-help-border-patrol-agents-stop-smugglers/  

FAA to hold National Drone Safety Awareness Week in November 16-22, 2020 

https://www.faa.gov/uas/resources/events_calendar/drone_safety_awareness/  

Malaysia to use DJI Matrice 300 drones to surveil rivers and stop water polluters in Selangor 

https://dronedj.com/2020/10/26/malaysian-government-to-stop-water-polluters-with-dji-drones/  

 

1.9. DRONE TECHNOLOGY (P5) 

Taiwan military conducts test flight for long range Teng Yun UAV over Pacific Ocean 

https://focustaiwan.tw/politics/202010210025  

Easy Aerial integrates infiniDome’s GPSdome tech for anti-GPS jamming in drones 

https://www.suasnews.com/2020/10/easy-aerial-integrates-innovative-anti-gps-jamming-systems-into-drones/  

Vietnam to convert Mig-21 fighter planes into target drones or combat UAVs 

https://www.defenseworld.net/news/28127/Vietnam_Plans_to_Convert_Decommissioned_MiG_21_Aircraft_into_Dr

ones  

UAVOS converts CH7 helicopter into UVH-500 unmanned delivery helicopter 

https://www.suasnews.com/2020/10/uavos-continues-to-implement-its-unmanned-aircraft-conversion-program/  

Elsight to deliver secured comms network for BVLOS drone operations with Halo platform 

https://www.unmannedsystemstechnology.com/2020/10/elsight-develops-secure-datalinks-for-bvlos-drone-

communications/  

Parrot and FoxFury partner to provide drone lighting solutions to emergency responders 

https://www.commercialdroneprofessional.com/parrot-sees-the-light-with-new-foxfury-partnership/  

Russia to incorporate attack drones as part of soldier’s combat gear 

https://interestingengineering.com/russian-sotnik-combat-gear-allows-control-of-micro-drone-swarm  

US DoT awards USD$1M grant for use of drones for highway construction and emergencies 

https://www.govtech.com/products/Massachusetts-DOT-Gets-1M-Federal-Grant-for-Drone-Research.html  

 

https://www.keloland.com/news/local-news/drones-helped-locate-burglary-suspect-in-a-slough-in-lincoln-county/
https://www.keloland.com/news/local-news/drones-helped-locate-burglary-suspect-in-a-slough-in-lincoln-county/
https://www.chardandilminsternews.co.uk/news/18814021.drone-helps-police-recover-farm-equipment-stolen-puckington/
https://www.chardandilminsternews.co.uk/news/18814021.drone-helps-police-recover-farm-equipment-stolen-puckington/
https://www.krgv.com/news/drones-help-border-patrol-agents-stop-smugglers/
https://www.faa.gov/uas/resources/events_calendar/drone_safety_awareness/
https://dronedj.com/2020/10/26/malaysian-government-to-stop-water-polluters-with-dji-drones/
https://focustaiwan.tw/politics/202010210025
https://www.suasnews.com/2020/10/easy-aerial-integrates-innovative-anti-gps-jamming-systems-into-drones/
https://www.defenseworld.net/news/28127/Vietnam_Plans_to_Convert_Decommissioned_MiG_21_Aircraft_into_Drones
https://www.defenseworld.net/news/28127/Vietnam_Plans_to_Convert_Decommissioned_MiG_21_Aircraft_into_Drones
https://www.suasnews.com/2020/10/uavos-continues-to-implement-its-unmanned-aircraft-conversion-program/
https://www.unmannedsystemstechnology.com/2020/10/elsight-develops-secure-datalinks-for-bvlos-drone-communications/
https://www.unmannedsystemstechnology.com/2020/10/elsight-develops-secure-datalinks-for-bvlos-drone-communications/
https://www.commercialdroneprofessional.com/parrot-sees-the-light-with-new-foxfury-partnership/
https://interestingengineering.com/russian-sotnik-combat-gear-allows-control-of-micro-drone-swarm
https://www.govtech.com/products/Massachusetts-DOT-Gets-1M-Federal-Grant-for-Drone-Research.html


 Notify – Threat Intelligence  

Public Issue #46, 10/2020 
 

NOTIFY – UNRESTRICTED PAGE 14 OF 20 

1.10. SOCIALS (P5) 

The Legal Framework of UTM for UAS – DASC2020 Conference (Guideline) 

https://www.linkedin.com/posts/rryan2016_the-legal-framework-of-utm-for-uas-activity-6722077807804981248-

iyVJ/ (PDF Document) 

Drone operator nose dives drone at 140ft to avoid low flying helicopter (Discussion) 

https://mavicpilots.com/threads/stupid-helicopter.100260/  

Alleged Armenian suicide drone 

https://twitter.com/ShStepanyan/status/1320412309387436032  

Military Drones: A New Era (French – English subtitles) 

https://www.youtube.com/watch?v=VJio4vS1cAI  

 

 

 

https://www.linkedin.com/posts/rryan2016_the-legal-framework-of-utm-for-uas-activity-6722077807804981248-iyVJ/
https://www.linkedin.com/posts/rryan2016_the-legal-framework-of-utm-for-uas-activity-6722077807804981248-iyVJ/
https://mavicpilots.com/threads/stupid-helicopter.100260/
https://twitter.com/ShStepanyan/status/1320412309387436032
https://www.youtube.com/watch?v=VJio4vS1cAI


 Notify – Threat Intelligence  

Public Issue #46, 10/2020 
 

NOTIFY – UNRESTRICTED PAGE 15 OF 20 

APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) UAS Traffic Management (UTM) systems. Together, these three 

items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, fine-

tuning systems based on trends and providing agencies with factual evidence in support of selecting or 

rejecting the need for counter-solutions. High priority will be given for the following artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 3 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 
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Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT6, exploits or zero-days7. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
6 OSINT: Open-Source Intelligence from the public domain. 
7 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 



 Notify – Threat Intelligence  

Public Issue #46, 10/2020 
 

NOTIFY – UNRESTRICTED PAGE 18 OF 20 

Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

• Search Engines 

• Social Media 

• Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

