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EXECUTIVE SUMMARY 
 

Thank you to everyone who has registered for the free Global Drone Security Network so far; the team 

has been really impressed by the response and look forward to a great event. We’re proud of the fact it 

is a community event, zero sponsorship and all speakers were either invited or approached us to speak 

from our callouts.  

An event that featured just two talks last time is now brandishing ten, across multiple time zones and 

several countries: (Australia, Singapore, South Africa, Greece, France, Germany, Finland and the USA)! 

You can find the talk topics in the link above, with descriptions being published soon. 

We also thankful to the various organisations offering their time, personnel and expertise: URSA Inc, 

INTERPOL, Parrot, DroneGuards, University of Jyväskylä, Infili Information Intelligence, CERBAIR, Kutak 

Rock and of course, the ones that can’t be named. 

On to this week’s stories – some major movements within legislation: several Federal agencies in the 

USA issued an advisory to aid organisations on the use and regulations around Counter-UAS. 

Interestingly enough, one of the most common questions which emerge in talks and something we get 

asked a lot. On the other side of the pond in Australia, the Communications and Media Authority (ACMA) 

is conducting a review of GPS-jamming technologies and how that current ban is interfering with drone 

security and Counter-UAS efforts by the Police forces. We urge our readers to take part in the 

consultation; it is clear the flow-on affect could set the pace for CUAS movements for the next few years. 

When putting together appropriate Red Team scenarios, its effective to base an entire profile (approach, 

technology, characteristics) off a specific threat actor. In the case of the CJNG cartel in Mexico strapping 

C4 to drones, it’s as real as it gets – unfortunately, not the first time we’ve detected this (outside of Syria 

even) and will continue to be an advantageous and economically sound use of force by nefarious 

operators for years to come. All this and more in this week’s report, below. 

As always, if you have comments or feedback, or want to join in the discussion in our slack group, please 

don’t hesitate to contact us. 

 

- Mike Monnik, DroneSec CTO  

https://www.eventbrite.com.au/e/global-drone-security-network-2-tickets-103205143362
https://ursainc.com/
https://www.interpol.int/
https://www.parrot.com/
https://droneguards.africa/
https://www.jyu.fi/
https://www.infili.com/
https://www.cerbair.com/
https://www.kutakrock.com/
https://www.kutakrock.com/
https://join.slack.com/t/dronesec/shared_invite/zt-g7kx13lf-NQ_xvOKNdNUsthSbIEnk4w
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies.  

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 
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1.2. FEATURED ADVISORIES (P2) 

The prioritisation table and its dependencies are explained in Appendix A, and relate to how we filter, 

analyse and visualise the intelligence we collect. 

 

Safety  Priority 

CJNG cartel deploys DJI Mavic 2 with C4 attached to target rival cartels in Tepalcatepec, Mexico P2 

Summary 

Two drones with C4 attached were recovered in an armoured car abandoned by the Jalisco New Generation 

Cartel (CJNG). 

Overview 

Just on the outskirts of Tepalcatepec city in Michoacan, Mexico, citizens’ militia group found an abandoned 

armoured car left by the Jalisco New Generation Cartel (CJNG) after an attempted raid on the city. The militia 

found two DJI Mavic 2 drones and several Tupperware-like containers in a cardboard box with some attached 

onto the drones. Additionally, the drones were also found to be fitted  

The militia group recorded that loud explosions were heard across the municipality, but no injuries were 

sustained, hence, believing that the cartel was still learning how to operate the drones and denotating the 

payload with precision. 

 

 

Analysis 

Although there have been cases of the CJNG Mexican cartel using drones as part of their organised criminal 

activities, this tactic represents the cartel’s growth towards the usage of easily available COTS technology, and 

an evolution of their attack strategy, incorporating air attacks as a primary methodology. The CJNG have 

deployed drones bearing C4 explosives before against other rival gangs (of note, against the Santa Rosa de 

Lima Cartel in Guanajuato), however, this is the first time that the local militia of Tepalcatepec experienced 



 Notify – Threat Intelligence  

Public Issue #36, 08/2020 
 

NOTIFY – UNRESTRICTED PAGE 7 OF 18 

such form of attacks.  

The CJNG used to deploy small planes to drop explosives in Tepalcatepec in order to gain control of the city, 

but such operations were greatly reduced when local authorities increased aerial surveillance in the region. 

This was when the CJNG started using drones, which were not easily detectable by radar sensor, bypassing the 

aerial defences.  

Drone attacks can easily drive fear among citizens and drive them out of the city, allowing cartels to gain an 

easy dominance of the locality. Payload-capable drones are a cost-effective and risk-reduced technique which 

allows the drone operators to distance themselves from the immediate area of operations. Malicious users can 

operate safely with a low risk of being apprehended by law enforcement agencies and have sufficient time to 

escape once the operation has succeeded or failed. Offenders for such acts tend to get away easily as many 

common public areas do not possess drone detection or counter drone systems to mitigate the threat. 

Another advantage of using these small sized drones is its capability of hovering in air quietly for a long time 

at a high altitude, giving it an advantage to stay hidden until it the explosive ordinance is dropped. Operating 

the drone itself has a low skill barrier, however, in this situation, there is some operator experience and domain 

knowledge required. For example, the syndicate had to build a printed circuit board assembly to work in 

tandem with the drone on releasing the C4 explosives.  

Recommendations 

DroneSec recommends the Mexican authorities and municipalities local law enforcement agencies to be 

prepared and ready for such threats. An increase in drone related surveillance and operations by criminal 

gangs has been observed and DroneSec recommends these agencies to have basic preparation measures set 

in place to respond to such incidents. 

While it may not be possible yet to provide city-wide coverage of drone detection and counter-drone systems, 

basic preparation measure can be set in place to respond to such incidents. A drone threat management plan 

and Standard Operating Procedure (SOP) should be drafted to govern the process, people and methodology 

in handling a drone threat.  

Organisations should also aim to undertake mock simulations in reacting to such payload drone incidents to 

hone their response, improve communication flow between emergency and rescue agencies and practice on 

the logging and monitoring of repeated cases. This information can aid law enforcement agencies in practicing 

and timing their response, mitigate risk and undergoing challenges faced in communication and regulatory 

requirements. 

In the event of an eyewitness, it is beneficial to have a process for, and then carefully collect evidence for 

collection and logging. This data can help to determine if the drone was similar to previous cases which may 

help provide the modus operandi of rogue groups and assist in the arrest of the operator.  

References 

https://mexiconewsdaily.com/news/jalisco-cartel-adopts-new-tactic-drones-armed-with-c-4-explosive/ 

https://translate.google.com/translate?hl=en&sl=es&tl=en&u=https%3A%2F%2Flasillarota.com%2Festados%

2Fcon-drones-cjng-busca-erradicar-a-rivales-en-tierra-caliente-michoacan-drones-cjng-

mencho%2F423494&prev=search 

 

 

 

 

 

 

 

https://mexiconewsdaily.com/news/jalisco-cartel-adopts-new-tactic-drones-armed-with-c-4-explosive/
https://translate.google.com/translate?hl=en&sl=es&tl=en&u=https%3A%2F%2Flasillarota.com%2Festados%2Fcon-drones-cjng-busca-erradicar-a-rivales-en-tierra-caliente-michoacan-drones-cjng-mencho%2F423494&prev=search
https://translate.google.com/translate?hl=en&sl=es&tl=en&u=https%3A%2F%2Flasillarota.com%2Festados%2Fcon-drones-cjng-busca-erradicar-a-rivales-en-tierra-caliente-michoacan-drones-cjng-mencho%2F423494&prev=search
https://translate.google.com/translate?hl=en&sl=es&tl=en&u=https%3A%2F%2Flasillarota.com%2Festados%2Fcon-drones-cjng-busca-erradicar-a-rivales-en-tierra-caliente-michoacan-drones-cjng-mencho%2F423494&prev=search
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Want access to the full report? Contact us at info@dronesec.com to chat about access to reports like 

these, tailored specifically for your organisation and Notify UAS Threat Intel Platform Access. 

 

 

 

 

 

 

 

 

mailto:info@dronesec.com
http://dronesec.com/pages/notify
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Want access to the full report? Contact us at info@dronesec.com to chat about access to reports like 

these, tailored specifically for your organisation and Notify UAS Threat Intel Platform Access. 

 

 

 

1.3. VULNERABILITIES AND CYBER SECURITY (P3) 

Conducting Forensic Analysis on a Drone using AccessData FTK by Spyder Forensics 

https://www.youtube.com/watch?v=bxGbrfFUdfQ 

mailto:info@dronesec.com
http://dronesec.com/pages/notify
https://www.youtube.com/watch?v=bxGbrfFUdfQ
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1.4. NEWS AND EVENTS (P3) 

Possible mid-air collision between two USA military drones over Idlib, Syria 

https://www.militarytimes.com/news/your-military/2020/08/18/two-us-drones-collide-and-crash-over-idlib-syria-

defense-official-says/  

Saudi coalition intercepts Houthi armed drone and two ballistic missiles 

https://www.reuters.com/article/us-saudi-security-yemen/saudi-led-coalition-downs-armed-drone-two-ballistic-

missiles-launched-towards-kingdom-state-tv-idUSKCN2592PN  

Azerbaijan shoots down Armenian drone near Tovuz along border lines 

https://www.dailysabah.com/politics/azerbaijan-downs-armenian-uav-near-border/news 

Government DJI Phantom 4 drone experienced eagle strike during shoreline mapping operation 

https://www.nbcnews.com/news/us-news/bald-eagle-takes-down-michigan-government-drone-n1236687 

Rogue drone operator from Cirencester sent for drone training course (Update) 

https://www.commercialdroneprofessional.com/police-order-drone-pilot-onto-training-course-after-flight-

deemed-complete-invasion-of-privacy/ 

US Army reveals plans for air launched drones with electronic warfare capabilities  

https://www.thedrive.com/the-war-zone/35726/the-army-has-unveiled-its-plan-for-swarms-of-electronic-

warfare-enabled-air-launched-drones 

 

1.5. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P4) 

Federal agencies in USA issues advisory to aid organisations on use of counter drone systems 

https://www.justice.gov/opa/pr/interagency-issues-advisory-use-technology-detect-and-mitigate-unmanned-

aircraft-systems  

https://www.justice.gov/file/1304841/download (PDF Document) 

Australian Media authority conducting a review of GPS-jamming ban for drone security efforts 

https://www.acma.gov.au/consultations/2020-05/arrangements-jamming-devices-and-radiocommunications-

device-exemptions-consultation-152020 

Norwegian police commended on taking responsibility in handling drone threats (commentary) 

https://translate.google.com/translate?hl=en&sl=no&u=https://www.uasnorway.no/avinor-sjef-riktig-at-politiet-

tar-ansvar-for-dronetrusselen/&prev=search&pto=aue  

How Big of a Deal are Drone Swarms? (commentary) 

https://madsciblog.tradoc.army.mil/261-how-big-of-a-deal-are-drone-swarms/  

New Zealand Civil Aviation Authority releases drone research 

(PDF document available in the Notify Knowledge Base) 

Predicting Helicopter Damage Caused by A Collision with An UAS Using Explicit Finite Analysis 

(PDF document available in the Notify Knowledge Base) 

https://www.militarytimes.com/news/your-military/2020/08/18/two-us-drones-collide-and-crash-over-idlib-syria-defense-official-says/
https://www.militarytimes.com/news/your-military/2020/08/18/two-us-drones-collide-and-crash-over-idlib-syria-defense-official-says/
https://www.reuters.com/article/us-saudi-security-yemen/saudi-led-coalition-downs-armed-drone-two-ballistic-missiles-launched-towards-kingdom-state-tv-idUSKCN2592PN
https://www.reuters.com/article/us-saudi-security-yemen/saudi-led-coalition-downs-armed-drone-two-ballistic-missiles-launched-towards-kingdom-state-tv-idUSKCN2592PN
https://www.dailysabah.com/politics/azerbaijan-downs-armenian-uav-near-border/news
https://www.nbcnews.com/news/us-news/bald-eagle-takes-down-michigan-government-drone-n1236687
https://www.commercialdroneprofessional.com/police-order-drone-pilot-onto-training-course-after-flight-deemed-complete-invasion-of-privacy/
https://www.commercialdroneprofessional.com/police-order-drone-pilot-onto-training-course-after-flight-deemed-complete-invasion-of-privacy/
https://www.thedrive.com/the-war-zone/35726/the-army-has-unveiled-its-plan-for-swarms-of-electronic-warfare-enabled-air-launched-drones
https://www.thedrive.com/the-war-zone/35726/the-army-has-unveiled-its-plan-for-swarms-of-electronic-warfare-enabled-air-launched-drones
https://www.justice.gov/opa/pr/interagency-issues-advisory-use-technology-detect-and-mitigate-unmanned-aircraft-systems
https://www.justice.gov/opa/pr/interagency-issues-advisory-use-technology-detect-and-mitigate-unmanned-aircraft-systems
https://www.justice.gov/file/1304841/download
https://www.acma.gov.au/consultations/2020-05/arrangements-jamming-devices-and-radiocommunications-device-exemptions-consultation-152020
https://www.acma.gov.au/consultations/2020-05/arrangements-jamming-devices-and-radiocommunications-device-exemptions-consultation-152020
https://translate.google.com/translate?hl=en&sl=no&u=https://www.uasnorway.no/avinor-sjef-riktig-at-politiet-tar-ansvar-for-dronetrusselen/&prev=search&pto=aue
https://translate.google.com/translate?hl=en&sl=no&u=https://www.uasnorway.no/avinor-sjef-riktig-at-politiet-tar-ansvar-for-dronetrusselen/&prev=search&pto=aue
https://madsciblog.tradoc.army.mil/261-how-big-of-a-deal-are-drone-swarms/
https://notify.dronesec.com/knowledge
https://notify.dronesec.com/knowledge
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1.6. COUNTER-DRONE SYSTEMS (P4) 

DRDO’s detect, jam and lase counter drone system installed around Red Fort, India 

https://timesofindia.indiatimes.com/india/desi-anti-drone-shield-for-red-fort/articleshow/77569076.cms 

US Army’s upcoming DRS Sustainment Systems CUAS will be replaced by SRC Inc CUAS system 

https://www.c4isrnet.com/unmanned/2020/08/13/army-buys-189m-counter-drone-system-but-already-has-

plans-to-replace-it/  

Liteye and Citadel Defense launch on-the-move CUAS system, integrated with Titan 3 RF sensors 

https://liteye.com/liteye-launches-on-the-move-otm-c-uas-solution/ 

UK’s Drone Defence secured €550,000 to develop proprietary drone detection technology 

https://www.eu-startups.com/2020/08/british-startup-drone-defence-raises-e550k-to-combat-illegal-drones/ 

 

1.7. UTM SYSTEMS (P4) 

How should we start to define safety risks for UAM/AAM operations? (commentary) 

https://www.urbanairmobilitynews.com/commentary/how-should-we-start-to-define-safety-risks-for-uam-aam-

operations/  

Time-Based Conformance Monitoring (TBCM) for UTM systems trialled by NASA at Moffett Field 

https://www.nasa.gov/feature/unmanned-aircraft-systems-uas-drone-flights-at-moffett-field/  

EHang to start UAM trials in city of Linz, Austria with Ehang 216 passenger drone 

https://www.ehang.com/news/683.html 

 

1.8. INFORMATIONAL (P4) 

Russian Air Force to receive combat drones with precision munition capabilities in 2021 

https://www.aerotime.aero/valius.venckunas/25647-russian-air-force-to-receive-long-range-combat-drones-in-

2021 

Canada plans for long range surveillance and combat military drone by 2025 

https://www.vice.com/en_ca/article/v7gqvm/canada-wants-armed-drones-in-the-air-by-2025 

Taiwan purchase SeaGuardian drones from USA to expand surveillance capabilities 

https://www.defenceweb.co.za/aerospace/unmanned-aerial-vehicles/taiwan-in-talks-to-make-first-purchase-of-

sophisticated-us-drones-sources/ 

Australia invests AUD $1.3b into military drone development for maritime capabilities 

https://www.suasnews.com/2020/08/morrison-government-invests-in-new-unmanned-aircraft-systems-

development-program/  

North Flintshire PD spots two drug dealers with help from DJI Matrice 200 drone 

http://www.deeside.com/police-in-deeside-use-drone-to-catch-two-suspected-drug-dealers-from-merseyside/ 

https://timesofindia.indiatimes.com/india/desi-anti-drone-shield-for-red-fort/articleshow/77569076.cms
https://www.c4isrnet.com/unmanned/2020/08/13/army-buys-189m-counter-drone-system-but-already-has-plans-to-replace-it/
https://www.c4isrnet.com/unmanned/2020/08/13/army-buys-189m-counter-drone-system-but-already-has-plans-to-replace-it/
https://liteye.com/liteye-launches-on-the-move-otm-c-uas-solution/
https://www.eu-startups.com/2020/08/british-startup-drone-defence-raises-e550k-to-combat-illegal-drones/
https://www.urbanairmobilitynews.com/commentary/how-should-we-start-to-define-safety-risks-for-uam-aam-operations/
https://www.urbanairmobilitynews.com/commentary/how-should-we-start-to-define-safety-risks-for-uam-aam-operations/
https://www.nasa.gov/feature/unmanned-aircraft-systems-uas-drone-flights-at-moffett-field/
https://www.ehang.com/news/683.html
https://www.aerotime.aero/valius.venckunas/25647-russian-air-force-to-receive-long-range-combat-drones-in-2021
https://www.aerotime.aero/valius.venckunas/25647-russian-air-force-to-receive-long-range-combat-drones-in-2021
https://www.vice.com/en_ca/article/v7gqvm/canada-wants-armed-drones-in-the-air-by-2025
https://www.defenceweb.co.za/aerospace/unmanned-aerial-vehicles/taiwan-in-talks-to-make-first-purchase-of-sophisticated-us-drones-sources/
https://www.defenceweb.co.za/aerospace/unmanned-aerial-vehicles/taiwan-in-talks-to-make-first-purchase-of-sophisticated-us-drones-sources/
https://www.suasnews.com/2020/08/morrison-government-invests-in-new-unmanned-aircraft-systems-development-program/
https://www.suasnews.com/2020/08/morrison-government-invests-in-new-unmanned-aircraft-systems-development-program/
http://www.deeside.com/police-in-deeside-use-drone-to-catch-two-suspected-drug-dealers-from-merseyside/
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Essex Police report using drones for operations more than 400 times in 2019, from 15 in 2016 

https://www.saffronwaldenreporter.co.uk/news/essex-police-drones-used-more-often-1-6788004 

Oroville, USA, to get DJI Matrice 300 for law enforcement usage 

https://www.chicoer.com/2020/08/11/city-of-oroville-soon-to-own-a-drone/ 

Hernando County PD uses drones and K9 unit to look for missing child, Florida, USA 

https://www.hernandosun.com/article/hernando-county-deputy-uses-drone-locate-missing-special-needs-child-

northern-pasco-county  

Mumbai’s Central Railway acquires Ninja drones for security and surveillance of railway assets 

https://timesofindia.indiatimes.com/india/eye-in-the-sky-ninja-drones-to-protect-rail-

assets/articleshow/77615080.cms  

 

1.9. SOCIALS (P4) 

What If the Military Deployed a Million Nano Drones? 

https://www.youtube.com/watch?v=ZZmqbtB80UQ 

U.S. Marine conducts first flight of RQ-21A Blackjack UAV in Australia 

https://www.youtube.com/watch?v=Y7vERzv1hQc 

The Role of UTM in Enabling BVLOS Flight by Altitude Angel (webinar) 

https://www.youtube.com/watch?v=avFC9hKPXwQ 

Public Safety Drone Regulation and Policy (Webinar) 

https://www.crowell.com/Practices/Aviation/events/InterDrone-Webinar-Series-Public-Safety-Drone-Regulation-

and-Policy 

 

1.10. DRONE TECHNOLOGY (P5) 

SkyGrid recommends blockchain for flight transparency and auditability for drone systems 

https://www.skygrid.com/blogs/blockchain-digital-black-box-unmanned-aviation/ 

Elbit completes durability test of THOR drones, capable of multi-layered networking 

https://www.israeldefense.co.il/en/node/44722 

India to use Digital Sky to manage 70% of drone flights  

https://tech.economictimes.indiatimes.com/news/technology/drones-to-fly-over-70-of-country-under-digital-

sky-watch/77603275 

Foodpanda and ST Engineering trial food delivery via drones in Singapore 

https://www.channelnewsasia.com/news/singapore/foodpanda-collaborates-st-engineering-on-drone-food-

deliveries-13018106 

https://www.saffronwaldenreporter.co.uk/news/essex-police-drones-used-more-often-1-6788004
https://www.chicoer.com/2020/08/11/city-of-oroville-soon-to-own-a-drone/
https://www.hernandosun.com/article/hernando-county-deputy-uses-drone-locate-missing-special-needs-child-northern-pasco-county
https://www.hernandosun.com/article/hernando-county-deputy-uses-drone-locate-missing-special-needs-child-northern-pasco-county
https://timesofindia.indiatimes.com/india/eye-in-the-sky-ninja-drones-to-protect-rail-assets/articleshow/77615080.cms
https://timesofindia.indiatimes.com/india/eye-in-the-sky-ninja-drones-to-protect-rail-assets/articleshow/77615080.cms
https://www.youtube.com/watch?v=ZZmqbtB80UQ
https://www.youtube.com/watch?v=Y7vERzv1hQc
https://www.youtube.com/watch?v=avFC9hKPXwQ
https://www.crowell.com/Practices/Aviation/events/InterDrone-Webinar-Series-Public-Safety-Drone-Regulation-and-Policy
https://www.crowell.com/Practices/Aviation/events/InterDrone-Webinar-Series-Public-Safety-Drone-Regulation-and-Policy
https://www.skygrid.com/blogs/blockchain-digital-black-box-unmanned-aviation/
https://www.israeldefense.co.il/en/node/44722
https://tech.economictimes.indiatimes.com/news/technology/drones-to-fly-over-70-of-country-under-digital-sky-watch/77603275
https://tech.economictimes.indiatimes.com/news/technology/drones-to-fly-over-70-of-country-under-digital-sky-watch/77603275
https://www.channelnewsasia.com/news/singapore/foodpanda-collaborates-st-engineering-on-drone-food-deliveries-13018106
https://www.channelnewsasia.com/news/singapore/foodpanda-collaborates-st-engineering-on-drone-food-deliveries-13018106
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) UAS Traffic Management (UTM) systems. Together, these three 

items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, fine-

tuning systems based on trends and providing agencies with factual evidence in support of selecting or 

rejecting the need for counter-solutions. High priority will be given for the following artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 1 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 
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Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT6, exploits or zero-days7. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
6 OSINT: Open-Source Intelligence from the public domain. 
7 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 



 Notify – Threat Intelligence  

Public Issue #36, 08/2020 
 

NOTIFY – UNRESTRICTED PAGE 16 OF 18 

Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

