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EXECUTIVE SUMMARY 
 

Welcome to our 20th public release of Threat Intelligence for drone security. Our ongoing commitment 

is to operate 24 hours a day, 7 days a week, 52 weeks a year to provide the world’s most comprehensive, 

global analysis on incidents and events for the drone security industry. A nod to our dedicated team for 

this continued effort and service to our customers. 

A number of COVID19 related drone events continue to appear on our radar, with delays in regulations 

to Police Departments pausing operations amid privacy and security concerns. Of course, this is a small 

drop in the ocean compared to the prolific uptick in Law Enforcement and Emergency Services acquiring 

drone programs for use in pandemic, crime and Search-and-Rescue efforts. 

Key publications this week include the Airports Council International releasing their document on 

“Drones in the Airport Environment: Concept of Operations & Industry Guidance” and INTERPOL releasing 

their “Responding to a Drone Incident” framework. All great reads being well-studied by the team here 

at DroneSec this last week. 

For Australian drone companies, the Army’s LAND 129-3 UAS tender application for tender continues, 

along with the ‘Counter-Improvised Threat Grand Challenge’ by the Next Generation Technologies Fund. 

CASA has also released a BVLOS exemption for RPL holders with some specific details released as 

legislation. 

Of a shared personal interest, a Notify member shared with us that StackExchange has now released a 

dedicated forum for drone-related Q&A. A big fan of drone discussions, you’ll likely see some of our 

team on there both learning and answering topics related to drone security. 

All of the above items can be found in this week’s Notify release. 

Now to the tech – as mentioned last week, some customers should see an increase in our drag-net 

intelligence for real-time social media and geo-spatial based drone incidents (this week included). This 

is due to a few backend system improvements, commercial API sources added and enterprise licenses 

which allow us to notice and display information much quicker and more comprehensively. 

We’ve also re-hauled some of our priority matrix and system for categorising, tagging and analysing 

artefacts. By the start of June, this will not be shared with free users in reports such as this anymore. 

Plus and Premium tier customers can still expect to have this new formula visible in reports, which will 

be accessible in the platform. 

To all current subscribers, members and customers, thank you for being a part of our drone threat 

intelligence and for the regular constructive feedback and praise. Our continued mission is that you 

walk away empowered with relevant information that helps uplift your security operations, enhance 

your systems and inform your SOPs. 

 

- Mike Monnik, DroneSec CTO  
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies. 

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Kicking it all off, we’re delivering our first few rounds in PDF format. In the next few weeks, we’ll continue 

to roll out platform access to ensure we can sustainably support our current client needs with relevant, 

actionable information within the context of DCU. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

 

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. FEATURED ADVISORIES (P2) 

The prioritisation table and its dependencies are explained in Appendix A, and relate to how we filter, 

analyse and visualise the intelligence we collect. 

Security Tags Priority 

Contraband seized after drone drop in Joyceville Institution, Canada 

Drones, Illegal 

Infringement, Prison, 

Contraband, Security  

P2 

Summary 

Dugs and tobacco were found within Joyceville Institution. The contraband was suspected to originate from a 

drop off via drone intrusion. 

Overview 

A drone drop was suspected as the facility has several measures such as scanners and drug-detector dogs to 

prevent personnel and visitors from entering the facility with such contraband. However, the items were found 

within the compound and the Correctional Service of Canada and Joint Forces Penitentiary Squad suspects 

that the contraband were dropped off via a drone. Investigations are ongoing and DroneSec was unable to get 

further information on this matter. 

Analysis 

In this scenario, the act could have been performed by a repeating offender or organised group as the drop 

off seems to be well coordinated with an undetected approach and egress. We have seen a rise in contraband 

delivered via drones as the low price point and availability of such drones makes it an easily accessible tool for 

illegal acts. Furthermore, without too much risk of being apprehended as drones and operators are separated 

by distance and wireless transmissions, such method of delivery becomes more lucrative to offenders. The skill 

barrier to be able to fly a drone is not complex and the offenders would just require communication with the 

inmate and basic knowledge of prison routines to be able to commit the drop off with success. 

Recommendation 

With the rise in cases of contraband deliveries conducted via drones, it is timely for law enforcement agencies 

and organisations to plan for counter drone response kits and systems to aid in preventing the ease at which 

such cases can happen. Counter drone systems, even with just detection mechanisms, can aid security 

personnel in responding to drone intrusion to prevent unwanted drop offs. 

All restricted and secured areas should have a Drone Security Management plan in place to deal with small 

unmanned systems. A standard operating procedure (SOP) should govern the process, people and 

methodology in handling a drone, collecting evidence and responding to potential operators in a pre-

determined radius around the prison grounds.  

Similarly, organisations should also undertake mock simulations in reacting to both in-air and downed drones 

to hone their response, improve communication flow between agencies and practice on the logging and 

monitoring of repeated successful drop off cases.  

Monitoring the drone make and models, and recognising patterns and trends (such as origin of flight, time of 

day etc) may help provide the modus operandi of rogue groups and may aid in the arrest of the operator. This 

information can aid correctional facilities in practicing and timing their response, undergoing challenges faced 

in communication and regulatory requirements, and providing investors or stakeholders with assurance as to 

risk planning. 

DroneSec offers services in guiding organisations interested in procuring counter drone systems, monitoring 

drone threat intelligence in their environments and setting up frameworks on drone incidence response. More 

information can be found at https://www.dronesec.com or email at info@dronesec.com. 

References 

• https://www.quintenews.com/2020/04/27/another-suspected-drone-drop-at-joyceville-institution/  

https://www.dronesec.com/
mailto:info@dronesec.com
https://www.quintenews.com/2020/04/27/another-suspected-drone-drop-at-joyceville-institution/
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1.3. NEWS AND EVENTS (P3) 

Two youths arrested and drone seized for flying over security installations in Rajouri, India 

https://www.hindustantimes.com/india-news/drone-hovering-over-security-installation-in-rajouri-seized-two-

held-police/story-SQOGhdMwu1DASi5AJlBnFL.html  

Illegal drone activities amid flight restrictions at Lossiemouth airbase and Kinloss Barracks, UK 

https://www.bbc.com/news/uk-scotland-north-east-orkney-shetland-52424523  

Series of invasive drones hovering over property sparks police crackdown in Bishop’s Castle, UK 

https://www.countytimes.co.uk/news/18406349.police-tackling-drone-use-coronavirus-lockdown/  

Libya GNA downs UAE’s Chinese-made Wing Loong II payload-equipped UAV  

https://www.middleeastmonitor.com/20200419-libya-un-recognised-government-downs-uae-drone/  

https://twitter.com/DavidBiutitaman/status/1253256908527394816 

Turkish drone kills 2 and injures 3 Hayat militants in Al-Nayrab, Syria 

https://m.aawsat.com/english/home/article/2254791/turkish-drone-kills-two-tahrir-al-sham-militants-idlib  

Coalition forces down reconnaissance drone in Hodeidah, Yemen 

http://adengad.net/news/459854/ 

https://twitter.com/adenalghad/status/1252916838343811072 

Israeli Defence Force Skylark drone crashes in Gaza due to technical malfunctions 

https://www.jewishpress.com/news/breaking-news/idf-drone-crashes-in-gaza/2020/04/28/  

Cuddalore, India Police discover illegal alcohol brewing operation with Phantom 4, India 

https://www.thehindu.com/news/national/tamil-nadu/drone-helps-arrest-woman-brewing-arrack-in-cashew-

orchard/article31443785.ece  

Drink driver escapee caught with the help of thermal imaging Inspire drone in Lincolnshire, UK 

https://thelincolnite.co.uk/2020/04/drone-finds-drink-driver-who-fled-crash-near-lincoln/  

Burglar arrested after spotted by drone from Culver City Police, California, US 

https://westsidetoday.com/2020/04/27/culver-city-police-deploy-drone-in-arrest/  

MUVI X-Drone assists in arrest of burglar hiding on rooftop, UK 

https://www.sunderlandecho.com/news/crime/police-drone-and-helicopter-drafted-after-man-found-roof-shop-

2552258  

Rosenberg PD used drone with thermal imaging to seek two hiding thieves 

https://abc13.com/drone-thermal-heat-signature/6127597/  

Westport PD, USA discontinue Draganfly plan for COVID drone monitoring over privacy concerns 

https://westportnow.com/index.php?/v3/comments/police_cancel_participation_in_covid-19_drone_program/  

Suffolk Fire and Rescue Service, UK, requested drone assistance in search for escaped suspect 

https://www.eadt.co.uk/news/suffolk-police-have-drone-look-for-missing-driver-1-6628028  

https://www.hindustantimes.com/india-news/drone-hovering-over-security-installation-in-rajouri-seized-two-held-police/story-SQOGhdMwu1DASi5AJlBnFL.html
https://www.hindustantimes.com/india-news/drone-hovering-over-security-installation-in-rajouri-seized-two-held-police/story-SQOGhdMwu1DASi5AJlBnFL.html
https://www.bbc.com/news/uk-scotland-north-east-orkney-shetland-52424523
https://www.countytimes.co.uk/news/18406349.police-tackling-drone-use-coronavirus-lockdown/
https://www.middleeastmonitor.com/20200419-libya-un-recognised-government-downs-uae-drone/
https://twitter.com/DavidBiutitaman/status/1253256908527394816
https://m.aawsat.com/english/home/article/2254791/turkish-drone-kills-two-tahrir-al-sham-militants-idlib
http://adengad.net/news/459854/
https://twitter.com/adenalghad/status/1252916838343811072
https://www.jewishpress.com/news/breaking-news/idf-drone-crashes-in-gaza/2020/04/28/
https://www.thehindu.com/news/national/tamil-nadu/drone-helps-arrest-woman-brewing-arrack-in-cashew-orchard/article31443785.ece
https://www.thehindu.com/news/national/tamil-nadu/drone-helps-arrest-woman-brewing-arrack-in-cashew-orchard/article31443785.ece
https://thelincolnite.co.uk/2020/04/drone-finds-drink-driver-who-fled-crash-near-lincoln/
https://westsidetoday.com/2020/04/27/culver-city-police-deploy-drone-in-arrest/
https://www.sunderlandecho.com/news/crime/police-drone-and-helicopter-drafted-after-man-found-roof-shop-2552258
https://www.sunderlandecho.com/news/crime/police-drone-and-helicopter-drafted-after-man-found-roof-shop-2552258
https://abc13.com/drone-thermal-heat-signature/6127597/
https://westportnow.com/index.php?/v3/comments/police_cancel_participation_in_covid-19_drone_program/
https://www.eadt.co.uk/news/suffolk-police-have-drone-look-for-missing-driver-1-6628028
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1.4. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P3) 

INTERPOL release ‘Responding to a Drone Incident’ Framework 

(Contact INTERPOL directly for PDF) 

Malaysia restricts all drone operations until May 12th during movement control order (MCO) 

https://www.malaysiakini.com/news/522792 

CASA Australia releases exemption details for RPL holders to operate drones BVLOS 

https://www.legislation.gov.au/Details/F2020L00512/Html/Text 

EU postpones drone regulation to Jan 2021 due to COVID-19 

https://www.ulc.gov.pl/pl/aktualnosci/5002-przesuniecie-daty-wejscia-w-zycie-przepisow-dotyczacych-dronow  

Turkey’s Drone War in Syria – A Red Team View (Small Wars Journal) 

https://smallwarsjournal.com/jrnl/art/turkeys-drone-war-syria-red-team-view 

Man arrested for breaching “freedom from unwarranted surveillance act” Florida drone law 

https://www.abc-7.com/story/42038981/woman-calls-police-on-man-flying-drone-too-close-to-her-home  

DroneShield releases 4th edition of the ‘Counterdrone Factbook’ 

https://www.droneshield.com/s/DroneShield-Counterdrone-Factbook-v42.pdf (PDF) 

Airports Council International releases ‘Drones in the Airport Environment’ guidelines 

https://www.aci-europe.org/downloads/resources/DRONES%20IN%20THE%20AIRPORT%20ENVIRONMENT%20-

%20CONCEPT%20OF%20OPERATIONS%20%20INDUSTRY%20GUIDANCE.pdf (PDF) 

Association of US Army releases “Fundamentals of Multi-Domain Operations” 

https://www.ausa.org/sites/default/files/publications/LWP-131-Expanding-the-Battlefield-An-Important-

Fundamental-of-Multi-Domain-Operations.pdf (PDF) 

Evaluating LAANC Utilisation and Compliance for suas in Controlled Airspace 

https://commons.erau.edu/cgi/viewcontent.cgi?article=1453&context=ijaaa (PDF) 

 

1.5. COUNTER DRONE SYSTEMS (P4) 

Air Force Research Laboratory deploys counter UAS system to protect military medical facilities 

https://www.robins.af.mil/News/Article-Display/Article/2163067/amid-covid-19-pandemic-afrl-technology-

protects-medical-facilities/  

US DoT explores blockchain for secure and identifiable drone operations and UTM systems 

https://www.ledgerinsights.com/blockchain-drones-uas-us-dept-transport-air-traffic-management/  

Phase 2 of Counter Improvised Grand Threat Challenge (CIT-GC) proposals sought in Australia 

https://www.business.gov.au/cdic/news-for-defence-industry/counter-improvised-threat-grand-challenge 

 

https://www.malaysiakini.com/news/522792
https://www.legislation.gov.au/Details/F2020L00512/Html/Text
https://www.ulc.gov.pl/pl/aktualnosci/5002-przesuniecie-daty-wejscia-w-zycie-przepisow-dotyczacych-dronow
https://smallwarsjournal.com/jrnl/art/turkeys-drone-war-syria-red-team-view
https://www.abc-7.com/story/42038981/woman-calls-police-on-man-flying-drone-too-close-to-her-home
https://www.droneshield.com/s/DroneShield-Counterdrone-Factbook-v42.pdf
https://www.aci-europe.org/downloads/resources/DRONES%20IN%20THE%20AIRPORT%20ENVIRONMENT%20-%20CONCEPT%20OF%20OPERATIONS%20%20INDUSTRY%20GUIDANCE.pdf
https://www.aci-europe.org/downloads/resources/DRONES%20IN%20THE%20AIRPORT%20ENVIRONMENT%20-%20CONCEPT%20OF%20OPERATIONS%20%20INDUSTRY%20GUIDANCE.pdf
https://www.ausa.org/sites/default/files/publications/LWP-131-Expanding-the-Battlefield-An-Important-Fundamental-of-Multi-Domain-Operations.pdf
https://www.ausa.org/sites/default/files/publications/LWP-131-Expanding-the-Battlefield-An-Important-Fundamental-of-Multi-Domain-Operations.pdf
https://commons.erau.edu/cgi/viewcontent.cgi?article=1453&context=ijaaa
https://www.robins.af.mil/News/Article-Display/Article/2163067/amid-covid-19-pandemic-afrl-technology-protects-medical-facilities/
https://www.robins.af.mil/News/Article-Display/Article/2163067/amid-covid-19-pandemic-afrl-technology-protects-medical-facilities/
https://www.ledgerinsights.com/blockchain-drones-uas-us-dept-transport-air-traffic-management/
https://www.business.gov.au/cdic/news-for-defence-industry/counter-improvised-threat-grand-challenge
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1.6. UTM SYSTEMS (P5) 

Blue Bear Systems completes fully autonomous BVLOS drone swarm demonstration 

https://www.aerospacetestinginternational.com/news/drones-air-taxis/uk-drone-company-flight-tests-

autonomous-swarming-drones.html  

Vigilant Aerospace tests BVLOS air traffic monitoring system for drone flights 

https://vigilantaerospace.com/vigilant-aerospace-uses-detect-and-avoid-system-for-pandemic-response-test-

flight-with-oklahoma-state-university-and-maxq/  

F-Drone begins first BVLOS drone delivery service in Singapore to maritime vessels 

https://www.f-drones.com/post/f-drones-bvlos-singapore  

NASA award $8mill to develop safe and secure assured autonomy for UAM technology 

https://www.ncat.edu/news/2020/04/nasa-awards-grant-to-develop-air-taxies.php 

https://www.nasa.gov/press-release/nasa-looks-to-university-teams-to-advance-aviation-technology/ 

Ehang plan to build airport for unmanned systems in Hezhou, China 

https://thenextweb.com/neural/2020/04/24/china-plans-to-build-worlds-first-airport-for-self-flying-vehicles/ 

 

1.7. DRONE TECHNOLOGY (P5) 

MIT develops drone that flies via muscle signals and arm gestures  

https://techcrunch.com/2020/04/27/mit-muscle-control-system-for-drones-lets-a-pilot-use-gestures-for-

accurate-and-specific-navigation/  

Kratos wins $2.7m to support US drone operations with C2 System Mission Kits 

https://www.globenewswire.com/news-release/2020/04/20/2018548/0/en/Kratos-Awarded-2-7-Million-Sole-

Source-Award-for-Drone-Mission-Command-and-Control-Kits.html  

Black Swift Technologies contracted to develop weather drone to aid military cargo drop 

https://www.auvsi.org/industry-news/black-swift-technologies-develop-uas-air-force-army-and-special-

operations-forces-ops  

RIT scientist to modify drones to detect hazardous gas from mining operations 

https://www.rit.edu/news/researchers-using-drones-detect-noxious-gas-released-explosions  

Windracers drone to carry 100kg load over 1000km to begin trial for Isle of Wight, UK 

https://www.southwalesguardian.co.uk/news/national/18405353.drones-capable-carrying-220lb-loads-take-vital-

supplies-island-hospital/  

‘First Responders UAS endurance Challenge’ assessing prototypes flight-time with 10lb payload 

https://firstresponderuaschallenge.org/ 

 

 

https://www.aerospacetestinginternational.com/news/drones-air-taxis/uk-drone-company-flight-tests-autonomous-swarming-drones.html
https://www.aerospacetestinginternational.com/news/drones-air-taxis/uk-drone-company-flight-tests-autonomous-swarming-drones.html
https://vigilantaerospace.com/vigilant-aerospace-uses-detect-and-avoid-system-for-pandemic-response-test-flight-with-oklahoma-state-university-and-maxq/
https://vigilantaerospace.com/vigilant-aerospace-uses-detect-and-avoid-system-for-pandemic-response-test-flight-with-oklahoma-state-university-and-maxq/
https://www.f-drones.com/post/f-drones-bvlos-singapore
https://www.ncat.edu/news/2020/04/nasa-awards-grant-to-develop-air-taxies.php
https://www.nasa.gov/press-release/nasa-looks-to-university-teams-to-advance-aviation-technology/
https://thenextweb.com/neural/2020/04/24/china-plans-to-build-worlds-first-airport-for-self-flying-vehicles/
https://techcrunch.com/2020/04/27/mit-muscle-control-system-for-drones-lets-a-pilot-use-gestures-for-accurate-and-specific-navigation/
https://techcrunch.com/2020/04/27/mit-muscle-control-system-for-drones-lets-a-pilot-use-gestures-for-accurate-and-specific-navigation/
https://www.globenewswire.com/news-release/2020/04/20/2018548/0/en/Kratos-Awarded-2-7-Million-Sole-Source-Award-for-Drone-Mission-Command-and-Control-Kits.html
https://www.globenewswire.com/news-release/2020/04/20/2018548/0/en/Kratos-Awarded-2-7-Million-Sole-Source-Award-for-Drone-Mission-Command-and-Control-Kits.html
https://www.auvsi.org/industry-news/black-swift-technologies-develop-uas-air-force-army-and-special-operations-forces-ops
https://www.auvsi.org/industry-news/black-swift-technologies-develop-uas-air-force-army-and-special-operations-forces-ops
https://www.rit.edu/news/researchers-using-drones-detect-noxious-gas-released-explosions
https://www.southwalesguardian.co.uk/news/national/18405353.drones-capable-carrying-220lb-loads-take-vital-supplies-island-hospital/
https://www.southwalesguardian.co.uk/news/national/18405353.drones-capable-carrying-220lb-loads-take-vital-supplies-island-hospital/
https://firstresponderuaschallenge.org/
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1.8. INFORMATIONAL (P5) 

Securing Airports from Drone Threats (Commentary) 

https://www.aviationtoday.com/2020/04/21/securing-airports-drone-threats-wicked-problem-faa-industry-agree/ 

US Army seeks tethered UAV for laser targeting and designation 

https://www.janes.com/article/95779/us-army-seeks-tethered-uav-for-laser-designating 

FlytBase allows law enforcement to view multiple drone live streams from control room 

https://dst.gov.in/dst-supported-startup-offers-digital-platform-monitor-ground-level-situations-integrating-

drones  

Turkish drone strike on military checkpoint in Kobani, Syria 

https://npasyria.com/en/blog.php?id_blog=2383&sub_blog=15&name_blog=Turkish+military+drone+targets+A

sayish+checkpoint+in+Kobani#.XqfeqV1SFBc.twitter 

Polish and Ukrainian Firefighters engage assistance with FlyEye drone for fight against forest fire  

http://www.swiatdronow.pl/latajace-oczy-dla-polskich-i-ukrainskich-

strazakow?utm_source=mailpoet&utm_medium=email&utm_campaign=nowe-artykuly-na-swiatdronow-pl-date-

d-date-m-date-y_5  

Two Mavic 2 drones deployed to detect and extinguish 10-day wildfires near Chernobyl  

https://enterprise-insights.dji.com/user-stories/chernobyl-wildfire-extinguished-with-drones  

Argentina utilise Phantom 4 and Mavic 2 to survey land for possible hospital site 

https://dronedj.com/2020/04/22/drones-help-build-emergency-hospitals-in-argentina/  

North Carolina Department of Transportation to use drones to deliver medical and food supplies 

https://www.ncdot.gov/news/press-releases/Pages/2020/2020-04-22-ncdot-drones-covid-19.aspx  

Morocco Police and tech company Air Data Group team up to deploy drones against COVID-19 

https://www.moroccoworldnews.com/2020/04/300275/morocco-deploys-drones-to-raise-covid-19-awareness-in-

tangier/  

Varanasi, India, utilises Garuda Aerospace drones to disinfect towns 

https://www.expresscomputer.in/egov-watch/covid-19-disinfection-in-varanasi-using-special-drones/53896/  

South Korea employs drones from Doosan Mobility Innovation to send masks to citizens in 

offshore islands 

https://www.citizentribune.com/news/business/doosan-mobility-innovation-completed-contactless-drone-

delivery-to-remote-islands-without-a-proper-mask-supplier/article_b7784503-0fe4-5251-b4cc-c8fa35f7e43e.html  

Karnataka PD to start using drones to monitor citizens for movement restrictions 

https://www.deccanherald.com/state/mangaluru/coronavirus-lockdown-karnataka-police-use-drone-camera-to-

keep-an-eye-on-people-829505.html  

Ghana, Africa, to use Zipline delivery drone for faster COVID-19 testing 

https://www.channelnewsasia.com/news/world/covid-19-coronavirus-ghana-drones-testing-12658584  

Rwanda, Africa, to use Zipline drone for cancer drugs delivery to patients 

https://www.aviationtoday.com/2020/04/21/securing-airports-drone-threats-wicked-problem-faa-industry-agree/
https://www.janes.com/article/95779/us-army-seeks-tethered-uav-for-laser-designating
https://dst.gov.in/dst-supported-startup-offers-digital-platform-monitor-ground-level-situations-integrating-drones
https://dst.gov.in/dst-supported-startup-offers-digital-platform-monitor-ground-level-situations-integrating-drones
https://npasyria.com/en/blog.php?id_blog=2383&sub_blog=15&name_blog=Turkish+military+drone+targets+Asayish+checkpoint+in+Kobani#.XqfeqV1SFBc.twitter
https://npasyria.com/en/blog.php?id_blog=2383&sub_blog=15&name_blog=Turkish+military+drone+targets+Asayish+checkpoint+in+Kobani#.XqfeqV1SFBc.twitter
http://www.swiatdronow.pl/latajace-oczy-dla-polskich-i-ukrainskich-strazakow?utm_source=mailpoet&utm_medium=email&utm_campaign=nowe-artykuly-na-swiatdronow-pl-date-d-date-m-date-y_5
http://www.swiatdronow.pl/latajace-oczy-dla-polskich-i-ukrainskich-strazakow?utm_source=mailpoet&utm_medium=email&utm_campaign=nowe-artykuly-na-swiatdronow-pl-date-d-date-m-date-y_5
http://www.swiatdronow.pl/latajace-oczy-dla-polskich-i-ukrainskich-strazakow?utm_source=mailpoet&utm_medium=email&utm_campaign=nowe-artykuly-na-swiatdronow-pl-date-d-date-m-date-y_5
https://enterprise-insights.dji.com/user-stories/chernobyl-wildfire-extinguished-with-drones
https://dronedj.com/2020/04/22/drones-help-build-emergency-hospitals-in-argentina/
https://www.ncdot.gov/news/press-releases/Pages/2020/2020-04-22-ncdot-drones-covid-19.aspx
https://www.moroccoworldnews.com/2020/04/300275/morocco-deploys-drones-to-raise-covid-19-awareness-in-tangier/
https://www.moroccoworldnews.com/2020/04/300275/morocco-deploys-drones-to-raise-covid-19-awareness-in-tangier/
https://www.expresscomputer.in/egov-watch/covid-19-disinfection-in-varanasi-using-special-drones/53896/
https://www.citizentribune.com/news/business/doosan-mobility-innovation-completed-contactless-drone-delivery-to-remote-islands-without-a-proper-mask-supplier/article_b7784503-0fe4-5251-b4cc-c8fa35f7e43e.html
https://www.citizentribune.com/news/business/doosan-mobility-innovation-completed-contactless-drone-delivery-to-remote-islands-without-a-proper-mask-supplier/article_b7784503-0fe4-5251-b4cc-c8fa35f7e43e.html
https://www.deccanherald.com/state/mangaluru/coronavirus-lockdown-karnataka-police-use-drone-camera-to-keep-an-eye-on-people-829505.html
https://www.deccanherald.com/state/mangaluru/coronavirus-lockdown-karnataka-police-use-drone-camera-to-keep-an-eye-on-people-829505.html
https://www.channelnewsasia.com/news/world/covid-19-coronavirus-ghana-drones-testing-12658584
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https://www.newtimes.co.rw/news/rwanda-uses-drones-deliver-cancer-drugs-patients  

Satkhira, Bangladesh, uses Mavic 2 to ensure citizen maintain social distancing 

https://unb.com.bd/category/Bangladesh/satkhira-police-using-drone-to-monitor-social-distancing/50598  

Oklahoma City PD, USA release $50,000 USD drone program 

https://oklahoman.com/article/5660238/okc-police-unveils-50000-drone-program 

 

1.9. SOCIALS (P5) 

StackExchange Q&A community launches dedicated drone forum 

https://drones.stackexchange.com/ 

Drone Con launches online conference focusing on drone security and surveillance 

https://us02web.zoom.us/webinar/register/WN_P0D5UPUhQ-COENfAwuo9WQ 

AAUS ‘RPAS in the Skies’ conference event turns digital amid COVID19 pandemic (27th–30th April) 

https://aaus.org.au/rpas2020/ 

Skydio select Huntington PD, USA as part of their Emergency Response Program (ERP) 

https://www.linkedin.com/posts/tim-martin-24293764_publicsafety-lawenforcement-firstresponders-

activity-6661075192829353984-Ofxy 

Rectrix Drone Services Limited releases DJI drone with facial recognition from 100m away 

https://www.youtube.com/watch?v=WK4MQmFDLT4 

Racing drone flies in close proximity to Roman architecture in Italy 

https://twitter.com/RafaWildNature/status/1255129761199742977 

https://twitter.com/romacristiana/status/1254103538516611072 

Surveillance drones spotted over Makhmour, Iraq 

https://twitter.com/_____mjb/status/1254408570453581824 

 

 

 

 

https://www.newtimes.co.rw/news/rwanda-uses-drones-deliver-cancer-drugs-patients
https://unb.com.bd/category/Bangladesh/satkhira-police-using-drone-to-monitor-social-distancing/50598
https://oklahoman.com/article/5660238/okc-police-unveils-50000-drone-program
https://drones.stackexchange.com/
https://us02web.zoom.us/webinar/register/WN_P0D5UPUhQ-COENfAwuo9WQ
https://aaus.org.au/rpas2020/
https://www.linkedin.com/posts/tim-martin-24293764_publicsafety-lawenforcement-firstresponders-activity-6661075192829353984-Ofxy
https://www.linkedin.com/posts/tim-martin-24293764_publicsafety-lawenforcement-firstresponders-activity-6661075192829353984-Ofxy
https://www.youtube.com/watch?v=WK4MQmFDLT4
https://twitter.com/RafaWildNature/status/1255129761199742977
https://twitter.com/romacristiana/status/1254103538516611072
https://twitter.com/_____mjb/status/1254408570453581824
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 1 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 

 

 

 

 

 



 Notify – Threat Intelligence  

Issue #20, 04/2020 
 

NOTIFY – UNRESTRICTED PAGE 13 OF 17 

Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 



 Notify – Threat Intelligence  

Issue #20, 04/2020 
 

NOTIFY – UNRESTRICTED PAGE 14 OF 17 

• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT6, exploits or zero-days7. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
6 OSINT: Open-Source Intelligence from the public domain. 
7 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 
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Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

