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EXECUTIVE SUMMARY 
 

I’m pleased to release our second monthly roll-up of the year 2020. This is the report we analyse, 

categorise and compare the items with more of an in-depth look. So far, from the analytics, we’ve 

maintained a pretty stable release of intelligence artefacts with only a slight increase from January. This 

is good news, but also potentially in limbo as the industry awaits the outcome of the FAA Remote ID 

ruling. This is also the first time we’ve witnessed physical protests related to hobbyist and commercial 

drone groups taking place within a legislative context. 

To all of our new subscribers, and new Premium members, we welcome you on board and hope your 

organisations is able to make better decisions based off real events, technical insights and regulatory 

landmarks we cover week-on-week. As we continue to record and analyse drone security data, 

predictions and prevention methods become more attainable when integrating this information with 

Counter-Drone and UTM systems around the globe. 

Last week we saw potential electromagnetic interference take place at a drone light show – this week, 

we cover the Dolce & Gabbana fashion show which seemed to suffer from similar interruptions, but 

without further incident. A personal interest to me was the use of drones in South Africa with facial 

detection capabilities to deter and apprehend the act of stealing overhead wires from passenger and 

freight train lines. An incredible act of desperation by the poor which results in a whopping 350 

kilometres of cable stolen in just under nine months; we’ll be watching the results closely to see if the 

utilisation of drones in this security context proves any advantages. 

We have just three (3) spots left on our March 18 – 20th drone security courses, of which we are offering 

at a discounted rate to current reader organisations. If you’d like to reserve a place, please get in touch 

with us as there is just two weeks before commencement. 

 

- Mike Monnik, DroneSec CTO 

  

https://dronesec.com/collections/training/
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies.  

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Kicking it all off, we’re delivering our first few rounds in PDF format. In the next few weeks, we’ll continue 

to roll out platform access to ensure we can sustainably support our current client needs with relevant, 

actionable information within the context of DCU. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

 

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. MONTHLY ROLL-UP 

As we enter the month of March, Notify features an aggregated summary of drone incidents, types and 

affected sectors in the past months of 2020 and collated numerical data on drone incidents for the year. 

Extended analytics with full database-searchable functionality is only offered to our Plus and Premium 

members, with constant improvements currently taking place on the platform. 

Below you’ll find some handy statistics to measure correlation, location and systems involved over data 

we’ve collected for the January period. Anything we’ve missed? Anything you’d like to see? Drop us a 

note at info@dronesec.com to get in touch with the team. 

 

In 2020 thus far, two hundred and seventy-four artefacts were recorded which roughly equates to 4.6 

drone security incidents/events per day. Impressive (or slightly worrying), considering the young age 

of drone technology which pales in comparison to the billions of computer-security incidents we see on 

a global scale today. We’re hoping drone security won’t get to that milestone, but we’re preparing for 

it in case. 

Month Number of Artefacts 
Global number of 

incidents per day 

Month-on-month increase 

January 135 4.3 N/A 

February 139 4.8 4 (2.96%) 

Total (2020) 274 4.6 4 (2.96%) 

 

The DroneSec platform tracks incidents, their categories/tags and allows us to visualise them on a month 

to month basis. The statistics below are for the month of January and February 2020: release #4 – #11. 

Category Number of Artefacts 

Featured 12 

Cyber and Information Security 8 

News and Events 100 

Whitepapers and Publications 53 

Counter-Drone Systems 36 

UTM Systems 10 

Drone Technology 16 

 

One key metric we use is priority level – this is explained in our Appendix but means an artefact 

(determined by category) can change priority based on our matrix. For that reason, it can be insightful 

to gauge how we align evidence of events to perceived organisational priority and risk. Below you’ll find 

a breakdown of how many artefacts were reported in each priority tier. As with any security threat 

mailto:info@dronesec.com


 Notify – Threat Intelligence  

Issue #12, 03/2020 
 

NOTIFY – UNRESTRICTED PAGE 7 OF 20 

modelling, it’s difficult to ascertain risk without knowing what an organisation deems important in their 

unique environment. As a company, we try to prioritise specifics (e.g. keywords provided by a customer) 

over unknowns to filter out noise and ensure notifications do not include ‘SPAM’ (e.g. P5’s). 

 

Figure 1: Number of Artefacts by Priority Levels (Since January 2020) 

Continuing on below, we’ve gathered some of the key metrics around specific events and the drones 

involved. This can help assess historical data and determine if patterns exist amongst similar events. 

 

Since January 2020, we have collated a number of incidents where drones have flouted the laws and 

we see a majority of them reported in cases of illegals infringements such as trespassing into private 

property or flying into restricted airspace. However, we also note that drones are utilised quite 

frequently for vices. Offenders and rogue users have found a new means of transportation for their 

contraband and without the fear of being caught red handed, they would naturally push their luck and 

capitalise on the use of these small and stealthy drones. While it is hard to have constant watch 

protection against illegal drone flights into prohibited areas, DroneSec recommends for basic drone 

detection systems at key installations such as prisons, docks, and power plants to protect facilities and 

alert security control centres on unauthorised drone activity.  

 

Figure 2: Number of Drones Utilised by Category of Activities (Since January 2020) 
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DroneSec has also recorded the places and countries where drone incidents have occurred – most 

incursions happen at national events, airfields, and at territorial borders. The first two areas are where 

most hobbyists would aim to fly their drones to capture the ceremonies for ‘instagram-worthy’ 

photos. However, these are also the areas where flight restrictions are placed. The latter area – the 

national borders, would most likely be areas where illegal activities are carried out. While traditional 

means of securing borders with perimeter fences can prevent the majority of human movement, it 

does not provide adequate protection against drones from navigating across them. The issue faced 

today by border protection agencies is at an infant stage and most government do not have the 

means to defend the airspace at these borders, which can stretch for hundred of miles.  

 

Figure 3: Number of Drone Incidents by Location of Occurrence (since January 2020) 

 

Figure 4: Percentage of Drone Incidents by Country of Occurrence (Since January 2020) 
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With so many drone incidences and events occuring, it would also make sense to record the make and 

model of these drones utilised so law enforcement can source the appropriate counter drone 

measures. It is not surprising to see 75% of the drone were DJI drones, with a majority of them being 

the Mavic model.  

 

Figure 5: Percentage of Brands of Drones Utilised (Since January 2020) 

 

Figure 6: Number of DJI Drones Utilised by Category of DJI Models (Since January 2020) 

 

That concludes our monthly roll up for February. For more advanced statistics like these, get in touch 

with the team to find out what a Notify PLUS or PREMIUM subscription can offer. 
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1.3. FEATURED ADVISORIES (P2) 

The prioritisation table and its dependencies are explained in Appendix A, and relate to how we filter, 

analyse and visualise the intelligence we collect. 

Exploits and Vulnerabilities Tags Priority 

Interference of Drones during Dolce & Gabbana Fashion Week 
Drones, Cyber Security, 

Safety, Commercial 
P2 

Summary 

The catwalk opening of Dolce & Gabbana featuring drones was delayed for an hour due to possible 

interference. It was suggested that the attendee’s mobile phone’s Wi-Fi and hotspot signals were interfering 

with the operation of the drones and their controllers. 

Overview 

At the Milan Fashion Week where Dolce & Gabbana (D&G) was due to showcase their latest collection, D&G 

decided to use drones instead of traditional human models. The products were hung from the base of the 

drones and flown down the catwalk. However, the show started an hour later than scheduled as D&G was not 

satisfied with the safety of the airspace. During the wait, several announcements were made for participants to 

switch off their Wi-Fi and hotspot on their smartphones, which sparked potential discussion around the delay. 

Once the airspace was deemed safe, the drones flew out and completed their catwalk with no further 

incidents. 

DroneSec Analysis 

Incredible display of innovation and potentially a demonstration we will see more often. From the reports, it 

seems that public safety was prioritised – and the added roving security guards ready to capture any drones 

going off course. That being said, there are significant environmental factors that can affect a drone’s flight – 

automated or not. The DroneSec team have often undertaken indoors flights with a number of different drone 

types; lack of GPS, interfering wireless signals and the potential of low-requirement de-authorisation 

techniques are real-world concerns that could send a drone hovering in an un-intentional direction. 

It’s fair to say the demo was probably practiced many times over, but it also begs the question – rather than 

the roving human security guards, is there a low-cost, soft-kill solution for countering or controlling a drone 

indirectly threatening the safety of the public. In the past, we’ve witnessed nets or blankets at the ready, but 

can only imagine these types of fail-safe technologies will continually be on the rise. 

Technical Background 

Most COTS drones operate on traditional wireless frequencies such as the ISM bands. Whether using Wi-Fi or 

not, these channels and ranges can be shared by other devices – a bit like a highway with traffic. Due to the 

way most drones operate, a loss of signal might actually cause the drone to continue in its last commanded 

direction, instead of simply stalling and hovering mid-air – this is because the last command is either repeated 

(to ensure it was received) or the expected next command never arriving. This puts the system in a bit of a 

loop and some interesting results are revealed. 

Recommendations 

Ensure that all indoor drone-based activities have appropriate protection and fail-safes. Similar to a red team 

engagement, place your acceptable risk on the spectrum of the worst ‘what could go wrong’ matrix. 

Practice the worst-case scenario happening and work backwards to ensure you have appropriate controls. 

Trials can’t predict how many attendees may bring wireless devices and can’t all be trusted to disable these for 

an indoor event. For personal safety, high-vis jackets and safety goggles. For the operating controller, make 

sure it has the largest available bandwidth and power in the room and power down other sources of 

electromagnetic or wireless emissions. Ensure operators are familiar with flying “raw” without object-avoidance 

and GPS positioning aids and can navigate to a dedicated ‘safe spot’ by either controls-only or video-only. 

Indoor drone events are a fantastic example of innovation and should be made as safe and secure as possible 

as to not result in further restrictions on the industry or these types of events. 
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References: 

• https://www.digitaltrends.com/news/dolce-and-gabbana-drone-fly-catwalk/ 

Affected System(s): 

• Unknown make and model of Drone and control link 

 

Exploits and Vulnerabilities Tags Priority 

Drone shuts down Frankfurt Airport for two hours 

Drones, Safety, 

Commercial, Airport, 

Infringement 

P2 

Summary 

Clearances for take-off and landings were delayed for two hours as drone was spotted in the vicinity of 

Frankfurt Airport. 

Overview 

The air traffic around Frankfurt Airport came to a stop after a drone was spotted by a pilot at the southern end 

of the airport. Several flights were delayed and rerouted as police scouted the area with a helicopter for the 

drone and its operator. However, neither the drone nor its operator was found. It was only after two hours that 

Frankfurt Airport reopened its air traffic and flights resumed back to normalcy.  

DroneSec does not yet have confirmation whether the drone sighting was confirmed via visual or audio 

means. 

References: 

• https://www.thelocal.de/20200302/flights-at-frankfurt-airport-suspended-following-drone-sighting  

 

1.4. NEWS AND EVENTS (P3) 

Libyan Army downs six Turkish drones in three days 

https://aawsat.com/english/home/article/2156966/lna-downs-six-turkish-drones  

Turkey attacks with drone swarms, Syrian air defence unable to contain threat 

https://www.bloomberg.com/news/articles/2020-03-01/turkey-s-killer-drone-swarm-poses-syria-air-challenge-

to-putin  

South African rail agency deploys drones and facial recognition to combat against cable theft  

https://www.pressreader.com/south-africa/sunday-times-1107/20200301/281728386559431  

Drones spotted in Dallas flying at night and over people, possibly without FAA special waivers 

https://www.9news.com/article/news/local/glenwood-springs-mystery-drones/73-b27f585f-2494-44de-8151-

b2dd7b3d8f8b  

Drone with thermal imaging camera used during UK police chase in manhunt 

https://www.nottinghampost.com/news/nottingham-news/drones-used-during-police-chase-3900404  

U.S. loses MQ-1 drone due to mechanical failure 

https://www.militarytimes.com/flashpoints/2020/03/02/us-loses-drone-over-niger/  

https://aawsat.com/english/home/article/2156966/lna-downs-six-turkish-drones
https://www.bloomberg.com/news/articles/2020-03-01/turkey-s-killer-drone-swarm-poses-syria-air-challenge-to-putin
https://www.bloomberg.com/news/articles/2020-03-01/turkey-s-killer-drone-swarm-poses-syria-air-challenge-to-putin
https://www.pressreader.com/south-africa/sunday-times-1107/20200301/281728386559431
https://www.9news.com/article/news/local/glenwood-springs-mystery-drones/73-b27f585f-2494-44de-8151-b2dd7b3d8f8b
https://www.9news.com/article/news/local/glenwood-springs-mystery-drones/73-b27f585f-2494-44de-8151-b2dd7b3d8f8b
https://www.nottinghampost.com/news/nottingham-news/drones-used-during-police-chase-3900404
https://www.militarytimes.com/flashpoints/2020/03/02/us-loses-drone-over-niger/
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Airspace closes for private drones as city prepares for Indian Chief Minister’s visit 

https://economictimes.indiatimes.com/news/politics-and-nation/no-private-drones-in-air-traffic-diversions-as-

up-cm-yogi-adityanath-on-2-day-visit-to-noida/articleshow/74424278.cms  

 

1.5. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P3) 

FAA established a no-drone zone above 12 restricted installations as required by DoD 

https://www.faa.gov/news/updates/?newsId=94034  

https://www.kark.com/news/local-news/pine-bluff-arsenal-establishes-no-drone-zone/  

Taipei drone registration laws to take effect from March 31 

Taiwan’s Civil Aeronautics Administration (CAA) recently imposed an act requiring drone owners to 

register their drones if they weigh more than 250g during take-off. However, all government agencies, 

academic institutions or legal persons would have to register their drones regardless of their weight. 

Registration numbers are required to be attached to the drones and the registration is free until 

September 30, 2020.  

www.taipeitimes.com/News/taiwan/archives/2020/03/02/2003731918  

https://focustaiwan.tw/society/202003010006  

New rules implemented for drone flights over Port of Gdynia, Poland 

The port of Gdynia Authority Services Agency has introduced measures where drone operators will have 

to manually report the purpose, profile and other significant information about their flight before 

carrying it out. This procedure will allow the tower controllers to be cognisant of drone operations, 

allowing safer coordination of manned and unmanned flights. The system utilised would be the recently 

approved PansaUTM system where drone mission plans and data were consolidated for flights in the 

Polish airspace. 

http://www.swiatdronow.pl/nowe-zasady-lotow-bsp-port-gdynia 

CompTIA Drone Advisory Council weighs in on FAA’s Remote ID for drones 

With FAA’s proposal on having remote ID for all drones, operators are expected to be able to transmit 

their flight data continuously, which translates to their drones requiring a transmitter with internet 

connectivity. CompTIA adds that this method adds undue financial burden to recreational and 

commercial operators who have not flouted any rules for the last several years. In addition, CompTIA 

recommends that the rules imposed should also not restrict innovation and growth opportunity for the 

drone industry.  

https://www.commercialuavnews.com/security/comptia-drone-advisory-council-responds-to-the-nprm-on-

remote-id  

Maine, USA bill to prevent unauthorised drone surveillance on children 

https://www.pressherald.com/2020/02/25/bill-seeks-to-protect-children-from-drone-surveillance/  

 

 

https://economictimes.indiatimes.com/news/politics-and-nation/no-private-drones-in-air-traffic-diversions-as-up-cm-yogi-adityanath-on-2-day-visit-to-noida/articleshow/74424278.cms
https://economictimes.indiatimes.com/news/politics-and-nation/no-private-drones-in-air-traffic-diversions-as-up-cm-yogi-adityanath-on-2-day-visit-to-noida/articleshow/74424278.cms
https://www.faa.gov/news/updates/?newsId=94034
https://www.kark.com/news/local-news/pine-bluff-arsenal-establishes-no-drone-zone/
http://www.taipeitimes.com/News/taiwan/archives/2020/03/02/2003731918
https://focustaiwan.tw/society/202003010006
http://www.swiatdronow.pl/nowe-zasady-lotow-bsp-port-gdynia
https://www.commercialuavnews.com/security/comptia-drone-advisory-council-responds-to-the-nprm-on-remote-id
https://www.commercialuavnews.com/security/comptia-drone-advisory-council-responds-to-the-nprm-on-remote-id
https://www.pressherald.com/2020/02/25/bill-seeks-to-protect-children-from-drone-surveillance/
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Lawmakers in Alabama to restrict use of that drones that can aid in policing pollution 

(Commentary) 

https://www.al.com/news/2020/03/drones-help-police-pollution-in-alabama-lawmakers-want-to-make-that-a-

crime.html  

 

1.6. COUNTER-DRONE SYSTEMS (P4) 

Sandia Labs develops drone swarm to intercept rogue drones 

https://www.sandia.gov/news/publications/labnews/articles/2020/02-28/MARCUS.html  

US Navy arms warship with laser defence system capable of disabling and jamming drones 

https://www.theepochtimes.com/us-navy-deploys-warship-armed-with-new-anti-drone-laser-

system_3254092.html  

Citadel Defense secures $9.2 million in orders for AI-based radiofrequency Counter-Drone system 

https://finance.yahoo.com/news/citadel-defense-secures-9-2m-135200012.html 

 

1.7. UTM SYSTEMS (P4) 

Polish UTM system captures 150 drone flights simultaneously 

https://www.pansa.pl/?lang=_eng&opis=wiecej&id_wyslane=1485  

 

1.8. DRONE TECHNOLOGY (P4) 

Synchronised drone system to detect missing people in deserts 

https://www.albawaba.com/editors-choice/smart-students-invent-drone-track-missing-people-desert-1341925  

South Korea steps up fight against Coronavirus with drive-thru clinics and disinfecting drones 

https://newsinfo.inquirer.net/1234294/drive-thru-clinics-drones-koreas-new-weapons-in-virus-fight  

Hybrid fuel-electric drone lasts 8 hours in flight time 

https://www.suasnews.com/2020/03/quaternium-hybrix-hybrid-multirotor-flies-for-8-hours-10-minutes/  

Hamburg trials on delivery for urgent medical supplies via drones 

https://i-hls.com/archives/99356  

Drones utilised underground in Tokyo for subway inspection 

https://www.dailymail.co.uk/sciencetech/article-8051273/Drones-flying-underground-Japan-inspect-parts-Tokyo-

Metro.html  

 

https://www.al.com/news/2020/03/drones-help-police-pollution-in-alabama-lawmakers-want-to-make-that-a-crime.html
https://www.al.com/news/2020/03/drones-help-police-pollution-in-alabama-lawmakers-want-to-make-that-a-crime.html
https://www.sandia.gov/news/publications/labnews/articles/2020/02-28/MARCUS.html
https://www.theepochtimes.com/us-navy-deploys-warship-armed-with-new-anti-drone-laser-system_3254092.html
https://www.theepochtimes.com/us-navy-deploys-warship-armed-with-new-anti-drone-laser-system_3254092.html
https://finance.yahoo.com/news/citadel-defense-secures-9-2m-135200012.html
https://www.pansa.pl/?lang=_eng&opis=wiecej&id_wyslane=1485
https://www.albawaba.com/editors-choice/smart-students-invent-drone-track-missing-people-desert-1341925
https://newsinfo.inquirer.net/1234294/drive-thru-clinics-drones-koreas-new-weapons-in-virus-fight
https://www.suasnews.com/2020/03/quaternium-hybrix-hybrid-multirotor-flies-for-8-hours-10-minutes/
https://i-hls.com/archives/99356
https://www.dailymail.co.uk/sciencetech/article-8051273/Drones-flying-underground-Japan-inspect-parts-Tokyo-Metro.html
https://www.dailymail.co.uk/sciencetech/article-8051273/Drones-flying-underground-Japan-inspect-parts-Tokyo-Metro.html
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1.9. INFORMATIONAL (P5) 

Waco, USA Police use thermal drones in manhunt 

https://www.wacotrib.com/news/crime/police-use-dogs-drone-in-elusive-search-for-cameron-

park/article_1181178f-e6ef-5367-8733-975586954deb.html  

Drone used for search and rescue for missing woman in Canada 

https://www.tricitynews.com/news/drones-used-to-help-coquitlam-searchers-find-missing-new-westminster-

woman-1.24085689  

Chico Fire Department uses drones to help detect and locate injured hiker in national park 

https://www.actionnewsnow.com/content/news/Chico-Fire-Depratment-used-the-hlp-of-a-drone-to-locate-and-

rescue-and-inhured-hiker-568354651.html  

Elon Musk comments on drone fighter planes as the new era of air combat 

https://www.businessinsider.sg/elon-musk-f-35-drone-fighter-2020-2?r=US&IR=T  

Indonesia accepts 14 drones and 3 helicopters from the US security assistance scheme 

https://www.rfa.org/english/news/china/indonesia-usa-02262020181255.html  

Indian Army and Air Force to acquire MQ-9 Reaper from the US 

https://idrw.org/india-to-buy-30-mq-9-reaper-armed-uavs-from-us/  

Drones used to locate feral cats on Kangaroo Island for culling 

https://www.adelaidenow.com.au/bushfiresupport/kangaroo-island-fires-drones-called-in-to-kill-feral-cats-

preying-on-wildlife-on-bushfireravaged-ki/news-story/6376916014d712fa428f6bd660c3a667  

FAA expect homebuilt drones to be phased out, hobbyists argues otherwise (Opinion) 

https://arstechnica.com/tech-policy/2020/02/new-faa-drone-rule-is-a-giant-middle-finger-to-aviation-

hobbyists/?fbclid=IwAR1OOncBn6wWX3E0OA8OOJJDXM6Szh3m31wA-q6FiiXllhzfZWAxCcsEkuY  

Delivery drones open to piracy via hacking and hijacking amidst parcel thefts (Opinion) 

https://luxorr.media/drones-self-defence-as-delivery-drones-multiply-they-may-need-to-protect-themselves-

science-and-technology/  

 

 

 

 

https://www.wacotrib.com/news/crime/police-use-dogs-drone-in-elusive-search-for-cameron-park/article_1181178f-e6ef-5367-8733-975586954deb.html
https://www.wacotrib.com/news/crime/police-use-dogs-drone-in-elusive-search-for-cameron-park/article_1181178f-e6ef-5367-8733-975586954deb.html
https://www.tricitynews.com/news/drones-used-to-help-coquitlam-searchers-find-missing-new-westminster-woman-1.24085689
https://www.tricitynews.com/news/drones-used-to-help-coquitlam-searchers-find-missing-new-westminster-woman-1.24085689
https://www.actionnewsnow.com/content/news/Chico-Fire-Depratment-used-the-hlp-of-a-drone-to-locate-and-rescue-and-inhured-hiker-568354651.html
https://www.actionnewsnow.com/content/news/Chico-Fire-Depratment-used-the-hlp-of-a-drone-to-locate-and-rescue-and-inhured-hiker-568354651.html
https://www.businessinsider.sg/elon-musk-f-35-drone-fighter-2020-2?r=US&IR=T
https://www.rfa.org/english/news/china/indonesia-usa-02262020181255.html
https://idrw.org/india-to-buy-30-mq-9-reaper-armed-uavs-from-us/
https://www.adelaidenow.com.au/bushfiresupport/kangaroo-island-fires-drones-called-in-to-kill-feral-cats-preying-on-wildlife-on-bushfireravaged-ki/news-story/6376916014d712fa428f6bd660c3a667
https://www.adelaidenow.com.au/bushfiresupport/kangaroo-island-fires-drones-called-in-to-kill-feral-cats-preying-on-wildlife-on-bushfireravaged-ki/news-story/6376916014d712fa428f6bd660c3a667
https://arstechnica.com/tech-policy/2020/02/new-faa-drone-rule-is-a-giant-middle-finger-to-aviation-hobbyists/?fbclid=IwAR1OOncBn6wWX3E0OA8OOJJDXM6Szh3m31wA-q6FiiXllhzfZWAxCcsEkuY
https://arstechnica.com/tech-policy/2020/02/new-faa-drone-rule-is-a-giant-middle-finger-to-aviation-hobbyists/?fbclid=IwAR1OOncBn6wWX3E0OA8OOJJDXM6Szh3m31wA-q6FiiXllhzfZWAxCcsEkuY
https://luxorr.media/drones-self-defence-as-delivery-drones-multiply-they-may-need-to-protect-themselves-science-and-technology/
https://luxorr.media/drones-self-defence-as-delivery-drones-multiply-they-may-need-to-protect-themselves-science-and-technology/
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 7 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 

 

 

 

 

 



 Notify – Threat Intelligence  

Issue #12, 03/2020 
 

NOTIFY – UNRESTRICTED PAGE 16 OF 20 

Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT6, exploits or zero-days7. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
6 OSINT: Open-Source Intelligence from the public domain. 
7 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 
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Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

