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EXECUTIVE SUMMARY 
 

This week we cover a drone ‘light show’ affected by suspicious interference with resulting damage and 

questions surrounding the future of public safety. A bit of a watershed moment for the innovation and 

seemingly positive-guided news across drone light shows (or drone fireworks) in recent times. 

A major development as DHS selects DFW Airport in the USA as a counter-drone test field site, a nod 

to their ear-to-the-ground history within the UAS and UTM space. On the same token, Norway selects 

eighteen national airports for integration of their UTM system; this will of course see major security 

operations taking place within the environments to assess the safety and assurance of both drone and 

plane systems in airspace. 

A number of Singaporeans in trouble for this week, with a number of fines given out by CAAS for flying 

in prohibited areas and drone-borne collisions. Within this topic, the DroneSec team went through the 

innovations, bad operations and counter-drone techniques with a bunch of school kids (ages 6-16 years 

old) as a workshop for Kids SecuriDay. A great day with over 60+ submissions of what children think 

the perfect Counter-UAS system might look like for a zoo owner trying to protect his animals and 

visitors; an amazing collection which we’ll hopefully release in some form in the near future. To top it all 

off, they got to use fans, nets, balls and nerf guns to take down hovering rogue drones and compare 

the positives/negatives of different take-down methods. Starting them young! 

 

- Mike Monnik, DroneSec CTO 
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies. 

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Kicking it all off, we’re delivering our first few rounds in PDF format. In the next few weeks, we’ll continue 

to roll out platform access to ensure we can sustainably support our current client needs with relevant, 

actionable information within the context of DCU. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

 

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. FEATURED ADVISORIES (P2) 

The prioritisation table and its dependencies are explained in Appendix A, and relate to how we filter, 

analyse and visualise the intelligence we collect. 

Exploits and Vulnerabilities Tags Priority 

Forty-eight drones crashed due to electromagnetic interferences 

Drones, Cyber Security, 

Safety, Commercial, All 

Sectors 

P2 

Summary 

48 out of 800 drones used during a light show performance crashed during the middle of the ‘drone fireworks’ 

light show performance. In an official report, “signal” or electromagnetic interference was detected; however, 

origin of interference was not discovered.  

Overview 

800 drones were designated to perform a light show at the Taiwan Lantern Festival in Taichung City when 

forty-eight of the drones crashed during the performance. While there was electromagnetic interference 

detected before the show, the source of the interference was not located despite engaging the 

telecommunication police. 

Taiwan telecommunication police uses detection guns and signal monitoring vans to detect origins of 

unknown signals and interferences. While the interferences were postulated to have overlapped with that used 

by other radio-frequency devices, it was rumoured that  interference could have been a deliberate action by 

protesting drone operators who are against the government’s new regulations, scheduled to take effect on 

March 31, 2020. The regulation required all drones weighing over 250 grams to be registered and drones can 

only fly up to 120 meters above ground level. 

DroneSec Analysis 

A bit of a watershed moment for the innovation and seemingly positive-guided news across drone light shows 

(or drone fireworks) in recent times. Overcoming environmental, sound and fire-sparking negatives of 

traditional fireworks, there is now a need for mitigation strategies into Drone Fireworks as a safety and public 

precaution. The problem defines itself from a number of angles – if it was indeed an illegal jamming in the 

name of a protestor, what could a malicious operator do with illegal protocol manipulation or hijacking 

techniques? Suddenly, a number of swarm-based activities become available to nefarious individuals. 

Further to this (simply from a Red Teamer’s perspective), these light shows can be easily automated and pre-

programmed. You have to wonder if the control link was jammed and overridden with a pre-set path, there 

could certainly be room for a Not-Safe-For-Work or even anti-propaganda message displayed in the sky, to 

the malicious operator’s creative designs. This is a limited attack scenario compared to sending those drones 

into the crowd, or a busy helicopter causeway. Most importantly, something with the attention of a fireworks 

demonstration draws a large crowd and is often backed by the city – it’s an attractive target for malicious 

individuals and one that would cause a lot of fear, uncertainty and doubt in the innovation and technology. 

Technical Background 

Electromagnetic interference, or jamming, is one of the many methods which have been employed worldwide 

as a counter-drone solution. Jammers works by sending out strong bursts of radio frequency similar to the 

target frequency, overpowering the real signal, disrupting the target from receiving any incoming signals. 

However, jammers, while able to shut down a drone, essentially shuts out the frequency which affects 

surrounding appliances, gadgets or tools running on that same frequency. With that said, it can be quite costly 

(publicly and commercially) to implement an electromagnetic counter-drone solution as drones can run on 

several frequencies ranging from 433MHz to 5.8Ghz, with most being on 2.4GHz and 5.8GHz. Concurrently, the 

latter two frequencies are also Wi-Fi frequencies which is widely used today in most smart cities. 

As a rogue drone activist, implementing a jammer or electronic interference to dampen the use of drones is 

easily implemented as well. Low-powered portable jammers, easily available off the market, can effectively 

shut down frequencies about 15 meters away and extended with amplifiers. However, detecting jammers are 
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costly and takes a longer process than to emit a jamming frequency. Using a spectrum analyser, usually 

costing from hundreds to several thousand, does not give an exact location of the jammer itself, requiring 

several data points before the seeker is able to pinpoint the rough estimate location of the jammer. By then, 

the jammer could have already served its purpose and the operator moved on. 

Recommendations 

When using Wi-Fi-based drone light shows, ensure the drones have been modified to operate on custom-

named SSID’s, channels and enforce complex passwords to join the wireless network (supporting reasonable 

encryption). Where possible, ensure protected management frames are utilised (when supported by the 

hardware and wireless adapter and thoroughly tested) to prevent common de-authentication attack 

techniques. These typical wireless security methodologies could prevent low-hanging fruit attacks against your 

average skilled hacker and their generic wireless-based hacking kit. 

For automated-GPS or RF-based light shows not utilising the 802.11x protocol, ensure the control link is 

secure, high-powered and physical redundancy is in place in the event the drones drop or fall out of the sky. 

Ensure a soft-kill, hard-kill or telemetry failure has a default action such as Return-to-Home or complete rotor 

stop on path deviation. 

Lastly, in the event something like this occurs, the crew should have a forensic or incident response kit ready 

(for that particular drone make/model and associated equipment) and waiting to collect the evidence, 

hardware and software data to piece together the story of what happened. Logging on both the drone, 

controllers and interconnected systems/software should provide enough telemetry data to discern what is 

accidental link-failure, bird strike or operator mistake over a malicious de-authentication attack, signal jam or 

protocol manipulation of the devices. 

It’s always recommended to select a (drone and control link) brand that has been independently tested from a 

security and penetration testing point of view, and if running a Drone Light Show, conduct a simulation 

catering for malicious individuals targeting the event for mitigation and remediation purposes. This is 

something DroneSec provides as a core speciality – please contact info@dronesec.com to enquire about Red 

Teaming services. 

References: 

• http://www.taipeitimes.com/News/taiwan/archives/2020/02/24/2003731529 

 

• https://www.taiwannews.com.tw/en/news/3880116 

Affected System(s): 

• Unknown make and model of Drone and OS 

• Unknown make and model of Control Link 

 

1.3. NEWS AND EVENTS (P3) 

Singaporean fined S$2,500 for flying drone within a prohibited area 

Despite signs restricting drone operations, a Singaporean man was fined for flying his drone near the 

Singapore Flyer at the National Day Parade. The area was considered as a prohibited area for drone 

flights due to low flying aircrafts during the parade. The drone was spotted on descent and was traced 

to the operator before the man was arrested for his unlawful actions. 

https://www.straitstimes.com/singapore/courts-crime/25k-fine-for-man-who-flew-drone-at-ndp-area  

Singaporean fined S$5,000 for losing control of drone which was struck by a train 

A Singaporean man was fined $5,000 for possibly endangering the safety of others and public property 

when he flew his drone within 5km of two neighbouring aerodromes and lost control of the system 

mailto:info@dronesec.com
http://www.taipeitimes.com/News/taiwan/archives/2020/02/24/2003731529
https://www.taiwannews.com.tw/en/news/3880116
https://www.straitstimes.com/singapore/courts-crime/25k-fine-for-man-who-flew-drone-at-ndp-area
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mid-flight. The man, also without a valid permit for his drone flight within the aerodromes, flew his 

drone over the train tracks to capture aerial video and photos of trains, however, due to insufficient 

battery power, the drone landed autonomously on the train tracks. An incoming train struck the drone 

before it was retrieved a week later when the track was not in operation. The man subsequently posted 

his drone survival video online before the train operator reported him to the authorities when the video 

went viral. 

https://www.straitstimes.com/singapore/courts-crime/5000-fine-for-man-who-unlawfully-flew-drone-before-it-

got-hit-by-an-lrt-train  

DJI clarifies privacy concerns on Drone-to-Phone Remote ID stating data is only for regulators  

While DJI has previously expressed that FAA’s proposal on remote identification was incurring additional 

costs for drone operators, and hence hurting the industry, DJI has come up with their own Drone-to-

phone solution, allowing users with smart phone to detect the identification details of drones. Although 

the solution reduces the need to purchase additional equipment, the community has voiced their 

concern on privacy protection of drone pilots as anyone would be able to retrieve information with a 

smart phone and an app. In a later statement, DJI clarified that app was for demonstration purposes for 

the realisation of the solution, but ultimately stated that it would be the regulators (and FAA) who would 

determine the access provision to that data. 

https://content.dji.com/who-should-know-where-a-drone-pilot-is-located/  

Pentagon’s SWAT team project “Rogue Squadron” aimed at countering small drones 

https://dds.mil/dds-acquires-rogue-squadron/ 

https://breakingdefense.com/2020/02/defense-digital-service-builds-counter-drone-swat-team-asap/ 

https://www.nextgov.com/emerging-tech/2020/02/defense-digital-service-taking-over-drone-and-counter-

drone-development-team/163074/ 

Weaponised drones used by Russian-backed separatists in eastern Ukraine (VIDEO) 

https://www.rferl.org/a/deadly-diy-drones-in-the-donbas/30445714.html 

Nepalese nationals arrested for drone operations within India’s territory without a license 

https://www.telegraphindia.com/states/west-bengal/nepal-nationals-held-over-drone-flight-near-darjeeling-

border-post/cid/1746463  

Canterbury, UK low flying and spying drones invading privacy, causing community concern 

https://www.odt.co.nz/star-news/star-christchurch/low-flying-drone-invades-peoples-privacy-banks-peninsula  

North Port police readies forces with a specialised drone unit, trained and certified by the FAA 

https://www.yoursun.com/englewood/news/robocop-north-port-police-readying-drone-unit/article_c4f0a9be-

54ec-11ea-8c97-27401ca6fce9.html  

San Francisco, USA illegal drones crash into the Golden Gate Bridge in filming attempts 

https://www.sfchronicle.com/business/article/Drones-fly-illegally-and-crash-at-the-Golden-Gate-

15076473.php#photo-19084832 

Louisville, USA airport pilots encounter multiple drones on take-off and landing 

https://www.wdrb.com/in-depth/plane-drone-encounters-on-rise-near-louisville-airports/article_538e3c26-5296-

11ea-9816-038c5e5a2cdf.html 

https://www.straitstimes.com/singapore/courts-crime/5000-fine-for-man-who-unlawfully-flew-drone-before-it-got-hit-by-an-lrt-train
https://www.straitstimes.com/singapore/courts-crime/5000-fine-for-man-who-unlawfully-flew-drone-before-it-got-hit-by-an-lrt-train
https://content.dji.com/who-should-know-where-a-drone-pilot-is-located/
https://dds.mil/dds-acquires-rogue-squadron/
https://breakingdefense.com/2020/02/defense-digital-service-builds-counter-drone-swat-team-asap/
https://www.nextgov.com/emerging-tech/2020/02/defense-digital-service-taking-over-drone-and-counter-drone-development-team/163074/
https://www.nextgov.com/emerging-tech/2020/02/defense-digital-service-taking-over-drone-and-counter-drone-development-team/163074/
https://www.rferl.org/a/deadly-diy-drones-in-the-donbas/30445714.html
https://www.telegraphindia.com/states/west-bengal/nepal-nationals-held-over-drone-flight-near-darjeeling-border-post/cid/1746463
https://www.telegraphindia.com/states/west-bengal/nepal-nationals-held-over-drone-flight-near-darjeeling-border-post/cid/1746463
https://www.odt.co.nz/star-news/star-christchurch/low-flying-drone-invades-peoples-privacy-banks-peninsula
https://www.yoursun.com/englewood/news/robocop-north-port-police-readying-drone-unit/article_c4f0a9be-54ec-11ea-8c97-27401ca6fce9.html
https://www.yoursun.com/englewood/news/robocop-north-port-police-readying-drone-unit/article_c4f0a9be-54ec-11ea-8c97-27401ca6fce9.html
https://www.sfchronicle.com/business/article/Drones-fly-illegally-and-crash-at-the-Golden-Gate-15076473.php#photo-19084832
https://www.sfchronicle.com/business/article/Drones-fly-illegally-and-crash-at-the-Golden-Gate-15076473.php#photo-19084832
https://www.wdrb.com/in-depth/plane-drone-encounters-on-rise-near-louisville-airports/article_538e3c26-5296-11ea-9816-038c5e5a2cdf.html
https://www.wdrb.com/in-depth/plane-drone-encounters-on-rise-near-louisville-airports/article_538e3c26-5296-11ea-9816-038c5e5a2cdf.html
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1.4. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P3) 

The U.S. Drone Origin Security Enhancement Act prevents government agencies from operating, 

financing, or procuring foreign manufactured drones 

The Drone Origin Security Enhancement Act is a bill that would ban some U.S. Federal agencies from 

purchasing drones and its components from certain foreign countries which are deemed as a national 

security threat. The Bill seems to mainly target Chinese products and it includes parts that support the 

drone system such as flight controllers, control stations, cameras, gimbals and data transmission devices 

and radios. The proposed bill also bans the use of drones that use data storage or network connectivity 

that is tied to China as flight data that are sent to the servers located in China were deemed as a threat 

to national security.  

https://www.congress.gov/bill/116th-congress/house-

bill/4753/text?q=%257B%2522search%2522%253A%255B%25224753%2522%255D%257D&r=1&s=1  

https://www.crowell.com/NewsEvents/AlertsNewsletters/all/Lawmakers-Take-Aim-at-Chinese-Drone-Technology  

Legal gaps in enforcing FAA’s drone remote ID and law enforcements (OPINION)  

While the FAA is planning to enforce Remote ID for drone operations, the author felt that the NPRM 

does not help equip law enforcements on the violations caused by errant drone operators. The article 

explains that the authority is still not defined when it comes to the management of responsibilities of 

drone infringes and collection of data (from the Remote ID) from the public is prohibited due to the 

protection of privacy. The lack of state and local enforcement mechanisms will continue to hinder the 

growth of the drone industry as police actions against unlawful drone flights stay limited. 

https://www.commercialuavnews.com/public-safety/drones-in-the-sky-boots-on-the-ground-and-the-legal-

gaps-in-between  

Consolidated UK Drone Laws & Regulations 

https://www.droneblog.com/2020/02/19/drone-rules-regulations-2020/  

Drone Alliance Europe releases UTM whitepaper 2.0 on regulatory framework 

https://www.suasnews.com/2020/02/drone-alliance-europe-releases-u-space-whitepaper-2-0/  

https://mcusercontent.com/92668e6b1d205c8c83074fa6e/files/ef7cef04-20dd-4d2f-8755-

99118dca1896/DAE_UTM_U_Space_whitepaper_2.0_final.01.pdf  

NASA, FAA and others on privacy and cybersecurity effects with increased drone traffic 

https://www8.nationalacademies.org/onpinews/newsitem.aspx?RecordID=25646 

https://download.nap.edu/cart/download.cgi?record_id=25646 (Guest Download Available) 

Wing releases comments and perspective on FAA Remote ID 

https://dronelife.com/2020/02/21/wing-makes-a-statement-on-remote-id-for-drones-supports-recreational-

flyers-open-skies-for-all/ 

Petition publishes statement on potential lift of Uzbekistan drone ban 

https://akipress.com/news:635688/ 

 

https://www.congress.gov/bill/116th-congress/house-bill/4753/text?q=%257B%2522search%2522%253A%255B%25224753%2522%255D%257D&r=1&s=1
https://www.congress.gov/bill/116th-congress/house-bill/4753/text?q=%257B%2522search%2522%253A%255B%25224753%2522%255D%257D&r=1&s=1
https://www.crowell.com/NewsEvents/AlertsNewsletters/all/Lawmakers-Take-Aim-at-Chinese-Drone-Technology
https://www.commercialuavnews.com/public-safety/drones-in-the-sky-boots-on-the-ground-and-the-legal-gaps-in-between
https://www.commercialuavnews.com/public-safety/drones-in-the-sky-boots-on-the-ground-and-the-legal-gaps-in-between
https://www.droneblog.com/2020/02/19/drone-rules-regulations-2020/
https://www.suasnews.com/2020/02/drone-alliance-europe-releases-u-space-whitepaper-2-0/
https://mcusercontent.com/92668e6b1d205c8c83074fa6e/files/ef7cef04-20dd-4d2f-8755-99118dca1896/DAE_UTM_U_Space_whitepaper_2.0_final.01.pdf
https://mcusercontent.com/92668e6b1d205c8c83074fa6e/files/ef7cef04-20dd-4d2f-8755-99118dca1896/DAE_UTM_U_Space_whitepaper_2.0_final.01.pdf
https://www8.nationalacademies.org/onpinews/newsitem.aspx?RecordID=25646
https://download.nap.edu/cart/download.cgi?record_id=25646
https://dronelife.com/2020/02/21/wing-makes-a-statement-on-remote-id-for-drones-supports-recreational-flyers-open-skies-for-all/
https://dronelife.com/2020/02/21/wing-makes-a-statement-on-remote-id-for-drones-supports-recreational-flyers-open-skies-for-all/
https://akipress.com/news:635688/
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1.5. COUNTER-DRONE SYSTEMS (P4) 

India deploys local-made counter-drone system for Trump’s upcoming visit 

https://www.ndtv.com/india-news/country-made-anti-drone-system-to-be-used-during-donald-trumps-visit-

2183881  

https://aninews.in/news/national/general-news/drdo-system-destroys-drone-in-trials-being-deployed-for-trump-

security20200221152535/  

Dallas Fort Worth airport chosen by DHS as for counter-drone field-test site 

https://www.uasvision.com/2020/02/21/dhs-chooses-dfw-airport-as-field-site-for-uas-safety-procedures/ 

Naval Forces focus on ship-based counter-drone systems 

https://www.monch.com/mpg/ebooks/naval-forces/2020/01bftmnf20/28/ 

Israeli firm D-Fend to provide radiofrequency-based counter-drone systems to FBI, US military 

https://www.jpost.com/Israel-News/Israeli-counter-drone-company-to-provide-system-to-FBI-and-US-military-

616470 

DSG DroneMaster, CUAS system capable of detecting, classifying and responding to UAS threats 

https://i-hls.com/archives/99154  

 

1.6. UTM SYSTEMS (P5) 

Norwegian government to integrate Altitude Angel UTM system into 18 airports across 

https://insideunmannedsystems.com/norway-to-install-uas-traffic-management-system-at-18-airports/ 

NASA and Collin Aerospace Systems tests prototype C-Band data link for BVLOS drone flights 

https://www.prnewswire.com/news-releases/one-step-closer-nasa-and-collins-aerospace-advance-technology-

for-safe-operation-of-unmanned-aircraft-in-the-national-airspace-system-301004670.html  

 

1.7. DRONE TECHNOLOGY (P5) 

‘Cockroach’ drone sticks to walls, records video and audio to augment army and police 

https://english.newstracklive.com/news/enemies-will-not-be-able-to-hide-now-cockroach-drone-will-eliminate-

enemies-mc23-nu-1072672-1.html  

General Atomics successfully tests airborne laser communication system 

https://www.unmannedsystemstechnology.com/2020/02/air-to-space-laser-uav-communication-system-tested/  

 

1.8. INFORMATIONAL (P5) 

FAA’s Drone Advisory Committee (DAC) to identify challenges February 27, 2020 

https://dronedj.com/2020/02/19/next-drone-advisory-committee-in-washington-d-c-on-february-27th-2020/  

https://www.ndtv.com/india-news/country-made-anti-drone-system-to-be-used-during-donald-trumps-visit-2183881
https://www.ndtv.com/india-news/country-made-anti-drone-system-to-be-used-during-donald-trumps-visit-2183881
https://aninews.in/news/national/general-news/drdo-system-destroys-drone-in-trials-being-deployed-for-trump-security20200221152535/
https://aninews.in/news/national/general-news/drdo-system-destroys-drone-in-trials-being-deployed-for-trump-security20200221152535/
https://www.uasvision.com/2020/02/21/dhs-chooses-dfw-airport-as-field-site-for-uas-safety-procedures/
https://www.monch.com/mpg/ebooks/naval-forces/2020/01bftmnf20/28/
https://www.jpost.com/Israel-News/Israeli-counter-drone-company-to-provide-system-to-FBI-and-US-military-616470
https://www.jpost.com/Israel-News/Israeli-counter-drone-company-to-provide-system-to-FBI-and-US-military-616470
https://i-hls.com/archives/99154
https://insideunmannedsystems.com/norway-to-install-uas-traffic-management-system-at-18-airports/
https://www.prnewswire.com/news-releases/one-step-closer-nasa-and-collins-aerospace-advance-technology-for-safe-operation-of-unmanned-aircraft-in-the-national-airspace-system-301004670.html
https://www.prnewswire.com/news-releases/one-step-closer-nasa-and-collins-aerospace-advance-technology-for-safe-operation-of-unmanned-aircraft-in-the-national-airspace-system-301004670.html
https://english.newstracklive.com/news/enemies-will-not-be-able-to-hide-now-cockroach-drone-will-eliminate-enemies-mc23-nu-1072672-1.html
https://english.newstracklive.com/news/enemies-will-not-be-able-to-hide-now-cockroach-drone-will-eliminate-enemies-mc23-nu-1072672-1.html
https://www.unmannedsystemstechnology.com/2020/02/air-to-space-laser-uav-communication-system-tested/
https://dronedj.com/2020/02/19/next-drone-advisory-committee-in-washington-d-c-on-february-27th-2020/
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https://www.faa.gov/uas/programs_partnerships/drone_advisory_committee/  

Military quadcopter to provide logistical support to marines in battle 

https://www.c4isrnet.com/unmanned/2020/02/21/delivery-drones-carry-dinner-to-marines-in-battle/ 

Axon develops Law Enforcement app to livestream drone footage directly into evidence 

https://www.prnewswire.com/news-releases/axon-launches-first-connected-app-for-law-enforcement-that-

livestreams-drone-video-directly-into-axon-evidence-301007442.html 

U.S. Navy deploys first counter-drone laser system on destroyer USS Dewey 

https://www.military.com/daily-news/2020/02/21/navy-has-installed-first-drone-stopping-laser-destroyer.html 

Moroccan police to use drones for law enforcement and surveillance trials 

https://www.moroccoworldnews.com/2020/02/294234/moroccos-royal-gendarmerie-to-use-drones-for-road-

surveillance/ 

Precision Hawk VP on DOI’s approach to addressing drone security challenges (OPINION) 

https://www.commercialdroneprofessional.com/comment-precision-hawk-vp-on-the-dois-wrong-approach-to-

addressing-drone-security-challenges/ 

Counter-drone solutions, threats and experiences in the field by Luke Fox (OPINION) 

https://www.catalyst-go.com/thinkingthroughautonomy/2020/02/25/lukefox 

Drone swarms poses a threat to conventional air defence systems (OPINION) 

https://nationalinterest.org/blog/buzz/how-army-plans-counter-and-destroy-enemy-drone-swarms-125151  

 

 

https://www.faa.gov/uas/programs_partnerships/drone_advisory_committee/
https://www.c4isrnet.com/unmanned/2020/02/21/delivery-drones-carry-dinner-to-marines-in-battle/
https://www.prnewswire.com/news-releases/axon-launches-first-connected-app-for-law-enforcement-that-livestreams-drone-video-directly-into-axon-evidence-301007442.html
https://www.prnewswire.com/news-releases/axon-launches-first-connected-app-for-law-enforcement-that-livestreams-drone-video-directly-into-axon-evidence-301007442.html
https://www.military.com/daily-news/2020/02/21/navy-has-installed-first-drone-stopping-laser-destroyer.html
https://www.moroccoworldnews.com/2020/02/294234/moroccos-royal-gendarmerie-to-use-drones-for-road-surveillance/
https://www.moroccoworldnews.com/2020/02/294234/moroccos-royal-gendarmerie-to-use-drones-for-road-surveillance/
https://www.commercialdroneprofessional.com/comment-precision-hawk-vp-on-the-dois-wrong-approach-to-addressing-drone-security-challenges/
https://www.commercialdroneprofessional.com/comment-precision-hawk-vp-on-the-dois-wrong-approach-to-addressing-drone-security-challenges/
https://www.catalyst-go.com/thinkingthroughautonomy/2020/02/25/lukefox
https://nationalinterest.org/blog/buzz/how-army-plans-counter-and-destroy-enemy-drone-swarms-125151
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 1 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 
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Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT6, exploits or zero-days7. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
6 OSINT: Open-Source Intelligence from the public domain. 
7 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 
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Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

