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EXECUTIVE SUMMARY 
 

Welcome to another week of drone security focused Threat Intelligence. We’re proud to be serving 

drone threat intel to law enforcement in a number of countries across various continents, and always 

welcome feedback as to the format, methodology and delivery of this information. You may have 

noticed this issue came in one day later than usual. This is a permanent transition based on customer 

feedback and tweaking our process – from now on, you can expect a Wednesday delivery. 

This week, we added a number of new sources to our Threat Intelligence Platform (TIP) and refined how 

we report on ‘News and Events’ that aren’t critical to an organisation’s immediate threat classification 

models. We are nearing the end of January which means our next issue will provide analysis and review 

of the month gone by. Weekly statistics and observations are available to our paid members only, as a 

dedicated service. 

In our team’s constant uplifting of Red Team techniques, the office is diving into the new book “Red 

Team Development and Operations” by Joe Vest and James Tubberville. While we have deep roots in 

Red Team exercises focusing on physical/digital environments, it’s always a unique challenge to orient 

these towards the cyber-physical realm of drones, counter-drone and UTM systems. If your organisation 

is seeking to test your environment or counter-drone system against unknown, open-scoped threat 

actors, it’s a great read and I highly recommend putting a copy on your shelf. 

We submitted a draft request to MITRE on an ATT&CK Framework for drone systems and invite anyone 

keen to collaborate on this to reach out at info@dronesec.com. Already, we’re seeing the likes of CREST 

and CompTIA establishing frameworks and standards for drones, and we recognise some deep technical 

analysis and mitigation strategies are essential for safe and secure drone, counter-drone and UTM 

system operations. A nod to Kevin Finisterre for his original threat modelling framework ‘DREAM’ and 

the positive effect it’s had on the drone security industry so far. 

In this week’s news, we cover UK Police laws getting a refresh over tackling rogue and suspect drones, 

the FAA dealing with drones swarming the site of basketball legend’s Kobe Bryant’s crash site and the 

European Aviation Safety and Security plan including drones and counter-drone systems as a core 

aspect of their 2020 vision. 

Taking a moment to reflect on history, we came across this stunning drone footage of the Auschwitz 

concentration camp in Poland – a sombre sight, but gripping that drones allow us to view such an 

experience from across the world. A reminder to embed security as an enabler of innovation rather than 

a reason for restrictions or slowing down an industry that gives a new perspective on the world. For 

anyone who celebrated it, we hope you had a happy Chinese New Year and Australia Day respectively. 

- Mike Monnik, DroneSec CTO 

  

http://threatexpress.com/blogs/2020/red-team-development-and-operations/
http://threatexpress.com/blogs/2020/red-team-development-and-operations/
mailto:info@dronesec.com
https://www.youtube.com/watch?v=2csVkvuy4kQ
https://news.sky.com/video/drone-footage-of-auschwitz-concentration-camp-11919387
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies. 

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Kicking it all off, we’re delivering our first few rounds in PDF format. In the next few weeks, we’ll continue 

to roll out platform access to ensure we can sustainably support our current client needs with relevant, 

actionable information within the context of DCU. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

 

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. FEATURED ADVISORIES (P2) 

No featured advisories or alerts were pushed to free DroneSec Notify subscribers this week. 

 

1.3. CYBER AND INFORMATION SECURITY (P2) 

No cyber and information security advisories or alerts were pushed to free DroneSec Notify subscribers 

this week. 

 

1.4. NEWS AND EVENTS (P3) 

FAA closes airspace around site of basketball legend’s helicopter crash as drones swarm the area 

The crash of Kobe Bryant’s helicopter saw a number of drones surveying the area. Due to the sheer 

number, the FAA had to issue a temporary airspace restriction for 5 nautical miles from the crash site.  

https://www.businessinsider.com/drones-cause-faa-close-airspace-around-kobe-bryant-helicopter-crash-2020-

1?IR=T  

U.S. Government and Citadel Defense to deploy counter drone solutions at live events 

The U.S. Government has engaged Citadel Defense to deploy its counter drone technology at live events 

against unauthorised and illegal drone operations. Citadel’s technology met U.S. regulatory, safety and 

critical infrastructure protection requirements and had artificial intelligence and machine learning to 

detect, identify and take down rogue drones. Citadel’s CUAS technology was deployed successfully 

during pilot programmes and as a result awarded a six-month contract to work with other U.S. 

Government agencies. 

https://www.suasnews.com/2019/12/u-s-government-and-citadel-defense-collaborate-to-deploy-safe-trusted-

and-reliable-counter-drone-solutions-at-live-events/  

Drone activity halts flights at Newark airport 

https://bangordailynews.com/2019/01/23/news/nation/drone-activity-halts-air-traffic-at-newark-liberty-

international-airport/ 

Taliban terrorist group seized a weaponised DJI Matrice 210 from Afghan security forces 

https://ww.dronedj.com/2020/01/24/weaponized-dji-matrice-200-taliban-afghan-security-forces/# 

Kenya Civil Aviation Authority seek approval on new regulation to allow drones to be used legally 

https://www.businessdailyafrica.com/corporate/tech/Drones-draft-rules-ready/4258474-5427740-

bcfju4z/index.html 

Person claims to have been stalked 8 miles in car by rogue drone 

https://bangordailynews.com/2020/01/25/news/portland/a-maine-woman-was-stalked-by-drone-but-police-

said-they-were-unable-to-help/  

Downed military drone in Cambodia analysed to be a replicated Chinese drone (update) 

https://vodenglish.news/military-drone-found-near-udg-site-was-made-in-china-official-experts-say/  

https://www.businessinsider.com/drones-cause-faa-close-airspace-around-kobe-bryant-helicopter-crash-2020-1?IR=T
https://www.businessinsider.com/drones-cause-faa-close-airspace-around-kobe-bryant-helicopter-crash-2020-1?IR=T
https://www.suasnews.com/2019/12/u-s-government-and-citadel-defense-collaborate-to-deploy-safe-trusted-and-reliable-counter-drone-solutions-at-live-events/
https://www.suasnews.com/2019/12/u-s-government-and-citadel-defense-collaborate-to-deploy-safe-trusted-and-reliable-counter-drone-solutions-at-live-events/
https://bangordailynews.com/2019/01/23/news/nation/drone-activity-halts-air-traffic-at-newark-liberty-international-airport/
https://bangordailynews.com/2019/01/23/news/nation/drone-activity-halts-air-traffic-at-newark-liberty-international-airport/
https://ww.dronedj.com/2020/01/24/weaponized-dji-matrice-200-taliban-afghan-security-forces/
https://www.businessdailyafrica.com/corporate/tech/Drones-draft-rules-ready/4258474-5427740-bcfju4z/index.html
https://www.businessdailyafrica.com/corporate/tech/Drones-draft-rules-ready/4258474-5427740-bcfju4z/index.html
https://bangordailynews.com/2020/01/25/news/portland/a-maine-woman-was-stalked-by-drone-but-police-said-they-were-unable-to-help/
https://bangordailynews.com/2020/01/25/news/portland/a-maine-woman-was-stalked-by-drone-but-police-said-they-were-unable-to-help/
https://vodenglish.news/military-drone-found-near-udg-site-was-made-in-china-official-experts-say/
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UK Airprox Board releases five-year figures – 400 drone near-misses recorded by pilots 

https://infosurhoy.com/news/pilots-report-two-drone-near-misses-every-week-with-more-than-400-incidents-in-

the-last-five-years/ 

Mexican police shoot at journalist-piloted drone during anti-cartel operation 

https://www.razon.com.mx/estados/fiscalia-chihuahua-balazos-dron-video/ 

Nottingham UK police drone team use FLIR sensors to capture jewellery thieves 

https://www.nottinghampost.com/news/nottingham-news/police-warn-criminals-you-wont-3762714 

Police and FBI warn drone mitigation systems and techniques in use at USA Super Bowl 

https://www.miamiherald.com/news/local/crime/article239463528.html 

Raytheon advises Department of Defence to focus on medium-sized drones 

https://www.airforcemag.com/raytheon-dod-needs-more-research-on-stopping-medium-size-drones/  

 

1.5. WHITEPAPERS, PUBLICATIONS & REGULATIONS (P3) 

UK Police given authority and power to land, inspect and seize rogue drones 

The recent Air Traffic Management and Unmanned Aircraft Bill will amend the UK Police Act 1997 to 

give law enforcement (such as police and prison authorities) the ability to use counter drone measures 

to take down drones that are operating illegally. The new Bill seeks to tackle the illegitimate use of 

drones and to protect the industry against rogue users who wish to cause harm or disruption. 

https://www.cbronline.com/news/drone-inspection-and-seizure  

European 2020 Plan for aviation safety and cyber security includes drones and counter-drones 

https://www.suasnews.com/2020/01/european-plan-for-aviation-safety-2020-2024/ 

https://www.easa.europa.eu/sites/default/files/dfu/EPAS_2020-2024.pdf (pg.52 onwards) 

CompTIA creates drone advisory council and framework for standards and best practices 

https://www.commercialuavnews.com/security/developing-drone-standards-is-key-to-successful-growth-in-the-

uav-industry 

https://www.comptia.org/content/drone-standards-and-best-practices  

US Air Force publishes lessons learned on small unmanned systems in the battlefield 

https://03236830-405f-4141-9f5c-

3491199c4d86.filesusr.com/ugd/a2dd91_fd5345b43b7b4635807806a2f515f717.pdf 

Red Team Development and Operations book for uplifting aerial threat simulations 

https://redteam.guide/ 

http://threatexpress.com/blogs/2020/red-team-development-and-operations/ 

Bellingcat investigative journalist composes 208 images of confirmed COTS drone strikes in Syria 

https://www.dropbox.com/sh/zmcyh0bfjpoge8c/AAAmR0ye1T-cIZv5XlwEDjP3a?dl=0 

 

https://infosurhoy.com/news/pilots-report-two-drone-near-misses-every-week-with-more-than-400-incidents-in-the-last-five-years/
https://infosurhoy.com/news/pilots-report-two-drone-near-misses-every-week-with-more-than-400-incidents-in-the-last-five-years/
https://www.razon.com.mx/estados/fiscalia-chihuahua-balazos-dron-video/
https://www.nottinghampost.com/news/nottingham-news/police-warn-criminals-you-wont-3762714
https://www.miamiherald.com/news/local/crime/article239463528.html
https://www.airforcemag.com/raytheon-dod-needs-more-research-on-stopping-medium-size-drones/
https://www.cbronline.com/news/drone-inspection-and-seizure
https://www.suasnews.com/2020/01/european-plan-for-aviation-safety-2020-2024/
https://www.easa.europa.eu/sites/default/files/dfu/EPAS_2020-2024.pdf
https://www.commercialuavnews.com/security/developing-drone-standards-is-key-to-successful-growth-in-the-uav-industry
https://www.commercialuavnews.com/security/developing-drone-standards-is-key-to-successful-growth-in-the-uav-industry
https://www.comptia.org/content/drone-standards-and-best-practices
https://03236830-405f-4141-9f5c-3491199c4d86.filesusr.com/ugd/a2dd91_fd5345b43b7b4635807806a2f515f717.pdf
https://03236830-405f-4141-9f5c-3491199c4d86.filesusr.com/ugd/a2dd91_fd5345b43b7b4635807806a2f515f717.pdf
https://redteam.guide/
http://threatexpress.com/blogs/2020/red-team-development-and-operations/
https://www.dropbox.com/sh/zmcyh0bfjpoge8c/AAAmR0ye1T-cIZv5XlwEDjP3a?dl=0
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1.6. COUNTER-DRONE SYSTEMS (P4) 

ELTA Systems successfully tests anti-drone solutions at several large international airports 

The “Drone Guard” solution by ELTA Systems comprises of a 3D X-band radar for detection and tracking 

of drones, a COMINT system to classify drones by their transmission against false detections, an electro 

optic and infra-red camera to classify drones via visual sight, and a jammer to neutralise and intercept 

the drones. ELTA Systems were able to utilise Drone Guard at airports in Europe, Latin America and 

Southeast Asia during operational hours without hindering flight timetables or impacting passengers.  

https://www.jpost.com/Jpost-Tech/Israeli-anti-drone-solution-tested-successfully-at-international-airports-

615526  

Raytheon conducts COTS UAV war room ‘Table-Top’ exercise on drone threats 

https://www.military.com/daily-news/2020/01/24/how-defeat-drone-attack-raytheon-shows-new-tech-tabletop-

exercise.html/amp 

US Army includes counter-drone systems in exercises, tests lasers and microwave systems 

https://spie.org/news/lasers-versus-drones?SSO=1 

 

1.7. DRONE TECHNOLOGY (P4) 

Stealth ‘target drone’ development as a cheap and effective aerial warfare practice target 

https://news.yahoo.com/check-stealth-target-drone-could-190000396.html 

 

1.8. INFORMATIONAL (P5) 

Indian police use drones to map suburb layouts for mass-protest planning and response activities 

https://dailygamingworld.com/j-k-police-are-now-using-drones-to-map-srinagar-and-perform-surveillance-in-

the-valley/ 

German Ministry of Defense estimates counter-drone measures could cost millions per airport 

https://www.dw.com/en/securing-germanys-airports-against-drones-will-cost-millions-ministry/a-52147326 

SIM cards in drones to combat improper usage and flights beyond visual line of sight 

https://eandt.theiet.org/content/articles/2020/01/vodafone-wants-sim-cards-in-drones-to-improve-safety/  

FAA investigates crash of 100-pound (45kg), $300,000 university drone 

https://www.thegazette.com/subject/news/public-safety/faa-investigates-crash-of-300000-university-of-iowa-

drone-20200123  

https://www.jpost.com/Jpost-Tech/Israeli-anti-drone-solution-tested-successfully-at-international-airports-615526
https://www.jpost.com/Jpost-Tech/Israeli-anti-drone-solution-tested-successfully-at-international-airports-615526
https://www.military.com/daily-news/2020/01/24/how-defeat-drone-attack-raytheon-shows-new-tech-tabletop-exercise.html/amp
https://www.military.com/daily-news/2020/01/24/how-defeat-drone-attack-raytheon-shows-new-tech-tabletop-exercise.html/amp
https://spie.org/news/lasers-versus-drones?SSO=1
https://news.yahoo.com/check-stealth-target-drone-could-190000396.html
https://dailygamingworld.com/j-k-police-are-now-using-drones-to-map-srinagar-and-perform-surveillance-in-the-valley/
https://dailygamingworld.com/j-k-police-are-now-using-drones-to-map-srinagar-and-perform-surveillance-in-the-valley/
https://www.dw.com/en/securing-germanys-airports-against-drones-will-cost-millions-ministry/a-52147326
https://eandt.theiet.org/content/articles/2020/01/vodafone-wants-sim-cards-in-drones-to-improve-safety/
https://www.thegazette.com/subject/news/public-safety/faa-investigates-crash-of-300000-university-of-iowa-drone-20200123
https://www.thegazette.com/subject/news/public-safety/faa-investigates-crash-of-300000-university-of-iowa-drone-20200123
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 1 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 
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Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security X 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
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All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

