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EXECUTIVE SUMMARY 
 

For my young cousin’s birthday, he got a small < 250g drone (Melbourne, Australia). Too quick out of 

the gates to read the instructions, he failed to calibrate it properly and by the time we heard the 

shouting, it was making a beeline for the nearest creek area. Being in private property land, we drove 

alongside the fence line in the car while he attempted to “fly it up to see it” - when I clearly knew by 

now the battery had run out. 

A really interesting angle was that he started thinking of all the different ways we could track down and 

find where the drone was – using a camera on another drone, pressing a special combination on the D-

pad, even resetting the controller to hear the different beep-beep-beep combinations. To be quite 

honest, I disregarded it; until he pointed out that the controller ($30 drone) would get a faint red light 

and would actually make a sound when we drove past a certain property. There was no LED screen 

attached, no special ‘Return Home’ functionality, so I had initially treated it as a brick. 

Long story short – it was in the property, and a humble hand-written letter by the cousin was dropped 

in the post-box. A few days later however, the neighbour left a stern reply about being spied upon and 

imprisoned the drone. However, it blows me away to know that with just 30 seconds of airtime, this 10-

year old was already thinking of a variety of techniques to track and locate a drone. These will be the 

jobs of the future and kids will be going through high school one day thinking “I’m going to be a drone 

security specialist one day!” Pretty impressive stuff. 

To aid the industry and its educational requirements, the UK Civil Aviation Authority (CAA) has paired 

up with CREST to launch the ‘ASSURE’ program – focusing on the link between Cyber Security and the 

Aviation industry. This is really interesting to us as an organisation as we already seek out hackers with 

experience in ‘Red Teaming’ or ‘Penetration Testing’ as certified by CREST. The link is below, and with 

time I believe some of those modules will be dedicated to small UAVs and the Counter-Drone and UTM 

Systems that protect against and support them. 

In other news, we saw a judge authorise the use of a drone for collecting hidden surveillance footage 

of a real-time drug deal, which was then played in court by the prosecutor – a nod to the reduced cost 

and flexibility drones provide police over helicopters. An Israeli paper was also the talk of the DroneSec 

office this week which demonstrates using drones with mobile projectors to spoof street signs in an 

effort to manipulate vehicle Driver Assistance systems (e.g. slow down, stop, lane-change). In short – a 

tactical manoeuvre by a drone could project an image of a stop-sign on a freeway, leaving vehicles that 

automatically detect and ingest them at risk of suddenly stopping, causing machine-learned accidents. 

That wraps it up for this week. For all of our Singapore (SIN) readers, we’ll be both at the Air show and 

the inaugural Global Drone Security Network on the 10th February. For anyone in attendance, please do 

get in touch beforehand and we’d love to have a chat and talk all things drone security. 

 

- Mike Monnik, DroneSec CTO 
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies. 

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Kicking it all off, we’re delivering our first few rounds in PDF format. In the next few weeks, we’ll continue 

to roll out platform access to ensure we can sustainably support our current client needs with relevant, 

actionable information within the context of DCU. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

 

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. FEATURED ADVISORIES (P2) 

There were no featured advisories or alerts pushed to DroneSec Notify customers this week. 

 

1.3. CYBER AND INFORMATION SECURITY (P3) 

A technical guide to hacking into a Snaptain S5C drone  

https://lemaizi.com/blog/hacking-a-toy-drone-to-put-artificial-intelligence-on-it-part-i-the-hack/ 

Red Cat to help manufacturers enforce encryption on drone controllers and CPUs mid-flight 

https://www.commercialuavnews.com/security/red-cat-offers-blockchain-solutions-to-protect-drone-data-

regardless-of-the-manufacturer-s-origin 

UK Civil Aviation Authority and CREST launch aviation-cyber-security scheme ASSURE 

https://www.scmagazineuk.com/caa-launches-aviation-cyber-security-assurance-scheme/article/1671224 

Israeli research team uses drone-mounted project to hack car’s driver assistance system 

https://medium.com/@bryanalexander/living-in-the-21st-century-drones-versus-autonomous-cars-

e50e43861d02 

No Limit Drones group increases Bug Bounty Program payouts to fund modding bypasses 

https://nolimitdronez.com/bounty  

 

1.4. NEWS AND EVENTS (P3) 

Tighter laws requested to disallow hunting of animals with drones after West Virginia incident 

With the arrest of two men using drones to locate deer for hunting, the West Virginia Legislature found 

a need to tweak the state’s existing laws and regulations that prohibit drone use while hunting. Existing 

state law in West Virginia was written that it is illegal to “hunt, harass, or shoot at wild animals or wild 

birds from an airborne conveyance, a drone or other unmanned aircraft,” however, hunters have found 

a loophole and argued that the word “locate” was not stated in the law. Alternatively, keen eyed hunters 

have also stated that drones are classified as one only if they are above 250g and hence, ‘toys’ such as 

the DJI Mavic Mini do not fall into the drone category. Stronger laws were requested to close any drone 

related loopholes. 

https://www.wvgazettemail.com/outdoors/john_mccoy/john-mccoy-let-s-close-loopholes-that-might-allow-

hunting/article_3a2d3d38-4c38-5b29-8704-c3d656c00382.html  

India to begin one-time registration of drones, sees 2,500 disclosures in 1 week 

India has begun their one-time registration of drones on 14 January 2020. The Ministry of Civil Aviation 

(MoCA) would be issuing an Ownership Acknowledgement Number (OAN) and a Drone Acknowledge 

Number (DAN) for each drone registered. Currently, about 2,500 drones have been registered so far 

with a deadline of 31 January 2020. 

https://timesofindia.indiatimes.com/business/india-business/aviation-ministry-starts-one-time-window-to-

register-drones/articleshow/73226787.cms 

https://lemaizi.com/blog/hacking-a-toy-drone-to-put-artificial-intelligence-on-it-part-i-the-hack/
https://www.commercialuavnews.com/security/red-cat-offers-blockchain-solutions-to-protect-drone-data-regardless-of-the-manufacturer-s-origin
https://www.commercialuavnews.com/security/red-cat-offers-blockchain-solutions-to-protect-drone-data-regardless-of-the-manufacturer-s-origin
https://www.scmagazineuk.com/caa-launches-aviation-cyber-security-assurance-scheme/article/1671224
https://medium.com/@bryanalexander/living-in-the-21st-century-drones-versus-autonomous-cars-e50e43861d02
https://medium.com/@bryanalexander/living-in-the-21st-century-drones-versus-autonomous-cars-e50e43861d02
https://nolimitdronez.com/bounty
https://www.wvgazettemail.com/outdoors/john_mccoy/john-mccoy-let-s-close-loopholes-that-might-allow-hunting/article_3a2d3d38-4c38-5b29-8704-c3d656c00382.html
https://www.wvgazettemail.com/outdoors/john_mccoy/john-mccoy-let-s-close-loopholes-that-might-allow-hunting/article_3a2d3d38-4c38-5b29-8704-c3d656c00382.html
https://timesofindia.indiatimes.com/business/india-business/aviation-ministry-starts-one-time-window-to-register-drones/articleshow/73226787.cms
https://timesofindia.indiatimes.com/business/india-business/aviation-ministry-starts-one-time-window-to-register-drones/articleshow/73226787.cms
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https://telanganatoday.com/india-enlisting-drones-for-national-security  

Vietnam tightens regulations for drones, ceases drone licenses to fly near airport 

Vietnam’s Ministry of National Defence will be drafting a new set of regulations in the management and 

monitoring of drones and ultralight aircrafts. The new regulations will define the areas where drone 

flights are off limits and tighten existing laws on research, design, production and trade of drones.  

https://e.vnexpress.net/news/news/vietnam-tightens-regulations-for-drones-4043524.html 

Philippines to look into regulations for drones after security concerns 

Cebu City, Philippines, is starting to look into drone regulations in bid to reduce the potential threat to 

security, privacy and safety of individuals. The Cebu City Police Office (CCPO) and the Business Permit 

and Licensing Office (BPLO) will be the implementing offices of the regulation which will encompass the 

use or operation of drones for recreational and commercial uses.  

https://ph.news.yahoo.com/cebu-city-councilor-wants-regulate-155200179.html 

Further misuse of drones by drug smugglers at international borders in India 

https://www.tribuneindia.com/news/misuse-of-drones-has-punjab-security-agencies-on-toes-28562  

Small drone with explosive-laden projectiles shot down in Syrian province of Latakia 

https://www.plenglish.com/index.php?o=rn&id=51172&SEO=drone-attack-in-syrian-province-of-latakia-rejected  

Drone spotted flying illegally over Ministry of Defence base in Telford, UK 

https://www.shropshirestar.com/news/crime/2020/01/16/drone-spotted-flying-illegally-over-ministry-of-defence-

base-in-telford/  

 

1.5. NEWS AND EVENTS (P4) 

Army general to lead new Pentagon Counter-Drone office  

A new 60-person team for the U.S. Department of Defence, led by Army Major General Sean Gainey, 

will be focusing on developing new methods of counter drone strikes. The team will pool in effort to 

develop three to five systems which are best suited for countering drones. 

https://www.stripes.com/news/army/army-general-to-lead-new-pentagon-unit-to-counter-drone-strikes-on-the-

battlefield-1.615210 

https://www.military.com/daily-news/2020/01/15/new-pentagon-team-will-develop-ways-fight-enemy-

drones.html  

DJI agrees with need for Remote ID, but disagrees with the need for tracking service 

DJI has expressed their agreement with FAA’s idea on implementing Remote ID for drones, a service 

which they have already been running for the past two years. However, DJI opposed the call for drones 

to be constantly connected to the internet for FAA’s tracking. The tracking service, which charges drone 

operators with an annual fee, was said to have the potential to incur privacy concerns and disallow 

operators to fly in massive areas which do not have any telecommunication coverage.  

https://www.diyphotography.net/dji-agrees-with-need-for-remote-id-but-not-how-the-faa-wants-to-implement-

it/  

https://telanganatoday.com/india-enlisting-drones-for-national-security
https://e.vnexpress.net/news/news/vietnam-tightens-regulations-for-drones-4043524.html
https://ph.news.yahoo.com/cebu-city-councilor-wants-regulate-155200179.html
https://www.tribuneindia.com/news/misuse-of-drones-has-punjab-security-agencies-on-toes-28562
https://www.plenglish.com/index.php?o=rn&id=51172&SEO=drone-attack-in-syrian-province-of-latakia-rejected
https://www.shropshirestar.com/news/crime/2020/01/16/drone-spotted-flying-illegally-over-ministry-of-defence-base-in-telford/
https://www.shropshirestar.com/news/crime/2020/01/16/drone-spotted-flying-illegally-over-ministry-of-defence-base-in-telford/
https://www.stripes.com/news/army/army-general-to-lead-new-pentagon-unit-to-counter-drone-strikes-on-the-battlefield-1.615210
https://www.stripes.com/news/army/army-general-to-lead-new-pentagon-unit-to-counter-drone-strikes-on-the-battlefield-1.615210
https://www.military.com/daily-news/2020/01/15/new-pentagon-team-will-develop-ways-fight-enemy-drones.html
https://www.military.com/daily-news/2020/01/15/new-pentagon-team-will-develop-ways-fight-enemy-drones.html
https://www.diyphotography.net/dji-agrees-with-need-for-remote-id-but-not-how-the-faa-wants-to-implement-it/
https://www.diyphotography.net/dji-agrees-with-need-for-remote-id-but-not-how-the-faa-wants-to-implement-it/
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https://content.dji.com/we-strongly-support-drone-remote-id-but-not-like-this/ 

U.S. Navy builds new command and control mini drone headquarters on its aircraft carriers 

https://nationalinterest.org/blog/buzz/how-us-navy-aircraft-carriers-are-going-all-drones-115366 

Unidentified large drone crashes in Cambodia, sent to Defence Ministry for investigation 

https://www.khmertimeskh.com/50681146/crashed-drone-to-be-sent-to-defense-ministry 

Sri Lanka lifts ban on drones imposed after Easter attacks 

https://www.washingtontimes.com/news/2020/jan/18/sri-lanka-lifts-ban-on-drones-imposed-after-easter/ 

Trump to halt civilian drone program over China tech concerns 

https://www.reuters.com/article/us-usa-drones/trump-to-halt-civilian-drone-program-over-china-tech-concerns-

ft-idUSKBN1ZB0MU 

Miami police drone recorded crack cocaine sale live 

https://www.miamiherald.com/news/local/crime/article239246988.html 

18-month study assesses damage of small drone to a human’s head 

https://www.popularmechanics.com/flight/drones/a28774546/drone-head-collision/  

Bureau of Meteorology “drone disruptions hurt scientists’ relationship with Aviation Authorities” 

https://www.ukimediaevents.com/publication/772db8ac/44 

South African ‘Drone Guards’ using small UAVs for surveillance and tracking 

https://www.defenceweb.co.za/aerospace/unmanned-aerial-vehicles/drones-safeguarding-sa-properties-mines-

and-wildlife/ 

Global Drone Security Network in Singapore to discuss pressing industry issues in February 

https://www.meetup.com/GDSNetwork/ 

 

1.6. COUNTER-DRONE SYSTEMS (P4) 

Navy assesses airburst munition to take out drones 

Northrop Grumman is looking at producing a 30mm gun module proximity round which detects drones 

and blows up as it approaches close-by. As drones are hard to hit with solid rounds, the airburst 

munition could be a sufficient option in taking down drone threats. The move for the Navy to acquire 

such munition was identified when Iran sent multiple drones toward the amphibious assault ship Boxer 

during its nine-hour journey through the Strait of Hormuz.  

https://www.military.com/daily-news/2020/01/16/navy-lcs-gun-could-get-potent-airburst-rounds-take-out-

drones.html  

Dedrone RF-160 offers drone detection for urban environments 

The newest early warning, detection and clarification of drones from Dedrone is said to have a detection 

range of 5km for certain drones and an advanced design for drone detection for urban environment 

against RF interferences. 

https://content.dji.com/we-strongly-support-drone-remote-id-but-not-like-this/
https://nationalinterest.org/blog/buzz/how-us-navy-aircraft-carriers-are-going-all-drones-115366
https://www.khmertimeskh.com/50681146/crashed-drone-to-be-sent-to-defense-ministry
https://www.washingtontimes.com/news/2020/jan/18/sri-lanka-lifts-ban-on-drones-imposed-after-easter/
https://www.reuters.com/article/us-usa-drones/trump-to-halt-civilian-drone-program-over-china-tech-concerns-ft-idUSKBN1ZB0MU
https://www.reuters.com/article/us-usa-drones/trump-to-halt-civilian-drone-program-over-china-tech-concerns-ft-idUSKBN1ZB0MU
https://www.miamiherald.com/news/local/crime/article239246988.html
https://www.popularmechanics.com/flight/drones/a28774546/drone-head-collision/
https://www.ukimediaevents.com/publication/772db8ac/44
https://www.defenceweb.co.za/aerospace/unmanned-aerial-vehicles/drones-safeguarding-sa-properties-mines-and-wildlife/
https://www.defenceweb.co.za/aerospace/unmanned-aerial-vehicles/drones-safeguarding-sa-properties-mines-and-wildlife/
https://www.meetup.com/GDSNetwork/
https://www.military.com/daily-news/2020/01/16/navy-lcs-gun-could-get-potent-airburst-rounds-take-out-drones.html
https://www.military.com/daily-news/2020/01/16/navy-lcs-gun-could-get-potent-airburst-rounds-take-out-drones.html
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https://www.suasnews.com/2020/01/introducing-the-dedrone-rf-160-for-early-warning-and-classification-of-

suas-threats/  

Heathrow Airport installs Aveillant’s ‘holographic’ radar-based Counter-Drone system  

https://petapixel.com/2020/01/14/heathrow-airport-installs-one-of-a-kind-anti-drone-system/ 

Japan’s Counter-Drone squad to provide drone security services at the Tokyo Olympic Games 

https://the-japan-news.com/news/article/0006300186?fp=fe29f284e38e8ba81f73d29bef31da02 

https://www.unmannedairspace.info/counter-uas-systems-and-policies/japan-plans-robust-counter-drone-

measures-during-2020-olympic-games/ 

 

1.7. WHITEPAPERS AND PUBLICATIONS (P4) 

NASA announces results and analysis of network performance for UAS service suppliers 

https://utm.arc.nasa.gov/docs/2020-Rios_TM_220462-USS-Net-Perf.pdf  

MobilBye: Attacking ADAS with Camera Spoofing from a Drone 

https://arxiv.org/pdf/1906.09765.pdf 

 

1.8. UTM SYSTEMS (P5) 

Pelixar implementing drone monitoring UTM system for Port of Gdynia in Poland 

https://www.kieruneksurowce.pl/artykul,71032,powstaja-systemy-zintegrowanej-kontroli-dronow-za-ich-

identyfikacje-i-sledzenie-odpowiedzialna-bedzie-sztuczna-inteligencja.html 

 

1.9. DRONE TECHNOLOGY (P5) 

New radar on F-16 jets focuses on drone disablement 

https://nationalinterest.org/blog/buzz/new-radars-f-16-jets-could-transform-them-drone-and-cruise-missile-

killers-115306  

Beacon system enables counter-drone system operators to distinguish between friendly and 

enemy drones 

https://www.defenseone.com/technology/2020/01/when-both-sides-have-drones-how-do-you-know-which-

ones-kill/162411/ 

CASA launches sponsorship program for raising drone safety and awareness 

https://www.casa.gov.au/education/safety-promotion-sponsorship-program 

Protecting war fighters from small UAS, asymmetric threats 

https://medium.com/@pain.management/overcoming-the-asymmetric-threat-5-reasons-warfighters-want-to-

protect-against-small-uas-6c34de782baa 

 

https://www.suasnews.com/2020/01/introducing-the-dedrone-rf-160-for-early-warning-and-classification-of-suas-threats/
https://www.suasnews.com/2020/01/introducing-the-dedrone-rf-160-for-early-warning-and-classification-of-suas-threats/
https://petapixel.com/2020/01/14/heathrow-airport-installs-one-of-a-kind-anti-drone-system/
https://the-japan-news.com/news/article/0006300186?fp=fe29f284e38e8ba81f73d29bef31da02
https://www.unmannedairspace.info/counter-uas-systems-and-policies/japan-plans-robust-counter-drone-measures-during-2020-olympic-games/
https://www.unmannedairspace.info/counter-uas-systems-and-policies/japan-plans-robust-counter-drone-measures-during-2020-olympic-games/
https://utm.arc.nasa.gov/docs/2020-Rios_TM_220462-USS-Net-Perf.pdf
https://arxiv.org/pdf/1906.09765.pdf
https://www.kieruneksurowce.pl/artykul,71032,powstaja-systemy-zintegrowanej-kontroli-dronow-za-ich-identyfikacje-i-sledzenie-odpowiedzialna-bedzie-sztuczna-inteligencja.html
https://www.kieruneksurowce.pl/artykul,71032,powstaja-systemy-zintegrowanej-kontroli-dronow-za-ich-identyfikacje-i-sledzenie-odpowiedzialna-bedzie-sztuczna-inteligencja.html
https://nationalinterest.org/blog/buzz/new-radars-f-16-jets-could-transform-them-drone-and-cruise-missile-killers-115306
https://nationalinterest.org/blog/buzz/new-radars-f-16-jets-could-transform-them-drone-and-cruise-missile-killers-115306
https://www.casa.gov.au/education/safety-promotion-sponsorship-program
https://medium.com/@pain.management/overcoming-the-asymmetric-threat-5-reasons-warfighters-want-to-protect-against-small-uas-6c34de782baa
https://medium.com/@pain.management/overcoming-the-asymmetric-threat-5-reasons-warfighters-want-to-protect-against-small-uas-6c34de782baa
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 1 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 
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Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS1, UAV2, RPAS3… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

1 UAS: Unmanned Aerial System 
2 UAV: Unmanned Aerial Vehicle 
3 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM4 or PSIM5 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security X 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

 

4 UTM – Universal Traffic Management System 
5 PSIM – Physical Security Information Management System 
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All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 
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Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

