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EXECUTIVE SUMMARY 
 

Welcome to a new decade! It really amuses me that we’ve reached the year 2020 – it’s the year many 

reports from 2017 onwards referenced as markers for the drone security market reaching X amount in 

estimated value or worth. We’re now finally here and while some expectations have stayed true, we’re 

dealing with a very interesting environment in the context of Cyber Physical Systems. 

Through the holiday period our team focused on aligning our core Threat Intelligence (TI) model to 

current Information Security and Open-Source Intelligence standards. This was a combination of our 

roadmap on what we want to achieve, aligning ourselves with our defence and law enforcement 

customers ingesting this information, and of course, readers’ feedback. 

Our traditional consulting services model links back to the NIST1, OWASP2 and MITRE ATT&CK3 

frameworks – structuring these around drone security has been a core mission of DroneSec. This is 

something that we will publish when we feel is ready and truly tested enough on real-world scenarios. 

With Threat Intelligence however, we wanted to ensure we were sourcing data that would help model 

scenarios and countermeasures for Red and Blue teams in their respective organisations. 

For this reason, our research has focused on two well-recognised and respected; CBEST Threat 

Intelligence Framework produced by the Bank of England Sector Cyber Team and TIBER-EU produced 

by the European Central Bank. Of course, it’s a challenge interpreting any traditional framework into a 

new area such as drone security which merges aviation with electronics and computer systems, but one 

we hope will help shape both defensive and offensive drone operations for organisations. In the coming 

weeks, we’ll continue to tweak our TI process and detail these changes in the Methodology section in 

the Appendix of this document. 

Over the Christmas holidays, I came across two documents I hadn’t found in our knowledge base before. 

One was the FAA’s May 2019 guidance to airports on the deployment and use of UAS detection systems. 

The other was on the American Association of Airport Executives’ recommendations to the FAA on 

mitigating safety and security risks posed by UAS in airport environments. While they were released 

some time ago, they both had a number of considerations and statements I found really interesting that 

haven’t been apparent in many pre-CUAS discussions. Both documents can be found in one of the links 

below**. 

Amusingly, we kick this year off with a number of GoPro drones grounded due to software updates 

failing to be pushed through for GPS-based internal clocks. Let’s hope UTM systems keep this all ticking 

automatically in the future so that we don’t face a Y2K-style mid-air shock next decade! To all our 

DroneSec Notify subscribers, thanks for being a part of the journey and all the best for your safe and 

secure drone operations in 2020. 

 

- Mike Monnik, DroneSec CTO 

  

 

1 https://www.nist.gov/cyberframework 
2 https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project 
3 https://attack.mitre.org/ 

https://www.nist.gov/cyberframework
https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project
https://attack.mitre.org/
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1. THREAT INTELLIGENCE 

1.1. INTRODUCTION 

Threat Intelligence to the DroneSec team means cutting-edge information, news, resources and threats 

delivered in a succinct and actionable way. Notify is just that – key information that can be used to 

prepare, prevent and identify threats and challenges which seek to take advantage of the drone industry. 

Our aim is to allow organisations to make more informed decisions, respond effectively and get a birds-

eye view of our core focus: Drones, Counter-Drone and Universal Traffic Management (UTM) Systems – 

also referred to as DCU. 

When it comes to proactively seeking out the best solutions, developing response capabilities or 

building resilience into your drone operations, relevant information is king. We’re dedicated to ensuring 

you stay up to date through Notify, while getting the specific details around techniques, vulnerabilities, 

targets and malicious actors. Furthermore, we’ve made all Notify information both scalable and easily 

categorised, providing a mechanism for easy search but also extraction of statistics and use cases for 

stakeholders who need pre-mitigation insights and strategies. 

For technical operators, we’ve included the ability to be able to prioritise relevance over noise and 

communicate with each other to exchange ideas and collaborate on threats. This exchange happens on 

a number of levels, from our slack channel, to sharing DroneSec case-studies within the platform and 

hearing from our partners (individuals, technology vendors, law enforcement and regulatory bodies) 

who supply valuable information to Notify.  

Weekly reports are just that – the lifespan only covers one week of intelligence and where this might 

extend is when we detected or were alerted to it later on. You can rely on this information not being 

too old or outdated; but you’re always able to browse the archives and library for older artefacts. 

Anything breaking news, we send off immediately to our Notify subscribers – outside of this, the report 

covers the rest on a weekly basis. 

So how does it all work? To view our methodology, sources and scoring matrix, head down to the 

appendices to get a feel for it all. Otherwise, information we deem as being ‘key’ is featured with insights 

and analysis supplied for reader’s benefit. The rest of the information we pick up that can be categorised 

as security-based intelligence for DCU is placed thereafter. Our categorisation and tagging system mean 

that on a monthly basis, you’ll get an overview of the statistics we’ve seen – updated in real-time, week-

on-week for pattern recognition analysis. 

Kicking it all off, we’re delivering our first few rounds in PDF format. In the next few weeks, we’ll continue 

to roll out platform access to ensure we can sustainably support our current client needs with relevant, 

actionable information within the context of DCU. 

Something we missed? Keen to become a supplier? Want to join the Notify platform? Shoot us a 

message at info@dronesec.com. Otherwise, feel free to hop into the slack channel and introduce 

yourself: DroneSec Slack Channel. If you missed the previous issue, please email us. 

 

 

 

mailto:info@dronesec.com
https://join.slack.com/t/dronesec/shared_invite/enQtODc5ODU5Mzg4NjkzLWJiNjVjZTE0ODhjMGI4N2Y2MzcwMTAxODcyNzk4YzliMmUxYjgzY2U2NzA4MTg5ZTU0MGViNTQwMjcyODg4NTY
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1.2. FEATURED ADVISORIES 

The prioritisation table and its dependencies are explained in Appendix A, and relate to how we filter, 

analyse and visualise the intelligence we collect. 

Exploits and Vulnerabilities Tags Priority 

GoPro Karma drones grounded worldwide due to lack of software update Drones, Cyber Security P2 

First observed 5/01/2020 – Status: IN PROGRESS 

Summary 

Discontinued GoPro ‘Karma’ drones unable to fly due to an internal-clock error for GPS/GLONASS systems.  

Overview 

GoPro Karma drones have been affected by the 2020 clock ‘rollover’ in the GPS and GLONASS navigation 

system. The ‘rollover’ issue is due to the way calendar weeks are counted in the GPS systems, up to 1,024 

weeks before resetting to 0. Typically, older systems are affected by this ‘rollover’ as the weeks reaches 1,024 

in count and a simple software update would fix the issue. However, devices which are not corrected would 

see an erroneous time and date, corrupting navigation and location data. GoPro has discontinued the Karma 

drone since September 2018 and drone owners are facing errors in receiving a GPS signal, however the GoPro 

team is said to be actively troubleshooting the issue. 

DroneSec Analysis 

Many systems share the same GPS/GLONASS feature, however, were patched or anticipated to change by 

software developers. The reason is largely behind the discontinuation of the product – a major issue for 

Internet-of-Things (IoT) connected devices which might result in new vulnerabilities or software issues going 

unpatched after the product’s end of life. 

It is really important that organisations factor in the risk of development lifecycles and product timelines when 

selecting or designing their drone systems – this is as true for commercial or proprietary software as it is for 

open-source projects that might go unmaintained. 

The real risk here is with urban mobility or UTM systems – functioning in a way that control multiple 

unmanned systems or provide access to them could result in a significant impact if development is 

discontinued or haltered for a variety of reasons. While Y2K-style patches are indeed rare, internet-wide bugs 

and software vulnerabilities (if unpatched) are the most likely factor for disrupting drone and UTM system 

activities. 

Recommendations 

Assess the longevity, product development lifecycle and patching guidelines of the software or organisations 

being used within your drone program. Factor in a Standard Operating Procedure (SOP) if: 

1) The company who develops/maintains the software goes defunct or ceases to maintain it; 

2) The software has a vulnerability or exploit released publicly; 

3) The software, infrastructure or device requires real-time patching or updates without internet access. 

References: 

• https://www.theverge.com/2020/1/5/21050653/gopro-karma-drone-not-flying-gps-compass-

problem-glitch-grounded 

• https://community.gopro.com/t5/Karma/Karma-won-t-start-amp-compass-calibration-failed-no-gps-

signal/td-p/488828 

• https://gopropilots.com/threads/compass-error-no-gps.1013/ 

Affected System(s): 

2016 and 2017 model GoPro Karma Drones (worldwide) 

https://www.theverge.com/2020/1/5/21050653/gopro-karma-drone-not-flying-gps-compass-problem-glitch-grounded
https://www.theverge.com/2020/1/5/21050653/gopro-karma-drone-not-flying-gps-compass-problem-glitch-grounded
https://community.gopro.com/t5/Karma/Karma-won-t-start-amp-compass-calibration-failed-no-gps-signal/td-p/488828
https://community.gopro.com/t5/Karma/Karma-won-t-start-amp-compass-calibration-failed-no-gps-signal/td-p/488828
https://gopropilots.com/threads/compass-error-no-gps.1013/
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Modding community RetroRoms updated with various new DJI modding scripts 

The #deejayeyehackingclub have recently updated the popular modding forum with an updated list of 

scripts and tools related to DJI drone hacking and modding. A number of resources useful for both Red 

and Blue teams to practice, prepare and defend against.  

https://dji.retroroms.info/howto/start 

Drone modding expert shares opinion on DroneSploit Framework 

Kevin Finisterre (@d0tslash) has shared an opinion on the DroneSploit ‘Metasploit for Drones’ 

Framework referenced last Notify release. KF points out that the framework only focuses on two Wi-Fi-

based drones, with no exploits or specific security vectors relating to modern COTS drones such as the 

DJI Phantom series.  

https://www.theregister.co.uk/2019/12/09/dronesploit_framework/ 

Open-Source 3D-printed security and surveillance drone code released 

A GitHub user has released open-source codebase for a 3D-printed, fully autonomous drone used for 

security and surveillance purposes. The code is accompanied by a vulnerability disclosure program in 

an attempt to decrease the risk of remote hijack or video siphon.  

https://github.com/valeriansaliou/trooper 

Open-Source web application to simulate security UAV behaviour of perimeter breaches 

An open-source web application released on GitHub simulates the behaviour of responding UAVs in an 

effort to detect and track malicious individuals or objects breaching the set perimeter coordinates. 

https://github.com/alex4men/LIRS_drone_web_model 

 

1.3. NEWS AND EVENTS (P3) 

FAA proposes rule that would require drones to be identifiable remotely 

Remote Identification is akin to vehicle license plates on cars; these remote ID are the next up and 

coming method in identifying some 1.5 million drones currently registered with the U.S. governmental 

body. This process is also essential for drones to be safely integrated into the national airspace for other 

purposes. The FAA has released a draft for public viewing, and it is open for comments for 60 days. The 

draft addresses safety concerns in high-risk areas like airports and stadiums, and future lookahead to 

an ever-crowding sky where hobbyists and commercial interests start to grow. 

https://techcrunch.com/2019/12/26/the-faa-proposes-remote-id-technology-for-drones/  

https://www.federalregister.gov/documents/2019/12/31/2019-28100/remote-identification-of-unmanned-

aircraft-systems 

https://www.npr.org/2019/12/27/791918147/a-look-at-the-faas-proposed-drone-regulations 

Singapore officially enforced mandatory registration for unmanned aircraft 

Hobbyists and commercial drone users will see themselves having to register their drones with the Civil 

Aviation Authority of Singapore (CAAS) if their drone weighs over 250 grams. A registration fee is 

required and a unique registration number attached to the drone. This move was done following the 

https://dji.retroroms.info/howto/start
https://www.theregister.co.uk/2019/12/09/dronesploit_framework/
https://github.com/valeriansaliou/trooper
https://github.com/alex4men/LIRS_drone_web_model
https://techcrunch.com/2019/12/26/the-faa-proposes-remote-id-technology-for-drones/
https://www.federalregister.gov/documents/2019/12/31/2019-28100/remote-identification-of-unmanned-aircraft-systems
https://www.federalregister.gov/documents/2019/12/31/2019-28100/remote-identification-of-unmanned-aircraft-systems
https://www.npr.org/2019/12/27/791918147/a-look-at-the-faas-proposed-drone-regulations
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rule proposed by the United States Federal Aviation Authority (FAA) on the registration of drones in bid 

to step up efforts on drone safety and education on drone regulations in Singapore.  

https://www.caas.gov.sg/about-caas/newsroom/Detail/caas-to-implement-mandatory-unmanned-aircraft-

registration 

U.S. drone strike kills Iranian elite force commander 

Iranian Quds Force Commander Maj. Gen. Qasem Soleimani was taken out by CIA’s MQ-9 Reaper in a 

top-secret mission known to only selected members of the parliament in the Trump Administration. The 

air strike was reasoned as a deterrence for Soleimani’s plots against Americans in Iraq and throughout 

the region. The two-car convoy was on an access road just outside Baghdad International Airport before 

the strike commenced, killing him and Abu Mahdi al-Muhandis, the Iraqi-Iranian military commander 

of the Popular Mobilization Forces.  

https://www.washingtonpost.com/world/middle_east/iran-vows-revenge-after-us-drone-strike-kills-elite-force-

commander/2020/01/03/345127d6-2df4-11ea-bffe-020c88b3f120_story.html 

 

1.4. NEWS AND EVENTS (P4) 

CASA releases publicly usable drone safety signage and launches ‘myCASA’ online platform  

https://www.casa.gov.au/drones/rules/drone-signage 

A night on the plains: Chasing the mysterious drones of eastern Colorado 

https://www.denverpost.com/2020/01/03/drones-mystery-lincoln-county-colorado/ 

https://gazette.com/military/could-mystery-of-colorado-drone-sightings-finally-be-explained/article_c8d375be-

2e6f-11ea-85b7-2335e1d42476.html 

Bad Santa Drone Drops Christmas Meth Present Over Australian Prison 

https://dronelife.com/2020/01/05/bad-santa-drone-drops-christmas-meth-present-over-australian-prison/ 

NYPD drones monitored Times Square on New Year’s Eve 

https://dronedj.com/2020/01/05/nypd-drones-watch-times-square-new-years-eve/  

https://mavicpilots.com/threads/drones-over-nyc-for-new-year.79053/ 

FAA Should Improve Drone-Related Cost Information 

https://www.uasvision.com/2020/01/06/faa-should-improve-drone-related-cost-information/  

Drones to increase observability and reconnaissance of combatting illegal fishing 

https://www.seafoodsource.com/news/environment-sustainability/drones-fisheries-enforcement-potential-

remains-untapped-even-as-projects-advance 

McCarran airport staff ‘came across’ downed drone instead of detecting or identifying it  

https://www.reviewjournal.com/opinion/commentary-drone-incident-at-mccarran-highlights-need-for-more-faa-

funding-1923536/ 

Chemical analysis found ‘battery-like substances’ on plane collision, concluding drone strike 

https://www.flightglobal.com/safety/austral-embraer-190-damaged-by-drone-collision/135825.article 

 

https://www.caas.gov.sg/about-caas/newsroom/Detail/caas-to-implement-mandatory-unmanned-aircraft-registration
https://www.caas.gov.sg/about-caas/newsroom/Detail/caas-to-implement-mandatory-unmanned-aircraft-registration
https://www.washingtonpost.com/world/middle_east/iran-vows-revenge-after-us-drone-strike-kills-elite-force-commander/2020/01/03/345127d6-2df4-11ea-bffe-020c88b3f120_story.html
https://www.washingtonpost.com/world/middle_east/iran-vows-revenge-after-us-drone-strike-kills-elite-force-commander/2020/01/03/345127d6-2df4-11ea-bffe-020c88b3f120_story.html
https://www.casa.gov.au/drones/rules/drone-signage
https://www.denverpost.com/2020/01/03/drones-mystery-lincoln-county-colorado/
https://gazette.com/military/could-mystery-of-colorado-drone-sightings-finally-be-explained/article_c8d375be-2e6f-11ea-85b7-2335e1d42476.html
https://gazette.com/military/could-mystery-of-colorado-drone-sightings-finally-be-explained/article_c8d375be-2e6f-11ea-85b7-2335e1d42476.html
https://dronelife.com/2020/01/05/bad-santa-drone-drops-christmas-meth-present-over-australian-prison/
https://dronedj.com/2020/01/05/nypd-drones-watch-times-square-new-years-eve/
https://mavicpilots.com/threads/drones-over-nyc-for-new-year.79053/
https://www.uasvision.com/2020/01/06/faa-should-improve-drone-related-cost-information/
https://www.seafoodsource.com/news/environment-sustainability/drones-fisheries-enforcement-potential-remains-untapped-even-as-projects-advance
https://www.seafoodsource.com/news/environment-sustainability/drones-fisheries-enforcement-potential-remains-untapped-even-as-projects-advance
https://www.reviewjournal.com/opinion/commentary-drone-incident-at-mccarran-highlights-need-for-more-faa-funding-1923536/
https://www.reviewjournal.com/opinion/commentary-drone-incident-at-mccarran-highlights-need-for-more-faa-funding-1923536/
https://www.flightglobal.com/safety/austral-embraer-190-damaged-by-drone-collision/135825.article
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Drone spotted in close proximity to RAAF FA-18 Hornet during flight demo 

https://www.newcastlestar.com.au/story/6514365/casa-investigates-unauthorised-supercars-drone-flight/ 

Army simulations highlight the ‘command’ of small UAV in warfare over having to ‘control’ 

https://breakingdefense.com/2019/12/ai-robots-crush-foes-in-army-wargame/ 

EASA drone conference focus on regulatory frameworks for safety and risk exposure 

https://www.ainonline.com/aviation-news/business-aviation/2019-12-17/easa-drone-conference-focuses-

societal-concerns 

Delhi Police use drones to track and perform post-analysis to identify protesters  

https://www.indiatoday.in/india/story/anti-caa-stir-delhi-police-use-drone-to-keep-track-of-protesters-1629729-

2019-12-19 

Electronic Privacy Information Center (EPIC) claims original FAA Drone ID recommendations 

https://epic.org/2019/12/following-epics-recommendation.html 

Drone photographer Fiona Lake recommend various security controls as industry standard  

https://www.fionalake.com.au/blog/drones-farming-photography/what-is-the-best-drone-to-buy/ 

Lockheed Martin to co-develop UAV air traffic management and battery storage technology 

https://www.ainonline.com/aviation-news/general-aviation/2019-12-30/lockheed-martin-teaming-uas-airspace-

tools  

Various NASA drone technologies provide additional safety and security for COTS drones 

https://technology.nasa.gov/page/nasa-systems-available-to-upgrade-y 

 

1.5. COUNTER-DRONE SYSTEMS (P4) 

University of Missouri awarded $27 million to develop C-UAS system for US DOD 

https://www.defense.gov/Newsroom/Contracts/Contract/Article/2027618/ 

Long-Distance Ground-to-Air Communications Over LTE Demonstrated by Perspecta Labs and 

the U.S. DOD 

https://www.unmannedsystemstechnology.com/2020/01/long-distance-ground-to-air-communications-over-lte-

demonstrated/  

Embention BVLOS drone tracking antenna claims to track UAVs over 200km away 

https://www.unmannedsystemstechnology.com/2020/01/updated-bvlos-drone-tracking-antenna-launched/  

https://www.embention.com/product/veronte/veronte-tracker/veronte-tracker/ 

 

 

https://www.newcastlestar.com.au/story/6514365/casa-investigates-unauthorised-supercars-drone-flight/
https://breakingdefense.com/2019/12/ai-robots-crush-foes-in-army-wargame/
https://www.ainonline.com/aviation-news/business-aviation/2019-12-17/easa-drone-conference-focuses-societal-concerns
https://www.ainonline.com/aviation-news/business-aviation/2019-12-17/easa-drone-conference-focuses-societal-concerns
https://www.indiatoday.in/india/story/anti-caa-stir-delhi-police-use-drone-to-keep-track-of-protesters-1629729-2019-12-19
https://www.indiatoday.in/india/story/anti-caa-stir-delhi-police-use-drone-to-keep-track-of-protesters-1629729-2019-12-19
https://epic.org/2019/12/following-epics-recommendation.html
https://www.fionalake.com.au/blog/drones-farming-photography/what-is-the-best-drone-to-buy/
https://www.ainonline.com/aviation-news/general-aviation/2019-12-30/lockheed-martin-teaming-uas-airspace-tools
https://www.ainonline.com/aviation-news/general-aviation/2019-12-30/lockheed-martin-teaming-uas-airspace-tools
https://technology.nasa.gov/page/nasa-systems-available-to-upgrade-y
https://www.defense.gov/Newsroom/Contracts/Contract/Article/2027618/
https://www.unmannedsystemstechnology.com/2020/01/long-distance-ground-to-air-communications-over-lte-demonstrated/
https://www.unmannedsystemstechnology.com/2020/01/long-distance-ground-to-air-communications-over-lte-demonstrated/
https://www.unmannedsystemstechnology.com/2020/01/updated-bvlos-drone-tracking-antenna-launched/
https://www.embention.com/product/veronte/veronte-tracker/veronte-tracker/
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1.6. WHITEPAPERS AND PUBLICATIONS (P4) 

American Airport Executives Association – guidance to airports on the deployment and use of 

UAS detection systems AND how to mitigate safety and security risks posed by UAS** 

https://www.aaae.org/AAAE/AAAEMemberResponsive/Advocacy/Briefs/Unmanned_Aircraft_Systems_Issues.aspx 

(Contact DroneSec for PDF attachments or see bottom of page) 

UK “Counter Drone” strategy. Actions to detect, deter and disrupt the misuse of drones 

https://www.gov.uk/government/news/action-to-detect-deter-and-disrupt-the-misuse-of-drones 

https://www.gov.uk/government/publications/uk-counter-unmanned-aircraft-strategy 

UAV Detection Employing Senor Data Fusion and Artificial Intelligence 

https://link.springer.com/chapter/10.1007%2F978-3-030-30440-9_13 (Contact DroneSec for PDF) 

PiNcH: An effective, efficient and robust Solution to drone detection via network traffic analysis 

https://linkinghub.elsevier.com/retrieve/pii/S1389128619311764 (Contact DroneSec for PDF) 

Detecting Drones Status via Encrypted Traffic Analysis 

https://dl.acm.org/doi/10.1145/3324921.3328791 (Contact DroneSec for PDF) 

Drones’ cryptanalysis – Smashing cryptography with a flicker 

https://ieeexplore.ieee.org/document/8835328 (Contact DroneSec for PDF) 

Hunting drones with other drones: Tracking a moving radio target 

https://ieeexplore.ieee.org/document/8794243 (Contact DroneSec for PDF) 

How to govern the non-cooperative amateur drones? 

https://ieeexplore.ieee.org/document/8648452 (Contact DroneSec for PDF) 

Radar-Assisted UAV Detection and Identification Based on 5G Internet-of-Things 

https://www.mendeley.com/catalogue/radarassisted-uav-detection-identification-based-5g-internet-things/ 

Cyber-attacks on unmanned aerial system networks: detection, countermeasures and the future 

https://www.sciencedirect.com/science/article/pii/S0167404819300963?via%3Dihub (Contact for PDF) 

Drone forensics: examination and analysis of a Parrot Bebop 2 drone 

http://www.inderscience.com/offer.php?id=100473 

Methodology for risk management related to cyber-security of Unmanned Aircraft Systems 

https://ieeexplore.ieee.org/document/8869200/ (Contact DroneSec for PDF) 

Real-time Security Evaluation for Unmanned Aircraft Systems under Data-driven Attacks 

https://ieeexplore.ieee.org/document/8630558 (Contact DroneSec for PDF) 

An efficient UAV hijacking detection method using onboard inertial measurement unit 

https://dl.acm.org/doi/10.1145/3289390 (Contact DroneSec for PDF)

https://www.aaae.org/AAAE/AAAEMemberResponsive/Advocacy/Briefs/Unmanned_Aircraft_Systems_Issues.aspx
https://www.gov.uk/government/news/action-to-detect-deter-and-disrupt-the-misuse-of-drones
https://www.gov.uk/government/publications/uk-counter-unmanned-aircraft-strategy
https://link.springer.com/chapter/10.1007%2F978-3-030-30440-9_13
https://linkinghub.elsevier.com/retrieve/pii/S1389128619311764
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APPENDIX A: THREAT NOTIFICATION MATRIX 

A.1. OBJECTIVES 

The sole focus of this service is to supply organisations with key evidence, alerts and intelligence relating 

to (1) Drones, (2) Counter-UAS and (3) Universal Traffic Management (UTM) systems. Together, these 

three items are referred to as: DCU. This intelligence provides a defensive net for early warning systems, 

fine-tuning systems based on trends and providing agencies with factual evidence in support of 

selecting or rejecting the need for counter-solutions. High priority will be given for the following 

artefacts: 

• Unfolding situations or incidents relating to DCU; 

• Private or public-based vulnerabilities, exploits or attack vectors affecting DCU; 

• Global or national regulatory changes affecting DCU; 

• Remarkable vendor or brand-specific news releases. 

If an artefact is released that is considered the highest priority level (P1), Notify customers will receive 

an email alert linking them to the intelligence details located within their Notify portal account. 

 

Figure 1 - A threat notification specific to a Notify customer's listed keywords. 

 

DroneSec uses a methodology to rank, prioritise and filter intelligence pieces. This rating merges threat 

intelligence standards with the type of source (public, private, underground) and affected system (DCU). 

Threat notifications are prioritised based on the following table: 
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Priority Level Description 

P1 Directly specific to a Notify customer 

P2 High importance incident or situation 

P3 Medium importance event or information 

P4 Low interest or general news/media 

P5 No direct evidence, market trends or informational 

 

In general, (P1) alerts will only be visible to the affected customer to protect their privacy and general 

information security. However, abstract (P1) information will at times be shared with other Notify 

customers. Priority levels are often highly contentious as it requires understanding of a customer’s 

environment, context and what might be deemed ‘actionable’ for them. The added spanner in the works 

is that DCU is made up of cyber-physical systems – there are traditional security vulnerabilities, physical 

and kinetic risks and even privacy, regulatory and aviation considerations in play. As a result, we set the 

priority level based on a number of key metrics that are very specific to our Notify customers; the more 

information provided about an entity, the higher the quality-gate of prioritisation we apply to our filter 

process. 

Associated with each artefact of intelligence, you’ll find a set of tags. These tags are used for indexing, 

searching and quickly visualising if the information is relevant to your organisation. As with any system, 

ours will continue to better itself as it learns more about the various artefacts that are most important 

to our customers, and their types of environments and systems. You’ll find the tags, and examples of 

them, in the tables below. 

There are three categories we focus on. We do not extend past these, as to keep our intelligence relevant 

and brief. 

Tag - Categories Description 

Drones Custom-made or Commercial-Off-The-Shelf (COTS) 

systems that might: 

• Be known as UAS4, UAV5, RPAS6… 

• Weigh 50g all the way to 250kgs 

• Are automated or manually piloted 

• Have associated devices, software or 

infrastructure 

CUAS Counter-UAS systems that might: 

• Be known as Counter-Drone or C-UAV 

 

4 UAS: Unmanned Aerial System 
5 UAV: Unmanned Aerial Vehicle 
6 RPAS: Remotely Piloted Aerial System 
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• Detect and/or respond to drones 

• Be standalone, hand-held, static or 

integrated with a UTM7 or PSIM8 system 

• Have associated systems, software, 

infrastructure and communication protocols 

UTM Universal Traffic Management system that might: 

• Be known as Urban Air Mobility (UAM) or 

fleet management systems  

• Manage, track, communicate with or 

interdict drones and/or drone swarms 

• Be software and/or hardware based 

• Have associated systems, software, 

infrastructure and communication protocols 

 

Within DCU, there are many areas of concern. For those in a position of ingesting Threat Intelligence, 

these are the key concerns we have determined are relevant for the information we collect. 

Tag – Areas of Concern Description 

Cyber Security Technical attack vectors, risks, threats, vulnerabilities, 

guides, OSINT9, exploits or zero-days10. This may also 

contain confidentiality, Privacy, Integrity and data 

sovereignty artefacts 

Safety Safety concerns related to assets, environments, 

persons or critical systems as a direct result of the 

artefact. This can be caused by physical, kinetic or 

electronic sources. 

Regulatory Global or national law or regulatory-based 

amendments, announcements or ordinance that 

affect DCU. 

 

Sometimes the artefacts may cover a range of sectors. For organisations looking to filter out noise, this 

is a key tag that will help provide insight into their chosen sectors. 

Tag – Affected Sector Description 

Residential Houses, suburban areas and private property. 

Commercial Cities, major working areas and buildings 

 

7 UTM – Universal Traffic Management System 
8 PSIM – Physical Security Information Management System 
9 OSINT: Open-Source Intelligence from the public domain. 
10 Zero-day: Otherwise known as an 0day or unknown, unpatched vulnerability of which the vendor does 

not yet know exists. 
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Government Government-managed locations 

Critical Infrastructure & Security Water, energy, docks, airports, prisons, transport, 

stadiums and military 

All Sectors The above sectors, combined 
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APPENDIX B: SOURCES & LIMITATIONS 

B.1. INTELLIGENCE SOURCES 

DroneSec uses a variety of government, military, law enforcement, vendor and citizen-based intelligence 

sources. Not all of these sources are public. Sources or artefacts that cannot be verified by a third-party 

are clearly marked.  

Source Name Description Intelligence Type 

International Aviation Authorities Aviation authorities are the 

regulatory bodies for managing air 

and drone activities within a range of 

jurisdictions. Their level of access 

includes pilot, airport, airprox and 

public incident reports. 

Statistics 

Incidents 

Academic Sources & University 

Agreements 

Keyword alerts on various academic 

portals and research agreements with 

Higher Education provide Notify with 

the latest journals and papers with a 

focus on DCU.  

Research Papers 

Studies and Reports 

Pilots – Commercial and Private 

Airlines 

Pilots currently active in the 

commercial or private airline industry. 

AirProx Reports 

Visual Identification Reports 

Commercial Partnerships Our partners in the military defence, 

commercial vendor and security 

industry exchange intelligence with 

Notify. 

Statistics 

Incidents 

Sentiment and chatter 

Vulnerabilities and Exploits 

Counter-UAS vendors Counter-UAS vendors with multiple 

systems in place around the globe. 

Their systems detect, record and 

(where allowed) react to malicious 

drones. Detection telemetry data is 

shared with Notify. 

API and manually provided 

statistics 

DroneSec Research The DroneSec team conducts 

penetration tests, vulnerability 

analysis, aerial threat simulations and 

forensics on a variety of DCU which 

results in zero-day intelligence of 

various systems. Whilst respecting 

the privacy of our clients, statistics 

and agreed information is shared 

with Notify. 

Incidents 

Whitepapers 

Research Papers 

Vulnerabilities and Exploits 

Open-Source Intelligence 

Deep, dark and surface web 

communication channels 

Groups, message boards and forums 

dedicated to modding and bypassing 

common drones and counter-drone 

controls. DroneSec actively 

participate and contribute in these 

forums to better understand the 

threats and risks relevant to our 

clients. 

Manual and automated analysis 

based on keywords and word-

clouds. 

Information Security Sources A variety of public and private 

sources within the Information 

Vulnerabilities and Exploits 

Incidents 



 Notify – Threat Intelligence  

Issue #4, 01/2020 
 

NOTIFY – TLP: GREEN PAGE 16 OF 16 

Security, threat intelligence and 

Open-Source Intelligence (OSINT) 

communities provide Notify with 

recent, actionable information. 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Newsletters and Email Lists A variety of commercial (paid) and 

public sources. Gated content is 

exchanged with Notify within a strict 

agreement basis. Good examples of 

public sources include the Center for 

Study of the Drone (Bard College). 

News 

Incidents 

Studies and Reports 

 

Law Enforcement Notify collects information from 

public, private and Freedom of 

Information (FOI) portals from Law 

Enforcement and shares combined 

metrics back to agencies.  

Events 

Incidents 

Statistics 

Proprietary aggregation software 

- Search Engines 

- Social Media 

- Government Sources 

 

The DroneSec Notify secret sauce. 

Our aggregators, dorks, scripts and 

macros receive, filter and analyse 

DCU-related data, filtering for 

relevant and actionable information. 

News 

Events 

Incidents 

Whitepapers 

Research Papers 

Sentiment and Chatter 

Subscribers & Individuals Subscribers of dronesec.xyz, 

dronesec.com and individual contacts 

provide manual reports to the Notify 

service. Contact us to see how 

exchanging Threat Intelligence could 

provide additional support to your 

organisation. 

Incidents 

Research Papers 

Sentiment and Chatter 

 

B.2. LIMITATIONS 

Intelligence gathering reflects a point-in-time notification and/or analysis in-scope objectives (DCU). 

Future changes to the artefacts and the availability of new information could introduce retraction of 

statements or alter the wording, ratings and analysis of artefacts outlined within this report. 

While DroneSec conducts in-depth fact-checking and evidence-based analysis of the information, 

sources and events, we aggregate information that may not be proven to be factual. Wherever possible, 

we try to mark this as such. DroneSec pushes for quality over quantity – but understands the needs for 

a broad approach to intelligence within DCU. Not all Notify reports will include analysis; delivery is 

subject to time the Intelligence is detected and its availability at time of Notify release.  

Another limitation to the report is the lack of introductory material for a new reader to the DCU space. 

While news events, situations and analysis can help, newcomers to the industry can get in touch with us 

at info@dronesec.com or via the slack channel to seek additional clarification on topics, phrases or 

informational courses that might uplift their knowledge and understanding in the area. 

mailto:info@dronesec.com

