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The mid 20th century was disrupted by the Information Age. In this current age, your
data is the most valuable resource. Modern wars are fought in cyber space - not with
guns.

Information technology impacts our lives daily. By the end of the 1980's, cellphones
became one of the most widespread technologies. These tiny but powerful computers
hold information that is collected through search engines (Google), social media
(Facebook), ecommerce websites (Amazon) and much more.

These large companies store your information on servers and fight off hackers trying
to steal it. According to AT&T Cybersecurity, Microsoft CEO, Satya Nadella, recently
revealed in a statement that the tech behemoth “will invest more than $1 billion each
year in cybersecurity for the foreseeable future”.

If you own a computer, your data is at risk of being stolen by hackers. Large
corporations have the money to invest in advanced security measures, but what can
individuals and small businesses do? This manual has 10 protocols that you can follow
to protect your private data.

Introduction



No matter what kind of computer you're using, make sure you update
its software. You can do this manually or turn on automatic updates.
Just navigate to the settings on your device and look for software
updates. You should do this for both your cell phone and desktop
computers.

update your computers

One of the worst things you can do is use the same password for all of
your accounts. Choose one that has a mix of letters, numbers, and
symbols and change it regularly. You can use a free password manager
like LastPass. It will automatically generate passwords for you and save
them securely in one central place.

Use strong passwords



Your computer's native software may have some security in place, but
installing antivirus software will add an extra layer of security. There are
many antivirus software programs like Microsoft Defender and
Kaspersky Security Cloud that you can download for free. This software
will watch out for harmful websites or internet scams.

Within your business, only give access to important data to authorized
employees who need it for their job. Prohibit sharing data outside the
organization, require permission for external software downloads, and
encourage employees to lock their computers and accounts whenever
not in use.

Install an antivirus

train your employees



Many businesses, typically, will use an external device for data storage
because they have larger amounts of critical data that they don’t want
to be shared over an Internet connection. In addition, external hard
drives require you to pay a low-cost fee up front and they are simple
to install on your existing computer.

Back up your data

Watch out for phishing scams or illegal downloads. If a link or website
looks fishy then it probably is. Look for bad spelling, grammar and
suspicious URLs. If you follow protocol #3 and download antivirus
software, then you shouldn't have to worry about this as much.

browse intentionally



Review your statements, credit reports, and other critical data on
a regular basis and report any suspicious activity.

Monitor your bank

accounts frequently

Internet of Things devices are popping up everywhere - even at work.
Those that are not under company management can introduce risk as
they are often unsecured and run vulnerable software that provide
hackers a direct pathway into an internal network.

Internet of things

Make sure you are on your own private WiFi when doing online banking
of any kind. You should also set up two step authentication for your
401k accounts. This means there are two walls of security that only you
can bypass with certain passwords or keys. Also, watch your loan
activity on your 401k account, this is a frequent tax get for hackers.

Avoid 401k scams

Be careful of what information you share publicly on social
media. Even if you delete a post, it stays on the servers and
might have been seen/saved by someone else. Only interact
with people you know and keep your account private.

safe social media

Sources: howtogeek.com and hubspot.com
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