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ABSTRACT 

Employers are increasingly using automated hiring systems to assess job 

applicants, with potentially discriminatory effects. This paper considers 

the effectiveness of EU-derived laws, which regulate the use of these 

algorithms in the UK. The paper finds that while EU data protection and 

equality laws already seek to balance the harms of biased hiring 

algorithms with the benefits of their use, enforcement of these laws in the 

UK is severely limited in practice. One significant problem is 

transparency, and this problem is likely to exist across the EU. The paper 

therefore recommends that data protection impact assessments, which 

must be carried out by all employers using automated hiring systems in 

the EU or UK, should be published in redacted form. Mandating, and in 

the short term incentivising, such publication would enable better 

enforcement of rights which already exist. 

 

I. INTRODUCTION 

Algorithmic outcomes are now influencing significant decisions about individuals’ 

lives: whether to refer someone to a rehabilitation programme following an arrest;1 how 

much to charge someone  for insurance;2 whether to interview someone for a job.3  

Within this sphere, tools to sift job applicants are among the fastest-developing. 

Resume-screening tools have been in use for over a decade,4 but where they once 

merely scanned text for prescribed keywords, they can now compare previously 

successful applications to come up with their own criteria. 5  In 2019, Unilever 

 
1 Marion Oswald, Jamie Grace, Sheena Urwin and Geoffrey C Barnes, ‘Algorithmic risk assessment 

policing models: lessons from the Durham HART model and “Experimental” proportionality’ (2018) 27 

Information and Communications Technology Law 223. 
2 Centre for Data Ethics and Innovation (hereinafter CDEI), ‘AI and Personal Insurance’ (CDEI Snapshot 

Series, 2019). 
3 A recent survey of 9000 recruiters found that 64% use data at least ‘sometimes’ in the course of their 

recruitment activity, and 79% are likely to do so in the next two years: LinkedIn Talent Solutions, ‘Global 

Recruiting Trends 2018’ (LinkedIn 2018) 33 

<https://business.linkedin.com/content/dam/me/business/en-us/talent-solutions/resources/pdfs/linkedin-

global-recruiting-trends-2018-en-us2.pdf> accessed 1 May 2020. For an overview of automated hiring 

practices in the US, see Ifeoma Ajunwa, ‘Automated Employment Discrimination’ (2019) 

<https://ssrn.com/abstract=3437631> accessed 1 May 2020, 41-56. Several of the UK’s largest 

employers have declined to be interviewed about automation of their application processes, Stephen 

Buranyi, ‘Dehumanising, impenetrable, frustrating’: the grim reality of job hunting in the age of AI, The 

Guardian (London, 4 March 2018) 

<https://www.theguardian.com/inequality/2018/mar/04/dehumanising-impenetrable-frustrating-the-

grim-reality-of-job-hunting-in-the-age-of-ai> accessed 1 May 2020.  
4 Stephen Buranyi (n 3). 
5 Ideal, ‘AI for Recruiting: A Definitive Guide for HR Professionals’ <https://ideal.com/ai-recruiting/> 

accessed 1 May 2020: ‘Intelligent screening software automates resume screening by using AI (i.e., 

machine learning) on your existing resume database. The software learns which candidates moved on to 
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announced it had begun using facial expression technology to assess video interviews.6 

HireVue, one of the biggest companies selling AI recruitment software, estimates that 

the ‘pre-hire assessment’ market is worth $3bn a year.7 

Mounting evidence shows that these technologies have disparate outcomes for women, 

ethnic minorities, and other groups. 8  In 2018, Amazon abandoned a screening 

algorithm which penalised applications containing the word ‘women’s’. 9  Facial 

expression technologies, like those used to assess video interviews, have been shown 

to assign more negative emotions to black men’s faces than to white men’s faces.10 

Algorithms which interpret human speech have learned to associate female names with 

family responsibilities. 11  The unchecked deployment of automated candidate 

assessment technologies on a mass scale thus poses a risk of opaque, pernicious 

disadvantage for certain groups.12 

This disadvantage, however, is not new. When machine learning algorithms are biased, 

it is because they have learned by example from human decision-makers.13 Moreover, 

 
become successful and unsuccessful employees based on their performance, tenure, and turnover rates. 

Specifically, it learns what existing employees’ experience, skills, and other qualities are and applies this 

knowledge to new applicants in order to automatically rank, grade, and shortlist the strongest candidates.’ 
6 Charles Hymas, ‘AI used for the first time in job interviews in the UK to find the best applicants’, The 

Telegraph (London, September 27 2019) <https://www.telegraph.co.uk/news/2019/09/27/ai-facial-

recognition-used-first-time-job-interviews-uk-find/> accessed 1 May 2020. Unilever’s use of automated 

tools is discussed by Michael Rovatsos, Brent Mittelstadt and Ansgar Koene, ‘Landscape Summary: Bias 

in Algorithmic Decision-Making’ (CDEI, July 2019) 64. Automated software saves Unilever 100,000 

hours of interviewing time and roughly $1 million in recruitment costs every year: Robert Booth, 

‘Unilever saves on recruiters by using AI to assess job interviews’, The Guardian (London, 25 October 

2019) <https://www.theguardian.com/technology/2019/oct/25/unilever-saves-on-recruiters-by-using-ai-

to-assess-job-interviews> accessed 1 May 2020. 
7 Stephen Buranyi (n 3).  
8 Cathy O’Neil, Weapons of Math Destruction (Crown 2016); Caroline Criado-Perez, Invisible women: 

data bias in a world designed for men (Abrams 2019). 
9 Jeffrey Dastin, ‘Amazon scraps secret AI recruiting tool that showed bias against women’, Reuters (San 

Francisco, 9 October 2018) <https://www.reuters.com/article/us-amazon-com-jobs-automation-

insight/amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK08G>, 

accessed 1 May 2020.  
10 Lauren Rhue, ‘Racial Influence on Automated Perceptions of Emotions’ (2018) <https://ssrn.com/ 

=3281765> accessed 1 May 2020. 
11 Tolga Bolukbasi, Kai-Wei Chang, James Y Zou, Venkatesh Saligrama, and Adam T Kalai, ‘Man is to 

Computer Programmer as Woman is to Homemaker? Debiasing Word Embeddings’ (30th Conference 

on Neural Information Processing Systems, Barcelona, December 2016); Aylin Caliskan, Joanna J. 

Bryson and Arvind Narayanan, ‘Semantics derived automatically from language corpora contain human-

like biases’ (2017) 365 Science 183; Kaiji Lu, Piotr Mardziel, Fangjing Wu, Preetam Amancharla, 

Anupam Datta, Gender Bias in Neural Natural Language Processing (2019) 

<https://arxiv.org/pdf/1807.11714.pdf> accessed 1 May 2020. 
12 Solon Barocas and Andrew D Selbst, ‘Big data’s disparate impact’ (2016) 104 California Law Review 

671, 671. 
13 Frida Polly, ‘Using AI to Eliminate Bias from Hiring’ (Harvard Business Review, 29 October 2019) 

<https://hbr.org/2019/10/using-ai-to-eliminate-bias-from-hiring> accessed 1 May 2020. 
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algorithmic bias is easier to reduce than human bias.14 In short, appropriately regulated 

and transparent automation of hiring processes will not necessarily increase systemic 

disadvantage, but may well expose it – and even present an opportunity to reduce it. 

A rich academic literature has rapidly developed in light of these issues. To date, most 

scholarship has focused on the treatment of decision-making algorithms under US anti-

discrimination law.15 More recently, European scholars have begun to offer valuable 

perspectives on the treatment of such technologies under EU law.16  This year, concerns 

about artificial intelligence and algorithmic decision-making have received attention 

from both the European Commission17 and the Council of Europe.18 

The attention of European academics and policy-makers is essential for two reasons. 

First, US anti-discrimination law contains concepts which do not exist in EU equality 

law. For example, disparate impact in the US is determined using a ‘four-fifths’ rule, 

which presumes discrimination where the protected group’s selection rate is eighty 

percent of the majority group’s.19 This means that under US law, if 20 percent of men 

and 17 percent of women pass a recruitment test, the test is not presumptively 

discriminatory; but if the women’s success rate were to fall to 15 percent, then 

 
14 Jon Kleinberg, Jens Ludwig, Sendhil Mullainathan and Cass R Sunstein, ‘Discrimination in the Age 

of Algorithms’ (2018) 10 Journal of Legal Analysis 113, 113-114. Efforts are also being made to reduce 

unconscious biases in humans: Patricia Devine, Patrick Forscher, Anthony Austin and William Cox, 

‘Long-term reduction in implicit race bias: A prejudice habit-breaking intervention’ (2012) 48 Journal 

of Experimental Social Psychology 1267. 
15 A small selection of exemplar work includes: Barocas and Selbst (n 12); Pauline T Kim, ‘Data-driven 

discrimination at work’ (2017) 58 William & Mary Law Review 857; Crystal Yang and Will Dobbie, 

‘Equal Protection Under Algorithms: A New Statistical and Legal Framework’ (2019) 

<https://ssrn.com/abstract=3462379> accessed 1 May 2020; Thomas Nachbar, ‘Algorithmic Fairness, 

Algorithmic Discrimination’ (2020) Florida State University Law Review (forthcoming). 
16 Philipp Hacker, ‘Teaching Fairness to Artificial Intelligence: Existing and Novel Strategies Against 

Algorithmic Discrimination Under EU Law’ (2018) 55 Common Market Law Review 1143; Anastasia 

Siapka, ‘The Ethical and Legal Challenges of Artificial Intelligence: The EU Response to Bias and 

Discriminatory AI’ (2019) <https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3408773> accessed 1 

May 2020; Raphaële Xenidis and Linda Senden, ‘EU non-discrimination law in the era of artificial 

intelligence: Mapping the challenges of algorithmic discrimination’ in Ulf Bernitz, Xavier 

Groussot, Jaan Paju and Sybe A de Vries (eds), General Principles of EU law and the EU Digital Order 

(Kluwer 2020), pre-print version <http://hdl.handle.net/1814/65845> accessed 1 May 2020; Sandra 

Wachter, Brent Mittelstadt and Chris Russell, ‘Why Fairness Cannot be Automated: Bridging the Gap 

Between EU Non-Discrimination Law and AI’ (2020) <https://ssrn.com/abstract=3547922> accessed 1 

May 2020. 
17 Commission, ‘On Artificial Intelligence – a European approach to excellence and trust’ COM (2020) 

65 final.  
18 Council of Europe Committee of Ministers, Recommendation CM/Rec(2020)1 of the Committee of 

Ministers to member States on the human rights impacts of algorithmic systems. 
19 This rule was codified in the 1978 Uniform Guidelines on Employee Selection Procedures, a document 

used by the U.S. Equal Employment Opportunity Commission (EEOC) to enforce Title VII Civil Rights 

Act 1964.  
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discrimination would be presumed.20 No comparable hard-and-fast rule exists in the 

EU.21 Second, unlike the EU, the US has no federal data protection framework. 22 As 

such, many rights granted to data subjects in Europe simply do not exist for individuals 

in the US. 

Points of difference between the US and European legal frameworks in this context are 

important from a practical viewpoint because many algorithmic tools sold on the 

European market are developed in the US. 23  As a result, those building the tools 

generally seek to comply with US law. 24   Discussion by European scholars and 

policymakers is therefore important to prevent US legal concepts from being quietly 

imported into significant decisions affecting European individuals.25 

Nascent literature which considers the treatment of discriminatory algorithmic 

decision-making under EU law is thus extremely valuable. However, it remains 

necessarily limited for two reasons. First, the implementation of EU equality law differs 

across Member States.26 Second, EU equality law also differs across contexts, so the 

rules which apply to gender discrimination differ from those which apply to ethnic 

discrimination, and the rules which apply to employment do not apply across the 

board.27 The result is that the application of EU law to discriminatory algorithmic 

 
20 17% is 85% of 20%; 15% is 75% of 20%. 
21 Marie Mercat-Bruns, ‘From Disparate Impact to Systemic Discrimination’ in Discrimination at Work: 

Comparing European, French, and American Law (2016 University of California Press). 
22 For the EU, see Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 

2016 on the protection of natural persons with regard to the processing of personal data and on the free 

movement of such data, and repealing Directive 95/46/EC [2016] OJ 2016 L119/1 (General Data 

Protection Regulation, hereinafter GDPR). 
23  Natasha Lomas, ‘Fear and liability in algorithmic hiring’ (Tech Crunch, 27 February 2020) 

<https://techcrunch.com/2020/02/27/fear-and-liability-in-algorithmic-hiring/> accessed 1 May 2020. 
24 ibid. See, for example, a blog post by US-based recruitment algorithm vendor HireVue, discussing the 

four-fifths rule as informing its bias mitigation efforts. Although HireVue operates in Europe, there is no 

recognition in the post that the EU does not have a similar rule presumptively permitting adverse impact 

within certain bounds. Nathan Mondragon, ‘What is Adverse Impact? And Why Measuring it Matters’, 

(HireVue Blog, 26th March 2018) <https://www.hirevue.com/blog/what-is-adverse-impact-and-why-

measuring-it-matters> accessed 1 May 2020.  
25  Javier Sánchez-Monedero, Lina Dencik and Lilian Edwards, ‘What does it mean to “solve” the 

problem of discrimination in hiring? Social, technical and legal perspectives from the UK on automated 

hiring systems.’ (FAT* Conference, Barcelona, January 2020) 2.  
26  Wachter, Mittelstadt and Russell (n 16) 14-16; Xenidis and Senden (n 16) 10. 
27  Council Directive 2000/43/EC of 29 June 2000 implementing the equal treatment of persons 

irrespective of racial or ethnic origin, [2000] OJ L180/22 (the Racial Equality Directive); Directive 

2006/54/EC of the European Parliament and of the Council of 5 July 2006 on the implementation of the 

principle of equal opportunities and equal treatment of men and women in matters of employment and 

occupation (recast) [2006] OJ L204/23 (the Gender Equality Directive); Council Directive 2004/113/EC 

of 13 December 2004 implementing the principle of equal treatment between men and women in the 

access to and supply of goods and services [2004] OJ L373/37 (the Gender Access Directive); and 
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decision-making cannot be concretely evaluated other than through a domestic lens and 

in a specific context.  

In recognition of these limitations, this paper seeks to contribute to emerging European 

literature by applying EU-derived28  domestic law to the employment context, which is 

the most well-regulated area in terms of European equality law.29 Specifically, the 

paper considers how well-prepared UK law is to regulate a private employer’s use of a 

discriminatory algorithm to sift job applications.30  The narrowness of the question 

enables evaluation of not only the theoretical application, but also the practical 

enforcement, of relevant law. This second step facilitates the identification of a partial 

remedy to challenges in enforcement, and this remedy is available to all countries which 

operate within the European data protection framework.  

Section II sets out the most common ways in which algorithmic bias arises in the 

context of machine learning algorithms used to sift job applications. Section III 

evaluates how UK domestic law regulates the deployment of such algorithms, and finds 

that EU-derived equality and data protection legislation already seeks to balance the 

harm effected by discriminatory algorithms with the benefits of their use. Section IV 

considers the practical enforcement of these laws, and finds that mounting a challenge 

is near-impossible for an individual litigant, and that UK public bodies cannot be relied 

upon to ensure compliance. These limitations on enforcement are likely to be similarly 

problematic in many EU Member States.  

Since greater transparency would ameliorate individuals’ and enforcement agencies’ 

positions, the paper concludes by recommending that the data protection impact 

 
Council Directive 2000/78/EC of 27 November 2000 establishing a general framework for equal 

treatment in employment and occupation, OJ L 303 (2000) (the Employment Directive). 
28 In the UK, the Data Protection Act 2018 transposes and supplements the EU General Data Protection 

Regulation. With respect to equality law, the UK does have a longer history of such law than most other 

European nations, Wachter, Mittelstadt and Russell (n 16) 15. However, the concepts examined in this 

paper derive from EU legislation and jurisprudence. The UK Supreme Court has recently reiterated that 

the CJEU’s interpretation of these concepts is the same as that in the UK, Essop v Home Office [2017] 

UKSC 27, [2017] 1 WLR 1343 [19].  
29 Xenidis and Senden (n 16) 10. 
30 This paper considers the duties owed by employers who deploy, or engage with a vendor who deploys 

on their behalf, biased algorithms; it does not consider product liability for biased AI. This paper’s scope 

is also limited to considering obligations for private employers, and does not consider additional 

obligations placed on public bodies. Finally, the paper does not consider the specific rules which apply 

to the protected characteristic of disability. The paper is limited to the recruitment process, after the point 

of application. 
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assessments (DPIAs) of hiring algorithms should be published in redacted form. A 

DPIA will necessarily be carried out as a prerequisite to deploying a recruitment 

algorithm, and the assessment will document algorithmic biases and mitigation efforts. 

In the UK, DPIA publication could help to prevent EU-derived rights from being 

rendered nugatory. Since DPIAs must be produced by all employers engaging in these 

processes in the EU, mandatory publication is also a remedy available to any Member 

State. 

II. DISCRIMINATION IN AUTOMATED DECISION-MAKING 

This article focuses on risks posed by machine learning algorithms. Machine learning 

is an application of artificial intelligence in which an algorithm is exposed to training 

data from which it ‘learns’ to identify attributes which serve as proxies for the desired 

outcome.31 Training data is the material used to ‘teach’ an algorithm what to look for. 

For example, a recruitment screening algorithm might be exposed to resumes or video 

interviews of previously successful candidates (‘training data’) in order to identify 

common attributes.32 The algorithm would then be used to sift through newly submitted 

resumes and video interviews, uprating those which demonstrate commonalities with 

the training set. In other words, machine learning algorithms identify correlations 

between characteristics and outcomes, and use those correlations to predict outcomes 

for future cases.  

The problem is that not all commonalities between previously successful job applicants 

are attributable to competence. Some commonalities may reflect a protected 

characteristic, such as ethnicity or gender. For example, where candidates in the training 

set are disproportionately male, the algorithm might learn to prefer male applicants. 

This section provides a brief technical explanation of how such results are produced.33 

i. Proxies for Protected Characteristics 

The first point to note is that discriminatory results can arise even if the applicant’s 

ethnicity, gender, religion, or other protected characteristic is not ‘visible’ to the 

 
31 See generally Ethem Alpaydin, Introduction to Machine Learning (The MIT Press 2020). 
32 Kleinberg, Ludwig, Mullainathan and Sunstein (n 14) 134-137 explain this process step by step. 
33 For an overview of various academic efforts to categorise the ways in which bias can enter a decision-

making model, see  Xenidis and Senden (n 16) 4-5. 
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algorithm. This is because the algorithm may learn to ascribe positive or negative 

weight to attributes which serve as proxies for the protected characteristic.34  

Some commonalities between successful applicants may be unrelated to job 

performance, and may appear because of societal inequalities. For example, if a 

workforce is predominantly male, previous applications will contain masculine 

language. The use of words like ‘executed’ and ‘captured’ in a job application may not 

be indicative of one’s aptitude for a job,35 but if most successful applicants use them 

then the algorithm will ascribe them positive value.36  

On the other hand, there will be cases in which a proxy for a protected characteristic is 

relevant in determining a candidate’s aptitude.37 To take a simple example, a preference 

for candidates holding a degree in Computer Science will put women at a particular 

disadvantage, because proportionately fewer women than men will be able to meet that 

requirement.38 The algorithm will learn to uprate applicants with this qualification 

based on its presence in previously successful applications. This is a problem which 

researchers have termed ‘redundant encoding’ – the applicant’s protected characteristic 

is encoded within a relevant piece of data.39 

Finally, there will be instances in which an algorithm reveals previously undiscovered 

commonalities within the training data which also serve as proxies for protected 

characteristics. HireVue posits the example of an algorithmic which identifies that a 

company’s best technical support representatives tend to speak slowly.40 If men were 

 
34 Barocas and Selbst (n 12) 691-692. 
35 These words, typically used by men, were uprated by a recruitment algorithm developed by Amazon. 

Dastin (n 9). 
36 ibid. 
37 Barocas and Selbst (n 12) 691. 
38 Higher Education Statistics Agency, ‘Figure 13 - HE student enrolments by subject area and sex 

2014/15 to 2018/19’ (January 2020) 

<https://www.hesa.ac.uk/data-and-analysis/sb255/figure-13> accessed 1 May 2020. Since fewer women 

hold Computer Science degrees, they would be put at a particular disadvantage (whether that 

disadvantage is a deterrence from applying, or rejection upon application): Equality Act 2010 s 19. 

Another example is the concentration of better-resourced schools in majority-white neighbourhoods, 

such that considering performance in standardised tests might result in disparate impact: Ajunwa, 

‘Automated Employment Discrimination’ (n 3) 33. 
39 Cynthia Dwork, Moritz Hardt, Tonainn Pitassi, Omer Reingold and Richard Zemel, ‘Fairness Through 

Awareness’ (Third Innovations in Theoretical Computer Science Conference, Cambridge, 

Massachusetts, January 2012) 22. 
40 Loren Larsen, ‘HireVue Assessments and Preventing Algorithmic Bias’ (Hirevue Blog 22 June 2018) 

<https://www.hirevue.com/blog/hirevue-assessments-and-preventing-algorithmic-bias> accessed May 1 

2020. 
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found to speak more slowly than women on average, HireVue states that it could ‘shut 

off the feature that measures for the speed of spoken communications.’41 This latter 

case is less clear cut than the two preceding, because an employer may argue that 

speaking slowly is crucial for good technical support, so use of the proxy is justified. 

ii. Where Bias Comes From: the Training Data 

Since machine learning algorithms search for correlations, the training data is crucial.  

In order to select the training data, a decision will have to be made as to which previous 

applicants were ‘good’: were all candidates who ultimately received an offer of 

employment good enough to hire again, or only those who went on to satisfy certain 

performance metrics?42 

If data from all successful candidates is used, but success in the past has been affected 

by implicit human biases, then the algorithm may find correlations which disadvantage 

certain groups. 43  Similarly, basing the training set on appraisal scores may affect 

protected groups if they are systemically undervalued in appraisals.44 

To illustrate this problem, Ajunwa posits a simplified example: Company A trains the 

algorithm by labelling the resumes of ten people it considers to be star performers as 

‘good’.45 Since all ten of these people are men who rock-climb, while others in the 

training set do not bear these characteristics, the algorithm learns that being male and 

 
41 ibid, internal quotations omitted. Another example is a predictive model which learned that distance 

from the workplace was the single most important factor in predicting which applicants would stay in 

the job for the longest; distance between home and workplace was also correlated with race. Miranda 

Bogen and Aaron Rieke, ‘Help Wanted: An Examination of Hiring Algorithms, Equity, and Bias’ 

(Upturn, 2018) 8 
42 Barocas and (n 12) 679-680.  
43 One of the earliest examples was a programme developed in the 1980s for St. George’s Hospital in 

London to assist with admissions decisions. The programme inherited biases from previous admissions 

decisions, and thus disfavoured women and ethnic minorities, even where they had credentials equal to 

the successful applicants. Stella Lowry and Gordon Macpherson, ‘A Blot on the Profession’ (1988) 296 

British Medical Journal 657. Ifeoma Ajunwa and Daniel Greene, ‘Platforms at Work: Automated Hiring 

Platforms and Other New Intermediaries in the Organization of Work, in Steve P Vallas and Anne 

Kovalainen (eds), Work and Labor in the Digital Age (Emerald 2019) 79 highlight that hiring algorithms’ 

promise to ‘clone your best people’ therefore results in the problem of ‘garbage in, garbage out’. 
44  Joseph M Stauffer and M Ronald Buckley, ‘The Existence and Nature of Racial Bias in Supervisory 

Ratings’ (2005) 90 of Applied Psychology 586. Kleinberg, Ludwig, Mullainathan and (n 14) 137-138 

further point out that in a workplace environment which is hostile to women, female workers may have 

lower average productivity than male workers. The algorithm is designed for prediction (how well will 

a woman do in this environment?), not causal inference (what happens if we change the work 

environment?)  
45 Ifeoma Ajunwa, ‘The Paradox of Automation as Anti-Bias Intervention’ (2020) 41 Cardozo Law 

Review (forthcoming) 15-16. 
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being a rock-climber are indicators of employee competence. 46  Risible though 

Ajunwa’s example may seem, it is based on a real case of a CV screening tool which 

favoured candidates who played high school lacrosse or had the name Jared.47 

One particularly intractable problem arises from the use of ‘culture fit’ as a factor in 

determining applicant suitability. 96 percent of recruiters say that recruiting for culture 

fit is crucial,48 and some algorithmic hiring tools explicitly seek to predict candidates’ 

‘fit’.49 Even if employers consider this quality to be too amorphous for an algorithm to 

identify, and thus reserve judgement to a human recruiter who can listen to ‘gut feeling’, 

an algorithm trained to sift incoming applicants based on former employees’ resumes 

will likely identify some commonalities attributable to ‘culture fit’. This helps to 

explain why an algorithm might identify ‘playing lacrosse’ as an indicator of good job 

performance: enjoyment of such an activity could indicate a good fit for a particular 

firm’s culture. To the extent that such correlations result in indirect discrimination, this 

may demonstrate that an employer’s interpretation of ‘culture fit’ is itself imbued with 

bias.50 

Even using objectively measurable metrics to select the training data may cause 

problems, because of broader social inequalities.51 For example, if an employer trains 

 
46 ibid.  
47 ibid; Dave Gershgorn, ‘Companies are on the hook if their hiring algorithms are biased’ (Quartz, 22 

October 2018) <https://qz.com/1427621/companies-are-on-the-hook-if-their-hiring-algorithms-are-

biased/> accessed 1 May 2020. 
48  ThriveMap, ‘Dreams v Reality: How well does recruitment today reflect job requirements and 

company culture?’ (2019), no longer available online. 
49 Examples currently available on the UK market include Teamscope <https://teamscope.io/> accessed 

1 May 2020; Good & Co <https://good.co/> accessed 1 May; and ThriveMap, ‘Organisation Fit 

Assessments’ <https://thrivemap.io/organisational-fit/> accessed 1 May 2020. 
50 Natasha T Martin, ‘Immunity for Hire: How the Same-Actor Doctrine Sustains Discrimination in the 

Contemporary Workplace’ (2008) 40 Connecticut Law Review 1117, 1159; Ajunwa, ‘The Paradox of 

Automation’ (n 45) 37-39.  Good & Co’s algorithm scores men more highly on average for ‘Authority’ 

and ‘Extraversion’, so if the employer deems these characteristics necessary for ‘culture fit’ then women 

will be disadvantaged: Good & Co, ‘Adverse Impact Validation Study White Paper’ (2018) 

<https://goodco.zendesk.com/hc/en-us/article_attachments/360021212134/Good_Co-

_Adverse_Impact_Validation_Study_White_Paper.pdf> accessed 1 May 2020, 12-13. 
51 Xenidis and Senden (n 16) 6-7. Kleinberg, Ludwig, Mullainathan and Sunstein (n 14) 140 draw a 

distinction between an algorithm which predicts ‘an external measure of the underlying outcome of 

interest itself’, and a ‘human judgement’. The implication is that an algorithm is less likely to have ‘baked 

in’ discrimination if it seeks to predict an outcome which is objectively measureable. However, 

objectively quantifiable measurements can still reflect differences between protected groups, and thus 

entrench inequalities. For example, Uber currently has a 7% gender earnings gap among drivers, which 

seems to be due in part to gendered driving speed preferences: Cody Cook, Rebecca Diamond, Jonathan 

Hall, John List and Paul Oyer, ‘The Gender Earnings Gap in the Gig Economy: Evidence from over a 

Million Rideshare Drivers’ (2019) NBER Working Paper 24732 

<https://web.stanford.edu/~diamondr/UberPayGap.pdf> accessed 1 May 2020. 
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an algorithm to uprate applications from applicants who will stay in the job for a long 

time, then women – who have lower tenure on average – might be negatively 

impacted.52 The algorithm will identify commonalities between the applications it is 

exposed to, and some of those commonalities will reflect the fact that the group is 

disproportionately male. In this case, the algorithm could entrench an existing social 

inequality.53 

Similarly, if a company receives proportionately fewer applications from women, then 

the ‘good’ candidates will be predominantly male, so the algorithm may end up 

disfavouring women.54 It is likely that this was one of the problems which arose when 

Amazon sought to develop an algorithm to assist in its recruitment of software 

engineers. Using ten years’ worth of applicants’ data, Amazon developed a tool which 

assigned star-based ratings to incoming applications.55 Over time, it became apparent 

that the algorithm had learned to downgrade applications containing the names of two 

women’s colleges, as well as applications containing the word ‘women’, as in 

‘women’s chess club captain’.56 The tool also favoured words used more commonly by 

men.57  It had searched for commonalities between the ‘good’ candidates, and since 

most applications over the past ten years had been from men, proxies for masculinity 

were identified as positive.58 

Finally, disparate outcomes will often stem from a range of complementary factors, and 

it may not be possible to identify a single root cause. When an algorithm trained on a 

corpus of news articles learns that ‘father’ is to ‘doctor’ what ‘mother’ is to ‘nurse’,59 

that is probably because (i) humans who are shown a man and a woman and told that 

one is a doctor and the other is a nurse will generally assume that the nurse is the 

 
52 Barocas and Selbst (n 12) 680. 
53 Xenidis and Senden (n 16) 3-4. 
54 Barocas and Selbst (n 12) 686-687. On the problem of certain groups being excluded from ‘big data’ 

more broadly, see Jonas Lerman, ‘Big Data and its Exclusions’ (2013) 66 Stanford Law Review Online 

55, 59 <https://review.law.stanford.edu/wp-

content/uploads/sites/3/2016/08/66_stanlrevonline_55_lerman.pdf> accessed 1 May 2020. 
55 Jeffrey Dastin (n 9).  
56 ibid. 
57 ibid. 
58 Rachel Goodman, ‘Why Amazon’s Automated Hiring Tool Discriminated Against Women’ (ACLU 

Racial Justice Program,  2018) <https://www.aclu.org/blog/womens-rights/womens-rights-

workplace/why-amazons-automated-hiring-tool-discriminated-against> accessed 1 May 2020. 
59 Bolukbasi, Chang, Zou, Saligrama, and Kalai (n 11) 2-3.  
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woman;60 and (ii) the vast majority of nurses are women.61 As a second example, the 

fact that facial expression technologies are more likely to perceive aggression in a black 

man’s face than a white man’s, even when controlling for facial expression, 62  is 

probably due to (i) implicit bias in labelling, such that the humans who taught the 

algorithm to recognise aggression were more likely to attribute that emotion to black 

faces;63 and (ii) a lack of diversity in training data gathered in majority-white countries, 

such that the algorithm is less adept at reading black faces.64 

The upshot is that many hiring algorithms will put job applicants with certain protected 

characteristics at a particular disadvantage. Of course, disparities in outcomes between 

groups are nothing new.65 Nor is the debate  about their causes.66 The novel issue in 

this context is that where a disparity reflects an existing inequality, the algorithm will 

entrench that inequality; and where a human decision-making process has been affected 

by implicit bias, the algorithm will uncritically learn from and replicate that process. In 

other words, the unchecked use of machine learning algorithms in hiring processes will 

preserve an undesirable status quo. 

 
60 Jack Cao and Mahzarin R Banaji, ‘The base rate principle and the fairness principle in social judgment’ 

(2016) 113 Proceedings of the National Academy of Sciences of the United States of America 7475. 
61 Royal College of Nursing, ‘Gender and Nursing as a Profession: Valuing nurses and paying them their 

worth’ (Royal College of Nursing and Oxford Brookes University, 2020) 30.  
62 Rhue (n 10).  
63  This aligns with research showing that black service providers have to amplify their positive 

expressions more than their white colleagues in order to be perceived as ‘warm’, Alicia A Grandey, 

Lawrence Houston III and Derek R Avery, ‘Fake It to Make It? Emotional Labor Reduces the Racial 

Disparity in Service Performance Judgments’ (2018) 45 Journal of Management 2163. 
64  Joy Buolamwini and Timnit Gebru, ‘Gender Shades: Intersectional Accuracy Disparities in 

Commercial Gender Classification’ (2018) 81 Proceedings on Machine Learning Research 77. 

Buolamwini and Gebru’s study included a review of Microsoft AI and Face++, i.e. the two classifiers 

also examined by Rhue (n 10). 
65 Kleinberg, Ludwig, Mullainathan and Sunstein (n 14) 145 point out that ‘systematic differences across 

groups in the data… are not by themselves a proof that use of the data is discriminatory in any legally 

relevant sense. We live in a world in which reality itself systematically differs across groups.’ 
66 For example, the University of Oxford has been criticised for ethnically disparate outcomes in its 

admissions decisions: Richard Adams and Helena Bengtsson, ‘Oxford accused of “social apartheid” as 

colleges admit no black students’ The Guardian (London, 19 October 2017). In its most recent 

admissions statistics report the University accepted that BME students made up 20.6% of those achieving 

AAA or better at A-level and only 18.3% of the University’s 2018 intake, but pointed out that ‘students 

from BME backgrounds are more likely to apply for the most competitive courses than White students… 

39% of applications from UK-domiciled students with Black African or Black Caribbean heritage and 

28% of total UK-domiciled BME applications were for two courses: Medicine and Law. By comparison, 

these courses attracted 12% of applications from UK-domiciled White students’. The report then showed 

that 24.8% of accepted Law students and 34.2% of accepted Medicine students were BME. University 

of Oxford, ‘Annual Admissions Statistical Report’ (2019) 22 and 26. This is just one example of two 

possible factors affecting disparate outcomes (ie human biases in the selection process and applicants’ 

course choices). Many other factors will also exist, and calculating their relative weight is near 

impossible.  
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III. LEGAL FRAMEWORK 

Employers who use a discriminatory hiring algorithm in the EU or UK assume legal 

obligations under two regimes: equality law and data protection law. The 

implementation of the EU equality Directives differs between EU Member States, and 

this paper examines their implementation in the UK in order to provide a concrete 

evaluation of their adequacy.67 Data protection law, on the other hand, is consistent 

across the EU68  and its transposed wholescale into UK domestic law.69   The law 

discussed in this section is thus either directly applied EU law, or domestic legislation 

which implements EU law. 

i. Equality Law 

EU equality law proscribes two broad forms of discrimination: direct and indirect.70 In 

the UK, these concepts are implemented through the Equality Act 2010. Direct 

discrimination occurs when an employer treats an applicant or prospective applicant 

less favourably than others on the grounds of the applicant’s protected characteristic.71 

Indirect discrimination occurs when an employer applies a facially neutral provision, 

criterion, or practice (PCP) in its recruitment which puts people with a protected 

characteristic at a ‘particular disadvantage’, and the use of that PCP is not a 

proportionate means of achieving a legitimate end.72 For example, a requirement that 

employees be over 6 feet tall would put women at a particular disadvantage, and the 

employer would have to show that this requirement is a proportionate means of 

achieving a legitimate end. 

 
67 See n 26 and n 27. 
68 As a Regulation, the GDPR has binding legal force in every Member State. Unlike for the equality 

Directives, there is no need for domestic implementing law. 
69 Data Protection Act 2018. As a piece of direct EU legislation, the GDPR became part of domestic law 

on Exit Day: European Withdrawal Act 2018 s 3. Domestic regulations have been passed to ensure that 

the data protection regime in the UK remains operative beyond the transition period: Data Protection, 

Privacy and Electronic Communications (Amendments etc) (EU Exit) Regulations 2019, SI 2019/419. 
70  Directives (n 27). For discussion, see Justyna Maliszewska-Nienartowicz, ‘Direct and Indirect 

Discrimination in European Union Law – How to Draw a Dividing Line?’ 2014 (III) International Journal 

of Social Sciences 41. 
71 Employment Directive (n 27) art 2(2)(a). The language at the EU level refers to less favourable 

treatment ‘on the grounds’ of a protected characteristic. The UK’s implementing legislation previously 

used the same wording, but the Equality Act 2010 (hereinafter EqA 2010) adopted the phrase ‘because 

of’, to ensure clarity and breath. EqA 2010, ss 13 and 39(1). 
72 Employment Directive (n 27) art 2(2)(b); EqA 2010 ss 19 and 39(1). 

Electronic copy available at: https://ssrn.com/abstract=3744248



Author’s own original version  

 

14 

 

a. Direct Discrimination 

There are at least two situations in which direct discrimination might occur in the 

context of an applicant assessment algorithm. In both of these situations, the use of the 

algorithm would be legally unjustifiable.73 First, Kleinberg et al note that the metrics 

used to determine the training set can be intentionally manipulated to produce disparate 

outcomes, for example if an employer selects only applications with very few gaps in 

employment specifically because he knows that doing so will disadvantage women.74 

This would be direct discrimination, because female applicants would be treated less 

favourably on the basis of their protected characteristic.  

Second, if an algorithm downgrades all applications with a directly correlated proxy 

for a protected characteristic – for example if it downgrades every video interview 

showing a person with darker skin – then the case would also be one of direct 

discrimination. Here, direct discrimination arises either because the discriminatory 

factor is the protected characteristic itself75 or because of the exact correspondence 

between those disadvantaged by the discriminator and those with the protected 

characteristic.76 

b. Indirect Discrimination 

Setting aside these narrow situations, most biased algorithms will be dealt with under 

the indirect discrimination framework.  As stated, indirect discrimination occurs when 

 
73 A narrow exception is provided in respect of direct discrimination by employers: EqA 2010 sch 9. 

However, this only permits direct discrimination if it is an ‘occupational requirement’. One of the 

examples provided in Explanatory Notes is hiring ‘a black man to play the part of Othello’. 
74 Kleinberg, Ludwig, Mullainathan and Sunstein (n 14) 139-140. The example used by Kleinberg et al 

is of hours spent at work being used as a metric of worker productivity to disadvantage women. Barocas 

and Selbst (n 12) 694-701 also examine the potential for intentional algorithmic discrimination through 

the lens of US anti-discrimination law. 
75 R (Coll) v Secretary of State for Justice [2017] UKSC 40, [2017] 1 WLR 2093 [28-30]. 
76 ibid. This latter interpretation, which finds direct discrimination where the criterion is not the protected 

characteristic itself, but puts everyone with that protected characteristic at a disadvantage, has not been 

adopted by the CJEU. However, the UK Supreme Court in reaching this decision relied on EU-derived 

law. To the extent that ethnicity is not itself the criterion for downgrading darker faces, the scenario 

would certainly be covered by the ‘exact correspondence’ test. However, direct discrimination might be 

harder to make out where an algorithm downgrades all resumes bearing the name of a women’s college, 

or an algorithm with a preference for the name ‘Jared’. Not all women are disadvantaged by an algorithm 

which downgrades girls’ schools, and not all men benefit from an algorithm which likes people called 

Jared. The criteria might still be directly discriminatory if it were found that downgrading a girl’s school 

or uprating a man’s name is essentially using the protected characteristic as the criterion for 

(un)favourable treatment (n 75). See also Patmalniece v Secretary of State for Work and Pensions (AIRE 

Centre intervening) [2011] UKSC 11, [2011] 1 WLR 783; Preddy v Bull (Liberty intervening) [2013] 

UKSC 73, [2013] 1 WLR 3741; and Onu v Akwiwu and Taiwo v Olaigbe [2016] UKSC 31. 
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an employer unjustifiably uses a PCP in its hiring which puts persons with a protected 

characteristic at a particular disadvantage. The definition of ‘PCP’ is a broad one, and 

certainly encompasses the use of an algorithm to inform hiring decisions.77 As such, if 

an employer uses an algorithm which downgrades proxies for a protected characteristic, 

then an individual who is consequently rejected or deterred from applying has made out 

a prima facie case of indirect discrimination.78 

This is the basic rule under EU law. However, as stated, the granular implementation 

of this rule differs between EU Member States. Evaluating the UK’s implementation 

reveals three points of potentially problematic divergence. 

First, under EU law, a claimant alleging indirect discrimination must show that she is 

disadvantaged as compared with a similarly situated individual who does not share her 

protected characteristic.79 In the UK, the use of a hypothetical comparator is well 

accepted,80  and in the context of a biased algorithm this would enable the use of 

counterfactual algorithmic simulations.  While the EU Directives do not exclude the 

use of hypothetical comparators, 81  domestic case law in some Member States is 

inconsistent on this point.82 If the use of a hypothetical comparator is not permitted, that 

could render fruitless any efforts to interrogate hiring algorithms by applying them to 

identical applications with certain proxies removed. The candidate would not be able 

 
77 See, for example, British Airways v Starmer [2005] IRLR 862 [17], holding that the words ‘provision, 

criterion or practice’ are alternatives, not cumulative; and United First Partners Research v Carreras 

[2018] EWCA Civ 323, holding that an expectation that an employee should work late might constitute 

a PCP. The Government Legal Service v Brookes [2017] UKEAT/0302/16/RN held that an employer had 

applied a PCP when requiring all applicants to pass an online test in order to advance to the next stage.  
78 A PCP is discriminatory if it ‘puts, or would put, persons with whom B shares the characteristic at a 

particular disadvantage’ and it ‘puts, or would put, B at that disadvantage’: Employment Directive (n 27) 

art 2(2)(b); EqA 2010 s19(2). 
79 See, for example, Case C-256/01 Allonby v Accrington and Rossendale College [2004] ECR I-00873. 

An exception is made for discrimination suffered due to pregnancy, Case C-177/88 Dekker v. Stichting 

Vormingscentrum voor Jong Volwassenen (VJV-Centrum) Plus [1990] ECR I-3941. 
80 Balamoody v UK Central Council for Nursing [2002] IRLR 288; Shamoom v CC of the RUC [2003] 

IRLR 285. 
81 Lilla Farkas, How to Present a Discrimination Claim: Handbook on seeking remedies under the EU 

Non-Discrimination Directives (Human European Consultancy, 2011) 53. 
82 Wachter, Mittelstadt and Russell (n 16) 24-26. Most of the issues around the need for a comparator 

have played out in the context of equal pay, see Alexandra Timmer and Linda Senden, Gender equality 

law in Europe: How are EU rules transposed into national law in 2016? (Publications Office of the 

European Union, 2016), 19-20. For examples of the CJEU’s own unease with hypothetical or abstract 

comparators, see Case C‑668/15, Jyske Finans A/S v Ligebehandlingsnævnet [2017] 

ECLI:EU:C:2017:278, para 2; Case C-457/17 Heiko Jonny Maniero v Studienstiftung des deutschen 

Volkes eV [2018] ECLI:EU:C:2018:912, para 48; Case C-703 Adelheid Krah v Universität Wien [2019] 

ECLI:EU:C:2019:450, Opinion of AG Bobek. Note, with respect to these cases, that the issue on 

nationality as a proxy for ethnicity does not arise in the UK as domestic legislation defines race to include 

nationality and national origins, EqA 2010 s 9(1).  
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to argue that she might have got the job had she used more masculine language; instead 

she would have to actually point to a man who did get the job and argue that her 

application was just as good. Exclusion of hypothetical comparators would therefore 

effectively preclude the use of the most straightforward evidence. 

Second, under UK law, the disadvantaged applicant is not required to show why the 

algorithm rates him poorly.83 The mere fact of the disadvantage is sufficient to require 

justification from the employer.84 Although the domestic law applied to reach this result 

was ‘derived’ from and ‘interpreted consistently with’ EU law,85 there is no comparable 

jurisprudence at the Union level.86 In the context of machine learning algorithms, where 

it may not be possible to identify the cause of adverse group outcomes, any requirement 

that individual claimants explain why an algorithm disadvantages them would 

significantly restrict their rights. 

Third, UK jurisprudence is particularly well-developed with respect to the use of 

statistical evidence to demonstrate ‘particular disadvantage’.87 This is not to say that 

statistical evidence is excluded in other jurisdictions,88 but rather that most EU Member 

States have little to no case law on the use of statistics as evidence of discrimination.89 

 
83 Essop (n 28) [9], [24] and [29]. Manish Raghavan, Solon Barocas, Jon Kleinberg and Karen Levy, 

‘Mitigating Bias in Algorithmic Hiring: Evaluating Claims and Practices’ (FAT* Conference, Barcelona, 

January 2020), 12-13 note that a qualitative justification as to why a machine-learning algorithm prefers 

certain characteristics may not always be possible, particularly in the case of facial analysis algorithms.  
84 Essop (n 28) [24], [29]. It is always open to the employer to show that the individual litigant was not 

actually put at a disadvantage by the PCP, and that the claimant’s disadvantage actually stemmed from 

a material difference between the applicants, Essop (n 28) [32]. 
85 ibid, [19]. 
86 Sandra Fredman, ‘The Reason Why: Unravelling Indirect Discrimination’ (2016) 45 ILJ 231 argues 

that EU law does not impose any requirement that claimants explain why a PCP disadvantages them. 

The article predated the Supreme Court’s finding to this effect, and criticised the Court of Appeal’s 

previous and contrary holding.  
87  Timo Makkonen, Measuring Discrimination: Data Collection and EU Equality Law (European 

Commission, 2006) 30: ‘The use of statistical data in the context of legal proceedings relating to 

discrimination on the basis of the grounds covered by the two Directives has been infrequent… only the 

UK has anything like a well-established and a reasonably systematic approach in this area.’ See also 

Essop (n 28) [28]. 
88 There is no requirement that national law permits the use of statistical evidence, but statistical evidence 

is admissible in most European countries, ibid, 29-30. The CJEU’s reasoning in the past has also 

demonstrated that numerical inequalities may be used to prove and disprove discrimination. See, for 

example, Case C-7/12 Nadežda Riežniece v Latvijas Republikas Zemkopības ministrija, Lauku atbalsta 

dienests [2013] ECLI:EU:C:2013:410, paras 40-41. The point is that although such evidence is 

admissible, the courts in many Member States do not generally rely heavily on it. 
89 Makkonen (n 87) 30 states that Ireland and the Netherlands have ‘considerable experience’ in the use 

of statistics, although there are some limitations on that experience. France, Finland, Hungary and the 

Czech Republic have had ‘one or two cases where statistics have played a major role’, but in ‘the rest of 

the EU countries, effectively forming an overwhelming majority, no case law could be found where 

statistics would have played any major role.’ 
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It might be that this reluctance to rely heavily on statistics stems from a recognition that 

such reliance can result in a ‘battle of numbers’ which operates to the disadvantage of 

the party with least access to the relevant data.90 However, in the context of automated 

hiring, statistical outcomes may be the only evidence available and courts will clearly 

have to rely on them.  

It is worth noting that despite its heavier reliance on statistics, the UK – unlike the US 

– has not found it necessary to establish any strict statistical threshold for presumptively 

permissible disadvantage.91 This flexibility is in line with CJEU jurisprudence,92 and is 

desirable in order to enable iterative processes for contextualised expectation-setting in 

the use of algorithms through case law and regulatory guidance. In other words, the 

increasing use of biased hiring algorithms does not mean that the EU should fall back 

on a presumptive threshold for tolerable inequality; rather it should seek to establish a 

common understanding of acceptability by examining different algorithms in different 

contexts – in other words, it should take the same approach as it has in the past.93 In so 

far as standardised metrics for measuring algorithmic discrimination would be useful 

in this novel context, regulatory bodies should work together to advise on what these 

are.94  

Once the relevant disadvantage has been demonstrated, the only justification available 

to the employer under EU law is that its PCP is a necessary and appropriate way to 

achieve a legitimate aim.95 This ‘legitimate aim’ cannot be mere cost saving, such that 

 
90 Case C-317/93 Inge Nolte v Landesversicherungsanstalt Hannover [1995] ECR I-4625, Opinion of 

AG Léger, para 53; Catherine Barnard and Bob Hepple, ‘Indirect Discrimination: Interpreting Seymour-

Smith’ (1999) 58 CLJ 399, 408: ‘The heavy reliance on statistical proof has been heavily criticised in the 

USA, as being based on faulty statistical and factual assumptions. In order to be reliable sophisticated 

statistical techniques are required which lie beyond the resources of parties in individual legal suits.’  
91  For a difficult case in which the statistical disparity was complicated by confusion as to the 

composition of the ‘pool’, see Secretary of State for Trade and Industry v. Rutherford (No.2) [2003] 

IRLR 858. The composition of the pool is also difficult in the circumstances described in this paper, 

though no more so than in any other discriminatory failure to hire case. See Wachter, Mittelstadt and 

Russell (n 16) 19-20 discussing the composition of the pool with respect to Amazon’s discriminatory 

screening algorithm. 
92 Case C-317/93, Opinion of AG Léger (n 90) summarises CJEU case law on this issue. 
93 Wachter, Mittelstadt and Russell (n 16) 29-30. 
94  Wachter, Mittelstadt and Russell (n 16) propose the use of conditional demographic parity for 

statistical evaluation in discrimination cases, 54-63. 
95 Employment Directive (n 27); Case 170/84 Bilka-Kaufhaus [1986] ECR 1607. In the UK this has been 

implemented as a proportionality test, EqA 2010 s 19(2)(d), which has arguably led to a weaker 

application of this stage of the test: Jackie A Lane and Rachel Ingleby, ‘Indirect Discrimination, 

Justification and Proportionality: Are UK Claimants at a Disadvantage?’ (2018) 47 ILJ 531. 
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the employer’s only reason for using the algorithm is that it is cheaper to discriminate.96 

However, other benefits will almost always exist: the use of an algorithm may enable 

employers to reallocate staff time, so that more candidates are called to interview;97 

review more applications, so that gate-keeping measures such as limiting recruitment 

to certain universities are no longer necessary;98 or hire employees with higher average 

rates of performance.99 As such, an employer using an algorithm in its hiring process 

will generally be able to identify a legitimate reason for doing so.100 

The second question, namely whether the PCP is necessary and appropriate to achieve 

the state aim, is an objective one which seeks to balance the employer’s interests with 

the rights of the applicant.101 The more serious the disparate impact on the protected 

group, the more cogent the objective justification must be.102 

The use of a biased algorithm is clearly disproportionate if equally satisfactory and less 

discriminatory alternatives are readily available. 103  Many companies that sell 

algorithms to employers seek to mitigate adverse impacts against protected groups, for 

example by removing or reducing the impact of features which serve as proxies for 

protected characteristics.104  Vendors have found that this process can significantly 

 
96 Case C-243/95 Hill and Stapleton v Revenue Commissioners and Department of Finance [1998] ECR 

I-3739, para 40; Cross v. British Airways plc [2005] IRLR 423; Woodcock v Cumbria Primary Care 

Trust [2012] EWCA Civ 330, [67]; Case 393/10 O'Brien v Ministry of Justice [2012] 2 CMLR 25, para 

66. 
97 HireVue, ‘The Evolving Role of the Recruiter’ (Interview with Cleshon Bess, Senior Recruiter at 

Cellular Sales) <https://www.hirevue.com/resources/the-evolving-role-of-the-recruiter> accessed 1 May 

2020. 
98 Richard Feloni, ‘Consumer-goods giant Unilever has been hiring employees using brain games and 

artificial intelligence – and it’s a huge success’ (Business Insider, 28 July 2017) 

<https://www.businessinsider.com.au/unilever-artificial-intelligence-hiring-process-2017-6> accessed 1 

May 2020; Robert Wright, ‘“Disease” of recruitment bias: is technology a cure or a cause?’ (Financial 

Times, London, 25 October 2019) <https://www.ft.com/content/4150aa8e-9cf8-11e9-9c06-

a4640c9feebb> accessed 1 May 2020. 
99 Pymetrics, ‘Debt collection agency’ (case study showing that a debt collection agency reported 3.8x 

better collection rates after using Pymetrics) <https://www.pymetrics.ai/case-studies/higher-performing-

employees> accessed 1 May 2020. 
100 Other legitimate aims might include enhanced accuracy in assessment, faster processing times, or 

eliminating gatekeeping metrics of employability which exclude certain candidates from consideration, 

such as university attended: Frida Polli (n 13). 
101 Hardy & Hansons plc v Lax [2005] EWCA Civ 846, IRLR 726, [32]; Homer v Chief Constable of 

West Yorkshire Police [2012] UKSC 15, [2012] 3 All ER 1287 [20]. 
102 Barry v. Midland Bank Plc [1999] UKHL 38, [1999] 1 WLR 1465. 
103 Case C-83/14 CHEZ Razpredelenie Bulgaria AD v Komisia za zashtita ot diskriminatsia [2015] ECR 

I-00, para 128; Secretary of State for Defence v Elias [2006] EWCA Civ 1293, [2006] 1 WLR 3213 

[302]. 
104 Raghavan, Barocas, Kleinberg and Levy (n 83) 9. The methods for reducing bias can broadly be 

divided into (i) pre-processing, by modifying the training data; (ii) in-processing, for example by training 

separate models in isolation for different groups (but note the challenges this poses with respect to 
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reduce adverse impact while having little effect on the predictive accuracy of the 

assessment.105  

However, in some cases reducing the disparate impact of an algorithm will necessarily 

decrease its predictive accuracy.106 Put differently, employers will sometimes have to 

sacrifice accuracy in order to reduce the disadvantage caused by their algorithms. The 

UK’s Data Protection Authority107 has recognised that it is ‘unrealistic to adopt a “zero 

tolerance” approach to risks to rights and freedoms’,108 and instead suggests setting out 

‘variance tolerances’, or confidence levels, beyond which the algorithm should stop 

being used.109 Whether employers will be able to argue that adverse impacts are thus 

‘necessary’ to ensure accurate results and thereby achieve their legitimate aims remains 

to be seen, but ultimately this will depend on the application of the test on the facts. 

This ties in with the flexible statistical threshold adopted in Europe for measuring 

‘disadvantage’ (noted above). It is likely that a low level of disparity will bring a prima 

facie case of discrimination, and that the consideration of whether that level of 

disadvantage is tolerable will rest on the question of whether it is appropriate and 

necessary for achieving the legitimate aim. 

 
processing special category data, see further below, section III(ii)(a)(2)); and (iii) post-processing, by 

modifying the model after it has been trained or artificially adjusting the outcomes for particular groups. 

For further explanation of these options, see Rovatsos, Mittelstadt and Koene (n 6) 25-26. 
105 Raghavan, Barocas, Kleinberg and Levy (n 83) 9. 
106  Michael Feldman, Sorelle Freidler, John Moeller, Carlos Scheidegger and Suresh 

Venkatasubramanian, ‘Certifying and removing disparate impact’ (KDD Conference, Sydney, 10-13 

August 2015); Benjamin Fish, Jeremy Kun and Ádám D. Lelkes, ‘A Confidence-Based Approach for 

Balancing Fairness and Accuracy’ (2016 SIAM International Conference on Data Mining, Miami, May 

2016); Ifeoma Ajunwa, Sorelle Freidler, Carlos Scheidegger and Suresh Venkatasubramanian, ‘Hiring 

by Algorithm: Predicting and Preventing Disparate Impact (2016) <http://friedler.net/papers/SSRN-

id2746078.pdf> accessed 1 May 2020; Jon Kleinberg, Sendhil Mullainathan and Manish Raghavan, 

‘Inherent Trade-Offs in the Fair Determination of Risk Scores’ (8th Innovations in Theoretical Computer 

Science Conference, Berkeley, January 2017); and Sorelle A Friedler, Carlos Scheidegger Suresh 

Venkatasubramanian, Sonam Choudhary, Evan P Hamilton and Derek Roth, ‘A comparative study of 

fairness-enhancing interventions in machine learning’ (FAT* Conference, Atlanta, 29-31 January 2019). 
107 The ICO is the independent regulatory office in the UK which upholds information rights in the public 

interest. Every EU Member State has its own Data Protection Authority, each of which is represented 

within the European Data Protection Board (EDPB): <https://edpb.europa.eu/about-

edpb/board/members_en> accessed 1 May 2020. 
108  ICO, ‘Draft Guidance on AI Auditing Framework’ (2020) <https://ico.org.uk/media/about-the-

ico/consultations/2617219/guidance-on-the-ai-auditing-framework-draft-for-consultation.pdf> accessed 

1 May 2020, 14.  
109 ibid 62. The ICO also suggests graphically representing any trade-offs that have to be made in order 

to visualise the challenge, 31-34. 
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Finally, as explained in Section II, algorithmic bias does not materialise spontaneously, 

but rather reflects existing inequalities in the hiring process.110 As such, an algorithm 

might be indirectly discriminatory but still be less harmful than the human recruiters’ 

implicit biases.111 In other words, the biased algorithm might actually be the least 

discriminatory option available. Whether this could will the proportionality analysis 

also remains to be seen.  

In sum, EU equality law requires the courts to balance the harms caused by 

discriminatory algorithms against the benefits of their use. It neither regulates them out 

of existence; nor does it permit their deployment to go ahead unchecked. UK claimants 

benefit from certain points of divergent domestic implementation, and in light of the 

novel issue of algorithmic hiring, EU Member States which do not already do so should 

(i) enable the use of hypothetical comparators, (ii) ensure that the use of a PCP can 

constitute indirect discrimination even if it is unclear why it disadvantages some groups, 

and (iii) develop practices on the use of statistics to identify disadvantage. Further case-

law and regulatory guidance will be crucial in setting out the application of the 

‘necessary and appropriate’ test in different contexts. 

ii. Data Protection Law 

The GDPR applies directly in all EU Member States, and thus provides a strong and 

consistent data protection framework across the Union. It is also directly operative in 

the UK, where it is supplemented by the Data Protection Act 2018.112 The GDPR 

governs the processing of personal data, which includes the use of an algorithm to 

assess an individual’s application materials.113 Moreover, the type of activity discussed 

 
110 Samara Donald, ‘Don’t blame the AI, it’s the humans who are biased’ (Towards Data Science, 17 

September 2017) <https://towardsdatascience.com/dont-blame-the-ai-it-s-the-humans-who-are-biased-

d01a3b876d58> accessed 1 May 2020. 
111 See, for example, Haiyan Zhang, Sheri Feinzig, Louise Raisbeck and Iain McCombe, ‘The role of AI 

in mitigating bias to enhance diversity and inclusion’ (IBM Smarter Workforce Institute, 2019) 

<https://www.ibm.com/downloads/cas/2DZELQ4O> accessed 1 May 2020, 4 and 8, reporting that one 

in five HR professionals are ‘concerned that AI in HR could perpetuate or even increase biases in hiring’, 

but also noting significant evidence of human cognitive biases – for example, applicants with disabilities 

that do not limit their productivity received 26% fewer responses from employers than non-disabled 

applicants with identical job applications except for disability status.  
112 Data Protection act 2018 s 1(2): ‘Part 2 supplements the GDPR… and applies a broadly equivalent 

regime to certain types of processing to which the GDPR does not apply’. 
113 GDPR art 4(2) defines ‘processing’ as ‘any operation or set of operations which is performed on 

personal data or on sets of personal data, whether or not by automated means, such as collection, 

recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, 
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in this paper falls within the GDPR’s definition of ‘profiling’: ‘any form of automated 

processing of personal data… to evaluate certain personal aspects… in particular to 

analyse or predict aspects concerning that natural person’s performance at work’.114  

The GDPR therefore governs all cases in which an algorithm is used to inform a human 

recruiter’s decision, for example when a suitability score is considered as part of the 

evaluation. Additional rules apply where the decision is based solely on automated 

processing, for example where an algorithm automatically rejects a candidate without 

any human review.115 This section first discusses the rules that apply in all cases, and 

then considers the rules which only apply only to wholly automated cases. 

a. Profiling and Partially Automated Decisions 

1. Lawful Basis: Article 6 

The GDPR requires that the employer has a legal basis for processing job applicants’ 

personal data.116 There are three potential bases which an employer might consider 

relying on.  

First, processing is permitted if it is ‘necessary’ in order to decide whether to hire an 

applicant.117 The necessity requirement seeks to prevent excess interference with data 

subjects’ privacy rights, and as such the application of the requirement in this context 

has largely focused on the importance of choosing the option which interferes least with 

subjects’ privacy.118 However, where the processing has an adverse impact on the data 

 
disclosure by transmission, dissemination or otherwise making available, alignment or combination, 

restriction, erasure or destruction’. 
114 GDPR art 4(4). 
115 GDPR art 22. 
116 GDPR art 6(1). 
117 Processing of personal data is permitted where it is ‘necessary for the performance of a contract to 

which the data subject is party or in order to take steps at the request of the data subject prior to entering 

into a contract’, GDPR art 6(1)(b). 
118 Joined Cases C-92/09 and C-93/09, Volker und Markus Schecke GbR and Hartmut Eifert v Land 

Hessen [2010] ECR I-11063 paras 76-77; Case C-473/12 Institut professionnel des agents immobiliers 

(IPI) v Geoffrey Englebert [2013] ECLI:EU:C:2013:715 para 39; Case, C-212/13 František Ryneš v 

Úřad pro ochranu osobních údajů  

[2015] 1 WLR 2607, para 28; Case C-13/16, Valsts policijas Rīgas reģiona pārvaldes Kārtības policijas 

pārvalde v Rīgas pašvaldības SIA ‘Rīgas satiksme’ [2017] 4 WLR 97 para 30; EDPB, ‘Guidelines 2/2019 

on the processing of personal data under Article 6(1)(b) GDPR in the context of the provision of online 

services to data subjects’ (version 2.0, adopted 8 October 2019) para 25. 
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subject because of her protected characteristic, that would also call its necessity into 

question.119  

Moreover, the GDPR requires data controllers to consider risks to data subjects’ rights, 

and to implement ‘appropriate technical and organisational measures’ in view of those 

risks.120 A Recital to the Regulation further explains that ‘the controller should use 

appropriate mathematical or statistical procedures for the profiling… [to] prevent, inter 

alia, discriminatory effects on natural persons on the basis of racial or ethnic origin… 

religion or beliefs… health status or sexual orientation, or processing that results in 

measures having such an effect.’121 

In light of these provisions, the requirement that profiling be ‘necessary’ in order to 

decide whether to contract with the data subject should be read in light of the intrusion 

into the applicant’s data protection rights and non-discrimination rights. The employer 

must therefore choose the least data-intensive and least discriminatory option available. 

With respect to the contractual necessity basis, if an employer has previously engaged 

in the same recruitment activities without using an automated hiring system, it will more 

fundamentally be hard-pressed to show that use of the system is now ‘necessary’. For 

this reason, most employers will likely rely on the second basis examined here, namely 

that the processing is ‘necessary for the purposes of the legitimate interests pursued by 

the controller or by a third party’.122 As explained above, employers will usually be able 

to identify a legitimate aim in automated hiring.123 However, employers will only be 

able to rely on this interest as a basis for processing if it is not overridden by the 

 
119 EDPB, ‘Assessing the necessity of measures that limit the fundamental right to the protection of 

personal data: A Toolkit’ (11 April 2017) 12: ‘Other rights and freedoms may be affected by the proposed 

measure, which triggers subsequent [necessity] analysis. For instance… the right to non-

discrimination…’  
120 GDPR art 24(1). 
121 GDPR Recital 71. 
122 GDPR art 6(1)(f) and Recital 47. This is the basis relied on by Ideal in its European operations: 

‘Compliance in Recruiting: How Ideal’s Technology Prioritizes Compliance’ 

<https://ideal.com/compliance/> accessed 1 May 2020. 
123 See n 97, n 97, n 98, n 99. 
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fundamental rights of the data subject,124 including his non-discrimination rights.125 

This will entail a balancing test similar to that under equality law. 

Moreover, when a controller processes data on the basis of its legitimate interests, it 

must tell the data subject what those interests are and inform the data subject that she 

has a right to object. 126  The data subject may object on grounds relating to her 

‘particular situation’, 127  and a job applicant who objects to profiling because of 

concerns that the algorithm will interact with proxies for her protected characteristic 

will likely satisfy this requirement.128 The controller must then stop processing the data 

unless it can demonstrate ‘compelling legitimate grounds’ for doing so.129 From an 

applicant’s perspective, objecting would in practice be equivalent to withdrawing her 

application, and the reality is that very few hopeful job applicants will object to their 

potential future employer’s recruitment processes given that there is no concomitant 

right in these circumstances to equal and alternative processing.130 

Third, processing is permitted if the data subject has consented to it. 131  Consent 

generally cannot be used as a basis for processing personal data where there is a clear 

imbalance between the data subject and the controller,132 where a failure to consent will 

 
124 GDPR art 6(1)(f). 
125 Article 29 Working Party (hereinafter WP29), ‘Guidelines on automated individual decision-making 

and profiling for the purposes of Regulation 2016/679’ (adopted on 3 October 2017, as last revised and 

adopted on 6 February 2018, 17/EN WP251rev.01) 25. 21. 
126 GDPR arts 13(1)(d) and 21(4). 
127 GDPR art 21(1) and see also Recital 69. 
128  ICO, ‘Right to object’ <https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-

general-data-protection-regulation-gdpr/individual-rights/right-to-object/> accessed 1 May 2020: ‘An 

individual must give specific reasons why they are objecting to the processing of their data. These reasons 

should be based upon their particular situation.’ 
129 GDPR art 21(1). The controller may also refuse to comply if the processing is for the establishment, 

exercise or defence of legal claims. WP29 has suggested that a controller might be able to demonstrate a 

compelling legitimate ground if ‘the profiling is beneficial for society at large’: WP29, ‘Guidelines on 

automated individual decision-making and profiling’ (n 125) 25. This might assist employers who can 

show that use of the algorithm has improved the firm’s diversity. 
130 Such a right is necessary to ensure consent is freely given, when the basis for the processing is consent 

(on which see below). GDPR art 4(11).  See WP29, ‘Guidelines on consent under Regulation 2016/679’ 

(adopted on 28 November 2017, as last revised and adopted on 10 April 2018, 17/EN WP259 rev.01). 
131 GDPR art 6(1)(a). Consent must be freely given, specific, informed and unambiguous.  
132 Such consent will likely not be freely given, GDPR Recital 43. WP29 also explains that ‘any element 

of inappropriate pressure or influence upon the data subject (which may be manifested in many different 

ways) which prevents a data subject from exercising their free will, shall render the consent invalid.’ 

WP29, ‘Guidelines on consent’ (n 130) 5-6. The Working Party also states that ‘given the imbalance of 

power between an employer and its staff members, employees can only give free consent in exceptional 

circumstances, when it will have no adverse consequences at all whether or not they give consent’, 7. 
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entail negative consequences for the data subject,133 or where entry into a contract is 

conditioned on the consent.134  Official EU guidance has explicitly stated that it is 

‘problematic’ for employers to process personal data of future employees on the basis 

of consent.135 Consent is therefore unlikely to be used as a basis for processing. 

In sum, employers will be able to use a biased hiring algorithm if doing so is necessary 

in order to decide whether to contract with the applicant, or if it is necessary to achieve 

an employer’s legitimate interest, such as reducing the time investment per hire. 

However, the ‘necessity’ requirement requires the employer to use the least rights-

intrusive option available, and if the basis for processing is the employee’s legitimate 

interests then there is a balancing test similar to that under equality law. 

2. Special Category Data: Article 9 

Article 9 GDPR provides additional restrictions on the processing of ‘special category 

data’.136 ‘Special’ categories include data which reveals racial or ethnic origins, data 

which reveals religious or philosophical beliefs, data which concerns a person’s health 

(which would include disability), and data which concerns sexual orientation.137 Data 

revealing gender is not special category data.  

 
133 GDPR Recital 42: ‘Consent should not be regarded as freely given if the data subject has no genuine 

or free choice or is unable to refuse or withdraw consent without detriment.’ See also WP29, ‘Guidelines 

on consent’ (n 130) 5. 
134 GDPR art 7(4): ‘when assessing whether consent is freely given, utmost account shall be taken of 

whether, inter alia, the performance of a contract… is conditional on consent to the processing of 

personal data that is not necessary for the performance of that contract.’ Where the processing is 

necessary, consent should not be used. Recital 43 provides that ‘consent should not provide a valid legal 

ground for the processing of personal data… if the performance of a contract… is dependent on the 

consent despite such consent not being necessary for such performance.’ This guidance finds support in 

GDPR art 7(4), which indicates that tying the provision of a contract to a request for otherwise 

unnecessary consent is highly undesirable. 
135 WP29, ‘Guidelines on consent’ (n 130) 7. 
136 GDPR art 9(2). 
137 GDPR art 9(1). The distinction between ‘revealing’ and ‘concerning’ is unclear, though the latter may 

be interpreted more narrowly. Race, disability, and religion or belief, and sexual orientation are protected 

characteristics under EU equality law. Member States diverge on the level of protection afforded to 

sexual orientation; in the UK this characteristic is protected in the same way as the other characteristics, 

under EqA 2010 s 4. The ICO notes that ‘the various categories are closely linked with… freedom from 

discrimination… The presumption is that this type of data needs to be treated with greater care because 

collecting and using it is more likely to interfere with these fundamental rights or open someone up to 

discrimination.’ ICO, ‘Special category data: What is special category data?’ <https://ico.org.uk/for-

organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/special-

category-data/what-is-special-category-data/> accessed 1 May 2020. With respect to video interviews, 

GDPR art 9 also covers ‘biometric data for the purpose of uniquely identifying a natural person’ and ICO 

guidance, ibid., states that ‘if you use biometrics to learn something about an individual… make a 

decision about them, or treat them differently in any way, you need to comply with Article 9’. However, 
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The two novel situations in which employers will need to consider Article 9 in the 

context of a biased machine learning algorithm are: (i) the employer may wish to expose 

the algorithm to special category data because doing so will make the algorithm less 

biased; and (ii) the algorithm may make decisions based on proxies for protected 

characteristics, as explained in Section II. In the first situation, Article 9 will certainly 

be triggered. Whether Article 9 applies to the second situation remains to be seen. These 

two situations will be dealt with in turn. 

Situation (i) arises because of the phenomenon whereby machine learning algorithms 

with access to applicants’ protected characteristics can be less discriminatory than those 

without access to the characteristics.138 Although an employer may understandably 

wish to grant access in such circumstances, it will struggle to find a lawful basis for 

doing so.139  

First, valid data subject consent will be unavailable, because refusing such consent 

would increase the applicant’s disadvantage.140 Second, processing of sensitive data is 

permitted if such processing is ‘necessary for reasons of substantial public interest’,141 

but these reasons must be expressly laid out in domestic legislation and in the UK very 

few cases are covered in this context.142 Third, an employer is permitted to process 

special category data if such processing is necessary to comply with its legal 

 
where a video interview is processed for the purposes of assessing facial expression, as opposed to facial 

recognition, this is not processing ‘for the purpose of uniquely identifying a natural person’. EDPB 

guidance notes that ‘video footage of an individual cannot however in itself be considered as biometric 

data under Article 9, if it has not been specifically technically processed in order to contribute to the 

identification of an individual.’ EDPB, ‘Guidelines 3/2019 on processing of personal data through video 

devices’ (adopted on 10 July 2019) 15. Moreover, GDPR Recital 51 states that ‘the processing 

of photographs should not systematically be considered to be processing of special categories of personal 

data as they are covered by the definition of biometric data only when processed through a specific 

technical means allowing the unique identification or authentication of a natural person.’  
138 Kleinberg, Ludwig, Mullainathan and Sunstein (n 14) 119; Talia Gillis and Jann Spiess, ‘Big Data 

and Discrimination’ (2019) 86 University of Chicago Law Review 459, 471-472; and ICO, ‘Draft 

Guidance on AI Auditing Framework’ (n 108) 59.  
139 Recognising this tension, vendors often take protected characteristics into account when building 

models, but ultimately produce models that do not take protected characteristics as an input: Raghavan, 

Barocas, Kleinberg and Levy (n 83) 15. 
140 GDPR art 7; WP29, ‘Guidelines on consent’ (n 130) 5. 
141 GDPR art 9(2)(g). 
142 Processing of special category data is permitted for the promotion of ethnic diversity in certain tightly 

defined senior positions: Data Protection Act 2010 sch 1 para 9. However, the exception applies only to 

personal data revealing racial or ethnic origins; it applies only to recruitment for a limited list of senior 

positions; it applies only where the relevant processing is ‘necessary’ for the purposes of promoting or 

maintaining diversity; and it applies only where it can reasonably be carried out without the consent of 

the data subject. Since most algorithmic hiring takes place in the context of mass recruitment for starting 

roles, this exception will be unavailable in the most cases. Note that data concerning gender is not special 

category, which is why there is no equivalent provision for such data.  
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obligations;143 but no such obligations exist.144 As a general rule, then, an employer is 

not permitted to process data about applicants’ protected characteristics in order to 

reduce the discriminatory nature of an algorithm which it intends to use. Since the 

prohibition can be displaced by domestic law,145 its desirability requires debate on the 

national level in each Member State.146  

Situation (ii) occurs where an algorithm downgrades proxies for protected 

characteristics. It may be that the algorithm thus makes it possible to infer data which 

falls into a special category, such as the applicant’s ethnicity. Whether this renders the 

data ‘special’ will depend on how certain the inference is, and whether the data 

controller is drawing it deliberately.147 For example, if a job applicant’s resume states 

that she is the trustee of a charity that supports deaf people, the resume is not special 

category data even though the controller might infer that the applicant is deaf.148 

Similarly, even if one can infer a person’s ethnicity or religion from their name, the 

name is not generally special category data unless the controller processes it specifically 

 
143 GDPR art 9(2)(b); Data Protection Act 2018 s 10(2) and sch 1(1)(a). 
144 It is theoretically possible that where exposure to special category data would mitigate the algorithm’s 

biases, the use of an algorithm which has not been exposed to such data is not the least discriminatory 

option available, and its use is therefore unjustified. This may then provide a basis for processing, GDPR 

art 9(2)(b); Data Protection Act 2018 s 10(2) and sch 1(1)(a). However, if there is no lawful basis for 

processing, then the biased algorithm (without exposure to the training data) is the least discriminatory 

option available, because exposure is not a lawful option. This necessarily circular reasoning – whereby 

the lawful basis is required to create the equality law obligation, but the equality law obligation is 

required to provide the lawful basis – militate against the likelihood of any court finding that the 

processing of special category data is permitted in these circumstances. 
145 GDPR art 9(2)(g). 
146 Rovatsos, Mittelstadt and Koene (n 6) 23: ‘access to personal data concerning protected characteristics 

is needed for some approaches to mitigating bias, but this remains a major challenge for data protection 

reasons’. If a change is to be made in the UK, it would likely be through primary legislation. The Data 

Protection Act 2018 s 16 enables the Secretary of State to pass regulations modifying data subjects’ 

rights, but this power cannot be exercised to permit the processing discussed here. The power under Data 

Protection Act 2018 s 16(1)(a) only enables a legal basis to be provided for processing based on GDPR 

art 6(3), and not art 9. Moreover, the power to restrict GDPR requirements where ‘necessary and 

proportionate to safeguard certain objectives of general public interest’, which is granted by Data 

Protection Act 2018 s 16(1)(b), is based on GDPR art 23(1), and this provision does not extend the power 

to modify rights granted under GDPR art 9.  The other possibility would be the introduction of a statutory 

instrument based on the power at EqA 2010 s 207, which could require employers to expose a recruitment 

algorithm to the applicant’s protected characteristic if doing so would mitigate bias. This would provide 

a basis for processing under Data Protection Act 2018 s 10(2). 
147 ICO, ‘Special category data: What is special category data?’ (n 137). 
148  ibid. Note that this example, provided by the ICO, is further complicated by the 

‘revealing’/’concerning’ distinction at GDPR art 9, as the CV does not ‘concern’ the applicant’s health, 

but may ‘reveal’ it. 
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because it indicates ethnicity or religion.149 Video interviews – which often reveal 

ethnicity – are not considered ‘sensitive’ without more.150  

At present, there is no case law on whether a machine learning algorithm which 

downgrades proxies for protected characteristics without deliberately inferring that the 

candidate holds that characteristic ‘triggers’ Article 9.151 Goodman and Flaxman have 

noted that two interpretations may be adopted here: a ‘minimal interpretation’, which 

would only prohibit the processing of data that is ‘explicitly sensitive’, and a ‘maximal 

interpretation’, which would preclude the use of data correlated with the special 

characteristics.152 The latter interpretation would run into practical problems, because 

as datasets become increasingly large, the likelihood of exhaustively excluding all 

factors which correlate with relevant characteristics becomes vanishingly small.153 

It seems likely that the courts will attempt to draw a distinction between (i) algorithms 

which explicitly infer special category data, whether as an output or as an intermediate 

step to another inference; and (ii) algorithms which produce outputs correlated with 

special categories, without actually inferring that the applicant holds the relevant 

characteristic.154 Article 9 is likely to be ‘triggered’ in the former case, but not in the 

latter. In cases where the algorithm does infer special category data, the 

employer/applicant power imbalance outlined above would make consent an unsuitable 

 
149 ibid. 
150 This can be inferred from the EDPB, ‘Guidelines on processing through video devices’ (n 137) 14-

15. See discussion at n 137. 
151 Official guidance on this point is insufficiently clear. WP29, ‘Guidelines on automated individual 

decision-making and profiling’ (n 125) 15 notes that ‘profiling can create special category data by 

inference from other data which is not special category data in its own right but becomes so when 

combined with other data.’ The ICO states that ‘If the model learns to use particular combinations of 

features that are sufficiently revealing of a special category, then the model may be processing special 

category data.’ ICO, ‘Draft Guidance on AI Auditing Framework’ (n 108) 60.  
152 Bryce Goodman and Seth Flaxman, ‘European Union regulations on algorithmic decision-making and 

a “right to explanation’ (2017) 38 AI Magazine 50 <https://doi.org/10.1609/aimag.v38i3.2741> accessed 

1 May 2020. 
153 ibid, 53-54. 
154 See ICO, ‘Draft Guidance on AI Auditing Framework’ (n 108) 60: ‘there may also be situations where 

your model infers special category as an intermediate step to another (non-special-category data) 

inference. You may not be able to tell if your model is doing this just by looking at the data that went 

into the model and the outputs that it produces… If you are using machine learning with personal data 

you should proactively assess the chances that your model might be inferring protected characteristics 

and/or special category data in order to make predictions, and actively monitor this possibility throughout 

the lifecycle of the system. If the potentially inferred characteristics are special category data, you should 

ensure that you have an appropriate Article 9 condition for processing.’ As the ICO notes, identifying 

intermediate inferences will not always be possible: Wojciech Samek, Thomas Wiegand, and Klaus-

Robert Müller, ‘Explainable Artificial Intelligence: Understanding, Visualizing and Interpreting Deep 

Learning Models (August 2018) <https://arxiv.org/pdf/1708.08296.pdf> accessed 1 May 2020. 
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legal basis for the processing.155 No other basis for processing the sensitive data would 

be available in this context.  

3. Notification and Access Rights 

Data subjects must be given certain information at the time that their data is collected, 

including information about the existence and purpose of processing.156 Subjects must 

also be given specific information about their rights.157 Where an algorithm will be used 

to assess the applicant’s competence and this assessment will inform the hiring 

decision, the employer must make that clear to the applicant before she submits any 

materials.158 This information must be provided in a ‘concise, transparent, intelligible 

and easily accessible form, using clear and plain language’.159 

Once processing has begun, a data subject may obtain ‘a copy of the personal data 

undergoing processing’. 160  Official EU guidance states that this covers the input 

information (namely the application materials and any other data collected about the 

applicant), as well as ‘information about the profile’. 161  No further explanation is 

provided as to what this latter point entails in practice, but the guidance does note that 

the provision implies only a ‘general form of oversight’, and not a right to an 

explanation of any particular decision.162 

 
155 GDPR Recital 42 explains that consent is not ‘free’ if refusing it would be detrimental to the data 

subject. 
156 GDPR art 13. Among the information to be provided is: the identity and contact details of the 

controller (the employer) and, where applicable, of the controller’s representative (art 13(1)(a)); the 

legitimate interests pursued by the controller, where those interests are the basis for processing (art 

13(1)(d)); whether the provision of personal data is a contractual requirement, whether the data subject 

is obliged to provide the personal data, and the possible consequences of failure to provide such data (art 

13(2)(e)); the existence of automated decision-making, including profiling, and meaningful information 

about the logic involved, as well as the significance and the envisaged consequences of such processing 

for the data subject (art 13(2)(f), on which see further below)). GPDR art 14 deals with notification duties 

where personal data have not been collected from the data subject. 
157 GDPR arts 13(2)(b), (c) and (d). 
158  GDPR Recital 60: ‘the data subject should be informed of the existence of profiling and the 

consequences of such profiling.’ See also WP29, ‘Guidelines on automated individual decision-making 

and profiling’ (n 125) 23: ‘where the processing involves profiling-based decision making (irrespective 

of whether it is caught by Article 22), then the fact that the processing is for the purposes of both (a) 

profiling and (b) making a decision based on the profile generated, must be made clear to the data 

subject’. The Working Party refers to GDPR art 13(1)(c) to support this, which requires data controllers 

to tell the data subject ‘the purposes of the processing for which the personal data are intended as well as 

the legal basis for the processing’. 
159 GDPR art 12(1). 
160 GDPR art 15(3). 
161 WP29, ‘Guidelines on automated individual decision-making and profiling’ (n 125) 24. 
162 ibid. 
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4. Data Protection Impact Assessments 

Beyond identifying a valid basis for processing and informing data subjects about their 

rights, the employer must ensure more broadly that the processing will be GDPR-

compliant. This includes compliance with the principles laid out at Article 5 GDPR, 

one of which is that data shall be processed ‘lawfully, fairly and in a transparent 

manner’.163 Processing which contravenes equality law therefore also contravenes data 

protection law.164 Moreover, the employer must choose the option which interferes 

least with the data subjects’ rights.165 

The employer will therefore need to assess the discriminatory tendencies of an 

algorithm before and during its deployment, and will need to consider whether the use 

of the algorithm complies with both equality and data protection law. This assessment 

will take place through the medium of a data protection impact assessment (DPIA).166 

Under the GDPR, a DPIA must be carried out prior to any processing which is likely to 

result in a high risk to the rights and freedoms of natural persons.167 Given the proven 

risk that machine learning algorithms can produce discriminatory results,  the use of 

such an algorithm to inform recruitment decisions poses this type of high risk.168  

 
163 GDPR art 5(1)(a). WP29 notes that ‘profiling might be unfair and create discrimination, for example 

by denying people access to employment opportunities’: WP29, ‘Guidelines on consent’ (n 130) 18. 
164 Such processing is clearly not ‘lawful’. See ICO, ‘Draft Guidance on AI Auditing Framework’ (n 

108) 36: ‘if you use an AI system to infer data about people, in order for this processing to be fair, you 

need to ensure that: the system is sufficiently statistically accurate and avoids discrimination…’ 
165 Section II(a)(1) above. 
166 Processing special category data for the purposes identifying or keeping under review the existence 

or absence of equality of opportunity or treatment between groups of people, with a view to enabling 

equality to be promoted or maintained, is permitted in the UK by the Data Protection Act 2018 sch 1 para 

8; such processing is necessary for reasons of substantial public interest under GDPR art 9(2)(g). This 

exception is not available in the context of decision-making, Data Protection Act 2018 sch 1 para 8(3). 

As such, it cannot be relied upon to expose the algorithm to protected characteristics, even where doing 

so would reduce the algorithm’s discriminatory tendencies. 
167 GDPR art 35. WP29 has stated that although the ‘rights and freedoms’ of data subjects in this context 

primarily concern the rights to data protection and privacy, they may also involve ‘other fundamental 

rights such as… prohibition of discrimination’. WP29, ‘Guidelines on Data Protection Impact 

Assessment (DPIA) and determining whether processing is “likely to result in a high risk” for the 

purposes of Regulation 2016/679’ (adopted on 4 April 2017, as last revised and adopted on 4 October 

2017, 17/EN WP 248 rev.01) 6. 
168 GDPR art 35(3)(a) states that ‘A data protection impact assessment… shall in particular be required 

in the case of: (a) a systemic and extensive evaluation of personal aspects relating to natural persons 

which is based on automated processing, including profiling, and on which decisions are based that 

produce legal effects concerning the natural person or similarly significantly affect the natural person’. 

GDPR Recital 75 highlights the potential for risk to the rights and freedoms of natural persons where 

‘the processing may give rise to discrimination… or any other significant economic or social 

disadvantage’, as well as in cases where ‘personal aspects are evaluated, in particular analysing or 

predicting aspects concerning performance at work’, pose a risk to the rights and freedoms of natural 
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The concept of a DPIA is not defined in the GDPR, but at  a minimum it will contain: 

a description of the envisaged processing; an explanation of its purposes; an assessment 

of the risk to data subjects’ rights, and the measures envisaged to address those risks; 

and an assessment of the necessity and proportionality of the processing in relation to 

the purposes pursued.169 Although the DPIA does not have to indicate that all risks have 

been eradicated, it should assess whether remaining risks are justified.170 The DPIA 

should also describe any trade-offs that are made, such as acceptance of some bias to 

ensure accuracy.171  

Employers often engage third parties to provide automated recruitment services.172 

Where an employer engages a vendor to algorithmically score its candidates, that 

vendor may carry out the DPIA instead of the employer.173 However, as long as the 

employer determines the purposes and means of processing – for example by defining 

the target outputs, namely the characteristics it is seeking in its employees – then it will 

be liable if a DPIA is not properly carried out.174 The employer should therefore ensure 

that any DPIA provided by the vendor is satisfactory. 

 
persons. GDPR Recital 91 states: ‘A [DPIA] should also be made where personal data are processed for 

taking decisions regarding specific natural persons following any systematic and extensive evaluation of 

personal aspects relating to natural persons based on profiling those data’. WP29 have produced criteria 

for determining whether processing is ‘high risk’: WP29, ‘Guidelines on DPIA’ (n 167) 9-11. Among 

these are: ‘Evaluation and scoring, including profiling and predicting, especially for “aspects concerning 

the data subject’s performance at work’; ‘Automated decision-making with legal or similar significant 

effects… For example, the processing may lead to the exclusion or discrimination against individuals’; 

‘Data concerning vulnerable data subjects… [which] may include… employees’; ‘Innovative use or 

applying new technological or organisational solutions’; and ‘When the processing in itself “prevents 

data subjects from exercising a right or using a service or a contract”.’ 
169 GDPR art 35(7). See GDPR Recital 90 and WP29, ‘Guidelines on DPIA’ (n 167) 22. 
170  ICO, ‘Data protection impact assessments’ <https://ico.org.uk/for-organisations/guide-to-data-

protection/guide-to-the-general-data-protection-regulation-gdpr/accountability-and-governance/data-

protection-impact-assessments/> accessed 1 May 2020. 
171 ICO, ‘Draft Guidance on AI Auditing Framework’ (n 108) 18, 27-28, and 30. 
172 See Raghavan, Barocas, Kleinberg and Levy (n 83) for an overview of vendors. 
173 GDPR art 35(2). See also ICO, ‘How do we do a DPIA?’ <https://ico.org.uk/for-organisations/guide-

to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-

assessments-dpias/how-do-we-do-a-dpia/> accessed 1 May 2020: ‘You can outsource your DPIA, but 

you remain responsible for it… You may want to ask a processor to carry out a DPIA on your behalf if 

they do the relevant processing operation, but again you remain responsible for it.’ Raghavan, Barocas, 

Kleinberg and Levy (n 83) 8 note that most of the vendors selling algorithmic hiring tools ‘offer custom 

or customizable assessments, adapting the assessment to the client’s particular data or job requirements… 

Eight vendors build assessments based on data from the client’s past and current employees. Vendors in 

general leave it up to clients to determine what outcomes they want to predict, including, for example, 

performance reviews, sales numbers, and retention time.’ 
174 In this context, the employer is a ‘data controller’ and the third-party agency is a ‘data processor’: 

GDPR arts 4(7) and 4(8). The processor under GDPR art 28(3)(f) is obligated to assist the controller in 

ensuring that the DPIA is properly carried out. If the vendor and employer jointly determine the purposes 

and means of processing, they may be joint controllers, in which case they would both be liable for an 
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The GDPR also allows for a single DPIA to address a ‘set of similar processing 

operations that present similar high risks’.175  Most vendors either create a custom 

algorithm based on data provided by the employer, or customise a pre-built algorithm 

to the employer’s specifications.176 Although vendors may use the same base template 

for all contracts, a separate DPIA should therefore be carried out for each new algorithm 

or new customisation. 177  Differences in the training data provided by different 

employers will result in different biases, and even if the vendor uses its own training 

data the outcomes specified by the employer – for example, a preference for empathy 

or a preference for extroversion – will result in different biases.178  

One of the most common ways to uncover discriminatory tendencies in algorithms is 

to audit them.179 In short, this means running tests on the algorithm to identify blind 

spots and biases. An employer using a machine learning algorithm to make inform its 

recruitment decisions should ensure that such audits are carried out as part of the 

DPIA.180  

 
inadequate DPIA. See WP29, ‘Guidelines on DPIA’ (n 167) 14. For AI-specific examples of decisions 

which would render the employer a ‘controller’ see ICO, ‘Draft Guidance on AI Auditing Framework’ 

(n 108) 22. See also WP29, ‘Guidelines on automated individual decision-making and profiling’ (n 125) 

22: ‘In the context of profiling these rights are actionable against the controller creating the profile and 

the controller making an automated decision about a data subject (with or without intervention), if these 

entities are not the same.’ 
175  GDPR art 35(1). GDPR Recital 92 states that ‘there are circumstances under which it may be 

reasonable and economical for the subject of a data protection impact assessment to be broader than a 

single project, for example…. where several controllers plan to introduce a common application or 

processing environment across a single industry sector or segment or for a widely used horizontal 

activity’.  
176 Raghavan, Barocas, Kleinberg and Levy (n 83) 9-11. As another example, US retail firm Target uses 

an automated hiring platform which is designed by Equifax but structured on Target’s terms: Ajunwa 

and Greene (n 43) 62. 
177 WP29, ‘Guidelines on DPIA’ (n 167) 8: ‘A DPIA can also be useful for assessing the data protection 

impact of a technology product… where this is likely to be used by different data controllers to carry out 

different processing operations. Of course, the data controller deploying the product remains obliged to 

carry out its own DPIA with regard to the specific implementation, but this can be informed by a DPIA 

prepared by the product provider, if appropriate.’  
178 Good & Co (n 50) showing differential scores between groups for different metrics. 
179 Christian Sandvig, Kevin Hamilton, Karrie Karahalios and Cedric Langbort, ‘Auditing Algorithms: 

Research Methods for Detecting Discrimination on Internet Platforms’ (Data and Discrimination: 

Converting Critical Concerns into Productive Inquiry, a preconference at the 64th Annual Meeting of the 

International Communication Association, Seattle, May 2014), 5-6, in which the authors note that 

although the word ‘audit’ is often understood as relating to financial accounting, the original audit studies 

were developed by government economists to detect racial discrimination in housing; Pauline T Kim, 

'Auditing Algorithms for Discrimination' (2017) 166 University of Pennsylvania Law Review Online 

189 <https://scholarship.law.upenn.edu/penn_law_review_online/vol166/iss1/10/> accessed 1 May 

2020; Rovatsos, Mittelstadt and Koene (n 6) 32-33. 
180 Bryan Casey and Ashkon Farhangi and Roland Vogl, 'Rethinking Explainable Machines: The GDPR's 

Right to Explanation Debate and the Rise of Algorithmic Audits in Enterprise' (2019) 34 Berkeley 

Technology Law Journal 143, 182-183; see also Bryce Goodman, 'Discrimination, Data Sanitisation and 
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Finally, measures taken to mitigate bias are to be reviewed and updated where 

necessary,181 and as such the DPIA is not a one-time exercise.182 Where necessary, and 

at least when there is a change in the risk posed by the processing, the controller must 

review whether that processing still conforms with the existing DPIA.183 In the context 

of machine learning algorithms, this should mean regular audits.184 

b. Decisions Based Solely on Automated Processing 

Having considered the rules which will apply for all cases where an algorithm informs 

a recruitment decision, we now turn to the restrictions which apply only to wholly 

automated decision-making. A decision is not wholly automated where there is human 

involvement in the decision process.185 For example, if the algorithm scores candidates, 

and that score is considered by a human recruiter alongside other information, the 

decision is not wholly automated.186 Mere rubber-stamping, on the other hand, is not 

enough – human oversight should be meaningful.187 However, the risk of automation 

bias, whereby humans become over-reliant on the score generated by the algorithm and 

fail to question its validity, means that the distinction between wholly and non-wholly 

automated decision-making may in reality be rather blurred.188  

 
Auditing in the European Union's General Data Protection Regulation' (2016) 2 European Data 

Protection Law Review 493, 503; ICO, ‘Draft Guidance on AI Auditing Framework’ (n 108) 61: ‘You 

should undertake robust testing of any anti-discrimination measures and should monitor your ML 

system’s performance on an ongoing basis.’  
181 GDPR art 24(1). 
182 WP29, ‘Guidelines on DPIA’ (n 167) 14. 
183 GDPR art 35(11). Wachter, Mittelstadt and Russell (n 16) 47 propose an ‘early warning system’ for 

automated discrimination which would ‘automatically or consistently produce the types of statistical 

evidence necessary for the judiciary to make well-informed normative decisions, and for system 

controllers to systemically detect potential discrimination before it occurs.’ This type of continuous 

monitoring could contribute to the DPIA. 
184 See ICO, ‘Draft Guidance on AI Auditing Framework’ (n 108) 45, 61, and 63. The ICO has not yet 

given a firm indication as to how often such reviews should occur.  
185 WP29, ‘Guidelines on automated individual decision-making and profiling’ (n 125) 20. 
186 ibid. See also ICO, ‘What does the GDPR say about automated decision-making and profiling?’ 

<https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-

regulation-gdpr/automated-decision-making-and-profiling/what-does-the-gdpr-say-about-automated-

decision-making-and-profiling/#id2> accessed 1 May 2020: ‘A process won’t be considered solely 

automated if someone weighs up and interprets the result of an automated decision before applying it to 

the individual.’ 
187 WP29, ‘Guidelines on automated individual decision-making and profiling’ (n 125). 
188 The ICO offers advice on how to mitigate this risk: ICO, ‘Draft Guidance on AI Auditing Framework’ 

(n 108) 101. Risk monitoring should consider why, and how often, the human reviewer accepts the AI 

system’s output, 103. Imposing requirements on human review could help. For example, the ICO 

suggests, 101: ‘If human reviewers can only access or use the same data used by the AI system, then 

arguably they are not taking into account other additional factors. This means that their review may not 

be sufficiently meaningful, and the decision may end up being considered “solely automated”.’ 
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As a general rule, employers cannot reject a job applicant solely based on the outcome 

of an algorithmic assessment,189 and it seems that few– if any – employers in Europe 

are currently using automated systems to screen out candidates with no human review 

whatsoever.190 Nonetheless, exceptions to the general prohibition do exist,191 one of 

which applies when wholly automated decision-making is ‘necessary for… entering 

into a contract.’192 ‘Necessary’ in this context is not taken to mean ‘essential’, but rather 

‘a targeted and reasonable way’ of meeting an organisation’s contractual obligations.193 

 
189 GDPR art 22(1). The prohibition on solely automated decision making applies to legal or similarly 

significant decisions. GDPR Recital 71 cites ‘e-recruiting practices without any human intervention’ as 

an example of significant decision-making. The ICO provides the following additional example: ‘As part 

of their recruitment process, an organisation decides to interview certain people based entirely on the 

results achieved in an online aptitude test. This decision has a significant effect, since it determines 

whether or not someone can be considered for the job.’ ICO, ‘Automated decision-making and profiling’ 

(5 June 2018) 11 <https://ico.org.uk/media/for-organisations/guide-to-data-protection/guide-to-the-

general-data-protection-regulation-gdpr/automated-decision-making-and-profiling-1-1.pdf> accessed 1 

May 2020 There has been some debate as to whether GDPR art 22 created a right which data subjects 

are expected to enforce, as opposed to a prohibition for which data controllers would need to identify an 

exception: Sandra Wachter, Brent Mittelstadt and Luciano Floridi, ‘Why a Right to Explanation of 

Automated Decision-Making Does Not Exist in the General Data Protection Regulation’ (2017) 7 

International Data Privacy Law 76, 94-95. WP29 has interpreted the provision as creating a prohibition: 

WP29, ‘Guidelines on automated individual decision-making and profiling’ (n 125). In the UK, the Data 

Protection Act 2018 s 49 also states that ‘a controller may not take a significant decision based solely on 

automated processing unless that decision is required or authorised by law.’ (Emphasis added.)  
190 Loren Larsen, ‘Train, Validate, Re-Train: How we Build HireVue Assessments Models’ (HireVue, 

21 June 2018) <https://www.hirevue.com/blog/train-validate-re-train-how-we-build-hirevue-

assessments-models> accessed 1 May 2020: ‘HireVue Assessments don’t replace all person-to-person 

interviews, nor do they determine whom to hire. These scores provide decision support for recruiters, 

who then decide which candidates to move along to the person-to-person phases of the recruitment 

process.’ 
191 GDPR art 22(2). The exception at GDPR art 22(2)(b), which relates to automated decision-making 

specifically authorised by EU or Member State law, does not apply in the context of e-recruiting. The 

exception at GDPR art 22(2)(c), which is based on explicit consent, is unlikely to be a reliable basis for 

generally processing applicants’ data in the recruitment context, for the reasons set out at Section 

III(ii)(a)(1).    
192 GDPR art 22(2)(a). As implemented in the UK, this exception includes processing which is necessary 

for deciding whether to enter into a contract with the data subject: Data Protection Act 2018 s 96(1)(c)(i). 

The exception covers processing carried out by organisations which are not potential parties to the 

contract, so remains available when an employer outsources its automated recruitment. GDPR art 

22(2)(a) provides for an exception ‘if the decision is necessary for entering into, or performance of, a 

contract between the data subject and a [not the] data controller.’ This is noted by the ICO, ‘Automated 

decision-making and profiling (n 189) 14.  
193 WP29, ‘Guidelines on automated individual decision-making and profiling’ (n 125) 12. The WP29 

has stated, 13, that although automation may increase consistency across decisions or reduce the 

decision-making time frame, these considerations alone are insufficient to show that the processing is 

‘necessary’ under GDPR art 22(2)(a). The EDPB has also issued guidance on the interpretation of 

‘necessary’ in Article 6(1)(b) GDPR: EDPB (n 119). Although this provision applies to processing 

generally, and not only to profiling or automated decision-making, its similarity to the provision at art 

22(2)(a) renders its interpretation relevant here. In Joined Cases C-92/09 and C-93/09 (n 118) the CJEU 

held that the legislature must consider whether there are alternative, less intrusive measures when 

assessing the necessity of processing personal data. In Case C-13/16 (n 118) para 30, the CJEU stated 

that: ‘As regards the condition relating to the necessity of processing personal data, it should be borne in 

mind that derogations and limitations in relation to the protection of personal data must apply only in so 

far as is strictly necessary.’ 
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The ‘necessity’ requirements above also apply here, though it will be harder for the 

employer to show that solely automated decision-making is truly necessary. If it can 

show that it is unable to process the volume of applications without using a wholly 

automated screening algorithm, and that in the past it had to use gate-keeping measures 

such as only assessing applicants who attended certain universities, then it might be 

able to argue that wholly automated decision-making is ‘necessary’. 194  Wholly 

automated decisions which use special category data will never be allowed in this 

context.195 

If an employer does decide to make wholly automated recruitment decisions, it must (i) 

tell the data subject that it is engaging in this type of activity; (ii) provide ‘meaningful 

information about the logic involved’; and (iii) explain the ‘significance and envisaged 

consequences’ of the processing.196  There is not yet any case law clarifying what 

requirements (ii) and (iii) mean in practice, but it seems likely that only an ex ante 

explanation of system functionality is mandated.197  Information provided to a job 

applicant might therefore comprise a basic explanation of how machine-learning 

algorithms work, examples of characteristics which the algorithm may be looking for, 

and a notice stating that some applications will be rejected without human review.198 

Where automated decision-making is justified by contractual necessity, the data 

controller must ‘implement suitable measures to safeguard the data subject’s rights and 

freedoms and legitimate interests’.199 These must include, at the very least, granting 

 
194 The clearest case for this would be one where the use of an automated system has enabled an employer 

to expand the pool of potential applicants. For example, Unilever’s introduction of video interviews in 

North America between 2016 and 2017 resulted in the number of universities from which its employees 

had graduated increasing from 800 to 2,600, resulting in the ‘most diverse class to date’: Feloni (n 98). 
195 GDPR art 22(4). Although such decisions are permitted where the data subject explicitly consents and 

the controller takes necessary safeguarding measures, consent is not an appropriate basis here for the 

reasons set out at Section III(ii)(a)(1). 
196 GDPR arts 13(2)(f), 14(2)(g) and 15(1)(h).  
197 For academic discussion, see Goodman and Flaxman (n 152); Wachter, Mittelstadt and Floridi (n 189) 

82-83; Michael Veale and Lilian Edwards, ‘Clarity, surprises, and further questions in the Article 29 

Working Party draft guidance on automated decision-making and profiling’ (2018) 34 Computer Law & 

Security Review 398; and Maja Brkan and Grégory Bonnet, ‘Legal and Technical Feasibility of the 

GDPR’s Quest for Explanation of Algorithmic Decisions: of Black Boxes, White Boxes and Fata 

Morganas’ (2019) 11 European Journal of Risk Regulation 18, 20-23. The WP29 has recognised that 

‘the growth and complexity of machine-learning can make it challenging to understand how an 

automated decision-making process or profiling works.’ WP29 ‘Guidelines on automated individual 

decision-making and profiling’ (n 125) 14. 
198 WP29, ibid, gives the following examples of information which might be provided to a data subject 

in the context of a loan application: ‘details of the main characteristics considered in reaching the 

decision, the source of this information and the relevance’.  
199 GDR art 22(3). 
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data subjects the right to ‘obtain human intervention’, and the right to ‘express his or 

her point of view and to contest the decision’.200 Recital 71 to the GDPR further states 

that ‘suitable safeguards’ should include the right to obtain ‘an explanation of the 

decision reached’. However, this wording does not appear in the body of the GDPR, 

and provision of an explanation is probably not legally mandated.201 

c. Overview 

In sum, an employer’s use of an algorithm to assess job applicants, whether as part of 

a broader human decision-making process or as a screening tool to reject some 

candidates automatically, is tightly regulated by the GDPR. An employer will generally 

need to show that the processing is a necessary in order to carry out its recruitment 

operations or to meet a legitimate aim, and that risks to data subjects’ rights have been 

considered and mitigated. Where the employer relies on its legitimate interests, these 

interests will be balanced against the data subject’s rights. An employer cannot rely on 

legitimate interests to screen out applicants with no human review. Finally, the risks of 

bias, any efforts made to mitigate that bias, and an explanation of why processing is 

justifiable should all be recorded in the DPIA, which is to be a living document. 

IV. ENFORCEMENT IN PRACTICE 

EU equality and data protection law thus seek to balance the harms of potentially biased 

hiring algorithms with the benefits of their use. The outcome of this balancing test will 

highly contextualised, so case law and regulatory standard-setting will be crucial in 

clarifying the level of tolerable disadvantage for particular circumstances.  Without 

explicit consideration of the balance between rights and interests, the debate on 

tolerability of algorithmic bias may become a techno-centric one focused on the limits 

 
200 GDPR art 22(3). In the UK, this is supplemented by a requirement that the data controller inform the 

data subject that an automated decision has been made ‘as soon as reasonably practicable’, and set out 

requirements for a review mechanism. Data Protection Act 2018 ss 14(4) and 14(5). 
201 This has been a subject of some debate within the legal community. Wachter, Mittelstadt and Floridi 

(n 189) 80 argue that records of the trilogue negotiations, as well as previous drafts of the GDPR, reveal 

that there was a conscious decision taken against making this requirement legally binding. They argue 

that ‘data subjects will not be granted a legally binding ex post right to explanation of specific automated 

decisions on the basis of legal safeguards in Article 22 as it currently stands’. See also Emily Pehrsson, 

‘The Meaning of the GDPR Article 22’ (2018) EU Law Working Papers No 31, Stanford-Vienna 

Transatlantic Technology Law Forum, 25-26: ‘Based on the exclusion of the right from the legally 

binding text and the legislative history of paragraph 3, a court would be most likely to determine that the 

right to explanation here is strongly encouraged, but not required.’ 
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of bias mitigation.202 Case law will also be important to ensure that the four-fifths 

threshold test for disparate impact, which exists in the US, is not imported into Europe. 

Many global algorithmic vendors are US-based and build this test into their software,203 

but there is no rule in the EU which presumptively permits disadvantage below a certain 

level.  

Case law should develop naturally as rights are enforced by individuals and 

enforcement agencies. Enforcement is, of course, important: legal rules are one thing; 

the second crucial question is whether those rules are effective. 204  This section 

examines the effectiveness of enforcement by (i) individuals; and (ii) public bodies.  

i. Enforcement by Individuals 

Discriminatory failure-to-hire cases have traditionally posed significant evidentiary 

challenges: absent openly discriminatory behaviour 205  or policies with obvious 

disparate impact, 206  an individual candidate will struggle to demonstrate that her 

rejection was related to her protected characteristic. Showing that subconscious 

discrimination has affected any specific decision is difficult,207 even when research has 

shown that protected characteristics do affect hiring decisions in the aggregate.208 It is 

not possible, for example, to identify whether an employer subconsciously views a 

“women’s chess club” as inferior to a “men’s chess club”. By contrast, algorithms can 

be interrogated by simulating precisely such counterfactuals.209 

 
202 Seeta Peña Gangadharan and Jędrzej Niklas, ‘Decentering technology in discourse on discrimination’ 

(2019) 22 Information, Communication & Society 882. 
203 Sánchez-Monedero, Dencik and Edwards (n 25) 2. 
204 For a comparative view on European and American theories of legal realism, see Jean-Louis Halpérin, 

‘Law in Books and Law in Action: the Problem of Legal Change’ (2011) (64) Maine Law Review 46. 
205 For example, one in three UK employers say outright that they are ‘less likely’ to hire a transgender 

person: Crossland Employment Solicitors, ‘Transphobia rife amount UK employers as 1 in 3 won’t hire 

a transgender person’ (18 June 2018) <https://www.crosslandsolicitors.com/site/hr-hub/transgender-

discrimination-in-UK-workplaces> accessed 1 May 2020. 
206 Citizens Advice gives the example of a job description requiring a ‘recent graduate’ as indicating 

potential age discrimination. Citizens Advice, ‘If you think you’ve been unfairly treated when applying 

for a job’ <https://www.citizensadvice.org.uk/work/discrimination-at-work/checking-if-its-

discrimination/if-you-think-youve-been-unfairly-treated-when-applying-for-a-job/> accessed 1 May 

2020. 
207 Noted at Essop v Home Office UKEAT/0480/13/SM, [10]. 
208 Bram Lancee, Hannah Soiné, Mariña Fernández Reino and Susanne Veit, ‘Cultural distance and 

ethnic discrimination in hiring behaviour. Results from a cross-national field experiment’ (GEMM 

Project Report 12, 2018). See also Kleinberg, Ludwig, Mullainathan and (n 14) 128-129. 
209  Kleinberg, Ludwig, Mullainathan and Sunstein (n 14) 144-145: ‘We can simulate screening 

decisions… in a way that would be impossible to imagine in scenarios where a human was performing 

the screening… Given access to the screener, it is trivial to ask “With this screening rule, would this 
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Algorithmic hiring thus presents a unique opportunity to identify and reduce systemic 

disadvantage. But that opportunity can only be realised if algorithmic discrimination is 

exposed and challenged. While it may be possible for individuals to intuit human bias 

in a recruitment process, an automated rejection notice stating that the candidate has 

not satisfied the required metrics will probably not inspire suspicions of unlawful 

discrimination.210 Moreover, most candidates will have neither the resources nor the 

access to test the algorithm’s discriminatory tendencies,211 and a generalised argument 

that machine learning algorithms have been shown to have biases would be unlikely to 

succeed.212  

The Dean and Essop cases provide an illustrative example of the hurdles faced by 

candidates who suffer discrimination because of an opaque test.213 The cases centred 

on the Core Skills Assessment (CSA), a test which was used by the Home Office to 

screen out candidates for promotions between 2007 and 2013.214 The test had a lower 

pass rate for ethnic minorities and older candidates. 215  In 2009, Graham Dean, a 

Professional Technology Officer at the Home Office who had failed the CSA three 

times in three years wrote to his manager to request that the test be waived in his case.216 

He noted that the Equality Impact Assessments carried out by the Home Office 

demonstrated that BME and older members of staff fared more poorly in the test.217 

Given that he possessed these protected characteristics, he identified alternative options 

available to the Home Office to assess his competencies.218  

 
candidate have been hired if characteristic X had changed?”’. Also noted by Xenidis and Senden (n 16) 

21. 
210  Manish Raghavan and Solon Barocas, ‘Challenges for mitigating bias in algorithmic hiring’ 

(Brookings, 6 December 2019) <https://www.brookings.edu/research/challenges-for-mitigating-bias-in-

algorithmic-hiring/> accessed 1 May 2020; Wachter, Mittelstadt and Russell (n 16) 6 and 10-13. 

Algorithmic decision-making also has the veneer of objectivity: Sánchez-Monedero, Dencik and 

Edwards (n 25) 3.  
211 Wachter, Mittelstadt and Russell (n 16). 
212 For a demonstration of the evidence required to show that a PCP is discriminatory, see Latif v Project 

Management Institute [2007] IRLR 579. A recent case did find that medical evidence showing that 

people with Asperger’s syndrome are at a particular disadvantage when taking multiple choice tests was 

sufficient to demonstrate that the use of such tests put a job applicant with Asperger’s at a particular 

disadvantage: Brookes (n 77). However, this high standard of evidence (showing disadvantage for all 

such tests) is unlikely to be replicable in the circumstances considered by this paper. 
213 Dean v The Home Office, Employment Tribunal case number 3301456/2010 [2.13] – [2.18]; Essop 

(n 28). 
214 For a detailed explanation of how the CSA operated, see Dean, ibid, [2.13] – [2.18]. 
215 Essop (n 28) [9]. 
216 Dean (n 213) [2.21]. 
217 ibid [2.27]. 
218 Ibid [2.28]. 
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In April 2010, after several months of largely fruitless discussion and an external report 

concluding that the CSA had a ‘significant differential impact’ on the basis of ethnicity 

and age, the Officer lodged a discrimination claim with the Employment Tribunal.219 

Based on clear evidence that the use of the CSA was putting ethnic minorities and older 

people at a disadvantage, the Employment Tribunal held in 2012 that its continued use 

constituted unlawful indirect discrimination. 220  The Home Office subsequently 

redesigned its assessment process.221 

When a further fifty employees who had previously failed the test then came forward 

with similar claims, the Home Office argued that the claims were invalid because the 

claimants couldn’t show why they were disadvantaged by the CSA.222 The point was 

appealed up to the Supreme Court, which held that there is no requirement to explain 

‘why’ a PCP has the effect that it does,223 and a settlement of £1mil was reached in 

early 2019.224 

The Essop case, though protracted, was ultimately a success story for the affected 

employees. Now compare the facts of that case with a private employer’s use of a 

similarly discriminatory screening algorithm for job applicants. First, the claimants in 

Dean and Essop were supported by their trade unions throughout the grievance 

procedures and litigation,225 and indeed concerns about the Home Office’s assessments 

since the 1990s.226 By contrast, job applicants are not unionised, nor do they have any 

independent representatives. 

 
219 ibid [2.21], [2.29] – [2.62]. 
220 ibid [5.4] – [5.10].  
221  Home Office, ‘3 Year Diversity Strategy: 2010-13 Progress Report’ 

<https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/226

461/Progress_Report2010-13.pdf> accessed 1 May 2020, 11. The claimant in Dean (n 213) had been 

applying for a Grade 7 job.  
222 Braganza (n 224); Essop v Home Office (n 207) [3]; Home Office v Essop and ors [2015] EWCA Civ 

609; Essop (n 28) [30]. 
223 Essop (n 28). 
224 Nicola Braganza, ‘Essop & Others v Home Office landmark indirect race and age discrimination 

claims finally settle for over £1 million three days into hearing’ (Garden Court Chambers, 7 March 2019) 

<https://www.gardencourtchambers.co.uk/news/essop-and-others-v-home-office-landmark-indirect-

race-and-age-discrimination-claims-finally-settle-for-over-1-million-three-days-into-hearing> accessed 

1 May 2020. 
225 Dean (n 216) [2.4]; Braganza, ibid. 
226 Interview with Nicola Braganza, counsel in Dean and Essop and barrister at Garden Court Chambers 

(telephone, 29 April 2020). Ms Braganza stated that the trade unions were ‘crucial’ in bringing the cases. 

Electronic copy available at: https://ssrn.com/abstract=3744248

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/226461/Progress_Report2010-13.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/226461/Progress_Report2010-13.pdf
https://www.gardencourtchambers.co.uk/news/essop-and-others-v-home-office-landmark-indirect-race-and-age-discrimination-claims-finally-settle-for-over-1-million-three-days-into-hearing
https://www.gardencourtchambers.co.uk/news/essop-and-others-v-home-office-landmark-indirect-race-and-age-discrimination-claims-finally-settle-for-over-1-million-three-days-into-hearing


Author’s own original version  

 

39 

 

Second, the Home Office employees knew one another and were able to share 

knowledge about their experiences of the CSA, enabling them to identify disparate 

group outcomes.227 Job applicants who submit video interviews from their homes never 

come into contact with one another.  

Third, the Home Office is a public employer and therefore bears greater burdens in 

ensuring diversity and inclusion than private employers.228 Much of the evidence relied 

upon in the initial case came from reports commissioned by the Home Office itself and 

shared with the claimant’s trade union.229 Private employers do not routinely share such 

data with rejected job applicants.  

EU law does not grant rejected job applicants access to information about the 

recruitment process, for the purposes of proving discrimination.230 Moreover, the vast 

majority of EU Member States have no domestic legislation requiring the provision of 

such information.231 The UK was previously an outlier in this respect, as domestic 

legislation provided for a ‘questionnaire procedure’ through which an alleged 

discriminator could be asked for information about its discrimination, and inadequate 

responses could result in the drawing of an adverse inference if the case went to trial.232 

This provision was repealed in 2014.233  

In theory, data subjects’ right to obtain copies of the input and output data via the GDPR 

could enable a large group of applicants to collectively identify patterns of 

discrimination by comparing group outcomes.234 GDPR rights mean that applicants 

 
227 ibid. 
228 EU Charter of Fundamental Rights art 21 (which applies only to public bodies); EqA 2010 s 149. See 

generally Home Office, ‘Equality and Diversity’ <https://www.gov.uk/government/organisations/home-

office/about/equality-and-diversity> accessed 1 May 2020. 
229 Dean (n 216) [2.62]. Counsel in the case indicated that the fact that the Home Office is a public body 

did not make the case much easier to litigate because although the volume of the data was higher, the 

quality was not: interview with Nicola Braganza (n 226). Part of the issue in the failure-to-hire context, 

however, is that access to any documents is limited; public bodies generally publish more materials. 
230  Case C-415/10 Galina Meister v Speech Design Carrier Systems GmbH [2012] 

ECLI:EU:C:2012:217. To some extent this conflicts with the need for transparency which the CJEU 

highlighted in C-109/88 Handels- og Kontorfunktionærernes Forbund I Danmark v Dansk 

Arbejdsgiverforening, acting on behalf of Danfoss [1989] ECR 3199. 
231 Exceptionally, Sweden has chosen to require the provision of specified information to any rejected 

applicant who requests it: SFS 2008:567 ch 2 s 4. See, further, Makkonen (n 87) 28-29. 
232 EqA 2010 s 138. 
233 Enterprise and Regulatory Reform Act 2013 s 66, which came into force in April 2014 pursuant to 

The Enterprise and Regulatory Reform Act 2013 (Commencement No. 6, Transitional Provisions and 

Savings) Order 2014, SI 2014/416, s 3(c). 
234 GDPR art 80(2) enables Member States to permit certain organisations to ‘to exercise the [subjects’ 

right to a judicial remedy] … if it considers that the rights of a data subject under this Regulation have 

been infringed as a result of the processing.’ This would have opened up the possibility of data protection 
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will know they have been assessed by an algorithm, and they will be able to obtain the 

data they submitted235 and as ‘information about the profile’.236 But there is no right to 

informed if the assessment is biased,237 and the fact that ProPublica had to analyse 

10,000 ‘risk scores’ to reveal the racist nature of an algorithm used in the US criminal 

justice system demonstrates the level of effort and co-ordination required to uncover 

such disparities.238 In short, absent intervention from a charitable body, an individual is 

unlikely to suspect that she may have been disadvantaged by an employer’s use of an 

algorithm, and even if she does, she will have no evidence to prove it.239 

ii. Enforcement by Public Bodies 

Each EU Member State has its own Data Protection Authority,240 and most also have 

agencies which enforce equality law.241 The effectiveness of such bodies will vary by 

 
class actions in the UK, albeit only where the organisation bringing the case also satisfied GDPR art 

80(1). However, the Data Protection Act 2018 s 168 effectively excluded this possibility by requiring 

compliance with the existing ‘representative action’ mechanism, CPR 19. In general, therefore, were an 

automated hiring system to be challenged, only the parties to the case would benefit.   
235 GDPR art 15. 
236 WP29, ‘Guidelines on automated individual decision-making and profiling’ (n 125) 24. 
237 Scholars have noted the lack of publicly available information on discriminatory effects. Raghavan, 

Barocas, Kleinberg and Levy (n 83) 1-2: ‘One of the biggest obstacles to empirically characterizing 

industry practices is the lack of publicly available information… what do we do when we have little or 

no access to models or the data that they produce? ... As we study algorithmic pre-employment 

assessments, we find that this is very much the case: models, much less the sensitive employee data used 

to construct them, are in general kept private.’ See also Sánchez-Monedero, Dencik and Edwards (n 25) 

2, noting that the study was limited to three automated hiring systems, because ‘other UK systems… 

either made no claims as to debiasing, or did not make available sufficient public material to analyse… 

this gap, either in implementation of debiasing, or its disclosure, is in itself, we feel, a significant finding 

deserving further research.’ These difficulties are recognised by the CDEI: Rovatsos, Mittelstadt and 

Koene (n 6) 20. 
238 Jeff Larson, Surya Mattu, Lauren Kirchner and Julia Angwin, ‘How We Analyzed the COMPAS 

Recidivism Algorithm’ (ProPublica, 23 May 2016) <https://www.propublica.org/article/how-we-

analyzed-the-compas-recidivism-algorithm> accessed 1 May 2020. 
239  The difficulty of challenging biased decision-making with no ‘smoking gun’ is highlighted by 

Kleinberg, Ludwig, Mullainathan and Sunstein (n 14) 129-130. Ajunwa, ‘Automated Employment 

Discrimination’ (n 3) 18-23, explains how current US law inhibits claimants’ efforts to bring claims 

about biased hiring algorithms. For an overview of strategic litigation by the voluntary sector, see Lisa 

Vanhala, ‘Successful use of strategic litigation by the voluntary sector on issues related to discrimination 

and disadvantage: key cases from the UK’ (2018) The Baring Foundation Working Paper No 3 on Better 

Use of the Law by the Voluntary Sector. A recent example of a strategic litigation case on facial 

recognition technology is Bridges v Chief Constable of South West Police [2019] EWHC 2341 (Admin), 

[2020] 1 WLR 672. Another option explored in the US is for researchers to create multiple fake profiles 

in order to test the results of the algorithm: see Sandvig v Barr, Civil Action No. 16-1368 (JDB), D.D.C. 

27th March 2020. 
240  European Data Protection Board, ‘Members’ <https://edpb.europa.eu/about-

edpb/board/members_en>. 
241 Makkonen (n 87) n 39. 
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country.242 The UK institutions, the Equality and Human Rights Commission (EHRC) 

and Information Commissioner’s Office (ICO), are examined here as an example.  

a. Equality and Human Rights Commission 

The EHRC has the power to investigate compliance with the Equality Act 2010 and 

take action against non-compliance.243 The Commission can also support individual 

complainants in bringing a case, including through the provision of financial support.244 

However, a recent report by the House of Commons Women and Equalities Committee 

found that enforcement by the EHRC is generally weak. 245  In particular, the 

Commission rarely takes unilateral action, often preferring to intervene in cases brought 

by other parties.246 Moreover, the Commission is not currently bringing the critical 

mass of cases required to drive real change.247 The Committee’s conclusion was that 

‘individuals are facing discrimination because employers… are not afraid to 

discriminate, knowing that they are unlikely to be held to account.’248 

No doubt this lack of enforcement is due in part to severe funding cuts - the EHRC’s 

budget has been reduced by 70 percent since 2010. 249 It seems there is also a lack of 

organisational confidence on the part of the Commission,250 which may stem from the 

fact that the EHRC cannot use its investigative powers unless it suspects wrongdoing.251  

Although the EHRC is working to address the issues raised by Women and Equalities 

Committee,252 it seems unlikely that the Commission will be in a position in the short 

 
242 ibid. 39. 
243 Equality Act 2006 pt 1. Action may include issuing court-enforceable notices requiring compliance 

with the EqA 2010, and applying to the court for an injunction to prevent a breach of the statute. 
244 Equality Act 2006 ss 28 and 29. 
245 Women and Equalities Committee, Enforcing the Equality Act: the law and the role of the Equality 

and Human Rights Commission (HC 2017-19, 1470) paras 27-34. 
246 ibid para 33. 
247 ibid paras 38-42. On the importance of critical mass in this area, see ECRI General Policy 

Recommendation No 2: Equality Bodies to Combat Racism and Intolerance at national Level CRI (2018) 

06, Explanatory Memorandum para 80. 
248 Women and Equalities Committee (n 245) para 51. 
249  Written Submission from the Equality and Human Rights Commission (EEA0254) 

<http://data.parliament.uk/writtenevidence/committeeevidence.svc/evidencedocument/women-and-

equalities-committee/enforcing-the-equality-act-the-law-and-the-role-of-the-equality-and-human-

rights-commission/written/91482.html> accessed 1 May 2020, para 16. The EHRC budget was £70.3 

million in 2007; as of 2019 it stood at £18.55 million. Women and Equalities Committee (n 245) para 

76. 
250 Women and Equalities Committee (n 245) para 64. 
251 Equality Act 2006 s 1(2). 
252 Women and Equalities Committee (n 245) Appendix 2, para 5. 
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term to undertake in-depth investigations into potential cases of algorithmic bias in 

circumstances where the level of bias and potential for employer justification is unclear. 

b. Information Commissioner’s Office 

The ICO is the largest and best funded Data Protection Authority in Europe,253 and in 

recent years it has taken enforcement action against various high-profile 

organisations.254 Compared to the EHRC, the ICO has greater resources and more 

organisational confidence to provide effective enforcement.255 Moreover, one of the 

ICO’s current strategic priorities is ‘artificial intelligence, big data and machine 

learning’.256 In February 2020, the Office published draft guidance on AI auditing, 

which contains specific advice on addressing algorithmic discrimination and case 

studies specific to the recruitment context.257  

 
253  Brave, ‘Europe’s governments are failing the GDPR’, April 2020 <https://brave.com/wp-

content/uploads/2020/04/Brave-2020-DPA-Report.pdf> accessed 1 May 2020. The ICO does lack tech 

specialists; even though its budget is three times that of France’s CNIL, the CNIL has more tech 

specialists: Brave, p. 5 and 10. In terms of resourcing, the ICO is not reliant on public funding: over 85% 

of its budget comes from annual fees paid by data controllers. Fees collected in the 2018-19 totalled 

around £39,256,000 (2017-18: £21,300,000), an 84% increase on the previous year: ICO, Information 

Commissioner’s Annual Report and Financial Statements 2018-19 (8 July 2019, HC 2299) 63. For 2019-

20, the ICO projects that it will collect roughly £46,560,000: ICO, ‘How we are funded’, 

<https://ico.org.uk/about-the-ico/who-we-are/how-we-are-funded/>. The Data Protection (Charges and 

Information) Regulations 2018 SI 2018/480 were passed to ensure that controllers’ fees would better 

match the cost of regulation. In 2018-19, the Office’s workforce increased from around 500 to over 700: 

ICO, Annual Report, ibid, 10. For context, the EHRC employers fewer than 200 people: Equality and 

Human Rights Commission, Annual Report and Accounts (22 July 2019, HC 2430) 93 
254 Organisations which the ICO has fined for breaches of data protection law include Facebook, Equifax 

and Uber. Recent enforcement action includes fining DSG Retail Limited £500,000 in January 2020 after 

a ‘point of sale’ computer system was compromised by a cyber-attack; fining CRDNN £500,000 for 

making more than 193 million automated nuisance calls in March 2020; and fining Cathay Pacific 

£500,000, also in March 2020, for its failure to protect consumers’ personal data. See ICO, ‘Enforcement 

Action’, <https://ico.org.uk/action-weve-

taken/enforcement/?facet_type=&facet_sector=&facet_date=&date_from=&date_to=> accessed 1 May 

2020. In July 2019, the ICO announced its intention to fine British Airways £183 million, and Marriott 

£99 million, for separate GDPR breaches. However, the ICO agreed an extension with both firms under 

Data Protection Act sch 16, and there is speculation that a settlement agreement may be reached: Mischon 

de Reya, ‘ICO agrees delay over GDPR fines with both BA and Marriott’ (3 January 2020) 

<https://www.mishcon.com/news/ico-agrees-delay-over-gdpr-fines-with-both-ba-and-marriott> 

accessed 1 May 2020. The ICO previously reached an agreement with Facebook following the 

Cambridge Analytica scandal: ICO, ‘Statement on an agreement reached between Facebook and the ICO’ 

(30 October 2019) <https://ico.org.uk/about-the-ico/news-and-events/news-and-

blogs/2019/10/statement-on-an-agreement-reached-between-facebook-and-the-ico/> accessed 1 May 

2020. 
255 This is a welcome change: see Leveson LJ, An Inquiry into the Culture, Practices and Ethics of the 

Press: Report (Crown 2012). 
256  ICO, ‘Technology Strategy 2018-2021’ <https://ico.org.uk/media/about-the-

ico/documents/2258299/ico-technology-strategy-2018-2021.pdf> accessed 1 May 2020, 8-9. 
257 ICO, ‘Draft Guidance on AI Auditing Framework’ (n 108) 49-50, 53-63, 66-69. 
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However, the ICO is not empowered to enforce the Equality Act,258 and its work on 

recruitment algorithms does not seek to identify the balance between the right to non-

discrimination and the employer’s legitimate interests.259 Rather, like other DPAs, the 

ICO’s priority – and mandate – is ensuring protection of data protection rights.260 

iii. The Unfulfilled Promise of the DPIA 

As stated, if an employer in the EU or UK uses an algorithm to assist in its hiring 

decisions, it must ensure that a DPIA is properly carried out. Failure to do so can lead 

to hefty fines.261 The DPIA will consider the risk of bias in the algorithm, as well as the 

steps taken (and not taken) to mitigate that bias. In other words, in the case of a 

discriminatory algorithm, the DPIA will contain precisely the type of evidence that 

could enable a rejected job applicant to bring an Essop-type case or provide a basis for 

investigation by an enforcement agency. 

However, DPIA publication is not mandatory. Official EU guidance suggests that DPIA 

publication could help foster trust, and suggests that the published version ‘could 

consist of ‘a summary of the DPIA’s main findings’, or ‘even just a statement that a 

DPIA has been carried out’.262 While some employers may choose to publish DPIA 

results for public relations purposes, it is safe to assume that few will choose to 

publicise their use of an algorithm if it disadvantages historically marginalised groups, 

particularly given that companies have thus far been reluctant to publish details about 

their use of automated decision-making technologies.263 

However, putting information about algorithmic bias into the public sphere would 

clearly enable rights enforcement by individuals, and could also bolster agency 

 
258  Data Protection Act 2018 pt 5; see also ICO, ‘Regulatory Action Policy’ (2018) 

<https://ico.org.uk/media/about-the-ico/documents/2259467/regulatory-action-policy.pdf> accessed 1 

May 2020. 
259 See ICO, ‘Draft Guidance on AI Auditing Framework’ (n 108) 18: ‘machine learning systems may 

reproduce discrimination from historic patterns in data, which could fall foul of equalities legislation.’ 

The ICO’s guidance does not explicitly consider the Equality Act implications of the ‘trade-offs’ that 

data controllers will have to make when dealing with biased algorithms: 29-35, 53-58. It also states that 

‘[the data controller’s] senior management should be responsible for signing-off the chosen approach to 

manage discrimination risk…’, 61. 
260 See CMS, ‘GDPR Enforcement Tracker’ <https://www.enforcementtracker.com/>, accessed 1 May 

2020. 
261 €10 million, or 2% of the organisation’s annual turnover, whichever is higher: GDPR art 83(4). 
262 The WP29 suggests that publishing the DPIA might WP29, ‘Guidelines on DPIA’ (n 167) 18. The 

ICO ‘recommends’ that controllers publish their DPIAs ‘where possible’: ICO, ‘Data protection impact 

assessments’ (n 170). 
263 Rovatsos, Mittelstadt and Koene (n 6) 66. 
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enforcement. The UK’s EHRC cannot use its investigative powers unless it suspects 

wrongdoing, 264  for example, so its access to information about algorithmic 

discrimination will be limited. If such information were made public, the EHRC could 

promulgate guidelines on proportionality of algorithmic discrimination based on real-

life cases, and challenge the worst breaches in court. These efforts would result in 

clarification on the application of existing equality law to this novel situation.265 

Moreover, publication would benefit Data Protection Authorities. Under the GDPR, 

when the DPIA indicates that processing will result in high residual risk – in other 

words where steps taken by the controller do not sufficiently mitigate the risk to the 

data subjects’ rights and freedoms – then the controller must consult the relevant Data 

Protection Authority.266 In the UK, the ICO’s guidance is that controllers need consult 

it only if the relevant DPIA ‘identifies a high risk’ which the controller ‘cannot do 

anything to reduce’.267  Few employers are likely to self-assess their processing as 

inevitably high risk, and ultimately this requirement seems rather weak.  

The former Data Protection Directive contained an indiscriminate general notification 

duty, under which controllers had to alert supervisory authorities before carrying out 

any processing operation.268 This requirement was dropped precisely because of its 

‘administrative and financial burdens’,269  and reversion to the pre-2018 notification 

duty would place a disproportionate burden on Data Protection Authorities. However, 

DPIA publication would enable the Authorities to easily cross-check any concerns 

 
264 Equality Act 2006 s 1(2). The evidentiary threshold for enforcement has been high in recent years, 

Women and Equalities Committee (n 245) paras 64-73. 
265 EqA 2010 s 19. 
266 GDPR art 36(1); GPDR Recital 94. See also ICO, ‘Data protection impact assessments’ (n 170): ‘If 

you identify a high risk that you cannot mitigate, you must consult the ICO before starting the 

processing.’ 
267  ICO, ‘Do we need to consult the ICO?’ <https://ico.org.uk/for-organisations/guide-to-data-

protection/guide-to-the-general-data-protection-regulation-gdpr/data-protection-impact-assessments-

dpias/do-we-need-to-consult-the-ico/#do1> accessed 1 May 2020. 
268 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the 

protection of individuals with regard to the processing of personal data and on the free movement of such 

data [1995] OJ L 281/31, art 18(1) provided that ‘the controller… must notify the supervisory authority… 

before carrying out any wholly or partly automatic processing operation or set of such operations…’ 

Member States were permitted to provide for certain, limited exceptions. Directive 95/46/EC  art 20(1) 

required that ‘Member States shall determine the processing operations likely to present specific risks to 

the rights and freedoms of data subjects and shall check that these processing operations are examined 

prior to the start thereof.’ 
269 GDPR Recital 89.  
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raised by members of the public about high-risk processing without having to comb 

through every processing operation in the country. 

Furthermore, publishing DPIAs, particularly in a simplified and visually attractive 

form, would also increase public confidence in the relevant technologies.270 Perhaps 

most importantly, hiring algorithms present a unique opportunity to tackle forms of bias 

which have been heretofore inextinguishable: as noted, automated hiring processes can 

be interrogated and altered more easily than human hiring processes. Whilst vendors 

have claimed to be taking steps to mitigate bias in their algorithms, these claims have 

received limited scrutiny.271 Only transparent compliance will ensure that the potential 

benefits are realised, and that the public is aware of and involved in the necessary debate 

on the balance between individual rights and business interests. 

Publication need not divulge trade secrets.272 Indeed, the ICO has suggested that data 

controllers might wish to produce two DPIAs: one containing detailed information for 

specialist audiences; the other containing a high-level description of the processing and 

an explanation of its logic.273 As long as the latter provides granular detail about the 

effects of the algorithm for each protected characteristic, as well as the measures taken 

to address these effects and any relevant trade-offs, then it will be sufficient for the 

purposes of promoting non-discrimination. Furthermore, since carrying out a DPIA is 

a prerequisite to deploying an algorithmic hiring tool, the extra step of redaction and 

publication is not overly burdensome.  

The GDPR does not provide a mechanism for mandating DPIA publication, and the 

imposition of such a requirement would have to be pursued at the national level. In the 

UK, mandatory publication would require primary legislation. However, in the interim, 

there is a simple mechanism available for encouraging publication. Article 42 GDPR 

 
270 The Royal Society, ‘Public views of Machine Learning’ (Ipsos MORI, April 2017). More than half 

of the UK public do not feel sufficiently information about science, or believe they see or hear too little 

about it, while one participant expressed difficulty on finding ‘plain English versions’ of the law, and 

asked whether ‘the onus is on use to educate ourselves through legislation’, 51. Less than 10% of the UK 

population has heard of machine learning, 53. Almost 30% think that the risks of machine learning 

outweigh the benefits, 57. Lack of knowledge and concern are both higher among women, older people, 

and those in the DE social class, 54 and 57. 
271 Sánchez-Monedero, Dencik and Edwards (n 25). 
272 For an overview of this interplay, see Taylor Moore, ‘Trade Secrets and Algorithms as Barriers to 

Social Justice’ (Center for Democracy & Technology, 3 August 2017) <https://cdt.org/insights/trade-

secrets-and-algorithms-as-barriers-to-social-justice/> accessed 1 May 2020. 
273 ICO, ‘Draft Guidance on AI Auditing Framework’ (n 108) 17. 
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provides for the establishment of certification mechanisms by supervisory authorities, 

which in the short term could be levied by Data Protection Authorities to encourage 

publication.274  A ‘transparent recruitment’ certification scheme, for example, could 

require participants to openly publish bias findings from their DPIAs in a standardised 

form, and to provide links to these findings at the start and end of the recruitment 

process. Participating employers would receive a ‘transparent hiring mark’. 275  Such a 

scheme would have to be voluntary, but market forces might lead to ubiquity if this 

‘transparent hiring mark’ were to become the norm.  

V. CONCLUSION 

This paper has examined the regulation of bias in machine learning hiring algorithms 

under EU law, by adopting a domestic lens and considering a narrow context. At least 

as applied to hiring decisions in the UK, data protection and equality law does seek to 

balance the benefits of hiring algorithms against their harms. However, some Member 

States may have to make changes to ensure that laws are enforceable in practice. In 

particular, all Member States should: (i) allow claimants to point to a hypothetical 

comparator, (ii) enable a finding of discrimination even when the cause of the 

disadvantage is unclear, and (iii) develop practices around the use of statistics in court. 

However, even though the UK has taken all of these steps, there are still major 

enforcement problems in the context of biased hiring algorithms. Moreover, this lack 

of enforceability is not a unique national problem. The opacity of automated hiring 

means that individuals in practical terms do not have the knowledge or evidentiary 

access to demonstrate disadvantage.276 Like the UK, the vast majority of EU Member 

States do not grant rejected job applicants access to information about the employer’s 

hiring practices. Meanwhile, to the extent that agency enforcement is inadequate in the 

UK, the same is likely to be true in many EU Member States where equality bodies 

have fewer powers than the EHRC,277 and similarly lack adequate funding.278 Although 

 
274 Data Protection Act 2018 s 17. 
275 Ajunwa, ‘Automated Employment Discrimination’ (n 3) similarly suggests the creation of a ‘Fair 

Automated Hiring Mark’ for employers who subject their hiring platforms to external audits. 
276 The only Member State with law which could potentially address this problem is Sweden (n 231). 
277 Niall Crowley, Equality bodies making a difference (Publications Office of the European Union, 

2018) 11-12: nineteen of the twenty-five equality bodies cannot make binding decisions and/or impose 

sanctions, and seventeen do not have legal standing to take cases of discrimination or act as amici curiae. 

The EHRC is not included in either of these numbers. 
278 ibid. 
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Data Protection Authorities might be expected to do some enforcement work in this 

space, prevention of discrimination is ultimately not their mandate. 

Automated hiring is happening now, and it will only become more widespread moving 

forward. While this shift presents a unique opportunity to tackle stubborn inequalities 

which continue to act in the European labour market,279 that opportunity can only be 

realised through transparency. Such transparency is necessary to ensure that biases are 

identified, and their tolerability explicitly considered by courts and regulators; it is also 

necessary to ensure that rights can be enforced. The recommendation made by this 

paper, namely that employers using algorithmic hiring tools ought to be required to 

publish their DPIAs at least in redacted form, is thus generalisable across the EU. 

Publication would certainly be useful in the UK, and would likely be helpful elsewhere 

as well. The remedy is available to all countries operating within the EU data protection 

framework. 

 

 
279 European Network Against Racism, ‘Racism and Discrimination in Employment in Europe 2013-

2017’ (ENAR 2017) <https://www.enar-

eu.org/IMG/pdf/20107_shadowreport_2016x2017_long_v8_hr.pdf> accessed 1 May 2020; Eurofound 

(2020), Gender equality at work (Publications Office of the European Union, 2020). 
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