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Joyful Literacy and Your Privacy 

Joyful Literacy Reading App (Early Learning Inc.) (“we”, “our”) is committed to protecting your 
privacy and maintaining the confidentiality and security of your Personal Information. We 
collect and use certain Personal Information that is necessary to provide our Service. By using 
our Service, you consent to the collection, use and disclosure of your Personal Information as 
described in this Privacy Policy. 

This Privacy Policy explains: 

• how and why we collect, use, and sometimes disclose your Personal Information 
• how you can access your Personal Information that we hold 
• how we keep your Personal Information safe 
• who to contact if you have questions or concerns about your privacy 

Definitions 

Service means the Joyful Literacy Reading App and any related online applications operated by 
Joyful Literacy. 

Personal Information means recorded information about an identifiable individual. 

Cookies means small files stored on your device (computer or mobile device). 

Usage Data means data collected automatically either generated by using the Service or from 
the Service infrastructure itself (for example, the duration of a page visit). 

Information We Collect 

Students: 

Schools have the option of using “Student Code Names” or “Student Real Names” in the Joyful 
Literacy Reading App. If a School chooses “Student Real Names, the Student’s Last Name and 
First Name will be collected. If a School chooses “Student Code Names”, the Student’s Personal 
Information will not be captured, and teachers and administrators will be prompted not to use 
students’ real names within the application. 



 
 
Teachers use the App to individually assess each student’s literacy skills and code the results 
into the App. These assessments are the student’s personal information. 

Teachers and Administrators: 

We collect the first name, last name and email address of teachers and administrators who 
register to use the Joyful Literacy Reading App. 

Usage Data 

When you access the Service with a mobile device, we may collect certain information 
automatically, including, but not limited to, the type of mobile device you use, your mobile or 
other pertinent operating system information, the type of mobile or computer Internet browser 
you use, and other diagnostic data. This information is used temporarily to manage the user 
interface only. 

Information Obtained Automatically - Cookies 

We use cookies and similar tracking technologies to track the activity on our Service and store 
certain information. 

Cookies are files with a small amount of data which may include an anonymous unique 
identifier. Cookies are sent to your browser from a website and stored on your device. Other 
tracking technologies are also used such as beacons, tags, and scripts to collect and track 
information and to improve and analyze our Service. Cookies are used to enhance the user 
experience, for example, so you don’t have to re-enter information. 

You can instruct your browser to refuse all cookies or to indicate when a cookie is being sent. 
However, if you do not accept cookies, you may not be able to use some portions of the 
Service. 

Examples of Cookies we use: 

• Session Cookies to operate our Service 
• Preference Cookies to remember your preferences and various settings 
• Security Cookies for security purposes 

How We Use Personal Information 

We use the Personal Information entered in the App to correlate students, teachers, 
classrooms, schools, and “student assessments” to each other. We track which teacher 
assessed which student on which skill. If the school chooses to leverage Student Code Names 



 
 
instead of Student Real Names, we do not capture or store any identifiable student 
information. 

We may also use Personal Information (specifically, teacher or administrator email addresses) 
for the following purposes: 

• To provide and maintain our Service 
• To notify you about changes to our Service 
• To provide customer support 
• To detect, prevent and address technical issues 

How We Share Personal Information 

We do not share your Personal Information with any external company outside of the at-rest 
encrypted data residing in the Google Cloud Platform in their northamerica-northeast1 region 
in Montréal, Canada. 

Service Providers 

Joyful Literacy uses Sendgrid to send emails from the system. Sendgrid is a subsidiary of Twilio, 
an American cloud communications platform service based in San Francisco, California.  

Personal information regarding students is never sent through Sendgrid. Emails sent by 
Sendgrid are transactional in nature, include employee contact information only, and are 
triggered by an explicit action a user takes in the system, as follows: 

• To reset their password, users are sent a link that allows them to enter a new password. 
Passwords are not sent through Sendgrid. 

• If a user is invited to join the Joyful Literacy Reading App, they are sent a link that allows 
the user to sign up and join a given school. The only information sent via email is the 
first name of the person sending the invite (the teacher or administrator) and the name 
of the school. 

• When an administrator removes a user from their school, that user receives an email 
notifying them that they no longer have access to the Joyful Literacy Reading App. 

Joyful Literacy does not send marketing messages, summary emails or anything mentioning a 
student or group of students. 

Joyful Literacy is subject to the Terms and Privacy Policy of Twilio, which can be found here: 
https://www.twilio.com/legal/tos 

Storage of Personal Information 

Your information is stored in the Google Cloud Platform in their northamerica-northeast1 
region in Montreal, Canada. Additional information can be found here: 
https://cloud.google.com/security/compliance/pipeda-canada 



 
 
Safeguards in Place to Protect Personal Information 

We protect your Personal Information by making reasonable security arrangements against 
risks such as unauthorized access, collection, use, disclosure, or disposal. Security measures 
have been integrated into the design, implementation, and day-to-day operating practices as 
part of our commitment to the protection of the Personal Information we hold. 

All personal information collected in the Joyful Literacy Reading App is stored in Google 
Firestore and is encrypted and transmitted over HTTPS. At rest, all data resides in Google Cloud 
Platform’s northamerica-northeast1 region in Montreal, Canada. 

Access to, Accuracy, and Correction of Personal Information 

School administrators are the only end-users who can delete information in the Joyful Literacy 
Reading App. Teachers and administrators can enter and view information. 

How to Delete Personal Information 

The Joyful Literacy Reading App offers a “full delete” functionality that can be triggered by 
school administrators or the team that manages the Joyful Literacy Online application. Teachers 
are not allowed to delete any information, but they can “archive” the data which prevents it 
from being modified. When an administrator triggers a true delete, all the information related 
to that action is permanently removed from all the Joyful Literacy systems. The Joyful Literacy 
Online team cannot access information once a true delete has been triggered. 

Data Retention 

We retain your Personal Information only for as long as is necessary for the purposes set out in 
this Privacy Policy. We will retain and use your personal data to the extent necessary to comply 
with our legal obligations (for example, if we are required to retain your data to comply with 
applicable laws), resolve disputes and enforce our legal agreements and policies. 

We will also retain Usage Data for internal analysis purposes. Usage Data is generally retained 
for a shorter time, except when this data is used to strengthen the security or to improve the 
functionality of our Service, or we are legally obligated to retain this data for longer periods. 

Changes to This Privacy Policy 

We may update or make changes to this Privacy Policy at any time. When we make changes, 
the “last updated” date at the top of the Policy will be revised. 



 
 
Privacy Policy updates will be reflected on this page so that visitors to the site and users of the 
Service are always aware of what information we collect, how we use it, and under what 
circumstances we disclose it. 

When you use the Joyful Literacy Reading App, you consent to the collection, use and disclosure 
of your Personal Information as described in this Privacy Policy. Your continued use of the App 
constitutes your agreement to any updates or changes to the Privacy Policy that we may make 
from time to time.   

Except as set forth in this Privacy Policy and any updates and/or changes thereto, we will not 
collect, use, or disclose your Personal Information for any other purpose without your consent. 
We will not collect Personal Information for the purpose of sale or marketing in a way that 
specifically identifies you.  We do not sell user data. 

Compliance with Privacy Laws 

The Joyful Literacy Reading App complies with applicable laws and regulations of the relevant 
jurisdiction within which the App is used (the “Applicable Laws”). Personal Information is 
collected, used, and disclosed in accordance with this policy and all Applicable Laws as required 
by each jurisdiction. We commit to ensuring that all Applicable Laws are reviewed regularly to 
ensure that any changes are reflected within our policies and practices. 

Contact Us 

If you have any questions regarding this Privacy Policy, please contact 
support@joyfulliteracyonline.com. 

 

 

  



 
 

 

 
A Description of the Joyful Literacy Reading App: 

Information for Parent Consent Forms 
 
 

The Joyful Literacy Reading App identifies 246 skills that are most essential for children who are 
learning to read. The purpose of the App is to record the mastery of each of the skills. Teachers 
document the progress of each child for each skill by coding circles: A full circle indicates 
mastery of the skill; a half circle means the child needs practice to master the skill; a blank circle 
indicates explicit instructions is required. 

The skills are organized into seven sets of skills: phonics and alphabet knowledge; phonemic 
awareness; RAN (sight words); oral language, vocabulary and word study; shared reading and 
concepts of print; comprehension; and fluency. 

By organizing children in ‘like’ groups the teacher is able to individualize instruction easily – 
either by providing instruction in whole class groups, small groups that require work on the 
same skill, or as individual students. This assists the teacher with planning instruction for each 
week by targeting, grouping and tracking skills according to each child’s progress. These records 
can also be used to accurately and individually report to parents. 

 


