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Remote Working
Assessment

Why is a remote working assessment
a good idea?

While remote working is nothing new, the pandemic
certainly accelerated its growth and with it a greater
acceptance of hybrid working patterns: staff can now
work in the office or from home or from both, and such
flexibility is expected to be become the norm.

The move to hybrid, however, creates an expansion
in the attack surface of many businesses, with
vulnerabilities around:

« Bring your own device (BYOD)

+ Connecting to public wifi networks
Phishing attacks

« Ransomware

The upshot is a heightened risk of malicious threat
actors gaining access to your sensitive data through
the successful targeting of teleworkers.

Why remote working assessments
from CCL?

Our CCL remote working assessment is
designed to identify the presence of any
security vulnerabilities that may be exploited to
ensure that your remote workforce is secure as
possible. Our approach and skillset combine to
provide the requisite degree of thoroughness
for optimal protection and peace of mind.

Our infrastructure, VPN, cloud, end user device
review and phishing assessments can help

to identify areas where cybersecurity needs

to be improved, and allow businesses to
maintain full confidence in their hybrid working
arrangements.

cclsolutionsgroup.com  +44 (0)1789 261 200 Your trusted data partner



CCL

SOLUTIONS
GROUP OOO

The service comprises:

+ Scoping call with senior consultants to
establish your requirements

« Proposal and price quotation

« Testing phase and project management

- External infrastructure test of systems
providing access for remote workers

- Testing Virtual Private Network (VPN)
solutions

- Configuration reviews of systems used by
staff to access resources remotely

- Firewall rules for remote workers accessing
internal resources

- Laptop Assessment

- Phishing Assessment

« Comprehensive report and review

_ ‘ . Top takeaways
- Executive summary setting out the main

risks identified « Aclearlens onthe threats and risks to your

- Recommendations and improvement plan systems

« Services tailored to each client's needs and
requirements

« Price certainty from the outset, multi
assessments per year negotiable

« Affordable, repeatable and light-touch service to
sustain strong cyber posture

« Comprehensive reports with clear intelligence
and pragmatic guidance

« Allconsultants security cleared and certified
under CREST, Tiger Scheme or Cyber Scheme

« Acyber specialist rooted in standards - ISO
27001, 1SO 9001, CEH, IASME, CREST, CHECK
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CHECK Penetration Testing
CCL Solutions Group is one of Our suite of Cyber Services has been designed to give clients
Europe’s leading digital forensics, all the expertise, responsiveness and assurance they need in the
discovery and disclosure, and face of increasing cyber risks. The onus is on transparent service

cyber security specialists offerings and price certainty, the outcome, total peace of mind.
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