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Drug Trafficking: Scenario 

A member of the public noticed the smell 
of cannabis coming from a neighbour’s 
property, and that a lot of people visit 
the property and hang around outside 
throughout the day and late into the 
evenings. The member of the public 
called the Police who arrived and the 
people hanging around outside the 
property absconded.

This case study is representative of investigations CCL has previously been involved in. Details such as 
names and locations have been changed and any likeness to persons living or dead is co-incidental.
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•   The mobile phones were sent to 
a digital forensic laboratory for 
analysis.

•   The basic phone revealed names 
and phone numbers of individuals 
who had purchased cannabis from 
the owner of this phone. The phone 
number associated with this phone 
was linked to the person found in 
the property via a subscriber check 
with the network operator.

•   Cell site analysis showed that the 
unattributed basic phone regularly 
travelled with the attributed 
smartphone.

•   Phone numbers associated with 
the various chats on the basic 
phone also opened up further lines 
of enquiry into drug dealing and 
possession. This indicated that 
this individual was engaged in the 
supply of cannabis.

•   The Maps app on the smartphone 
revealed a remote location that 
the suspect would travel to once a 
week. It was suspected that this was 
where the suspect collects cannabis 
and leaves the proceeds.

•   Analysis of instant messages on 
the smartphone established further 
evidence of drug supply and 
identified discussions with a high-
level organised criminal who was 
found to be supplying the suspect 
with large quantity of cannabis. 
The phone number was noted, and 
records were requested from the 
network provider to carry out cell-
site analysis to track his movements.

•   The neighbour’s doorbell footage 
confirmed a large number of visitors 
a day to the property, helping 
investigators estimate the volume of 
the offending.

The Investigation

•   The person present in the property 
was convicted of possession and 
supply of controlled substances. 
 

The data gathered 
during the investigation 
revealed connections 
to a much larger drugs 
operation; further 
investigations are 
ongoing.

OutcomeAt the scene
The police gained entry to the 
property. Only one person was 
found to be inside the property at 
the time the police arrived. The 
police seized 1kg of cannabis found 
on a desk, a smartphone from the 
person’s pocket, and a basic phone 
found in a drawer.

Whilst at the scene, officers 
accessed the smartphone in order 
to disconnect from any networks 
and turn it off to preserve the data 
however, the ‘notes’ application 
was found to be open. The note 
contained a list of names with 
weights and monetary values 
alongside them.

Door-to-door enquiries revealed 
that a neighbour had a video 
doorbell system installed, and video 
footage was acquired.

The basic phone contained 
messages and contacts, 
which were extracted for 
investigator review.

App data was extracted 
from the smartphone, 
revealing messages, 
contacts, and location data 
of interest.

Video from the doorbell 
was uploaded to a Police 
portal for further analysis

Subsequent cell-site 
analysis on the high-level 
contact’s phone revealed 
visits to an industrial estate 
which was used to gain 
authorisation for directed 
surveillance.
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