
This case study is representative of investigations CCL has previously been involved in. Details such as 
names and locations have been changed and any likeness to persons living or dead is co-incidental.
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Child Sexual Exploitation: Scenario 

The mother of a 13-year-old girl has noticed 
chat messages of a sexual nature on her 
daughter’s phone. The other party was 
identified as a 33-year-old man who met 
the child on another social platform offering 
gifts and fun days out to theme parks and 
shows. The conversation quickly moved to an 
instant messaging platform after telephone 
numbers were exchanged. The adult male 
was asking for sexual pictures to be sent 
with the promise of more gifts. The mother 
contacted the Police, and upon their review 
of the girl’s phone officers agreed that the 
man was grooming the girl.
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•   The mobile phone and computer 
were sent to a digital forensic 
laboratory for analysis.

•   Upon examining the network 
storage device, the analyst 
discovered more than 10,000 
images and videos depicting 
child abuse, and the computer 
contained records showing web 
searches for this type of material 
and records of these files being 
accessed.

•   The analyst discovered several 
chat applications on the phone 
containing explicit conversations 
with children, whose details 
were provided to the Police for 
safeguarding purposes.

•   An encrypted storage application 
masquerading as a personal 
organiser application revealed 
further unlawful images stored 
alongside girls’ contact records, 
revealing further victims.

•   Six underage children who the 
suspect was in contact with were 
contacted and safeguarded. 
 

The man was 
convicted of grooming 
and possession of 
indecent images 
of children, given a 
custodial sentence, 
and his name added 
to the sex offenders’ 
register.

At the scene
The phone number associated with the suspect’s account was linked to the suspect’s address, and a warrant to search his 
address was obtained. The suspect was arrested, and a computer, mobile phone and USB memory stick were found and seized.

Digital forensics at scene switched the mobile phone to aeroplane mode to ensure it could not be wiped remotely. 
Passcodes were sought from the suspect to ensure encryption would not prevent analysis.

Digital forensics at the scene examined the broadband router and identified a network attached storage (NAS) device 
was connected via WiFi. A further search of the premises found the device in the attic, and it was subsequently seized. A 
triage of this device revealed that pictures and videos were stored on the device.
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The devices were 
forensically examined to 
identify communications, 
images, and videos that 
corroborate the offence.

Messages and attachments, 
including those that were 
deleted, were extracted 
from apps on the phones 
and sent to investigators

All mobile apps were 
examined to establish if 
they contained evidence 
of child sexual exploitation 
and identify further 
children at risk

Web browsing history 
records extracted from 
computer and made 
reviewable to investigators

Digital InsightsThe Investigation Outcome


