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CCL Solutions Group is recognised 
as one of the foremost digital 
forensics specialists in the world.

We were the first testing laboratory to 
meet the management and technical 
requirements of the International 
Organisation for Standards (ISO) 
17025: our staff competence and 
technical procedures were evaluated 
by the United Kingdom Accreditation 
Service (UKAS) to achieve international 
accreditation, cementing our 
commitment to delivering reliable 
results and factual reports.

Introduction
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Digital Forensics Services

Our quality credentials and reputation for evidential integrity have 
been built over two decades of partnership with clients including:

•   Metropolitan Police 

•    National Crime Agency 

•   HM Revenue & Customs

•   Police forces in the UK and 
around the world

•   HM Government 

•   Ministry of Defence

•    National governments 

•   International agencies

   Is Europe’s largest accredited 
facility with 80+ analysts 

    Maintains the broadest service 
scope of any UK provider

   Remains one of the few 
commercial companies that 
provide digital forensic expertise 
that is fully compliant with the 
Forensic Science Regulator Codes 
of Practice and Conduct

   Is well-prepared for the full 
implementation of the Forensic 
Science Regulator Act 2021 by 
Autumn 202221 by autumn 2022.

Having excelled at this standard for many years, the CCL of today:
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Our ethos is straightforward: 
the recovery, review, evaluation and 
interpretation of digital material 
must be meticulous and defensible if 
justice is to be served.

Competency, capacity and 
capability are central to the 
CCL offer, allowing for:

•   A rapid, assured response to even 
the largest, most complex requests

•   Efficient management of huge 
workflows providing the same 
forensic gold standard

•   Proactive support for when 
investigators need problem-solving 
premium services in the face of 
technological complications arise

•   A continuous ability to tackle the 
challenges inherent in technological 
change by bringing together some 
of the sector’s brightest minds

Our Ethos

By tailoring our response to your 
investigational requirements we can 
deliver so much more value by:

•   Going beyond industry standard 
tools to access more data from 
more devices more quickly

•   Using over 1500 bespoke in-house 
evidence hunting programs to often 
“find the unfindable”. 

•   Deploying our own in-house 
developed imaging solutions that 
have taken forensic collection 
speeds to the next level

Digital Forensics Services
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Digital Forensics Services

Our team comprises former Senior 
Investigating Officers, Military Police 
and counter terrorism officers working 
alongside technical analysts, cell site 
specialists, disclosure consultants, and 
cyber experts.

Digital forensics with an investigative mindset

There’s an investigative mindset at 
work – which we can put to work 
for you. We’re familiar with your 
world and know how our services 
can best be used to strengthen your 
investigative hand – and how to 
conduct our forensic examinations to 
best serve the criminal justice system.

Clients are increasingly looking to us for 
investigative support: not just obtaining 
data and passing it back but helping them 
understand and interpret what that data 
means to their investigation. 

Capability building 

The final piece of the jigsaw 
is helping organisations to 
help themselves. We’ve built 
up a range of training and 
consultancy services designed 
to equip clients around the 
world with their own digital 
forensics capability.
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Digital Forensics Services

Compared to mobile devices, 
computers and tablets can store 
a greater amount of data; and, as 
devices become increasingly linked 
to servers and stored in the cloud, the 
amount of data that has to be sifted 
through increases exponentially. In a 
world of terabytes of data, it can often 
seem like looking for a needle in a 
haystack: the volume of the raw data 
can be overwhelming, but we provide 
you with the information in a readily 
understandable format.

Computer and Tablet Forensics

We offer comprehensive forensic 
services across centralised computing 
resources and end-user devices and 
across Windows, Mac or Linux based 
systems, providing digital information 
back to you quickly and in line with 
agreed methodologies and processes.

Our combination of industry-
leading forensic software and 
hardware; bespoke in-house 
programs; and the expertise of 
our computer experts can help 
you make your case, establish 
If there was a data breach or 
recover sensitive corporate 
data for ongoing litigation 
proceedings.

Digital Forensics Services
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   Build a stronger evidence 
collection through applied 
techniques and forensic 
investigators with over 30+ 
years of experience.

   Process multiple assets 
within set timeframes and 
agreed budgets, supporting 
proportionality of costs.

   Support early case 
assessment to determine the 
validity of a case and assist 
with prioritising cases with 
potential victims, witnesses 
and/or urgent court 
timelines.
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Digital Forensics Services

We have long led the way in the 
rapidly evolving world of digital 
forensics, data recovery and analysis 
of data from mobiles, smartphones, 
tablets and other devices such as 
smartwatches and fitness devices. 
Our operating model provides a full 
range of digital forensic solutions to 
identify if there is material relevant to 
your investigation and present it in an 
understandable format.

By using a combination of industry-
leading forensic software and 
hardware; bespoke in-house programs 
and the expertise of our advanced 
device repair and data recovery team 
we can offer three levels of service to 
Law Enforcement Agencies (LEAs), 
defence teams and corporate clients:

Mobile and Wearable Device Forensics

This can be provided onsite or at our 
digital forensics laboratory at Stratford-
upon-Avon. Service Layer 1 provides 
what is generally known as a ‘logical’ 
extraction: the live data that is readily 
available on the device (ie data that 
you would find if you could switch 
the device on and browse through 
it). However, this may not extract all 
the data present and will not usually 
extract any deleted data. 

Service Layer  
1

This can be provided onsite at the 
client’s preferred location or within our 
digital forensics laboratory.  Service 
Layer 2 provides both a ‘logical’ and 
‘physical’ extraction of data from 
the devices submitted. ‘Physical’ 
downloads can often recover deleted 
material, although capabilities vary 
depending on the nature of the device, 
operating system, types of application 
and whether they are supported by the 
extraction software.

cclsolutionsgroup.com12

Mobile Device Examination

Service Layer  
2

Digital Forensics Services
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Digital Forensics Services

•   Accessing data held on an 
unsupported or encrypted device

•    JTAG (Joint Test Action Group) 
data extraction. JTAG forensics 
is a data acquisition method that 
involves the extraction of data from 
the memory on the circuit board 
using ports and a soldering iron

•     ISP (In-System Programming) data 
extraction. The ISP practice enables 
examiners to directly recover the 
complete data without removing 
the chip and destroying the device 

•   Device repair and data recovery, 
including screens, battery 
replacement and waterlogged 
devices

•   FMCT (Flash Memory Chip 
Transplant). FMCT transplantation 
involves removing a flash memory 
chip from a donor device and 
transplanting it onto an intact, 
previously working handset 
allowing data to be recovered.

•   Advanced Road Traffic Collision 
(RTC) examination services.

•   Research and Development 
projects in relation to new and 
emerging products, threats and 
investigational requirements.

Delivered by our advanced device repair and data recovery team at our digital 
forensics laboratory in Stratford-upon-Avon. Service Layer 3 deals with expert 
and bespoke methods to tackle complex issues or damaged devices, including:

cclsolutionsgroup.com14

Mobile and Wearable Device Forensics

Service Layer  
3

   Return of data in a user-
friendly portable case format 
to allow the client to review 
the data for relevant material 
themselves.

   Review of data to establish 
if all points to prove have 
been met.

   Child Sexual Abuse Material 
(CSAM) image grading 
by Nationally Accredited 
Grading Officers in 
accordance with the General 
Sentencing Council 3-tier 
system.

   Analysis of recovered data 
to establish the veracity and 
relevance of the recovered 
material.

   Provide findings in a 
report format acceptable 
by the Courts (both Criminal 
and Civil).

All services can be enhanced with a 
comprehensive range of added-value 
options to complete your investigation.

Digital Forensics Services
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Digital Forensics Services

Cell Site Analysis

Over the past decade, we have 
built the largest pool of private 
sector cell site expertise anywhere 
in Europe. Our team members are 
award-winning; published regularly 
in scientific journals; called as expert 
witnesses for both prosecution and 
defence; and consult regularly with 
the Forensic Science Regulator on 
standards and best practice. 

•   Leverage our advanced 
surveying equipment, analytical 
tools and sophisticated bespoke 
programming to positively 
impact the quality and costs 
of major, complex and volume 
crime cases.

•   Draw on technical, procedural 
and legal knowledge to 
strengthen case presentation, 
expose weaknesses or debunk 
testimony

•   Provide the extra capacity, when 
deadlines are tight, to meet 
trial dates and act as expert 
witnesses in court when opinion-
based evidence is critical.

Within criminal 
justice and corporate 
investigations, CCL is 
the ‘go-to’ partner for 
cell site expertise.
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Digital Forensics Services

Smart Collections
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A turnkey, cost-efficient digital forensic and data acquisition 
service for law enforcement, corporates and law firms.

   Forensic imaging of devices 

   Acquisition of relevant data from 
mobile devices  

    Identification and collection of 
data from cloud sources 

   Retrieval of data from both 
physical and virtual servers, 
databases or networks 

     Live acquisitions of data from 
running systems 

     Acquiring volatile memory from 
running computers

    On-site or remote collection 
options

Ultra-fast imaging and 
dual trained personnel 
capable of imaging 
multiple devices 
simultaneously.
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Digital Forensics Services

Our Smart Investigations 
managed service is 
designed as a turnkey, 
fixed price solution for 
organisations needing 
to get early insight 
into an issue through 
rapid data recovery, 
review, evaluation and 
interpretation.

Smart Investigations

We can identify, recover and process 
the data to conduct an end-to-
end investigation based on formal 
and repeatable forensic methods, 
identifying reasonable lines of enquiry 
and reporting back to the client to 
inform their decision-making process. 
It also allows for efficient data triage 
to uncover potentially critical evidence 
very early on in any enquiry.

The focus is on minimising cost and 
time to results while safeguarding the 
evidential integrity of the data and the 
defensibility of the process.

The service comprises:

    Scoping call with an 
experienced Digital Forensic 
Manager

    Initial case conference 
and quotation < 48 hours 
- identifying a lawful and 
proportionate response to 
the client’s requirements and 
providing a staged digital 
forensic strategy under a 
fixed price promise.

    Secure, security-cleared and 
insured in-house courier 
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Digital Forensics Services

Forensic investigative phase - 
5-stages:

1    Data identification and 
recovery (on-site and/or 
at our labs in Stratford-
upon-Avon) 

2    Data processing to extract 
the content and recover 
deleted data if possible

3    Data review and evaluation 
utilising keyword searches, 
client requirements and 
relevant prosecution team 
papers.

4    Identification of associated 
external media usage, 
browser usage, cloud 
usage etc

5    Provide findings in a report 
format acceptable by the 
Courts (both Criminal  
and Civil).
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Digital Forensics Services

•   Devices submitted to CCL or CCL 
attend on-site location

 •   Identification, acquisition & 
preservation of electronic data to 
highest Digital Forensic standards

•   Multitude of data sources including 
personal computers, mobile 
phones, servers & cloud storage

•   Processing of all collected data by 
CCL into one platform

•   Ability to handle large volumes 
of data from a multitude of data 
sources

•   Making data searchable 
& reviewable

•   Removing irrelevant files, identifying 
relevant material, de-duplicating 
data to reduce review time

Our approach

Investigation Review

Data preservation Processing

This service has been designed specifically to support serious and complex 
investigations with a robust, defensible process. It allows investigating teams 
to get quickly to a position where it can start reviewing all processed data 
from the convenience of the one central platform. It can handle exceptionally 
large data volumes while ensuring disclosure obligations are met and Legal 
Professional Privilege (LPP) respected.

•   Gain access to all electronic & hard 
copy scanned information in a 
central location

•   Secure, remote access via a web 
browser, easy to use

•   Material is readily accessible for 
investigators to explore lines of 
enquiry

•   Simultaneous access to data 
allowing concurrent review by 
investigators, CPS and counsel 

•   Provide segregated pools of data 
to independent counsel for LPP 
consideration

•   Production of a defensible report 
outlining the handling and 
processing of electronic data

•   Production of evidence & data for 
disclosure in a user-friendly manner

Review Report
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The technology of choice for 
optimal forensic acquisition in the 
field. Comprising Ultra, Drive and 
Kiosk options it has been designed 
specifically to support non-technical 
investigators to rapidly preserve and 
automatically examine data stored on 
computers and mass storage devices.

Our Research & Development team 
exists to keep us ahead or on a par 
with every digital forensics challenge 
that emerges – whether that’s 
transforming the speed of collections 
to minimise cost or disruption; writing 
custom code to unlock new encrypted 
apps or file types; or finding ways 
of accelerating output and insights 
without  compromising quality.

At the forefront of forensic 
automation software. It allows you 
to automate your forensic tools 
and create intelligent workflows - 
generating better outputs, faster, and 
with significant time and cost savings.

Forensic Tools
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The best-in-class forensic data 
exploration tool. It enables analysts 
to drill down into forensic data and 
effortlessly switch to the optimal view 
for the data format they are looking 
at – unlocking greater job throughput 
and higher quality output.

Digital Forensics Services
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As one of only a 
handful of commercial 
laboratories to be 
accredited to the 
Forensic Science 
Regulator’s Codes of 
Practice and Conduct 
and ISO 17025:2017, 
we have an ISO 
consultancy and training 
capability that can be 
trusted to deliver.

Digital Forensic Accreditation 
Consultancy Services

Workshops and courses can all 
be tailored to how far along the 
accreditation cycle clients are, with 
an optimal blend of practical and 
theory. Ultimately, our aim is to 
provide a better understanding of 
the real-world implementation of the 
standard within a digital forensics 
laboratory, including organisational 
requirements, management structure 
and supporting documentation. 

   Quality Management System 
Understand the quality 
management system 
documentation, including internal 
audits, management reviews, 
identifying and handling non-
conformances and document 
control

   Method Validation 
Understand how to create and 
implement SOP documentation in 
accordance with ISO 17025

   Method Validation 
Examine and interpret technical 
method and validation 
documentation

   Competence 
Demonstrate effective training, 
monitoring and competency 
measures 

   Records 
Highlight effective record keeping 
and reporting

   Quality Management 
Demonstrate an understanding of 
the Quality Assurance of digital 
forensics analysis

   Technical Method 
Documentation Identify the 
technical procedures required to 
comply with ISO 17025

   Equipment, Calibration 
and Traceability 
Understand test methods and 
method validation in accordance 
with ISO 17025 and demonstrate 
how to handle test items

   Equipment and Software 
Detail how software and hardware 
can be validated using efficient 
and robust methodology

   Reporting 
Demonstrate how to assure 
quality of test results and how 
to effectively report, record and 
manage result

There’s a wealth of knowledge transfer available, covering:
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Digital Forensics Services

The CCL Training Academy assists 
law enforcement, government 
agencies, regulatory bodies and law 
firms in designing and delivering 
practical courses across the whole 
digital forensics spectrum. 

Knowing “why” is just as important 
as learning “how”. Audiences can 
range from boards of directors and 
management teams to individual 
departments and investigators.

Every programme starts with 
an assessment of the client’s 
environment and the roles of 
participants. We then assess what 
you need to do to achieve your 
training goals and work up a suitable 
‘syllabus’ in consultation with you.

Training

Training, educating, and 
empowering your staff 
can radically improve 
the effectiveness of 
your investigation

   Digital Search & Seizure

   Digital Forensics & 
Disclosure

   Digital Skill Building for 
Defence Teams

   Digital Forensic Skills 
for Information Security 
Managers

   Mobile Device Fault Finding 
Skills

   Foundation Skills in Mobile 
Device Forensics

   Foundation Skills in 
Computer Forensics

   The Value of Hex

   Python Scripting Course
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Digital Forensics Services
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Head Office
CCL Solutions Group
34-36 Cygnet Court,
Timothy’s Bridge Road,
Stratford-upon-Avon,
CV37 9NW

T: +44 (0)1789 261 200
E: contact@cclsolutionsgroup.com cclsolutionsgroup.com


