PRODUCT ANNOUNCEMENT
Syfer, a provider of cutting edge cybersecurity solutions, offers internet service providers
(ISPs) with comprehensive security solutions for small and mid-sized businesses (SMB) as
well as residential subscribers. Syfer for Providers is a cloud-based solution, offering
customizable services and advanced threat detection designed to enable ISPs more quickly
to seize new revenue opportunities. Syfer’s world-class security services are easier to deploy
than other solutions and are explicitly tailored to the demands of SMBs. Syfer for Providers'
ecosystem consists of an ISP control plane, a friendly management and reporting portal for
the customer, and a cloud-based DNS firewall called SyferDNS. SyferDNS includes a global
array of DNS servers that provide DNS resolution and cyber protection to end-users.
SyferDNS uses a combination of community threat intelligence and proprietary machinelearning algorithms to identify known and novel malicious domain names in real-time. For
minimizing DNS response times, SyferDNS leverages in-memory caching and a globallydispersed network of DNS nodes.
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PROTECT CUSTOMERS, INCREASE PROFIT
Small and medium-sized businesses increasingly rely on the internet to collaborate on work-product,
communicate with consumers, and ultimately sell their goods and services. Unfortunately, for the
majority of SMBs, while the increased reliance on digital tools has increased, behaviors to protect
online security have lagged behind. The U.S. Small Business Administration recently reported that 47%
of small business owners manage cybersecurity themselves, 22% have a staff member to manage it,
and 6% do not have someone responsible for maintaining cybersecurity. Unfortunately for most small
business owners, they do not have the expertise to implement proper strategies. This is clearly
demonstrated by recent statistics gathered by the U.K. government which found that 42% of small
businesses identified a cybersecurity breach in the previous year, and 74% say cybersecurity is a high
priority for senior management. With the accelerated transformation of small and mid-sized
businesses to cloud services and the rapid adoption of Work-From-Home, security is only going to
become more crucial. Today, employees are more often outside the confines of the traditional
workspace and, in turn, have increased business information on personal devices. ISPs, equipped with
Syfer for Providers, can offer the protection that SMBs need while seizing the opportunity to gain a
competitive advantage over other providers, increasing customer loyalty, and adding profits to offset
reduction in traditional cable sales.

TURNKEY DNS SECURITY
Phishing attacks account for more than 80% of reported security incidents. In addition to Phishing,
DNS is abused in various forms, such as ransomware attacks and command-and-control(C2)
communications. Inspecting DNS traffic remains one of the most effective ways to limit cyber
exposure and reduce data breaches.
Cloud-based DNS service is the most convenient and cost-effective way for ISPs to roll out robust
cybersecurity solutions to subscribers. Not days or weeks - in minutes. The integration is simple, and
the deployment couldn't be smoother. Cloud-based DNS security solutions allow businesses to
enforce web access policies and stop threats at the network's edge before threats ever reach the
network or endpoints. Simple and effective.

ABOUT SYFER
Syfer is an emerging cybersecurity company, providing service to customers in over 75 countries.
Syfer has invested heavily in building advanced DNS security solutions to protect organizations from
online threats, including ransomware, phishing, and botnets. Syfer for Providers is purpose-built,
delivering the features that SMB’s and residential customers need while providing high margins for
ISPs.

CONTACT
For further inquiries or to request demo, please contact inquiries@syfer.co
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