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Organizations are increasingly migrating their data 

to the cloud. This is true not just for enterprises,  

but also mid-sized companies, which too have large 

and complex data footprints across application  

databases, warehouses, data-lakes, and document 

stores. The business case for migration is compelling. 

Not only are there huge savings in hardware, oper-

ational, and storage costs, but it also affords better 

agility and opportunity to easily adopt best-in-class 

SaaS tools. Given this, you would expect IT executives 

to be making a beeline to cloud migration. But a 

closer look reveals a different picture. 

of organizations experienced  
a cloud-based data breach  
in the past 12 months. 
Source: S&P Global Market Intelligence

40 %
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The Problem with  
Cloud Migration

Just because there are obvious benefits doesn’t 

mean it’s easy to do. Even small and mid-sized  

businesses can quickly create mountains of data, 

much of it barely structured and often containing 

both sensitive and regulated data. Here are some 

issues you might run into:

Budget Overruns  
Botched migration attempts have cost companies 

millions of dollars, leaving executives wary of the  

process and managing the fallout from budget and 

time overruns of cloud migration projects. Often,  

this results from vendors not having a clear vision  

of what the on-premise data is and what it contains.

Complexity   
Most companies have data spread across multiple 

cloud ecosystems, including Google Cloud Platform 

(GCP), Amazon Web Services, Azure, and Snowflake. 

Adding to this mix are SaaS services like Salesforce 

and Marketo. Moving data from on-prem to the 

cloud needs to be a well planned and orchestrated 

move, in coordination to the many cloud services 

your organization might already be using. You want 

to make sure that the many cost and agility bene- 

fits from migration do not come at the cost of the  

compliance and security benefits derived from  

understanding where your data lives.

Security and Compliance  
To add to this, executives also worry about the loss of 

control when they share their data with third parties, 

and security and compliance issues that might occur 

with moving such large amounts of data. With the 

advent of privacy regulations like the GDPR and the 

CCPA, knowing where your Personal or Subject Data 

lives, how it is being used, and how you’ll be able to 

respond to data subject access requests has become 

critical. Therefore, it is important to know where  

your customer or employee data is. 

of wasted migration spend is expected 

over the next three years, and most  

enterprises cite the costs around  

migration as a major inhibitor to  

adopting the cloud
Source: McKinsey

$100B

files exposed across  
cloud storage folders  

on the internet
Source: Grayhat Warfare

8B
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Cloud Migration Done Right

Well begun is half done! You’ve got to start some-

where. While there are several details and nuances  

to cloud migration that will depend upon where  

an organization is located in the world and the  

sorts of information it collects, there are three key 

steps that any organization can take to reduce  

challenges not only during the migration but also 

after. Migrating the data to the cloud is the start  

but not the end of your cloud migration journey. 

Step 1: Inventory Your Data

An accurate data inventory or data mapping is not 

only important for enabling your analytics and busi-

ness units, it is also critical to ensuring that you are 

able to comply with privacy regulations and reduce 

your risk exposure. Therefore, a key early step in the 

process is inventorying all of your organization’s data 

whether it is in the cloud or on-prem. It will help you 

get an accurate picture of the kind of sensitive data 

— structured and unstructured — that you might  

be creating or storing.

Structured Data  
Structured data includes information such as finan-

cial or medical records, intellectual property, and 

general personal data. The presence of sensitive 

data such as Social Security Numbers (SSNs), credit 

cards, names, addresses, and birth dates typically 

indicates the presence of sensitive records. 

Unstructured Data  
As customer analytics and marketing insights take 

center stage in today’s information economy, huge 

amounts of unstructured data are created everyday. 

As an example, social media posts, chat bots, and 

mobile texts can create vasts amount of indirect 

personal data, such as sexual orientation or ethnicity. 

Modern privacy regulations call for as much diligence 

around these as the traditional categories like SSNs, 

credit card numbers, or health records. 

Inventorying your data ecosystem across structured 

and unstructured data and determining what kind 

of sensitive records are where and used for what 

business purpose is a crucial first step. Unstructured 

data in particular poses a lot of challenges. In most 

business scenarios, inventorying your data is infea- 

sible without automation: 

You need a data discovery and mapping solution that 

works across the various shapes and sizes of data.  

It is also highly advantageous to choose a solution 

that can work seamlessly with on-prem as well as 

cloud-based data. 

of the world’s data will be  

unstructured by 2025  
Source: IDC Research

80 %
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Highly Restricted — such as trade secrets  

or critical intellectual property

Confidential — documents such as data  

business agreements and sales plans

Private — Personal Data or Subject Records, 

referring to both customer and employee data

Public Data — general business data that’s 

neither sensitive nor regulated

Step 2: Classify Your Data

Based on the presence of sensitive data records, you 

can segment your data into categories or classes. 

While each organization must pick a classification 

scheme that makes sense for them, here are some 

typical examples of classification labels:

It bears repeating: With the advent of privacy  

regulations like the GDPR and the CCPA, knowing 

where your Subject Data lives, how it is being  

used, and how you will use it to respond to subject 

access requests has become critical. Therefore,  

it is important to know where your customer or  

employee data is. 

Smarter Retention 
Most organizations tend to collect data over the 

years and “forget” about it. Such stale data, which  

is no longer relevant for business purposes will  

continue to incur storage costs and also increase the 

risk surface area without delivering business value. 

This data, once identified, should be deleted or  

archived into low-cost storage. Doing this as part of  

the cloud migration project is highly advantageous.

Step 3: Monitor Your Data

With most cloud repositories, there is the risk that 

internal data is inadvertently shared with people 

outside the organization. Sensitive documents can 

be accidentally shared with the wrong people with 

just a click, and S3 buckets containing sensitive 

information can be left exposed to the internet. 

Such mistakes can be costly not just legally but also 

via the irreparable damage they do to a company’s 

reputation. Continuously watching your cloud data 

repositories and proactively addressing such risks is 

key. Therefore, the inventorying and classification of 

data should be followed up by a continuous moni-

toring program. Your task is made easier if the data 

discovery solution you used to classify on-prem data 

can now be pointed at your migrated cloud data. 

Most companies now have data spread across 

multiple cloud ecosystems including Google Cloud 

Platform (GCP), Amazon Web Services, Azure, and 

Snowflake. Adding to this mix are SaaS services like 

Salesforce and Marketo. It is important that the data 

discovery and monitoring solution that you use is 

able to work across the board and apply a common 

set of monitoring policies, detect non-compliance, 

and drive remediation of problems. 

Divebell’s Deep Automation gives companies real- 

time, actionable, and continuous visibility into all  

of their data. Our unique technology enables excep-

tionally fast, continuous, and accurate monitoring 

of an enterprise’s structured, semi-structured, and 

unstructured data, providing every organization  

with a clear path to mitigating risk and enforcing 

data policy compliance.



About Divebell

We designed our powerful, easy-to-use platform to 

meet the needs of privacy teams across functional 

areas, drastically reducing the time spent on privacy 

and compliance management. We believe that when 

privacy and data issues are easier, you can focus on 

the work that matters to you most.

Headquartered in Silicon Valley, our team is led by 

industry veterans from Vontu, Symantec, Trifacta, 

IAPP, PwC, Lookout, and Nymity. We’ve built a world-

class data privacy and security platform that allows 

companies to take command of their compliance, 

customer data, and privacy.

www.divebell.com     877-921-DATA     info@divebell.com          
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