
 

VIDsigner Service Terms and Conditions 

YOU (THE "CUSTOMER") SHOULD CAREFULLY READ THE FOLLOWING TERMS BEFORE USING THE 

VIDSIGNER SERVICE FROM THE VALIDATED ID SL ("VID") ENTITY. THE USE OF THIS SERVICE SHALL IMPLY 

YOUR ACCEPTANCE TO THE FOLLOWING TERMS. 

1. Scope and parties. This VID Software as a Service Agreement (the 

"Agreement") governs access to and use of the VID service by the End 

Customer (the "Customer") who confirms an order, quote or business proposal 

("the Order") by himself or indirectly through an authorized distributor. The 

terms of the Agreement shall become effective upon acceptance of the Order 

by the Customer or the authorized distributor, or upon renewal of the Order, and 

shall remain in force unless cancelled pursuant to this Agreement 

2. VIDsigner Service. This is an electronic signature service which can be 

adapted to each case of use depending on the type of the signatory, the 

technological capacity of the parties or the legal or security requirements in 

different modalities: on-site (biometric), remote (evidence-based), centralized 

(digital certificates), local with secure signature creation device (dnie/smartcard) 

or automated (based on stamp certificates), eDelivery (reliable multi-channel 

communications and electronic document exchange). ViDSigner signature 

services can be used independently or in combination with each other. 

VIDsigner can be used directly in stand-alone mode through the platform called 

"VIDsigner Docs" or integrated into third party software through the REST API 

provided by VID.  

3. Orders. Customers should order the VIDsigner service through the VID 

website, VID sales agents or authorized VID distributors. The term of each 

VIDsigner subscription and, if applicable, its particular conditions are 

established in each Order and shall come into effect on the date when the 

subscription data is made available to the Customer. In the absence of any 

particular agreement, it is understood that subscriptions shall be valid for one 

year and shall be automatically renewed for annual periods. 

4. Access rights.  The Customer agrees to maintain the confidentiality of the 

account, credentials and any password required to use the VIDsigner service. 

In case of suspicion of unauthorized use of Customer's account, credentials or 

passwords, the Customer shall immediately notify VID. 

5. Limitations on use. The VIDsigner service shall be used only for the 

Customer's internal purposes and not for marketing, unless otherwise expressly 

permitted. The Customer shall not: (i) sell, resell, license, lease, rent or distribute 

VIDsigner service; (ii) copy or reproduce any part, feature, function or user 

interface of the VIDsigner service; (iii) interfere with or disrupt the integrity or 

performance of the service; (iv) use the service to assign, send or store data by 

the Customer that is threatening, defamatory or otherwise unlawful or which 

violates the privacy rights of others or infringes or misappropriates intellectual 

property rights; (v) use the VIDsigner service to disrupt or cause damage to a 

third party's system or environment; (vi) access the VIDsigner service to create 

a competitive product or service; (vii) reverse engineer a VIDsigner SaaS 

solution; (viii) disclose any information related to the performance or operation 

of the VIDsigner service (including any benchmarking or other results) to any 

third party without the express written consent of VID; or (ix) engage a third party 

to perform security testing on the VIDsigner service unless the third party signs 

a written non-disclosure agreement directly with VID.  

6. Payment terms. 

6.1. Direct VID sales: The following terms and conditions shall apply to sales 

made directly by VID to the Customer. 

a) Pricing and fees. The prices shall be those indicated in writing by VID at the 

time the order or quote is formalized. VID shall invoice the Customer, unless 

otherwise agreed, with the periodicity and method of payment indicated in the 

order, all services, packages and registrations for the period in a grouped 

manner and in advance in the last week of the month. 

b) The prices established in the Contract do not include taxes. Therefore, the 

prices invoiced shall be subject to the taxes which may be levied in accordance 

with the applicable legislation in force on the day of the invoice. 

c) Billing and payments. The Customer agrees to pay all billed amounts by the 

due date indicated in the order. 

6.2. Sales through the distribution channel: In the case of sales made by an 

authorized VID distributor to a Customer, prices, taxes and billing terms and 

conditions shall be agreed upon exclusively between the authorized VID 

distributor and the Customer. 

7. Data provided by the Client. The Customer shall be solely responsible for the 

content of the documents and data sent to the service.  

8. Personal Data. Due to the nature of the services which are the subject matter 

of this Agreement, VID is required to access information provided by the 

Customer which contains personal data. VID, as a subcontractor, is considered 

a processor or (as in the case of integration through an authorized distributor) 

"sub-processor" according to Art. 28 of REGULATION (EU) 2016/679 OF THE 

EUROPEAN PARLIAMENT AND OF THE COUNCIL of 27 April 2016 on the 

protection of individuals with regard to the processing of personal data and on 

the free movement of such data and repealing Directive 95/46/EC (General Data 

Protection Regulation or GDPR). 

The conditions under which VID shall process the personal data, for which the 

Customer is responsible for the processing, are governed by the processing or 

sub-processing agreement signed between the parties. In the absence of a 

specific agreement, the acceptance of these conditions by the Customer shall 

be considered as a signature of the processing contract, which is incorporated 

as Appendix II. 

9. Data Security. VID shall implement appropriate technical and organizational 

measures to protect the information provided by the Customer for the provision 

of the service. 

10. Maintenance operations. Provided that during the term of the VID agreement 

the functionality of the Service is not substantially degraded: (i) VID may modify 

the systems and environment used to provide its service; and (ii) VID reserves 

the right to make any changes to the service that it deems necessary or useful 

to maintain or improve the quality of VID's service delivery to its customers, 

competitive strength, cost efficiency or service performance. VID may use global 

or third party resources to provide its services and meet its obligations. In any 

case, VID shall use its best efforts to ensure that such maintenance interruptions 

are communicated in advance and occur during less active periods. 

11. License granted to the software in connection with the service. To the 

extent that specific software is required for use of the service, VID grants the 

Customer a non-exclusive, non-transferable license to use the service for the 

term of the agreement. Unless otherwise indicated in writing, the Customer may 

only use the licensed Software for internal purposes and not for further 

marketing. The Customer agrees that it shall not modify, reverse engineer, 

disassemble, decrypt, decompile or make derivative works of any Licensed 

Software unless permitted by law, in which case the Customer shall provide VID 

with reasonably detailed information about such activities. 

12. Performance. - VID shall be responsible for the operation and continuity 

of the Service with the appropriate levels of quality. In this sense, it shall be 

responsible for the functioning, both individually and operationally, of all the 

elements used for the provision of the Service. However, VID shall in no case 

be responsible for hidden defects in the equipment which are due to 

manufacturing defects or for defects caused by misuse by the Customer or its 

users. 

13. Intellectual property rights. VID is the owner and holder of the exploitation 

rights of the ViDSigner Service.  These rights protect the resulting software as 

well as the data, lists, diagrams and schemes produced in the analysis stage, 

the application manual, other data and support materials, identification symbols, 

passwords, user numbers and security symbols. VID shall defend and/or settle 

any claim against the Customer alleging that a VID branded product or service 

infringes the intellectual property rights of a third party. 

The signature process management service called "VIDsigner Docs" is 

developed and managed by Qualita Solutions & Consulting S.L. who exclusively 

owns the intellectual property rights in the same terms expressed in the previous 

paragraph. 

14. Confidentiality. The parties agree to keep confidential all data, documentation 

and other information provided to the other party prior to or during the term of 

this Agreement. Both parties also agree not to disclose this information to any 

person or entity other than their own employees provided that they also maintain 

confidentiality and only to the extent necessary for the proper performance of 

the Service. The confidentiality agreements set out in this section shall be valid 

for the term of the contracted service and after it has expired. 

15. Disclosure of the agreement. The Customer expressly authorizes VID to make 

public reference of the Customer's use of the VIDsigner service. 

16. Data Retention Policy. With respect to the documents submitted by the 

Customer to the service to be prepared for signature by users, these shall have 

60 days from the date of submission to the system to proceed to the 

corresponding signature and, once the document has been signed or rejected 

by all signatories, the Customer must download it within a maximum period of 

30 days from the date the signature took place. After this 60-day period has 

elapsed without the document being signed by all the users or if 30 days after 

the signatures have been processed it has not been downloaded, VID shall be 

entitled to destroy them and shall not retain any support or document containing 

them. However, for technical reasons and to ensure the quality of service, 

documents and personal data may be kept in our system for up to 30 days 

beyond the expiry or deletion date before the information is finally destroyed. As 

a result, data and documents relating to a signature transaction may be kept in 

our systems for a minimum of 30 days and a maximum of 120 days and VID will 

not retain in its possession any media or documents containing them. 

VID shall guarantee the ability of the Customer or the authorized distributor 

designated by him to access the documents signed within the above time limits 

and that the download is carried out under technical conditions that ensure their 

confidentiality and speedy transfer. 



Only in the case of using VIDsigner Docs, the signed documents will be kept on 

the platform for the duration of the contract. 

Once elapsed, the customer will be given 30 days to download and save them. 

After this period, the documents will be definitively deleted. 

 

17. Limitation of liability. VID's liability to a Customer under this Agreement is 

limited to amounts actually received by VID in the twelve (12) month period 

immediately preceding the act or omission giving rise to the claim. This limit 

applies collectively to VIDs, their employees, subsidiaries, contractors and 

suppliers.  

18. Suspension. VID may suspend the Customer's rights of access and use of the 

service when the Customer fails to make payments when due or fails to comply 

with any of the clauses contained in these terms and conditions or in any 

particular conditions which may have been agreed upon. The Customer shall 

remain liable for the applicable fees until the date of suspension. 

19. Termination. Either party may terminate this Agreement by giving written notice 

if the other party fails to perform any material obligation and does not remedy 

the breach within 15 days after giving written notice of the details. In the event 

that either party becomes insolvent, unable to pay its debts when due, declares 

bankruptcy or is assigned an asset, the other party may terminate this 

Agreement and cancel any unfulfilled obligations. VID may terminate this 

Agreement when the Customer's access and use rights are suspended or to 

comply with applicable laws or regulations. Any term in this Agreement which 

by its nature extends beyond the termination or expiration of this Agreement 

shall remain in force until terminated and shall apply to the respective permitted 

successors and assigns of both parties. 

20. Effect of expiry or termination. Except in the case of termination for cause 

due to a material breach by VID of the Agreement, termination of this Agreement 

shall not entitle the Customer to any refund of all or part of the fees, and the 

payment obligations shall not be cancellable.  

21. Effectiveness of the general conditions and safeguard clause. Each of 

these provisions is to be interpreted separately and independently of the others. 

If any of them becomes invalid, illegal or unenforceable by virtue of any legal 

rule or is declared null and void or ineffective by any court or administrative 

authority, the nullity or ineffectiveness of the same shall not affect the other 

stipulations, which shall retain their full validity and effectiveness. The 

contracting parties agree to replace the affected clause or clauses with another 

or others which have the corresponding effects for the purposes pursued by the 

parties in these General Conditions. 

22. Applicable law and competent jurisdiction. The contracted Service is of a 

commercial nature, it shall be governed by Spanish law and for any controversy 

that may arise between the parties with regard to its validity, execution, 

compliance or resolution, in whole or in part, the parties, waiving their respective 

jurisdictions and any other jurisdiction that may correspond to them, expressly 

submit to the jurisdiction and competence of the Courts of Barcelona Capital.   



APPENDIX II 

SPECIFIC CONDITIONS GOVERNING THE USE OF SIGNATURE CHANNELS AND RELATED SERVICES

Regardless of compliance with the General Terms and Conditions of the 

VIDsigner Service, the following specific conditions apply only in the case of 

using a given signature channel: 

VIDSIGNER BIO SPECIFIC TERMS OF USE 

The devices used for the signature must comply with mandatory requirements 

for capturing the necessary biometric elements, but not all devices provide 

pressure information, which is fundamental for making a reliable calligraphic 

evaluation.  In the link https://www.validatedid.com/es/devices-full-list/ there are 

the devices that have been approved with VID for the biometric signature. This 

list is not closed and may be modified in the future. Any device not included in 

the list must be previously validated. 

VID shall not bear any legal liability whatsoever arising from the inadmissibility 

of signed documents as evidence in judicial or administrative proceedings in 

which their contribution is required as evidence or from the negative assessment 

of the documents or their signatures issued by administrative or judicial bodies 

or the experts appointed by these bodies in cases where, at the customer's 

request, devices not approved by VID are used. 

When requested by the Client, and only by subscription, at the time of signing, 

a single-use unqualified digital certificate may be generated in the name of the 

signatory issued by the certification entity Firmaprofesional SA and governed by 

the provisions of the CPS and CP of that entity, which can be found at the 

address https://www.firmaprofesional.com/cps. Alternatively, at the request of 

the client or due to the unavailability of the digital certificate generation service, 

an electronic seal may be used without the signatory's personal information. 

 

VIDSIGNER REMOTE SPECIFIC TERMS OF USE 

In the remote signature mode, users are allowed to sign documents from their 

own devices. The legal value of the signature is given by the provider obtaining 

a set of evidences of the signature process that shall insure that, in case of 

dispute, a signature is attributable or not to a certain person. The evidence 

gathered shall include at least: 

• Signatory's email address 

• IP address from which operations are executed 

• Mobile phone number where the SMS with the signature key is received 

• One-time use signature key (OTP) 

• Handwritten signature made on the device 

• Geolocation (subject to signatory's acceptance) 

• Browser from which the process was performed 

• Time stamp 

 

VID, as the provider, shall issue a certificate of conformity containing all 

evidence at the conclusion of the signing process. Consequently, VID shall not 

bear any legal liability whatsoever arising from the inadmissibility of signed 

documents as evidence in judicial or administrative proceedings in which their 

submission is required as evidence or from the negative assessment of the 

documents or their signatures issued by administrative or judicial bodies or the 

experts appointed by these bodies in cases where at the request of the customer 

any of these evidences necessary to guarantee the attribution of the document 

to the signatory are removed. 

When requested by the Client, and only by subscription, at the time of signing, 

a single-use unqualified digital certificate may be generated in the name of the 

signatory issued by the certification entity Firmaprofesional SA and governed by 

the provisions of the CPS and CP of that entity, which can be found at the 

address https://www.firmaprofesional.com/cps. Alternatively, at the request of 

the client or due to the unavailability of the digital certificate generation service, 

an electronic seal may be used without the signatory's personal information. 

In specific circumstances, and for technical reasons beyond the control of VID, 

VID may temporarily suspend the OTP service with SMS to ensure the 

availability of the service. 

 

VIDSIGNER CENTRALIZED AND STAMPER SPECIFIC TERMS OF USE 

In the centralized signature mode, users previously authorized by the Customer 

are allowed to sign documents by accessing a web application from their PC, 

laptop or mobile device through a centralization system of keys and digital 

certificates. Those digital certificates of electronic signature issued by a 

certification authority on behalf of the User or the Customer shall be used for 

the purpose of performing electronic signatures and may be qualified or not 

depending on the declaration of the certification authority that issued it. 

The Customer must act, in a generic way, as an interlocutor between the User 

and VID. Specifically, the Customer must inform the User of his obligations, 

namely:  

a) The User is the legitimate holder of the certificate that incorporates the service 

or is authorized to use it. 

b) The User must guard the secret keys, passwords or PINs received in a diligent 

manner, taking reasonable measures to avoid their loss, disclosure, 

modification or unauthorized use. The User shall immediately inform the 

Customer of any situation that may affect the security of the passwords and this 

in turn to VID. 

c) The User agrees not to share with third parties the system access keys that 

allow the improper use of the private keys and digital certificates of which he is 

the owner. 

d) The User agrees to use the service and applications provided in accordance 

with the instructions received from the Customer and/or VID. 

e) The certificates and signature keys must be used for their own function and 

established purpose and in accordance with current legislation. 

VIDSIGNER EDELIVERY SPECIFIC TERMS OF USE 

VIDsigner Delivery is the digital alternative to bureaucratic fax and certified mail. 

From a legal point of view, it provides a guarantee in case of dispute that the 

recipient has received an electronic notification. 

The legal value of the communication is determined by the provider obtaining a 

set of evidences of the process that, in the case of a dispute, will establish the 

presumptions confirming that a certain person has received a communication 

and, if applicable, has accessed its content. The evidence gathered shall 

include, at least 

a) Receiver's e-mail address 

b) IP address from which the operations are executed 

c) Mobile phone number where the SMS with the document access 

key is received 

d) One-time access key (OTP) 

e) Geolocation (subject to acceptance by the recipient) 

f) Browser from which the process was performed 

g) Time stamp 

VID, as a lender will issue a certificate of conformity where all the evidence of 

the communication process is reflected. Consequently, VID will not assume any 

legal responsibility derived from the inadmissibility of the communications sent 

as evidence in the judicial or administrative processes in which their contribution 

is required as evidence or for the negative evaluation issued by the 

administrative or judicial bodies or the experts or experts designated by these 

in the cases in which, at the request of the client, any of these evidences 

necessary to guarantee the attribution of the communication to the receiver or 

because the receiver has not accessed the content of said communication, 

being able to prove, in this case, only its availability. 

In specific circumstances, and for technical reasons beyond VID's control, VID 

may temporarily suspend the OTP service with SMS to guarantee the availability 

of the service. 

SPECIFIC TERMS OF USE OF VIDSIGNER DOCS 

VIDsigner Docs is a signature process management service operated by Qualita 

Solutions & Consulting S.L. with the following basic functionalities: 

(a) Keeping of users and signatories. 

b) Keeping of document templates. 

c) Management and repository of documents signed or to be signed. 

d) Sending documents to the VIDsigner signature process service through the 

above signature channels 

e) Support for multiple formats 

f) Bulk and batch submission 

g) Multi language 

The customer acknowledges that he shall be solely responsible for the content 

of the documents processed and stored on the platform and for the veracity and 

accuracy of the signatories' data, as well as for access to the same by the 

persons in his organization designated by him. 

The customer shall carry out diligent user management, especially with regard 

to the revocation of access to the platform to those users who are not authorized 

or who have ceased their relationship with the customer. 

The customer shall ensure that the users designated by him keep the secret 

keys, passwords or pins received in a diligent manner, taking reasonable 

precautions to prevent their loss, disclosure, modification or unauthorized use, 

and shall immediately inform ViD of any situation that may affect the security of 

the access keys. 

The maximum size of the documents uploaded to the service may not exceed a 

size, per document, of 18MB. 

 

 



 

APPENDIX II. PROCESSING AGREEMENT 

BACKGROUND 

I. Whereas, VID provides the Customer with electronic signature services 

contracted directly or indirectly through its distribution channel 

II. Whereas, the Customer is responsible for the processing of personal data. 

III. Whereas, due to the nature of the services contracted to VID, the latter has 

to access information provided by the Customer which contains personal data, 

being considered responsible for the processing in accordance with Art. 28 of 

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF 

THE COUNCIL of 27 April 2016 on the protection of individuals with regard to 

the processing of personal data and on the free movement of such data and 

repealing Directive 95/46/EC (General Data Protection Regulation or GDPR) 

and consequently this Contract specifies the conditions relating to such 

processing of personal data.  

When accessing information provided by the Customer which contains personal 

data, VID guarantees that it shall use the maximum diligence in complying with 

the obligations established by the applicable regulations, as well as any other 

requirement that it assumes by virtue of the commercial relationship.  

IV. Whereas, the processing of the files or databases, due to the nature of the 

data contained therein, is subject to Regulation (EU) 2016/679 of the European 

Parliament and of the Council of 27 April 2016 on the protection of individuals 

with regard to the processing of personal data and on the free movement of 

such data (General Data Protection Regulation or GDPR) and to Organic Law 

3/2018 of December 5 on Data Protection and the Guarantee of Digital Rights.  

V. VID states, under its responsibility, that it has all the guarantees for 

compliance with the applicable provisions regarding the processing of personal 

data and the free circulation of such data, and that it undertakes to comply with 

them. 

VI. Whereas, VID and the Customer acknowledge each other's sufficient 

capacity for the granting of this Contract, in accordance with the following  

 

CLAUSES 

1. Subject matter of the processing  

By means of the clauses of this Agreement, VID, as the processor, is authorized 

to process, on behalf of the Customer, the personal data necessary to provide 

the service specified in Exhibit I. 

2. Term  

This Agreement shall be in force while the relationship for the provision of 

services referred to in Exhibit I is in force, and consequently, once this 

relationship has been terminated, this Agreement shall also be automatically 

terminated and resolved. 

3. Nature and purpose of the processing 

The processing of data by VID shall be limited to that which is necessary and 

essential to carry out the contracted services. Similarly, VID undertakes to 

protect the Customer's data in accordance with the provisions of this 

Agreement. In any case, the data processing operations of the PROVIDER are 

the following:  

 

Collection            

 

Recording              

 

Structuring            

 

Amendment             

 

Retention           

 

Extraction             

 

Query                     

 

Access                       

 

Dissemination    

 

Interconnection   

 

Comparison          

 

Limitation                 

 

Deletion              

 

Destruction          

 

Communication   

 

Other                         

 

Other (please specify): 

_________________________________________________________ 

 

If VID considers it necessary to carry out a processing of data different from the 

operations indicated, it must previously request the Customer's written 

authorization. In any case, VID may not process the data for purposes other 

than those set out in this Agreement. 

4. Identification of the information involved: type of data and category of 

stakeholders 

4.1.1 Type of data 

For the execution of the services derived from the fulfilment of the subject matter 

of this assignment, the Customer, makes available to VID the following types of 

personal data to which it shall have access for the provision of the service: 

• Identification data: name and surname, e-mail, ID card, telephone, 

geolocation, electronic signature, handwritten electronic signature 

• Document to be signed 

4.2 Category of stakeholders 

For the execution of the services arising from the fulfilment of the subject matter 

of this assignment, the categories of data subjects whose data are to be 

processed by VID are as follows: 

• Stakeholders who maintain commercial or other relationships with the 

Customer (employees, patients, managers, ...) 

5. VID Obligations 

VID, as the processor, and all its personnel, are obliged to the following:  

1. To use the personal data being processed, or those collected for inclusion, 

only for the purpose of the business relationship. Under no circumstances may 

they use the data for their own purposes.  

2. To process the data in accordance with the Customer's instructions. If VID 

considers that any of the instructions violate the GDPR or any other provision 

on data protection of the Union or the Member States, it shall immediately inform 

the Customer. 

3. To keep, in writing, a record of all categories of processing activities carried 

out on behalf of the Customer, containing:  

3.1. The name and contact details of the processor and of each controller on 

whose behalf the processor acts and, where appropriate, of the representative 

of the controller or of the processor and of the data protection officer, if any.  

3.2. The categories of processing operations carried out on behalf of each 

controller.  

3.3. Where appropriate, transfers of personal data to a third country or 

international organization, including the identification of the third country or 

international organization and, in the case of transfers referred to in the second 

subparagraph of Article 49(1) of the GPDR, documentation of appropriate 

guarantees.  

3.4. An overview of the technical and organizational security measures relating 

to  

- Pseudo-animation and encryption of personal data.  

- The ability to guarantee the confidentiality, integrity, availability and permanent 

resilience of the processing systems and services.  

- The ability to restore the availability and access to personal data quickly, in the 

event of a physical or technical incident.  

- The process of regular verification, evaluation and assessment of the 

effectiveness of technical and organizational measures to ensure security of 

processing.  

4. Not to communicate the data to third parties or transfer them to a third country 

or international organization, except with the express authorization of the data 

controller, in legally admissible cases.  

VID may communicate the data to other data processors of the same controller, 

in accordance with the Customer's instructions. In this case, the Customer shall 

identify, in advance and in writing, the entity to which the data must be 

communicated, the data to be communicated and the security measures to be 

applied in order to proceed with the communication. 

5. The Customer expressly authorises VID to contract with third parties whose 

intervention it deems appropriate for the proper performance of the contracted 

services, informing it in advance of the identity of the subcontracted third party 

and the services commissioned. For any other purpose, subcontracting by VID 

with other companies for the provision of services involving the processing of 

the data controller's personal data must be authorised in writing by the 

Customer.  

In accordance with the above, VID informs the Customer that the entity Microsoft 

Ireland Operations Limited (with VAT number IE8256796U, and registered office 

at Atrium Building Block B, Carmenhall Road, Sandyford Industrial Estate, 

Dublin 18, Ireland) will be the sub-processor of the Azure cloud service, on its 

servers located in the EU territory (Netherlands). And in the event that the 

Customer requests that at the time of signing a single-use unqualified certificate 

(OTC) is generated on behalf of the signatory, this will be issued by the 

certification authority FIRMAPROFESIONAL SA, (provided with CIF A-62-

634068, and registered office at Paseo Bonanova, 47, 08017 Barcelona and tel. 

+34 93 477 42 45), on its servers located in the EU and governed by the 

provisions of the CPD and CP of that entity and can be found at the address 

https://www.firmaprofesional.com/cps, and therefore these companies can 

access personal data owned by the Client, which is strictly necessary to provide 

the services subcontracted.  

The only data processing of files of the responsible to which Microsoft Ireland 

Operations Limited will have access will be the custody of the documents and 



data of the signatories that the Responsible sends to the ViD system for the 

provision of the Service, and on the other hand, FIRMAPROFESIONAL S.A. for 

the provision of the outsourced Service will be the names and surnames and 

National Identity Card number of the signatories who use the ViDSigner Service. 

In the event of contracting the VIDsigner Docs signature process management 

service, the customer is expressly informed that he accepts that the 

aforementioned service will be operated entirely by Qualita Solutions & 

Consulting S.L. with which VID has entered into the corresponding data 

processing subcontract, and therefore, the same obligations expressed herein 

shall be applicable to them by extension. 

 

The subcontractor, as the processor, shall be obliged to comply with the 

instructions given by the data controller. It is the responsibility of VID to regulate 

the new relationship, so that the new processor is subject to the same conditions 

(instructions, obligations, security measures...) and with the same formal 

requirements as him, with regard to the appropriate processing of personal data 

and the guarantee of the rights of the persons involved. In the event of non-

compliance by the subcontractor, VID shall remain fully liable to the person 

responsible for compliance with the obligations. 

7. To maintain the duty of secrecy with respect to personal data to which it has 

had access by virtue of the business relationship, even after the latter has 

ended.  

All personal data of the Customer that is processed by VID, shall be considered 

confidential, shall be subject to professional secrecy and shall remain the 

exclusive property of the Customer.  

8. To ensure that the persons authorized to process personal data undertake, 

expressly and in writing, to respect confidentiality and to comply with the 

corresponding security measures, of which they must be duly informed.  

9. To keep at the disposal of the controller the documentation supporting the 

fulfilment of the obligation established in the previous section.  

10. To ensure the necessary training on personal data protection for persons 

authorized to process personal data.  

11. Assist the controller in responding to the exercise of the rights of:  

- Access, rectification, deletion and objection  

- Limitation of processing  

- Data Portability  

- Not to be subject to automated individualized decisions (including profiling)  

When the persons involved exercise their rights of access, rectification, deletion 

and objection, limitation of processing, data portability and unless they are the 

subject of automated individualized decisions, they must notify VID by e-mail at 

the address indicated by the Customer at any time. The communication must 

be made immediately and in no case later than the working day following the 

receipt of the request, together, where appropriate, with other information that 

may be relevant to resolve the request.  

12. It is the responsibility of the controller to provide the right to information at 

the time of data collection. 

13. VID shall notify the Customer, as soon as it becomes aware, of any 

violations of the security of the personal data under its responsibility, together 

with all relevant information for the documentation and communication of the 

incident, and through the address indicated by the Customer at any time. 

Notification shall not be required when it is unlikely that such a security breach 

constitutes a risk to the rights and freedoms of individuals.  

If available, at least the following information shall be provided:  

- Description of the nature of the personal data security breach, including, where 

possible, the categories and approximate number of data subjects involved, and 

the categories and approximate number of personal data records affected.  

- The name and contact details of the Data Protection Officer or other contact 

point where further information can be obtained.  

- A description of the possible consequences of a breach of the security of 

personal data  

- Description of the measures taken or proposed to remedy the security breach 

of personal data, including, if appropriate, measures taken to mitigate any 

negative effects.  

If and to the extent that it is not possible to provide the information 

simultaneously, the information shall be provided gradually without undue delay.  

It is the responsibility of the controller to communicate data security breaches to 

data subjects as soon as possible, where the breach is likely to result in a high 

risk to the rights and freedoms of natural persons.  

The communication should be made in clear and simple language and should, 

at least:  

- Explain the nature of the data breach  

- Indicate the name and contact details of the data protection officer or other 

contact point where further information can be obtained.  

- Describe the possible consequences of the personal data security breach  

- Describe the measures taken or proposed by the controller to remedy the 

breach of the security of personal data, including, if appropriate, measures taken 

to mitigate any negative effects.  

14. To support the controller in carrying out data protection impact assessments, 

where appropriate.  

15. To support the controller in carrying out prior checks with the supervisory 

authority, where appropriate.  

16. To make available to the controller all information necessary to demonstrate 

compliance with his or her obligations, and for the conduct of audits or 

inspections by the controller or another auditor approved by the controller.  

17. Implement the relevant security measures and comply with the provisions of 

current legislation with respect to the personal data processed during the 

provision of the services that are the subject of the business relationship, and 

also comply with the agreements with the controller regarding the purposes of 

the processing. In particular, it must comply with the obligations established for 

the data processor in the GPDR and in the Organic Law 3/2018, of December 

5, on Data Protection and Guarantee of Digital Rights.  

Additionally, VID must maintain a conscious, diligent and proactive attitude, 

guaranteeing that the following aspects are complied with at all times:  

- To conduct a risk analysis to determine its own security measures. This 

analysis shall be based on some of the existing risk analysis methodologies and 

shall take into account, among other things, the means used, the risks arising 

from the various processing operations carried out and other circumstances that 

may have an impact on security. This analysis must be repeated periodically 

and whenever relevant changes occur. On the other hand, the effectiveness of 

the actions defined for the processing of the identified risks must also be 

monitored.  

- To apply the appropriate technical and organizational measures in order to 

guarantee and be able to demonstrate that the treatment is carried out in 

accordance with the requirements of the legislation in force, both to the parties 

concerned and to the supervisory authorities. In addition, these measures must 

guarantee the confidentiality, integrity, permanent availability and resilience of 

the systems and services related to the processing.  

- The measures selected should take into account aspects such as the nature 

of the personal data, the scope, context and purposes of the processing, as well 

as the risk to the rights and freedoms of individuals. These measures should 

also ensure compliance from the very design or start of each activity or initiative 

related to personal data.  

- To explicitly determine how they shall implement the security measures and 

what mechanisms shall be used to ensure that their effectiveness is not 

diminished over time, due to circumstances such as the development of new 

technologies.  

- To immediately notify the controller of any event that may occur outside the 

business relationship, or when any type of security incident occurs during the 

provision of the service, providing all relevant information for the documentation 

and communication of the incident, as provided in the RGPD for this purpose.  

- In the case of subcontracting by VID, this subcontracting must be subject to 

the same conditions and be carried out in the same way as that foreseen for the 

processing of VID, with regard to the appropriate processing of personal data 

and the guarantee of the rights of the persons involved. Likewise, all of the 

above must be included in a data processing agreement between VID and the 

sub-processor, which shall be made available to the controller for supervision if 

so requested.  

- The transfer or communication of personal data without the prior written 

consent of the controller is prohibited, especially to countries that do not have 

at least the same level of protection as the country of origin.  

- In any case, VID must implement mechanisms to:  

• Guarantee the permanent confidentiality, integrity, availability and 

resilience of the treatment systems and services.  

• Restore the availability and access to personal data in a timely manner, 

in the event of a physical or technical incident.  

• Verify, evaluate and assess, on a regular basis, the effectiveness of the 

technical and organizational measures implemented to ensure the 

security of processing.  

• Pseudonymize and encrypt personal data, where appropriate.  

18. Appoint, where appropriate, a data protection officer and communicate his 

or her identity and contact details to the controller.  

19. Return the personal data and, if applicable, the media on which they are 

recorded, to the controller once the service has been provided. The return must 

involve the total deletion of existing data in the computer equipment used by 

VID. However, VID may keep a copy, with the data duly blocked, while 

responsibilities may arise from the execution of the service.  

6. Customer Obligations 

The Customer, as the controller, is responsible for the following:  

1. To deliver to the processor the data referred to in this Agreement.  

2. To carry out, if the processor so requests, an assessment of the impact of the 

processing operations on the protection of personal data.  

3. To carry out the appropriate prior checks.  



4. To ensure, in advance and throughout the processing, compliance with the 

GDPR by the processor.  

5. To supervise the processing, including the carrying out of inspections and 

audits.  

7. Personal data of the parties' representatives 

In compliance with the provisions of current legislation on the Protection of 

Personal Data, the personal data contained in this Agreement and those arising 

from the relationship between the parties shall be processed exclusively for the 

maintenance of the business relationship. 

The legal basis for the processing of the data is the correct execution of this 

Contract. It is necessary to provide such data; otherwise it would not be possible 

to manage the business relationship. 

The data shall be retained for as long as the relationship is maintained and no 

deletion is requested, after which it shall remain blocked for the period of 

limitation of any legal or contractual actions that may apply. 

No data shall be transferred to third parties, nor shall there be any provision for 

international transfers of such data, except where required by law. 

The interested parties may exercise their rights of access, rectification, deletion, 

portability and limitation or objection by means of written notification to the 

corresponding party, for the attention of the Data Protection Officer, at the 

addresses indicated in this Agreement. 

Likewise, the parties concerned have the right to complain to the Control 

Authority (Spanish Data Protection Agency: www.aepd.es). 

The signatories of this Agreement state that they are aware that the Data 

Protection Officer is the person responsible for ensuring compliance with data 

protection regulations. The Customer may contact the Data Protection Officer 

of VID through the following email address: dpo@validatedid.com  

In addition, and in compliance with applicable data protection regulations, the 

parties undertake to inform the contact persons or other employees whose 

personal data are collected under this Agreement of the processing of all 

matters referred to in the above points. 

 

8. Liability 

Each party to this Agreement shall be liable for the consequences that may arise 

from the failure to comply with the obligations undertaken under this Agreement, 

assuming the due compensation for the damages that such failure may cause 

to the other party, by means of the corresponding compensation, which shall 

include, but not be limited to: 

- The expenses incurred in his defense against possible sanctioning procedures 

initiated by the Spanish Data Protection Agency and further instances or by the 

data owners. 

- The amount of the sanction that, if applicable, may be imposed by said agency. 

In the event that VID uses the data that is the subject of this Agreement for its 

own purposes, communicates it to third parties or uses it in violation of the 

stipulations established in the Agreement, and specifically does not apply the 

necessary security measures to guarantee the confidentiality, integrity and 

availability of the information, or fails to comply with any of its terms or the 

applicable data protection regulations, it shall be considered responsible for the 

processing with respect to such processing, being liable for the infringements 

incurred either by the third parties that are affected or by the competent Public 

and Judicial Administration.  

9. Applicable law and jurisdiction 

This Agreement shall be governed by the clauses contained herein and, to the 

extent not provided for herein, by the Spanish and European regulations 

applicable to the processing of personal data. 

The parties, for any matter relating to the interpretation or application of this 

agreement, expressly waive their own jurisdiction and submit to the jurisdiction 

of the Courts and Tribunals of Barcelona.
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