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Device provisioning is still a challenge for IoT
users. We require a new paradigm to address
this problem and look out for a seamless
technology solution that overcomes the
limitations of current technologies like
Bluetooth, Wifi Soft AP, or QR. 

“Data Over Sound” technology presents an
innovative solution for quickly connecting
two devices and enabling them to exchange
bits of data for different applications
including device provisioning. This white
paper introduces the concept of device
connectivity using “data over sound” and
explores the key application area of device
provisioning and device troubleshooting. 

It outlines how Trillbit enables a digital signal
processing module on Espressif ESP-32
chips that can utilize “data over sound”
capabilities and facilitate frictionless device
onboarding and network provisioning. 
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We are observing IoT devices becoming ubiquitous in our lives as part
of smart home solutions.
These smart home devices include smart speakers, appliances,
lighting, doorbells, and security camera, to name but a few. The
Consumer IoT industry has particularly soared over the past decades.
According to research reports by Fortune Business Insights, the smart
home market is expected to go from USD 99.98 billion in 2021 to
380.52 billion in 2028, growing at a CAGR of 21.1%. Such massive
growth would mean exponential revenue for smart home
manufacturing companies.
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Introduction1.

Figure 1: Smart IoT devices will grow with a CAGR of 21.1% from 2021 to 2028

https://www.fortunebusinessinsights.com/industry-reports/smart-home-market-101900


However, despite these humongous growth predictions and the
proliferation of smart home devices along with its rising consumer
adoption rates, there are still a few challenges that have prevented a
good percentage of potential consumers from trying out these
devices. 

According to a study by Park Associates in 2022, many consumers
avoid buying connected smart devices for fear of setting that up.
Around twelve percent of consumers who do not own or intend to
purchase smart home devices report confusion about how to set up
and use the device as an adoption barrier.

Similarly, A CPX360 Survey conducted by iQor highlights that 33% of
consumers have faced challenges with the setup and network
provisioning of IoT devices. Of these 22% of people have returned
their products and demanded a refund. Additionally, 14% of
homeowners have complained that they cannot connect their smart
home device to the home router network.
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2. Why do we need a new solution for 
device provisioning?

Depending on the devices and manufacturer, there are three prevalent 
methods for provisioning smart home devices. That mainly includes 
Bluetooth, WiFi hotspot, and QR. 
But naturally, a question comes to our mind that there are billions of 
devices that already got provisioned with these technologies then 
what is the problem?
If we look into all the current technologies that are used for device 
provisioning, it looks like these technologies have not been meant for 
provisioning but device developers did some workaround to suit them 
for this purpose of provisioning, keeping in mind the hardware 
components that are already present within the device. 

https://www.iqor.com/


For instance, let us take a look into the entire process flow of 
provisioning using Bluetooth. First, users have to download the 
device-specific app. Once they download the app, they do the initial 
signup on the app. After that, users put the new device in the setup 
mode by pressing some buttons on the new device as instructed by 
the device manufacturer. Thereafter, they try to create a Bluetooth
pairing between their mobile and the new device. Once pairing has 
been established, both devices have now a Bluetooth channel 
available for communication between them. Then, users give inputs 
of WiFi SSID and password on the mobile app interface. This data 
then gets transferred through the Bluetooth channel to the new 
device. Once a new device receives these credentials, it tries to 
connect with that WiFi network and if everything is right it comes 
online.

After going through the above flow, there are a few relevant 
questions that arise from the user’s perspective. Why does a user 
have to download and use the app just for device provisioning? Even 
after the trouble of app download, we witness that Bluetooth pairing 
always has some friction, like identifying the new device in the 
Bluetooth setting of the user’s mobile and connecting with it. These 
issues create big friction for users and lead to unpleasant 
experiences just after unboxing the new device.

Any of the above steps can become a failure mode and the user has 
to either repeat the entire process or do relevant troubleshooting by 
referring manual. If the user is unable to successfully complete the 
setup/provisioning, he either contacts customer support to seek help 
or simply returns the device.

or smart home applications, Data over Sound offers a number of 
advantages over commonly used communications technologies, like 
Bluetooth and WiFi.
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The return of devices has a
severe impact on the
company’s topline and
bottom line as they not
only have to bear the
return cost but also
generally discard those
devices leading to a huge
revenue leakage for the
company. 

"Different devices have
different return rates
but even 2-3% of a
return due to
provisioning problems
can cost a company
millions of dollars."



3. Is “Data Over Sound” a panacea for 
device provisioning?

“Data over Sound” is an emerging data transmission technology 
where bits of data get transferred over the audible or inaudible 
acoustic channel. This communication mechanism enables two 
devices that are nearby to exchange information using its preexisting 
audio speaker and microphone.

Trillbit has developed different suites of algorithms where Data from 
the application layer is first encrypted using standard encryption 
techniques. The encrypted data is then encoded and modulated to 
convert it into sound using Trillbit's algorithm in real-time, which is 
then played
over any speaker. At the receiver, this sound is detected by any 
ordinary microphone and passed to Trillbit's algorithm which then 
demodulates and decodes the data from the sound in
real-time before decrypting and passing the results to the application 
layer.

Trillbit’s “Data over Sound” technology utilizes ultrasonic sound 
energy to maximize simplicity and efficiency in terms of smart home 
device setup, network provisioning, troubleshooting and more. Using 
“Data over Sound” over any contemporary means such as NFC, QR 
Codes, Bluetooth, etc reduces the chances of friction caused by 
patchy network connectivity and ensures the complete safety of any 
sensitive user information from the threats of a malware attack.

Talking about the fundamental working mechanism of “Data over 
Sound” technology, it must be stated that the principle behind this 
technology is not very different from near-field communication (such 
as NFC chips or tags). The basic principle of encoding binary data in 
phase and amplitude before transferring the data to another device is 
similar to other contemporary technologies.
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However, Data over Sound utilizes ultrasonic mechanical waves 
instead of electromagnetic waves to conduct the frictionless transfer 
of data signals between two nodes. 

Let’s take a detailed look at the working 
mechanism of “Data over Sound” technology

Data from the application layer is encrypted using industry-standard 
encryptions such as RES, TOTP etc. This encrypted digital data is 
further encoded and modulated in real-time to convert it into sound 
waves through Trillbit’s real-time algorithm. This modulated sound is 
played by the speaker of the sender’s phone.

The microphone on the receiver’s end receives the modulated sound 
waves and processes them through TrillBit’s algorithm in real-time in 
order to demodulate, decode and decrypt the data and passes the 
retrieved information to the application layer for further processing. In 
this way, cryptographically secure digital data is successfully 
transferred from one device to the other using “Data over Sound” 
technology.

Figure 2



TrillBit’s Data over Sound technology comes with several added
advantages as compared to contemporary technologies. As this
technology leverages sound waves to transfer information, Data over
Sound is truly offline. Moreover, Data over Sound technology doesn’t
require any pairing or configuration, something that is inevitable in
the case of Bluetooth and Wifi hotspots.

Data over Sound offers range-control features, paving way for
proximity-based device setup and eliminating the risks of malware
attacks. It also offers fast and secure two-way communication
between two devices with a microphone and a speaker. Additionally,
using data over sound technology doesn’t require the involvement of
a third-party mobile application. As long as the device has a
microphone and a speaker, it can seamlessly avail of “Data over
sound” technology.
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A simple comparison between these technologies will be useful in
understanding the capabilities and limitations with respect to device
provisioning.

Figure 4
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Advantages of using “Data 
over Sound” Technology
There are numerous advantages of using sound energy for efficient 
data transfer that other contemporary technologies such as Bluetooth 
or NFC can’t provide. The advantages are as follows:

1. Commissioning over any smart speakers

Data over Sound can be easily operated through any smart speaker 
with a microphone and a speaker. Commissioning over smart 
speakers is simple and user-friendly and it does not involve any 
additional hassles such as “device pairing”.

2. One Click-to-Connect Commissioning with 10X faster speed

Data over Sound technology offers a one-step “click-to-connect” 
commissioning that is 10 times faster than any traditional device 
onboarding protocol. With Data over Sound, smooth authentication 
and setup can be completed in less than 5 seconds.

3. Superior IoT Security

TrillBit’s Data over Sound technology allows users to customize the 
range of control based on their use cases so that it can efficiently 
gather proof of presence without the risk of any middle-men attack. 
Owing to its offline nature, “Data over Sound” is highly secure. 
Additionally, the data signals are encrypted using industry-recognized 
encryptions and public key configurations, minimizing any chances of 
middle-men attacks.

4. Improved Customer Experience

Device setup and authentication through Data over Sound is offline, 
single-step, and truly uncomplicated. With the help of Data over 
Sound, consumers can enjoy frictionless device onboarding and 
troubleshooting, leading to shorter customer care calls and fewer 
product returns.



Espressif ESP32-S3 AIoT
Chips

Integrated SRAM of 512 KB.
Integrated 2.4 GHz, 82.5 b/g/n WiFi and Bluetooth 5 (LE)
connectivity that provides long-range support
45 programmable GPOIs for diverse peripherals
High-speed Octal SPI flash
A Trillbit Integrated SDK to empower “Data over Sound”
technology.
An integrated microphone that works alongside TrillBit SDK to
empower “Data over Sound” technology.

Espressif is a globally-recognised and leading manufacturer of AIoT
chips, that are designed to improve the efficiency of any form of IoT
gadget. Be it a smart home device(such as smart speakers, smart
doorbells, smart watches, etc) or other technical gadgets that
integrates AI technology. Esspressif is dedicated to designing
powerful AIoT chips that enable any IoT gadget to provide frictionless
connectivity and a long range of support.

Their product ESP32-S3 AIoT is an advanced addition to Espressif’s
microcontroller series, specifically designed for AIoT applications.
This chip is a Dualcore XTensa LX7 MCU, capable of running at 240
MHz. This powerful chip has an integrated internal SRAM of 512 KB.
Some of the most prominent features of the Espressif ESP32-S3 AIot
chip are:
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TBD (By the product team)

Espressif ESP32-S3 Reference Design



TrillBit’s IoT Device Setup Solution
on ESP32-S3 Design Consideration
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The device is assumed to be offline in this use case. Device needs to 
be registered on the server(device id must be known on the server). 
Asymmetric key is used (Private-public key pair). Once key exchange 
is complete any further communication is encrypted using public key 
pair between devices.

 

User AppESP32 - S3

Enter/fetch
Device setup data

Device setup data
receive callback

Set device setup data
receive callback

Decrypt data using
shared key

Transmit/play
data

Encrypt data using
shared key

Receive/record data
on ESP32-S3

Decode device setup
data on ESP32-S3

Figure 6: TrillConnect IoT device setup



ENCRYPTED SETUP
Offline use case

The device is assumed to be offline in this use case. Device needs to 
be registered on the server(device id must be known on the server). 
Asymmetric key is used (Private-public key pair). Once key exchange 
is complete any further communication is encrypted using public key 
pair between devices.
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User AppESP32-S3 Server

Decode device setup
data on ESP32-S3

Transmit self 
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verify signed key, 
use user public key to

 sign self public key

Transmit signed 
key+

 public key

session 
established 

Transmit 
device ID

Fetch signed key 
for device

Figure 7: Offline device setup flow



ENCRYPTED SETUP
Online use case

The pre-shared encryption key is used on both sides to encrypt and 
decrypt any data. The mobile application/device side must fetch and 
store the encryption key from the server. The key can be changed on 
a pre-scheduled basis to make it more secure
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Figure 8: Online device setup flow



Trillbit’s Troubleshooting Solutions
with ESP32-S3 AIoT Chip - Design
consideration
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This solution is used to convey any warnings/alerts/errors from a
headless device to the user side. This solution expects the headless
device to be connected to a speaker. Data is played from the device
speaker which corresponds to the error that would be predefined by
the customer to make sense at the receiver end, which can be a
Trillbit enabled Android/iOS application. Note: Microphone access is
needed on the phone/application side for this solution.

Figure 9
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Summary
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Trillbit has partnered with Espressif, a leading multinational, fabless 
semiconductor company focused on developing cutting-edge 
wireless communication, low-power, AIoT solutions. Espressif has 
created the popular ESP32-S series of chips modules and 
development boards providing green, versatile and cost-effective 
chipsets. The ESP32-S3 is a dual-core XTensa LX7 MCU running at 
240 MHz with 512 KB of internal SRAM and integrated 2.4 GHz, 
802.11 b/g/n Wi-Fi and Bluetooth 5 (LE) connectivity ideal for low 
cost highly integrated IoT solutions. The solutions Trillbit has ported 
to the ESP32-S3 are TrillConnect, TrillConnect Plus, and 
TrillElement. These integrated software solutions for IoT applications 
unlock the potential of Data over Sound to greatly improve security 
and customer experience while setting up, configuring, managing, 
and troubleshooting IoT devices at home. TrillConnect simplifies for 
consumers the onboarding of IoT devices and make it a seamless 
and frustration-free process. With TrillConnect Plus Trillbit added the 
capability of bidirectional data communication between the IoT 
device and the manufacturers app to provide an out of band 
communication for advanced configuration and effective 
troubleshooting. The methodology of device onboarding specified by 
the upcoming Matter standard is greatly enhanced with TrillElement 
providing a novel method to provide proof of possession with an 
enhanced level of security and without user interaction. This makes 
the entire onboarding procedure better protected against 
eavesdropping and other cyberattacks. In addition, Trillbit’s Data 
over Sound technology inherently ensures that the user trying to 
onboard a new device needs to be close to the device to have it 
authenticated. 

Trillbit’s IoT product portfolio of easy to integrate SDKs for 
embedded systems and for mobile apps offers genuine product 
differentiations for manufacturers with no to little additional 
hardware, that will be reflected in better reviews and ratings and 
higher levels of system security at the edge during onboarding and 
troubleshooting.
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