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1. Traceable Overview 

Traceable is a software platform developed by Webtools Health Ltd which enables businesses to 
capture and store the contact information of visitors, customers and staff in a way that complies with 
NZ Ministry of Health contract tracing requirements.  

The Traceable platform consists of a native Android and Apple mobile application and web-based 
Administration Portal hosted on AWS cloud infrastructure. 

The app is unique in that it uses the phone’s camera to scan and store the visitor’s first and last name 
shown on the ID cards (including staff cards and NZ drivers license). This is a local camera scan 
function and no image is stored in the cloud. The ‘first name’ and ‘last name’ data captured is 
automatically loaded into the required fields on the Traceable app, thus speeding up the check-in 
process. The customer’s email address and phone number are manually entered by the app user.  

Traceable replaces the need for business owners to capture and store sensitive customer data on 
paper and speeds up the process of contact tracing people who may have encountered Covid-19 
infected visitors.  

There are three types of Traceable users described in this document 

Traceable App User is a mobile application user who has successfully logged into the Android or 
Apple mobile application on a device. This person has been nominated by the business to collect 
contact tracing data from visitors.  

Traceable Administration Portal User is a person who has logged into the cloud-hosted software using 
two-factor authentication. 

Visitor is a member of the public, customer or employee of the business who wishes to enter the 
business premises. Under Ministry of Health guidelines, visitors must provide their contact details for 
the purposes of contact tracing. A visitor does not use or interact with the Traceable Application, but 
instead provides contact details verbally or by showing their NZ Drivers’ License to the Traceable App 
User.   
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2. Privacy Assessment 

The principles of the privacy act provide the legal framework for the privacy assessment. Each 
principle in the table below summarises a key requirement and assessment criteria against which 
Traceable has been measured.    

Principle Assessment 

Principle 1  
Purpose of the 
collection of personal 
information 
Only collect personal 
information if you really need 
it 

The Traceable platform collects and stores data required by the Ministry of 
Health for contact tracing purposes. Data requirements can be found on 
the Ministry of Health website here 
https://www.health.govt.nz/publication/hiso-100852020-covid-19-contact-
tracing-data-standard 
Personal data captured by the Traceable application includes: 

• Given Name 
• Family Name 
• Phone Number 
• Email Address 

That personal data is tied to the business and completes the visitor record 
which includes:  

• Address of check-in and check-out location 
• Date and time of check-in and check-out 

Data captured is the minimum required data as per the standards.  
No other data is captured by the Traceable system. 

Principle 2  
Source of personal 
information  
Get it directly from the 
people concerned wherever 
possible 

The Traceable app captures the Given Name and Family Name directly 
from the visitor via manual entry or scanned off a New Zealand drivers’ 
license (which is optional and just makes the process faster) 
The email address and phone number are requested from the visitor and 
entered into the Traceable application by the user.   

Principle 3  
Collection of 
information from 
subject 
Tell them what information 
you are collecting, what 
you’re going to do with it, 
whether it’s voluntary, and 
the consequences if they 
don’t provide it. 

Before data can be entered into the Traceable app, the Application User is 
required to view and accept the data privacy policy. This can be read to 
the visitor and verbal acceptance can be provided. Should the visitor 
refuse to accept the privacy policy, the visitor can be refused entry to the 
location.  
It is made clear to the visitor that data is required to be captured under 
Ministry of Health contact tracing requirements outlined on the Ministry of 
Health website.  
https://www.health.govt.nz/publication/hiso-100852020-covid-19-contact-
tracing-data-standard 
 

Principle 4  
Manner of collection of 
personal information 
Be fair and not overly 
intrusive in how you collect 
the information 

Data is collected using the Traceable app by the user who may be a 
receptionist, security personnel or business owner.  
The visitor is requested by the user to verbally provide information which 
is entered into the app.  

Principle 5  
Storage and security 
of personal information 
Take care of it once you’ve 
got it and protect it against 

Traceable applies stringent security standards to the way data is captured, 
sent and stored.  

• Data captured by the Traceable mobile application is sent to a 
government-approved cloud storage service hosted by Amazon 
Web Services (AWS) in Sydney.  
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loss, unauthorised access, 
use, modification or 
disclosure and other misuse. 

• Data sent to the AWS cloud-server is first encrypted by the mobile 
application.  

• Once data arrives at the AWS cloud-server it is encrypted and 
stored securely.  

• Once the mobile application sends data to the secure cloud-
server, only part of that data is available to view by that Mobile 
Application user. The user can only see an “obfuscated” view (1) 
of the data: 

o The visitor’s first name 
o The first and letter of the visitor’s surname 
o The first three digits and last two digits of the visitor’s 

phone number 
o The first three characters and the last three characters of 

the visitor’s email address  
• The Traceable Administration Portal is only accessible by users 

with Administrator rights. This is secured using a login and two-
factor authentication and also uses the same data obfuscation 
methods as the mobile application. 

• Data cannot be modified by any user once it is entered into the 
application.  

In addition to the security features above, Webtools Health has 
commissioned a third-party security audit of the Traceable application 
which has identified no security vulnerabilities.  
 
In the case of a "Exposure Event of Interest" the Ministry of Health will 
make contact with us or the business, and we will grant a special 
permission on a case by case to securely access the records of interest of 
which the Privacy Officer of Webtools Health Ltd. The Privacy Officer of 
the Business/Customer and the Contact Tracing team will all be present 
on a virtual or face to face environment. We have been actively working 
with the Ministry of Health to create a secure way to share that data 
automatically into the National Contact Tracing Platform. 
 

(1) Obfuscated view example 
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Principle 6  
Access to personal 
information 
People can see their 
personal information if they 
want to 

The Traceable application does not allow visitors to access their private 
information via the Traceable Mobile Application. Once entered, all 
personal data is obfuscated on the Mobile Application and Admin Console 
and cannot be read or accessed by any standard Traceable users.  
 
If a visitor requires access to their personal information, then they may 
request a copy of this data by contacting the relevant business 
Administration Portal User and request this by providing the necessary 
identification to prove identity.  

Principle 7  
Correction of personal 
information 
They can correct it if it is 
wrong, or have a statement 
of correction attached 

Someone can request to either the business or Traceable support if they 
wish for their data to be changed. They will need to provide the location 
and time of when they checked into a location. 

Principle 8  
Accuracy of personal 
information to be 
checked before use 
Make sure personal 
information is correct, 
relevant and up to date 
before you use it 

The Mobile Application User is required to enter the personal data of the 
visitor into the Traceable application. In some cases, the Traceable 
application uses character recognition to read and automatically enter the 
customer’s Given Name and Family Name into the mobile application 
therefore reducing the likelihood of keying errors.  
Visitor email address and phone number will be entered manually by the 
Mobile App user and verified with the visitor upon entry.  

Principle 9  
Not to keep personal 
information for longer 
than necessary  
Get rid of it once you’re 
done 

The Ministry of Health contact-tracing data standards does not address 
the length of time data must be stored.  
The Privacy Commission has indicated the data should be kept for 2 
months 
https://www.privacy.org.nz/blog/privacy-and-covid-19-hospitality-
establishment-guest-registers/ 
The NZ Government’s own Covid Tracer app stores data for 31 days.  
https://www.health.govt.nz/our-work/diseases-and-conditions/covid-19-
novel-coronavirus/covid-19-health-advice-general-public/contact-tracing-
covid-19/nz-covid-tracer-app 
 
The Traceable application stores data for 60 days as per the Privacy 
Commission requirements. At the end of this period, all data is 
permanently deleted from all mediums.  

Principle 10  
Limits on use of 
personal information 
Use it for the purpose you 
collected it for, unless one of 
the exceptions applies 

The personal information collected by the Traceable application is only for 
the purposes of contact tracing by the Ministry of Health. No other parties 
have access to this data.  

Principle 11  
Limits on disclosure of 
personal information 
Only disclose it if you’ve got 
a good reason, unless one 
of the exceptions applies 

Personal data captured by the Traceable application will only be disclosed 
to the Ministry of Health for the purposes of contact tracing. The Ministry 
of Health may request data from the organisation and that organisation 
must grant access to the data.  
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Principle 12  
Unique identifiers 
Only assign unique 
identifiers where permitted 

The Traceable Application uses its own internal unique identifiers for each 
visitor log and user and does not use any other 3rd party identifiers as the 
unique identifier within Traceable.  

 

 

 

 


