Is technology
removing employee
privacy rights?
Take a deep dive into the world of
employee privacy.
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Section one

Is anything
private anymore?
Privacy is a topic with increasing importance. Recent scandals and data
breaches have brought privacy and security to the forefront of people’s minds.

We live in a digital age where there isn’t much we do online without revealing
some personal information. With every social media post, Google search, and
even music selection, data is captured to be used in a myriad of different ways whether it’s to analyse trends, train machine-learning algorithms, build up online
personas for marketing, or something a bit more ominous.

The subject of privacy, however, extends beyond the internet, and is present in
nearly every aspect of daily life. Surveillance cameras capture people as they walk
down the street, storing billions of images in databases. There are ANPR cameras,
doorbells with cameras built in, private surveillance cameras, dash cams and
helmet cameras, all capturing people unsuspectingly.

Surveillance is, for the most part, an
expected part of life.
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Section one

Privacy in the workplace
Every company has varying policies for their individual workplace on what
data is captured on their employees and whether to implement any workplace
surveillance. Studies suggest that workplace monitoring is on the rise with the
emergence of sensor and tracking technology.

22% of
companies across
the world use employee
movement data.

17% monitor
computer usage and
16% use Microsoft
Outlook or calendar usage
data in a bid to increase
productivity.

A 2019
survey of 239 large
companies found that
over 50% analyse emails,
workplace behaviour and
even biometric data.

- Gartner

These numbers are expected to increase and become more widespread within
organisations.
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It’s not all doom and gloom...
While worker surveillance is often viewed as controversial and an intrusive
measurement of trust in an employer-employee relationship, it can also be a
valuable tool for protecting assets, improving safety practices, enhancing security
and increasing performance.

Many customer service centres monitor phone calls to help evaluate and ensure
the quality of their services. Other organisations may use surveillance footage to
oversee operations and identify vulnerabilities within the environment, such as
unguarded machinery and common trip, slip and fall hazards.

Monitoring computer activity and employee emails need to be approached with
caution and consideration but are measures that are used to minimise employee
misconduct and help ensure the business is running as efficiently as possible.
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Section one

Privacy in a pandemic-gripped world
There is no question that the COVID-19 outbreak has brought with it a host of
unique challenges. Not only derailing day-to-day life, but it has also chipped away
further at individual privacy.

Governments in at least 25 countries are implementing
programmes that include contact tracing apps, mobile
data tracking, CCTV with facial recognition capabilities
and drones to enforce social distancing measures.
- The Guardian

Employers are in an increasingly difficult position. Many organisations are
welcoming the return of their employees, anxious to get their businesses back
up and running. However, at the same time, there is a risk of an outbreak in their
workplace if an employee becomes infected, with the chance of them having to
close again.

Workplace surveillance is on the uptick, used as a mitigating factor against a
COVID-19 outbreak. Thermal cameras, CCTV monitoring for social distancing
and contact tracing purposes are being introduced across industries. While
these measures can help curb the spread of the deadly virus, they can feel
like an invasion of privacy.

How employers address their legal and moral obligations of ensuring employee
safety, both during and after the pandemic, will play a vital role in how employees,
customers and wider stakeholders view companies in the future.
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Section two

Workplace
surveillance
The modern workplace is fast becoming a 24/7 reconnaissance operation for
many companies to help thwart heightened security risks with threats from
ransomware attacks, premises break-ins and other organised crime. With
COVID-19 adding yet another level to an organisation’s security challenges,
employee monitoring has been growing in interest.

But at what point does the amount of surveillance at work overstep the periphery
of what is proportionate to a worker’s entitlement of privacy? This section looks
at how far employers can push the boundaries when it comes to scrutinising
staff activity and behaviour, while also looking into the positive and negative
implications that come with placing your staff under surveillance.
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Section two

What is workplace surveillance?

“Workplace surveillance is any form of employee
monitoring undertaken by an employer.”
- Trades Union Congress
This extends far beyond the scope of CCTV cameras - this could be the recording
of phone calls, checking email chains, bag searches, logging the amount of time
an employee is at their workstation and even drug testing. Many organisations
have completely revamped their health and safety policies as a result of the
coronavirus outbreak.
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Employer rights
Providing an employer can justify their surveillance is important enough to the
business, then they can legally monitor almost anything. However, the reason
for a particular type of surveillance must be more
important than an employee's expectation of privacy
to be legally permissible. For example, monitoring
areas that demand a higher degree of privacy, such
as washrooms or changing rooms, is highly likely to
be deemed unacceptable.

Clearly communicating surveillance policies to
workers is integral in creating an environment based
on trust and respect. Employees should be aware if
they are being monitored and the level of scrutiny
they are under - this should be outlined in their
contract or the staff handbook.

Positives of workplace surveillance
It’s quite clear that businesses have become a new kind of vulnerable. A single
case of COVID-19 can close an entire facility which can only reopen once
thorough decontamination has taken place. Workplace surveillance can be
beneficial by helping to uncover problems that would otherwise go unnoticed.

Helps identify new and
surfacing problems in the
working environment.

Enables management
to stay connected to
isolated workers.

Highlights wellbeing risks,
such as incorrect use of
equipment or machinery.
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Effective surveillance can also help boost output and escalate the pace of work
and delivery time, providing the correct method is found to analyse their efficiency
and not be regarded as an invasion of privacy. The TUC has advised that “any
monitoring should be agreed with employees, not imposed upon them.”

Negative implications of workplace surveillance
With the benefits of workplace surveillance also comes a range of negative
effects, which can have an impact on employee morale and retention.

Employees feel like they’re
constantly being watched
and don’t have any
autonomy.

Workers fear that
surveillance can be used to
set unfair targets.

Surveillance can lead to
increased stress, which
can have a knock-on effect
on productivity.

Barclays notably came under siege from the press when it was revealed that
they had installed sensors at their London offices to show when desks were
unoccupied and how often bankers were at their desk.
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Section three

Employer
responsibilities
Employers have a responsibility to their employees to respect their privacy and
to uphold their legal rights. The Human Rights Act, Data Protection Act 2018,
and GDPR law additions in the past few decades have all helped hold employers
accountable.
As tech usage surges, it’s increasingly apparent that these laws will come into use
more often in the workplace. Companies are turning to new solutions to help them
solve a range of challenges, from distancing under the current COVID outbreak, to
general health and safety and even accident detection or collision avoidance. As
workplaces increasingly turn to technology, more privacy risks arise.

Data Protection Act 2018

“The previous Data Protection Act, passed a generation
ago, failed to account for today’s internet and digital
technologies.”
- Elizabeth Denham, Information Commissioner
The Data Protection Act 2018 (DPA) updated the now out of touch DPA of 1998.
With technological changes and the introduction of the European Laws for GDPR in
2016, this change was vital to protect people in the UK from privacy infringements.
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What does the DPA cover?
The DPA 2018 adds in extra provisions for employers to take consideration
of the use of AI, which is used in many innovative workplace solutions.
Under the act, employers must uphold the core principles of data
processing to help take care of their employees' right to privacy.
Employers also need to ensure that any data processing is secure,
transparent and only done in legitimate and necessary times.
Employees have a right to request access to what data is stored about
them and know explicitly how and why their data is used.
Data must be kept up to date and stored no longer than necessary.

GDPR
The GDPR directive states that employers must have
the consent of their employees for data processing and
anonymise the data collected. They must have measures in
place to handle data, including provisions for any information
that may cross national borders. Employers must also let
their employees know promptly if a data breach occurs.
Many companies may also need to designate a specific data
protection officer if they process any sensitive data, including
genetic information, health and religious beliefs. This may
be required at your company simply because you collect
personal information about your employees as part of your
normal HR processes.
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Human Rights Act
Generally, staying on the right side of the DPA will ensure you abide by the
Human Rights Act (HRA). While designed for public bodies, if an employee takes
an employer to court, the HRA will be considered in their case as it has been
absorbed into UK law. Employers should therefore always ensure that they’re
taking steps and consideration of the rights detailed in the act.
But what protections does the HRA include for employees? Broadly, the HRA
covers aspects also supported by the DPA and includes:

The right to
respect for
private and
family life

The right to
campaign
to improve
workplace
benefits

Freedom of
religion and
belief

The right to nondiscrimination

The right to
trade union
membership
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Section four

How to uphold
employee privacy
When used with good intentions, technology can help your workforce stay safe.
Health and safety practices can fade into the background among busy work
schedules, but technology can help automate safety processes.
However, with 67% of employees against wearing anything that could track them
at work, how do you engage your employees with new safety technology? It’s key
to make sure that they understand the reason for the new technology and are
onboarded correctly to a ensure positive experience from the beginning.

67% of workers are against location tracking on
a portable device.
- BBC

Take a privacy-first approach
Before adopting, or even looking into any new technology, consider a privacy-first
approach. Research and work with the technology provider to find out how they
handle data, their values, and if they include employee privacy guarantees.
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By putting in the work early on to figure out what approach they take to privacy,
you can prioritise your employees’ rights first. This also means that if concerns are
raised about privacy, you may already be prepared with the knowledge. Feeding this
process back and being able to answer your employees’ questions as you roll out
the technology can help them feel like you’ve taken their right to privacy seriously.

Get to the root of the problem
Consider the issue you’re trying to solve before you look into a solution. By getting
to the root cause of the issue you’re trying to solve, you’ll be able to figure out
how best to address it, rather than jumping into looking for tech that might not be
beneficial and could potentially infringe too far on employee privacy.

Work with unions
A great way to ensure your employees are on board with any new technology is to
work with their unions. While it can make adopting changes a long process, having
a good relationship with your union leaders is vital. Try to facilitate open access
for the union representatives to be involved in the whole process.
Not only will this instil trust in your employees, but it could even help with
implementation. The union reps can become advocates of the technology and
spread positive information from day one if they see the benefits and feel that
employee privacy has been seriously considered.
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Open / honest dialogue
It’s important to facilitate an open and honest dialogue around your adoption
of new technology. Speak with your employees early on to gauge their thoughts
and issues, and be honest about the exact nature of the problem you’re trying to
solve and any subsequent privacy issues that could be raised. Follow up on any
concerns, as showing you’re willing to listen will encourage a positive relationship,
and help find those early adopters who will be on board with the technology.

Transparency is key
Employee surveillance is becoming ever more
pervasive in the workplace, but its primary objective
is often to protect the assets of a company. It is, in
fact, the nature and intensity of the surveillance that
truly reveals how employers view their workforce.

When it comes to maintaining privacy, it is imperative
for your staff to know what information about them is
collected and retained, as well as informing them if/
when it is being passed on to a third party.

Remember, you will have access to confidential information so be certain to build
a relationship with your employees characterised by openness and transparency.
Best practice creates confidence and security for both you and your workforce.
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