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Abstract

The creation of a quantum computer would
threaten the security of currently used crypto-
graphic protocols, causing an influx of interest in
cryptosystems that are quantum resistant. Lattice-
based cryptography is a promising field in this
area, but the field has a large gap between practi-
cal and theoretical knowledge. In this paper, we
propose to bridge this gap by studying specific in-
stances of the shortest vector problem. We imple-
ment a machine learning linear regression model
to estimate the solutions to particular lattice prob-
lems and use its performance as a measure of how
difficult these problems are. Performing such an
evaluation is a necessary step in implementing
lattice-based encryption schemes and ultimately
ensuring privacy and security persist in a mod-
ern world. In most cases, our model is able to
account for over 90% of the variability in the so-
lutions to lattice problems for dimensions up to
50. In particular, our model had an R2 value of
0.996 for NTRU lattices which used in the NTRU
cryptosystem. We also found that traits such as
randomness of numbers in the basis and homo-
geneity of matrix structure distinguish lattices that
are predictable and unpredictable. Our work is
crucial in defining a metric to determine which
lattices are well-suited for cryptographic proto-
cols, and extending our work to train a model on
more features and higher dimensions could more
accurately and holistically accomplish this task.

∗Research project conducted during the 2021 Summer STEM In-
stitute. The Summer STEM Institute (SSI) is a six-week virtual
summer program where high school students learn how to de-
sign and conduct data science and other computational research
projects. To view other SSI distinguished projects, please visit
www.summersteminstitute.org.

1. Introduction
Creating secure cryptographic protocols is crucial in a soci-
ety where data is ubiquitous. Furthermore, as the creation
of a quantum computer continues to become more and more
realistic, the need for secure encryption schemes becomes
even more urgent. In a post-quantum world, or a world in
which quantum computers are functional, the most widely-
used encryption schemes would become easily decryptable
(Shor, 1994). As a result, all digital transactions from emails
to bank accounts would be exposed. While the creation of
a quantum computer is currently far from reality, increas-
ing understanding of quantum mechanics and improving
technology are bringing humanity closer to the possibility,
suggesting that one ought to be prepared.

We define a lattice to be a regularly shaped grid. The
field of lattice-based cryptography deals with creating cryp-
tosystems that are based on difficult problems involving
lattices. Lattice problems such as finding the shortest vec-
tor in a lattice are NP-hard (Ajtai, 1998), meaning they
are widely-believed to be impossible to solve in polyno-
mial time, even on a quantum computer. In addition, lat-
tice problems have a high average-case complexity (Ajtai,
1996). This means that any solution to a random instance
of the problem would work for the worst-case problem as
well, meaning the problem is approximately equally diffi-
cult across all cases. Hence, given the potential for highly
secure quantum resistant lattice-based cryptographic proto-
cols, gaining a better understanding of lattice problems is
crucial to maintaining notions of security and privacy in a
modern world.

However, while lattice-based cryptography is a very promis-
ing field in theory, it often falls short in practice. Even
though there are worst-case theoretical bounds on complex-
ity, experimental results suggest that not all lattices are as
complex as these bounds (Gama & Nguyen, 2008). Further-
more, compared to problems currently used in cryptographic
protocols, such as factoring and discrete logarithms, very
little is understood about the behavior of particular lattice
problems (Gama & Nguyen, 2008). Without this understand-
ing, lattice-based quantum resistant cryptographic protocols
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cannot be built and incorporated into society, and everyone’s
data will remain vulnerable.

Several works explore the implementation of lattice prob-
lems to cryptography (Hoffstein et al., 1998; Regev, 2009;
Gentry, 2009), while others such as (Ajtai, 1998; 1996) fo-
cus more on the theory behind these problems. However,
theoretical works tend take on a more general approach, re-
sulting in there not being much understanding about specific
instances of lattice problems. Especially since the solutions
to random lattices problems can be estimated quite accu-
rately (Ducas, 2018), understanding which lattices yield
unpredictable results is essential for the creation of secure
cryptographic protocols.

We propose to address the gap between theoretical and prac-
tical knowledge of lattice-based cryptography by studying
specific instances of lattice problems. In order to study this,
we employ a linear regression machine learning model that
attempts to predict the solutions to a particular subset of
lattice problems. Based on the accuracy rate of the model,
we determine how difficult specific instances of the problem
that we engineer are.

We aim to use the performance of our linear machine learn-
ing model as a metric for determining the difficulty of lattice
problems as measured by predictability. Using this metric to
predict the solutions to various instances of lattice problems
will allow us to determine the traits of lattices that would be
well-suited for cryptographic protocols. Determining which
lattices are secure is a crucial step forward in terms of imple-
menting lattice-based encryption schemes and ensuring that
security and privacy will continue to exist in a post-quantum
world.

For most types of lattices, including the lattices used in cryp-
tograhpic protocols, our model is able to explain over 90%
of the variability of solutions to lattice problems for small
dimensions. Furthermore, we identify randomness and sym-
metry in structure as traits that distinguish predictable and
less predictable lattices.

We begin by giving the reader a brief introduction to con-
cepts related to lattice-based cryptography that are crucial
to understanding the rest of this paper in Section 2. In Sec-
tion 3, we discuss what is currently known about lattice
problems and related works. Given the state of the field, we
state our research questions in Section 4. Next, we explain
how we conducted our experiments and created our ma-
chine learning model in Section 5. In Section 6 we present
our results and analyze their implications in the context of
lattice-based cryptography. Finally, we conclude in Sec-
tion 7 by summarizing the paper and proposing avenues for
future work.

2. Preliminaries
In order to gain a deeper understanding of lattice-based
cryptography, we first define some terms and notation that
will be used throughout the paper.
Definition 1 (Lattice). A lattice is a regularly spaced grid,
which we denote as L.
Definition 2 (Linear Independence). We call a set of vec-
tors v1,v2, · · · ,vn linearly independent if for some in-
tegers c1, c2, · · · , cn, the only solution to the equation
c1v1+ c2v2+ · · ·+ cnvn = 0 is c1 = c2 = · · · = cn = 0.

Definition 3 (Basis). A basis is a set of vectors,
b1,b2, · · · ,bn, that are linearly independent. We can
generate a lattice by taking all possible linear combina-
tions of the basis. We denote a lattice L with basis
B = b1,b2 · · ·bn asL(B). Furthermore, we can represent
L(B) as the matrix: 

b1

b2

...
bn

 .

Note that an infinite amount of bases can generate the same
lattice. This concept is the foundation behind some of the
algorithms to solve lattice problems.

Using these terms, we are able to define one of the most
fundamental hard problems in lattice-based cryptography:
Definition 4 (Shortest Vector Problem). The shortest vector
problem (SVP) states that given a basis for a lattice, find the
shortest non-zero vector in the lattice that can be generated
by taking linear combinations of the basis. We denote the
shortest vector of lattice L as λ(L).

To better understand SVP, we provide an example. In
the example in Figure 1, B = {(19,−6), (31,−11)} and
λ(L) = (2, 3). Note that this example is only in 2 dimen-
sions, when in practice dimensions greater than 300 are
used.

Next, we introduce another lattice-based problem that re-
duces to SVP.
Definition 5 (Closest Vector Problem). In the closest vector
problem (CVP) a lattice L(B) and a target vector v are
given, and the goal is to find the closest vector to v in
L(B).

Finally, we introduce a heuristic than can estimate the length
of λ(L).
Definition 6 (Gaussian Heuristic). The Gaussian Heuristic
estimates the length of the shortest vector in a random lattice
(Ducas, 2018). It is given by the formula:

λ(L) ≈
√

n

2πe
· det(L)1/n,
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Figure 1: An example of SVP for 2 dimensions from
(Chuang et al., 2018). If the basis (shown in red and grey) is
{(19,−6), (31,−11)}, then the shortest vector in the lattice
(shown in green) will be 5(19,−6) + 3(31,−11) = (2, 3).

where n is the dimension of the lattice and det(L) is the
determinant of the lattice when it is represented as a matrix.

3. Literature Review
Current research in lattice-based cryptography is divided
into two large areas: theoretical and implementation. The
theoretical side focuses on learning more about and devel-
oping algorithms for SVP and other associated problems.
Meanwhile, for implementation, researchers use SVP to
develop secure encryption schemes.

The field of lattice-based cryptography began with Ajtai
proving that solving SVP in the average case is as hard
as solving it in the worst-case (Ajtai, 1996). This ground-
breaking discovery demonstrated the immense value in cre-
ating lattice-based cryptosystems and studying lattice-based
problems. Two years later, Ajtai also proved that SVP is
NP-Hard (Ajtai, 1998).

There are many existing algorithms for solving the shortest
vector problem. These algorithms can be split into two cat-
egories: exact and approximate. Each of these algorithms
can be measured using time complexity, space complexity,
and an approximation factor, a. An algorithm with approxi-
mation factor a will output a length for the shortest vector
in between λ(L) and aλ(L). Exact algorithms have a = 1.

Exact algorithms include the randomized sieve algorithms
and the deterministic enumeration algorithms. While these
algorithms can produce the exact length of the shortest vec-
tor, their exponential time complexity suggests they cannot
be used in practice to breach lattice-based cyrptographic
protocols. The deterministic enumeration algorithm is a
brute-force method that determines a region in the lattice
and tests all possible vectors in this space. It was origi-
nally created by Kannan, Pohst, and Fincke (Kannan, 1983;

Fincke & Pohst, 1985), and the Schnorr–Euchner (Schnorr
& Euchner, 1994) variant is implemented in practice. If
n is the dimension of the lattice, the time complexity of
this algorithm is 2O(n logn). The sieve algorithm was first
proposed by Ajtai et al. in 2001 (Ajtai et al., 2001). While
its time complexity of 2O(n) is theoretically better than that
of the enumeration algorithm, in practice it falls short. The
sieve algorithm has been explored in numerous papers at-
tempting to increase its efficiency, which are summarized in
(Sun et al., 2020).

Figure 2: A bad basis (shown in red) versus a good basis
(shown in green). Both bases generate all the points in
the lattice, but the bad basis has long vectors that are very
close together, while the good basis has vectors that are
more orthogonal and shorter. When given a good basis, it
is much easier to determine the shortest vector in a lattice,
whereas with a bad basis it is not immediately obvious what
the shortest vector is. This is the idea behind lattice-basis
reduction, which turns a bad basis into a good one. Lattice-
basis reduction is performed by applying the Gram-Schmidt
Orthogonalization.

The most well-known approximation algorithms are the
LLL (Lenstra et al., 1982) and the BKZ (Schnorr & Euchner,
1994) algorithms. Both algorithms are based on lattice-basis
reduction, a method of first shortening and orthogonalizing
the vectors in the basis in order to find the shortest vector
more easily (Figure 2). While both algorithms have polyno-
mial time complexity, the value of a is exponential in terms
of n. However, with the BKZ algorithm, one can input a
parameter to minimize the value of a at the cost of run time.

Moreover, random lattices can be estimated quite accurately
using the Gaussian Heuristic (Ducas, 2018). The existence
of such a heuristic implies that some lattices are predictable
while others are not.

Creating secure cryptographic protocols based on lattice-
problems is another well-researched area in lattice-based
cryptography. Exploits in this field as summarized in (Neja-
tollahi et al., 2019). One of these cryptographic protocols
is NTRU, which is equivalent to estimating the solution to
CVP using lattice-basis reduction (Hoffstein et al., 1998).
Another lattice-based cryptogrpahic protocols is the Learn-
ing with Errors (LWE) (Regev, 2009) and its improved
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version, the Ring-LWE cryptosystem (Lyubashevsky et al.,
2010), both of which are proven to reduce to solving SVP.
While NTRU does not have a security reduction proof that
suggests it is NP-Hard like Ring-LWE, it is much more
efficient and flexible in practice (Nejatollahi et al., 2019).

There is even a lattice-based fully homomorphic encryption
scheme (Gentry, 2009). If implemented, a fully homomor-
phic encryption scheme could allow for data analysis on
encrypted data, preventing third-parties from accessing raw
user data which threatens security and privacy.

However, while lattice-problems have been widely stud-
ied in the general case, there is not much understanding
about specific instances of SVP, which could result in in-
teresting conjectures or a validation of SVP having a high
average-case complexity. Furthermore, studying which spe-
cific instances of SVP yield unpredictable results is vital for
the creation of secure cryptographic protocols.

4. Purpose
Thus, in order to supplement the current research by better
understanding the patterns or lack thereof in specific SVP
problems, we ask the following questions:

1. Can we accurately estimate the length of the shortest
vector in a lattice given some features of the lattice?

2. How does the accuracy of our estimates compare across
different types of matrices?

Our first research question allows us to generally examine
lattice problems through the lens of predictability. The
second question extends this analysis to compare different
lattices in terms of predictability, which could help define a
metric for determining which traits result in unpredictable
lattices. Discovering these traits would allow for the creation
of lattices that are well-suited to cryptographic protocols.

5. Methodology
In this section we explain how we collected our data and
conducted our experiment. We first explain the process
of choosing our input data in Section 5.1 and Section 5.2.
Then, we walk through the actual process of collecting our
data in Section 5.3. Finally, we conclude with explaining
how we created the linear regression model and analyzed its
outputs in Section 5.4.

5.1. Matrix Selection

In order to select the matrices for our experiment, we at-
tempted to choose a wide variety of matrices to understand
how the structure of a matrix plays a role in its predictability.

First, we used random lattices as a baseline. We know that
these matrices should be very predictable because of the
Gaussian Heuristic.

Next, we chose to use NTRU matrices because of their
application to the NTRU cryptosystem. A NTRU matrix is
a block matrix comprised of 4 distinct n× n matrices. The
general form of a 2n× 2n NTRU matrix is

1 0 . . . 0 h0 h1 . . . hn−1

0 1 . . . 0 hn−1 h0 . . . hn−2

...
...

. . .
...

...
...

. . .
...

0 0 . . . 1 h1 h2 . . . h0
0 0 . . . 0 q 0 . . . 0
0 0 . . . 0 0 q . . . 0
...

...
. . .

...
...

...
. . .

...
0 0 . . . 0 0 0 . . . q


,

where q, h0, h1, . . . hn−1 are all chosen randomly.

We also tested a closely related matrix to NTRU called Qary.
The main difference between Qary and NTRU is that in a
Qary matrix, there are n2 randomly generated variables in
the top right quadrant instead of only n. Furthermore, Qary
matrices can have an odd dimension because all the quad-
rants are not required to be the same size. For dimension
n and given input m, the top left quadrant has dimension
(n − m) × (n − m), the top right quadrant has dimen-
sion m× (n−m), the bottom left quadrant has dimension
(n−m)×m, and the bottom right quadrant has dimension
m×m. We inputted m = bn2 c.

Furthermore, we tested a Fibonacci version of the NTRU
matrices where the initial 2 values are chosen randomly and
the rest are the sum of the previous 2 values. We decided
to test this Fibonacci-NTRU matrix in order to see if less
randomness could be used to yield similar levels of unpre-
dictability. In order to form these matrices, we took all
values in this matrix mod 3125 to prevent integer overflow.
3125 or 55 was chosen because it is the power of a prime
that is sufficiently large to have variation in the data, and the
Fibonacci numbers have interesting properties when taken
modulo a prime number.

Additionally, we tested a matrices that were a mix of Fi-
bonacci and Qary matrices in order to understand the impact
patterned entries had on the performance of the model. To
determine this, we tested matrices with k Fibonacci columns
and bn2 c − k random columns for all values of k between 0
and bn2 c.

We also tested triangular matrices because of their unique
structure. In these matrices, all entries above the main diag-
onal are 0. Additionally, Figure 13 shows that the heuristic
of using 2/3 the minimum basis vector length seems to be
an accurate measure the length of the shortest vector. Thus,
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analyzing the predictability of triangular matrices with more
features could allow for a more thorough understanding of
their behavior. When creating triangular inputs, there is a
parameter α that controls the size of the entries in the matrix.
We used an input of α = 0.5 in order to ensure the program
could run efficiently.

Finally, we tested knapsack or intrel matrices because of
their irregular behavior due to their unique design of being
a n× (n+ 1) matrix (see Figure 12). This matrix consists
of a n× n identity matrix and an additional column left of
the identity matrix with n randomly generated values.

5.2. Feature Selection

In addition to calculating the length of the shortest vector
for each matrix, we also collected the following features:

• The dimension of the matrix

• The length of the minimum vector in the given basis

• The sum of all the entries in the lattice

• The value of the maximum entry in the matrix

• The value of the minimum entry in the matrix

• The average value of all entries in the matrix

• The sum of the entries in the diagonal (starting at the
upper left and going to the bottom right) of the matrix

• The length of the diagonal of the matrix (or the diago-
nal norm)

• The determinant of the matrix 1

• The Gaussian Heuristic without the constant factors, or√
n · det(L) where n is the dimension of the lattice.

Some of these features, such as the sum of all the entries
in the lattice or the length of the diagonal were chosen ran-
domly and do not have any direct correlation to the shortest
vector length. We used such random features in order to
give the machine learning algorithm a more accurate picture
of the input matrix.

However, the Gaussian Heuristic, length of the minimum
vector in the given basis, dimension, and determinant of the
matrix were all chosen because experimental results suggest
relationships exist between the length of the shortest vector
and these values for random lattices (see Appendix A.1).

5.3. Data Collection

We tested the different lattices using the fpylll library (de-
velopment team, 2021). We ran all programs on the cloud
using the Sage 9.3 kernel on CoCalc Jupyter Notebook.

While the fpylll library does offer a program for calculating
the exact length of the shortest vector, this function only
works until dimension 10. The enumeration algorithm for
calculating the exact length of the shortest vector was also
inefficient for higher dimensions.

Thus, we chose to use the BKZ approximation algorithm to
collect our data. We used a high block size of 50 to ensure
exact or close to exact results for dimensions up to 50.

For most matrices, we tested up until dimension 51 to en-
sure there were 50 different dimensions represented in the
data. However, for some lattices, we could only go until
a dimension of about 40 due to the long computation time
required and the program timing out. Table 1 summarizes
the highest dimension used for each type of lattice.

For each dimension, we collected 100 different samples of
matrices to ensure that there was enough data for the ma-
chine learning algorithm to function accurately. If we could
only collect data until about dimension 40, we collected 120
samples instead of 100 to reduce the disparity in data set
size. The exact number of samples taken for each lattice is
shown in Table 1. The random numbers in the matrices had
a bit size up to 10.

5.4. Linear Regression Model

Before applying a linear regression model on the data, we
analyzed the plots between the shortest vector length and
various features to determine if there were polynomial rela-
tionships. As a result, we added a few features, including:

• The square root of the sum of all entries

• The length of the diagonal squared

• The determinant raised to the power
2

n

• The square root of the dimension

• The log of the determinant

• The log of the determinant raised to the power
2

n

Next, we randomly shuffled the data before splitting it into
train, validation, and test sets. This ensured that each set

1Note that the determinant is not defined for Knapsack matrices
since they are d × (d + 1). Hence, the determinant and related
values were not computed for knapsack matrices. However, we can
still compute the Gaussian Heuristic using an alternate formation
that does not involve the determinant.
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Matrix Type Dimension Range
Tested

Number of Samples
per Dimension

Total Number of
Samples Tested

Random [2, 51] 100 5000
NTRU All evens in [4, 44] 250 5250
NTRU Fib All evens in [2, 40] 250 5000
Qary [2, 42] 125 5125
Qary Fib [2,45] 120 5280
Triangular [2, 47] 120 5520
Knapsack [2, 51] 100 5000

Table 1: Sample Specifications of Matrices Tested. The first column on the left indicates the type of matrix. The next
column indicates the range of integral dimension values that were tested. To the right of this column, the number of samples
collected per each dimension is given. Finally, the last column is the total number of samples tested, which is the product of
the number of dimensions tested as given by the range in columns 2 and the number of samples per dimension in column 3.

had a mix of dimensions. We used 80% of the entire data
set for train data, and 10% for each of the validation and
train sets.

Once the data was prepared, we used the scikit-learn library
to create a linear regression model and find the coefficients
of best fit. To evaluate the model, we also computed the R2

value.

In order to determine which coefficients had the most impact
on the model, we standardized the entire data set and used
LASSO regression. We modified the value of alpha until
only about 4 features were nonzero. Regularizing the model
before determining the most important coefficients allowed
us to be more confident that the features with the highest
absolute value were related to the length of the shortest
vector instead of coincidentally summing to the shortest
vector length.

6. Results and Discussion
We split our results into two sections which correspond to
our two research questions. In Section 6.1 we look more
broadly at the performance of our model in estimating the
length of the shortest vector. Then, we take our analysis one
step further in Section 6.2 by comparing the results of our
model across different types of matrices and determining
the traits that differentiate predictable and unpredictable
lattices.

6.1. Performance of Model

Table 2 provides an overview of the performance of the lin-
ear regression machine learning model. Quite surprisingly,
the model could explain at least 90% of the variability for
all matrices except for the Fibonacci ones. NTRU matrices
were the most predictable, with an R2 value of approxi-
mately 0.996.

While it is initially alarming that the matrices used in cryp-
tographic protocols are the most predictable by the machine
learning model, these results do not necessarily indicate
that NTRU is not secure. We only tested until dimension
44, when in practice dimensions greater than 300 are used.
Thus, an analysis of higher dimensions must be conducted
in order to rigorously evaluate the security of the NTRU
cryptosystem.

However, the fact that NTRU has the highest R2 value still
suggests that it might not be the best matrix for crypto-
graphic protocols in terms of predictability. Especially since
NTRU relies on an approximate version of CVP, a machine
learning model that can estimate the length of the shortest
vector in an NTRU lattice still poses a significant threat to
its security.

In terms of the important features, it is not surprising that
features relating to the Gaussian Heuristic, the determinant,
the minimum basis vector length, and the dimension are
among the most significant features because these have
been experimentally proven to have a strong correlation
with the length of the shortest vector (see Appendix A.1).
However, it is surprising that features relating to the sum of
all entries in the matrix, the average entry, and the length of
the diagonal are among the most important features.

In summary, our general results show that a machine learn-
ing algorithm can quite accurately estimate the length of
the shortest vector for certain matrices with small dimen-
sions. This suggests a potential vulnerability in pre-existing
cryptosystems, but formally making this claim requires a
more thorough analysis of matrices with higher dimensions.
Furthermore, we only analyze these cryptographic protocols
from the lens of predictability, but this is not the only way
to evalute the security of a crytographic protocol.
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Matrix Type R2 Most Significant Features

Random 0.977 det(L)2/n, Gaussian Heuristic, n

Triangular 0.942
Minimum basis vector length, Gaussian Heuristic,
length of diagonal

Knapsack 0.935
Gaussian Heuristic, n,
sum, average

NTRU 0.996 Square root of n, log(det(L)), average

NTRU Fibonacci 0.734
Length of diagonal, square root of n
Gaussian Heuristic, n

Qary 0.970
Gaussian Heuristic, det(L)2/n,
log(det(L)2/n), sum

Qary Fibonacci 0.498
Gaussian Heuristic, average,
square root of n, minimum basis vector length

Table 2: Performance of Linear Regression Machine Learning Model. The left column gives the type of matrix, the middle
column is the R2 value to 3 significant digits, and the right column lists the most important features, starting with the most
important feature. The most important features have coefficients with the highest absolute value when we used LASSO
regression.

6.2. Connections Between Matrix Structure and
Predictability

In this subsection, we compare how the performance of
our model varies across different types of matrices. We
primarily use correlation matrices in order to gain a deeper
understanding of the data in Table 2. We begin by looking at
random matrices, then the differences between NTRU and
Qary matrices, before concluding with taking a closer look
at Fibonacci matrices.

6.2.1. RANDOM MATRICES

In Figure 3 we can see that most variables have a high pair-
wise linear correlation. Furthermore, the correlation is most
often a positive one. The abundance of correlation for ran-
dom matrices is to be expected, as with a random lattice
most features depend heavily on the dimension. Since the
length of the shortest vector has a high correlation with the
dimension, it has a high correlation with most other vari-
ables as well, with the exception of the maximum, minimum,
and average values and the determinant.

6.2.2. NTRU VS QARY

Table 2 shows that Qary matrices have a lowerR2 value than
NTRU matrices, especially when comparing the Fibonacci
variants of the two. This could have to do with NTRU’s
unique structuring of the top right quadrant which relies
heavily on diagonals. Another possible explanation is that
NTRU matrices are more similar to each other since each
block is an n

2 ×
n
2 matrix. However, for Qary matrices,

Figure 3: Correlation matrix for random lattices. Each
square reflects the correlation coefficient (R) between two
variables. As shown in the bar on the right, yellow and
generally lighter hues correspond to a higher correlation
coefficient, whereas darker hues correspond to a lower cor-
relation coefficient. Dark blue indicates no correlation at all.
The column and row corresponding to the shortest vector are
highlighted by a black rectangle. The single white square in
the matrix occurs due to the large values of the determinant
that are unable to be evaluated.
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when n is odd, there can be blocks of dimension n+1
2 ×

n−1
2 ,

making these block matrices rectangular instead of square.
Having less symmetrical blocks could explain why Qary
matrices are less predictable.

(a) Correlation Matix for NTRU Matrix

(b) Correlation Matrix for NTRU Fibonacci
Matrix

Figure 4: Correlation Matrices for NTRU Matrices. Each
square reflects the correlation coefficient (R) between two
variables. As shown in the bar on the right, yellow and
generally lighter hues correspond to a higher correlation
coefficient, whereas darker hues correspond to a lower cor-
relation coefficient. Dark blue indicates no correlation at all.
The column and row corresponding to the shortest vector are
highlighted by a black rectangle. Note that the pure NTRU
matrices appear to have lighter hues overall compared to
the NTRU Fibonacci Matrix, especially in the upper left
quadrant.

We can see this in Figure 4 and Figure 5. The pure NTRU
matrix has a very strong correlation to the square root of the
dimension, whereas its Qary counterparts are much more
weakly correlated to the dimension. It is likely that the
homogeneity of NTRU matrices with respect to dimension
plays a role in this high correlation. Furthermore, since
dimension is not a significant feature for pure Qary matrices,

(a) Correlation Matix for Qary Matrix

(b) Correlation Matrix for Qary Fibonacci
Matrix

Figure 5: Correlation Matrices for Qary Matrices. Each
square reflects the correlation coefficient (R) between two
variables. As shown in the bar on the right, yellow and
generally lighter hues correspond to a higher correlation
coefficient, whereas darker hues correspond to a lower cor-
relation coefficient. Dark blue indicates no correlation at
all. The column and row corresponding to the shortest vec-
tor are highlighted by a black rectangle. Note that the two
correlation matrices look nearly identical in terms of pat-
terns, but the correlation matrix on the right has darker hues,
indicating less correlation.

the R2 value for Qary matrices is still close to that of NTRU
matrices.

On the other hand, both types of Qary matrices have a
stronger correlation to the Gaussian Heuristic than the
NTRU matrices. This is likely due to the more random-
ized nature of Qary matrices.

In conclusion, Qary and NTRU matrices primarily differ in
terms of symmetry, which could be a possible explanation
for why NTRU matrices have a slightly higher R2 value
than Qary matrices.
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6.2.3. FIBONACCI MATRICES

Another unexpected result in Table 2 is the substantially
lowerR2 values of the Fibonacci matrices. A possible expla-
nation for this is the partnered nature of Fibonacci matrices.
The Gaussian Heuristic works best for random matrices, and
Fibonacci matrices are less random than NTRU and Qary
matrices, so the Gaussian Heuristic would be less accurate
for Fibonacci matrices.

When we examine the correlation matrices for pure Qary
and Qary Fibonacci matrices, we can see that pure Qary
matrices have a significantly higher correlation to the Gaus-
sian Heuristic. Since the Gaussian Heuristic is a significant
feature for both of these matrices, the Fibonacci model cor-
respondingly has a worse performance.

The correlation between the Gaussian Heuristic and the
shortest vector length is about the same for both the pure
NTRU and NTRU Fibonacci matrices, with pure NTRU
being slightly worse. However, this does not impact the
R2 value of pure NTRU matrices because the Gaussian
Heuristic is not a significant feature.

On the other hand, square root of n is a significant feature
for both pure NTRU and NTRU Fibonacci matrices, and
the shortest vector length has a much stronger correlation to
the square root of n for pure NTRU matrices. As a result,
the pure NTRU R2 value is much higher than the NTRU
Fibonacci R2 value.

We can further quantify the impact of randomness of lattices
on predictability by analyzing the matrices we tested that are
a combination of classic Qary and Qary Fibonacci matrices.
In Figure 6 and Figure 7 we can see the generally negative
correlation the number of Fibonacci columns has on the R2

value. The negative correlation supports the claim that more
randomness in entries correlates with the shortest vector
length being more predictable.

In both graphs, the last peak in the data appears when ap-
proximately 0.7 of the columns are Fibonacci numbers. Af-
ter this last peak, the data sharply decreases in both cases.
This suggests that having a clear majority (about 70%) of
patterned columns in a matrix significantly reduces the pre-
dictability of the length of the shortest vector.

However, we also cannot rule out the possibility that the
Fibonacci matrices have a low R2 value because we did
not input the right features into the linear regression model.
Conducting an analysis with more features could allow us
to determine if this is the case.

A bit tangentially, we can note that the R2 value in both
of these graphs is significantly lower than when matrices
across several dimensions were considered. This is likely
due to the fact that most features are heavily related to the
dimension. Thus, only analyzing one dimension ignores

Figure 6: R2 for Varying Number of Fibonacci Columns
in Qary Matrices of Dimension 20. This plot shows how
adding more columns with Fibonacci numbers and sub-
sequently reducing the number of columns with random
numbers affects the R2 value. Note that even though the
Qary matrix has dimension of 20, the block matrix we are
adjusting only has dimension of 10, so the x-axis only goes
from 0 to 10. While there is a generally negative correlation,
for initial values the R2 value stays close to 0.3. After the
number of Fibonacci columns is greater then 7, theR2 value
plummets downwards.

Figure 7: R2 for Varying Number of Fibonacci Columns
in Qary Matrices of Dimension 30. This plot shows how
adding more columns with Fibonacci numbers and sub-
sequently reducing the number of columns with random
numbers affects the R2 value. Note that even though the
Qary matrix has dimension of 30, the block matrix we are
adjusting only has dimension of 15, so the x-axis only goes
from 0 to 15. While there is a generally negative correlation,
it is not a clean correlation. For initial values the R2 value
behaves erratically but overall decreases slightly. However,
once the number of Fibonacci columns is greater then 11,
the R2 value plummets downwards, like with the previous
plot.

cross-dimensional relationships between features.

To summarize, we noticed that there was a significant differ-
ence in the percentage of variability of the data explained
by the model depending on whether the entries in the matrix
were patterned or random. This result shows promise for
designing lattices with patterned entries that might be less
predictable by a machine learning algorithm.
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7. Conclusion and Future Work
In this study, we used a linear regression machine learning
model to evaluate the predictability of different types of
matrices for small dimensions. Using a list of features of the
matrix, we found that in most cases we could explain at least
90% of the variability of the length of the shortest vector
in these matrices. In particular, our model had an R2 value
of 0.996 for NTRU matrices that are used in cryptosystems.
We also found that matrices with fewer random entries and
with a less homogeneous structure, especially as related to
the diagonals, were less predictable.

Our work proposes a new metric for determining how pre-
dictable the length of the shortest vector in a lattice is. Fur-
thermore, we discover certain traits that could character-
ize unpredictable instances of lattice problems. Ultimately,
these steps are key in refining and gaining a better under-
standing of lattice-based cryptography in order to incor-
porate lattice-based quantum resistant cryptosystems into
society.

Future work includes refining the linear regression model by
adding more features and using it to analyze more matrices,
especially those that relate to other cryptographic protocols
such as Ring-LWE. Applying deep learning instead of linear
regression could also allow for more accurate predictions.
Also, including higher dimensions in this analysis would
allow for stronger conclusions about whether or not current
lattice-based cryptographic protocols are secure.

Another possible avenue for future work is using machine
learning to synthesize a matrix embodying the traits of un-
predictable matrices. Creating such matrices could allow
for the creation of more secure lattice-based cryptographic
protocols.
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A. Appendix
A.1. Supplemental Figures

Figure 8: Estimations of the Shortest Vector Length for Random Matrices. The light green dots indicate a heuristic we
experimentally determined, which is 2/3 times the length of the minimum vector in the basis. The light blue line shows the
Gaussian Heuristic, which much more accurately predicts the length of the shortest vector.

Figure 9: The length of the shortest vector compared to the determinant for random matrices. The line through the scatter
plot indicates the line of best fit. Notice that we took the logarithm of the shortest vector length and determinant in order to
find a linear correlation between the two variables. This indicates that there is a power law relationship between the length
of the shortest vector and the determinant.
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Figure 10: Estimations of the Shortest Vector Length for Fibonacci Matrices. For these matrices, we took the regular
Fibonacci numbers modulo 3125 and arranged them by rows instead of columns like we do in the paper. Notice that the
Gaussian Heuristic is not as accurate for these matrices as it was for random matrices, especially with higher dimensions.
There are also several instances where 2/3 times the minimum basis vector length more closely estimates the length of the
shortest vector.

Figure 11: Estimations of the Shortest Vector Length for Catalan Matrices. For these matrices, we took the regular Catalan
numbers modulo 3125 and arranged them by rows. Notice that the Gaussian Heuristic is not as accurate for these matrices
as it was for random matrices or Fibonacci matrices, especially with higher dimensions. There are also several instances
where 2/3 times the minimum basis vector length more closely estimates the length of the shortest vector. Past dimension
40, 2/3 times the minimum basis vector length appears to be the better heuristic.
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Figure 12: Shortest Vector Length for Knapsack Matrices. Compared to the other plots, these matrices are the most irregular
and unable to be predicted by the Gaussian Heuristic. While the other plots had a generally positive correlation, the length
of the shortest vector for Knapsack matrices appears to not grow with the dimension but rather remain stagnant.

Figure 13: Estimations of the Shortest Vector Length for Triangular Matrices. Note how closely the heuristic of 2/3 the
minimum basis vector length matches the length of the actual shortest vector in the lattice. This likely has to do with
the large number of zeros present in Triangular Matrices. Furthermore, note that while the Gaussian Heuristic is able to
generally follow the trend of the shortest vector length, it is not as close-fitted as 2/3 the minimum basis vector length.


