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Breakthrough Security 
for Crypto Transactions
Embrace passwordless authentication 
to enhance security and productivity



Overview

With crypto trading becoming increasingly popular, the use of online wallets has 
exploded over the past few years. However, this has had the unfortunate fallout of 
attracting the wrong kind of attention – that of hackers, fraudsters, and generally 

malicious online elements. As a result, there is a growing urgency to ensure phishing 
and fraud-proof customer experiences without compromising on user-friendliness.

As we step into an increasingly digital economy, unmistakable digital authentication 
commands top priority. It’s time to go passwordless
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Modern-day users are forced 
to manage 70–80 passwords. 
The World Economic Forum’s 

The Global Risks Report states 
that cybersecurity ranks among 
the top five risks in the world. 

Source: WEF By 2022, 60% of large/ 
global enterprises and 
90% of medium-sized 
businesses will deploy 

passwordless methods in 
over 50% of use cases. 

Source: Gartner

By 2023, 30% of chief 
information security 

officers’ effectiveness 
will be measured on the 

role’s ability to create 
value for the business.

Source: Gartner
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The 2021 State of Crypto Authentication

Authentication is a crucial enabler for digital businesses. To understand what to 
do next, it helps to find out where we stand right now, and where we are headed. 
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3 Crypto Trends 
that will Pave the Way in 2021

Passwords by themselves do not offer anywhere close to adequate security for sensitive 
systems and confidential information. While the shift toward passwordless authentication 

started a while ago, it is finally witnessing significant traction as a result of three major trends:

Need for 
instantaneous access

Customers no 
longer buy into 
unmanageable, 
unscalable password 
and PIN-based or 
OTP-based 
authentication 
methods. They now 
want immediate 
access to services. 

Growing urgency to balance 
security and user experience

Password-based user 
authentication was an outcome 
of the “inside-out” trend, when 
authentication solutions were 
designed for scenarios where 
user friction was not a key 
concern. Today, however, 
consumer preferences define 
what the ideal user experience 
should look like.

Explosion of phishing 
and cyber attacks

Growing digital 
mistrust is spreading 
across crypto broker 
communities. 
Frequent breaches 
have resulted in not 
just loss of customer 
trust and brand image, 
but also hefty fines 
and loss of revenue.
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Cyber attacks, phishing, and fraud
Since passwordless authentication 
relies on proof-of-possession factors and 
unique authentication methods (such as 
fingerprint or facial recognition), security 
is far more robust compared to passwords, 
which in turn minimizes the vulnerability 
to malicious attacks and other forms of 
cybercrime. 

Regulatory compliance
By adopting open standards such as 
FIDO2 and WebAuthn, businesses can free 
themselves of the worry of continuously 
monitoring compliance, and instead focus 
on the things that matter.

Inferior customer experience and 
password fatigue
Passwordless authentication enables 
omnichannel, multi-instance access in 
the most frictionless manner possible, 
affording much-needed mobility, and 
making for seamless, delightful customer 
experiences.

3 Reasons Why 
Crypto Brokers 

Cannot Survive without 
Passwordless Authentication 



Conclusion

FIDO2 – the Simplest Way to Stress-free Crypto Broker Security 
Authentication is the first step of the user engagement process, and is key to determining its quality. In the 
interest of the long-term crypto industry vision of making authentication as adaptive, secure, scalable, 
sustainable, inclusive, and user-friendly as possible, passwordless is the way to go.

The FIDO Alliance, which is an open industry association that advocates passwordless security, has in 
collaboration with industry leaders such as Google, Apple, Microsoft, and Mozilla developed open standards 
to enable passwordless authentication for crypto brokers. When users authenticate a transaction using 
FIDO2, the alliance’s most prevalent standard, they verify their identity with an incredibly simple action, 
such as a fingerprint or facial scan. Such powerful, passwordless, user-driven authentication redefines 
customer service and human-machine interactions, paving the way for truly advanced security.

Easy integration 
via open APIs

FIDO’s open 
standards and APIs 
greatly reduce the 
time and cost of 
building in 
passwordless 
authentication from 
scratch, while at the 
same time supporting 
easy integration with 
all leading browsers 
and devices.

User-centric
approach

By adopting a 
user-driven 
authentication 
system, you ensure 
far more robust 
security, as the means 
for authentication is 
much more unique – 
besides being nearly 
impossible to hack. 
Thus, data breaches 
are minimized.

3 Tips to Help 
Crypto Brokers Implement Passwordless Authentication

While going passwordless sounds simple, it actually takes considerable technical expertise 
to implement – which means that you need to choose the right partner, who offers you:
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FIDO 
certification

FIDO standards allow 
for authentication to 
largely be user-driven, 
which means that 
authentication is vastly 
simplified – making for 
a much better 
experience for the user 
as well as the business. 
In addition, compliance 
is automatic and 
guaranteed.
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About Hanko
Hanko is a Software-as-a-Service startup offering solutions for easy-to-use and secure authentication 
without passwords. Hanko’s Authentication Platform enables an effortless transition to password-free 
multi-factor logins and thus helps to increase the usability of authentication processes and to close 
security gaps. The company is a member of the international FIDO Alliance and the first European 
provider of a certified FIDO solution. With a developer API as its core product, Hanko is helping software 
developers to build and run their identity solutions without the complexity of implementing everything on 
their own. Hanko’s customers include international software and cloud providers, the public sector, and 
companies in the financial and healthcare sectors.
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