
How E-commerce Merchants Can Finally Rid 
Themselves of the Menace of Abandoned Carts
In the hypercompetitive world of E-commerce, ensuring continued revenue 
growth starts with enabling fraud-proof yet frictionless checkouts.

This whitepaper details 
why ensuring secure, 
frictionless, and PSD2 
SCA-compliant payment 
transactions is the first 
step to reducing the rate 
of cart abandonment - 
the primary reason that 
prevents ecommerce 
businesses from realizing 
their full growth potential.
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Unless you enable failsafe, 
frictionless checkouts, carts will 
continue to be abandoned, and 
revenue will continue to leak.

E-commerce all over the world has 
boomed during and post COVID-19. In 
Europe alone, the market is expected to 
reach $465 billion this year – depicting a 
30% growth over pre-pandemic levels. 
As the strong upward trend continues, 
merchants across the region are looking 
to further accelerate revenue by enabling 
frictionless checkout processes that 
minimize cart abandonment and enhance 
overall customer experiences.

However, as cyber attacks and online 
fraud have become worryingly common 
in the e-commerce space (with the result 
that fraud growth now outstrips 
e-commerce growth), merchants are 
being forced to look for ways to decrease 
the probability of cart abandonment.

In an industry where quick checkouts 
and breach-proof data integrity determine 
both quality of customer experience and 
merchant success, e-commerce and 
security experts alike agree that the AWS 
attack is a warning that can no longer be 
taken lightly - the need for seamless 
delegated authentication (the process 
where merchants themselves authenticate 
customers, thereby eliminating the friction 
of redirecting them to payment portals) is 
now critical.

However, no matter how robust a 
security solution you find, it cannot be at 
the cost of customer experience - which 
is why the added friction of passwords 
for authentication of checkout processes 
just has to go. 

Recent research by the FIDO Alliance 
underlined this need, as it found that 
58% of consumers in the US abandoned 
their carts due to password frustrations.

As e-commerce wakes up from its 
complacent slumber to the looming facts 
in its face, there are only two options for 
the inevitable shift it has to make: react to 
the need of the hour, or effectively resolve it.

Securing payments for PSD2 
Compliance Should not Trigger 
Cart Abandonment

The revised Payment Services Directive 
(PSD2) – along with its Regulatory Technical 
Standards (RTS) – aims to enhance online 
payment security, minimize fraud, and 
improve customer experience in the 
payments industry across the European 
Union. As part of this vision, the PSD2 
mandates Strong Customer Authentication 
(SCA) to further secure payments or other 
transactions such as data collection, 
verification, or updates.

However, additional security layers to ensure 
PSD2 compliance have another impact – that 
of causing more friction during checkout by 
forcing users to go through additional steps in a 
bid to establish unmistakable authentication. 
Every additional step increases the chances 
of customer drop-offs, translating into woefully 
friction-fraught customer experiences - with 
the end result that conversion, checkouts, 
and customer loyalty take a hit, eventually 
leading to churn and considerable losses by 
way of potential revenue.

With the average conversion rate 
in the e-commerce space being 
somewhere in the region of 2-4%, 
the need for a secure yet 
low-friction and customer-friendly 
method for online payments is more 
critical than ever before.

Also, given the pace at which technology 
is evolving, passwords offer woefully 
inadequate security in these times – which 
probably explains why they are at the heart 
of an overwhelming number of data breaches 
every year. Worse still, a large number of 
users still haven’t gotten around to 
understanding that “123456” does not make 
a strong password.

Thanks to such archaic security mechanisms 
and unhygienic practices, digital fraud 
attempts (anything from phishing to identity 
theft) soared by 25.07% in the first quarter 
of 2021. In particular, it has been found that 
about 80% of cyber attacks originate from 
compromised passwords.
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How E-commerce Merchants can Overcome PSD2 User-experience Fallouts 
by Implementing FIDO2-certified, User-native Delegated Authentication

Credit card fraud is among the most common cyber threats facing e-commerce sites to this date. Since most 
sites process hundreds to hundreds of thousands of transactions a day, the only way to ensure that you 
secure customer as well as business data is to unerringly verify customer identity before processing a 
transaction. This can only be achieved by opting for user-native authentication methods such as fingerprint 
scanning or facial recognition – which offer error-proof, tamper-proof evidence of a user’s identity.

In fact, delegated authentication that relies on multifactor, user-native authentication methods not only 
allows merchants to gain full control over the user experience, but also affords them the power to minimize 
cart abandonment – in the process accelerating user satisfaction and revenue.

Hanko: The purpose-built PSD2 SCA-compliant Solution for E-commerce 
Merchants

Hanko, being an active member of the FIDO Alliance, offers FIDO-certified, turnkey solutions for 
passwordless authentication that comply with PSD2 SCA. Moreover, Hanko’s multi-factor, phishing-proof 
security solutions are deceptively easy to deploy as they come in the form of complete SDKs ready to be 
integrated into any modern device or environment.

Our cloud-hosted, FIDO-authorized passwordless authentication API enables failsafe, scalable multi-factor 
authentication that empowers customers with instantaneous access, without any of the usual concerns of 
security -or added friction - during checkout. In other words, you no longer run the risk of customers abandoning 
carts due to additional annoying requests for answers to security questions or one-time passwords (OTPs).

The best part is that our easy, plug-and-play integration and security-as-a-service engagement model 
supports deployment within weeks, completely eliminating the need for additional developer time and 
effort. Since there is also no need for an elaborate rollout, you can literally hit the ground running, and also 
scale at will depending on how traffic peaks.

Why E-commerce Should 
Transition to Seamless 
Delegated Authentication 
via Passwordless Today
Besides the most crucial advantage 
of eliminating password vulnerability 
without corrupting user experience, 
Hanko’s passwordless authentication 
offers several business benefits:
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FIDO-approved, user-native, breach 
and error-proof biometric authentication 
methods that are built for the future

Accelerated conversion (and increased 
revenue and customer loyalty) as a result of 
significantly enhanced customer experience

Compliance with all the latest 
and greatest security standards

Quick, cost-effective, and painless integration and 
deployment with the help of purpose-built APIs 
and SDKs, best-of-breed FIDO servers, detailed 
instructions, demo codes, illustrative implementations, 
and industry-leading best practices

Reduced cart abandonment thanks to 
minimal friction at checkout due to convenient 
authentication options that do not rely on 
memorizing complicated passwords or involve 
additional devices and 3rd-party apps

End-to-end merchant control 
over payment processing



About Hanko
Hanko is a Software-as-a-Service startup offering solutions for easy-to-use and secure authentication 
without passwords. Hanko’s Authentication Platform enables an effortless transition to password-free 
multi-factor logins and thus helps to increase the usability of authentication processes and to close security 
gaps. The company is a member of the international FIDO Alliance and the first European provider of a 
certified FIDO solution. With a developer API as its core product, Hanko is helping software developers to 
build and run their identity solutions without the complexity of implementing everything on their own. 
Hanko’s customers include international software and cloud providers, the public sector, and companies in 
the financial and healthcare sectors.
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For additional information, please contact

It’s time to stop cart abandonment, customer drop-offs, and bad user 
experience. It’s time to net back lost revenue.

Given that the average online shopping cart abandonment rate is as high as nearly 70%, merchants are 
increasingly realizing the importance of focusing on enabling frictionless payment processes. As a large 
majority of customers abandon carts due to password frustrations, there is a critical need to eliminate 
password-based payment authentication – and prevent the loss of hundreds of millions of dollars of 
potential revenue.

As the global economy shifts into an era where work at home rules, e-commerce businesses have to realize 
that all the remote logins and access further increase the surface area vulnerable to online predators. The 
only way to prevent untoward security incidents is to eliminate the vulnerability in itself – in this case, 
passwords.

Passwordless authentication not only offers the most advanced, robust security for sensitive e-commerce 
data (be it user or business data), but it does so without compromising on user convenience – a critical 
consideration to ensure continued business growth. In fact, it vastly improves the previously 
password-driven experience by offering users authentication methods that are more in line with ones that 
they are more used to leveraging while conducting daily activities on their personal devices.

To find out how easy it is to get started with passwordless authentication, drop us a line at info@hanko.io. 
We’d love to help bridge your security gaps.
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