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GDPR is often that thing that gnaws away at you as it sits on your to do list. One 
of those things that you know you should do, don’t know where to start, so it 
gets put to the back of of your mind.  Chances are you’re not doing anything 

‘bad’ like selling your customer’s data, using it for other purposes, or intentionally 
exposing it on the internet.  In my experience most businesses already have good 
systems in place and therefore making the GDPR much less painful than imagined.   

Throughout this book are simple checklists and questionnaires to help you get 
started.  If you work your way through these, it will help you decide whether to carry 
out the work yourself, get help with some of it, or hand it all over to a professional. 
Whichever you choose, you’re going to better off than the businesses that have no 
GDPR in place and are at risk of disgruntled customers reporting them or fines from 
the regulator. 

I’m here to help. 

Andrea 
Andrea Manning 
FOUNDER & CHIEF HELPER | DATA INFLUENCE

“I love GDPR  
so you don’t have to!”

Disclaimer:  This guide is by no means exhaustive GDPR advice.  It is intended to provide 
a starting point and provides introductory advice and information. Every situation is 
unique which is why we recommend you don’t copy and paste privacy policies or adopt 
‘one size fits all’ solutions. Your GDPR and Privacy Policy should be customised to your 
business. When in doubt seek professional or legal advice.
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DOES GDPR APPLY TO ME?

Yes. As soon as someone visits your website you are collecting data.  The 
GDPR applies to your online business and any collection, processing of 
storage of data offline too.  

It applies if you are based in the EU, offer goods or services (even for free) to people 
in the EU, or monitor the behaviour of people in the EU, either directly or as a third 
party. 

Other laws that will apply to you if you are trading online and marketing to your 
customers include: 

• General Data Protection Regulation (EU Regulation 679/2016) 
• Irish Data Protection Acts 1988 to 2018 
• Regulations flowing from DPA 2018 
• ePrivacy Regulations 2011 implementing EU Privacy and Electronic 

Communications Directive 2002/58/EC on Privacy and Electronic 
Communications, otherwise known as ePrivacy Directive (ePD)

4.
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1. Explicit Consent (Marketing) 
2. Performance of Contract 
3. Legitimate Interest 
4. Vital Interest of Individual 
5. Public Interest - Official Authority 
6. Legal Obligation

GDPR 
GDPR TERMS

Controller 

The entity that determines 
the purposes, conditions 
and means of the 
processing of personal data 

Processor 

The entity that processes data 
on behalf of the Data 

Controller  

Data Subject 

A natural person whose 
personal data is processed 
by a controller or processor  

INDIVIDUAL RIGHTS

✦ Right to Access (Subject Access Rights) 
✦ Right of Rectification (correction 
✦ Right of Erasure (to be forgotten) 
✦ Restriction of Processing 
✦ Right to object to processing 
✦ Right to Portability of your data 
✦ Right over automated decisions and profiling

LAWFUL PROCESSING (PICK 1)

LEGITIMATE INTEREST 

Three part test: 
1. Identify a legitimate interest; 
2. show that the processing is necessary to achieve it; and 
3. balance it against the individual’s interests, rights and freedoms. 

The processing must be necessary. If you can reasonably achieve the same 
result in another less intrusive way, legitimate interests will not apply. 
You must include details of your legitimate interests in your privacy information.

CONSENT 

When consent is used as a legal basis for processing, it should be: 

✦ freely given 
✦ Informed 
✦ provided with clear affirmative action (no pre-ticked check 

boxes) 
✦ as easy to withdraw as it was given 
✦ specific to the purpose for which it was given 

www.datainfluence.ie

Personal Data 

Any information related to a 
natural person or ‘Data 
Subject’, that can be used to 
directly or indirectly identify 
the person 

Name 
ID Number (s) 
Home address 
Phone numbers 
Payment information 
Email address 
Website session ID 
IP Addresses 

Special Category Data 

Can only be processed with 
explicit consent.  Higher risk, 
store with caution. 

Racial or ethnic origin 
Political opinions 
Religious or philosophical 
beliefs 
Trade union membership 
Genetic data 
Biometric data 
Health /sex life/or sexual 
orientation

DIRECT MARKETING 

The GDPR states that the processing of personal data for direct marketing 
purposes may be carried out for legitimate interest if you: 

✦ have a relevant and appropriate relationship with them 
✦ show that there is a balance of interests between the organisation and the 

person  receiving the marketing. 
✦ tell them you are going to market to them 
✦ show them how to opt out of receiving marketing from you

CHEAT SHEET
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DO I NEED A PRIVACY POLICY?

Yes, websites are required to provide a Privacy Policy and Cookies Policy under 
GDPR. You need to tell your customers (website and in real life) what you’re 
doing with their data and how you comply with GDPR. 

WHAT IF I DON’T HAVE ONE?

You’re at risk of a fine.  Not having one is a red flag that you’ve not done your 
GDPR and sends out a message you’re not professional. If you work with larger 
organisations or government bodies proof of GDPR compliance may be 

essential to winning contracts.  But worse - it gives a disgruntled customer that ‘stick to 
beat you with’. There’s nothing more stressful than someone threatening to report you 
just to get their own back at you. 

7.
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WHAT’S INCLUDED IN A PRIVACY POLICY?

The most basic elements that a privacy policy should include: 

✓Who you are 

✓What data is being collected? How is that data being collected? 

✓What is the Legal basis for the collection? (e.g consent, necessary for your service, 

legal obligation etc.) 

✓ For which specific purposes are the data collected? Analytics? Email Marketing? 

✓How long you store it for 

✓Which third parties will have access to the information? Will any third party collect 

data through widgets (e.g. social buttons) and integrations (e.g. facebook connect)? 

✓What rights do users have? Can they request to see the data you have on them, can 

they request to rectify, erase or block their data? 

✓The cookies you collect (eg Google Analytics, Wordpress plugins, Facebook 

remarketing) 

✓And more…. 

This privacy information must be up-to-date, understandable, unambiguous, and easily 
accessible throughout the website

Recommendation: CookieBot.com is one of the few compliant cookie solutions out 
there. It’s free for a single site and will provide a full scan and report listing the cookies 
your site collects.

8.
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CREATING YOUR PRIVACY POLICY: CONSIDERATIONS

This is a great checklist to work through, either on your own or with your web 
designer before tackling your privacy policy. 

What kind of personal information do you collect from users? 

Email address 
First name and last name 
Phone number 
Address 
Social media profile information ie from Facebook sign 
Other 

Do you use tracking and/or analytics tools such as Google Analytics? 

List the tools used (your web designer can help here) 

Note: Use cookiebot.com for a free scan of your website to analyse which tracking 
cookies are collected. 

Do you show adverts on your website? 

Yes 
No 

Can users pay for products or services on your website? 

Yes, list payment platform eg. Paypal, Stripe _________________ 
No 

Do you use any of the following providers? 

reCAPTCHA 
Google Places 
Other _______________ 

Do you have a Facebook Fan Page? 

Yes 
No 

Do you collect information from children? 

Yes 
No 

9.
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CREATING YOUR PRIVACY POLICY: SUBHEADINGS

At a minimum, a good privacy policy should include the following sub headings: 

✓ Who we are 

✓ How do we collect your data? 

✓ How will we use your data? 

✓ How do we store your data? 

✓ Marketing 

✓ What are your data protection rights? 

✓ What are cookies? 

✓ How do we use cookies? 

✓ What types of cookies do we use? 

✓ How to manage your cookies 

✓ Who we share your data with 

✓ Changes to our privacy policy 

✓ How to contact us 

✓ How to contact the appropriate authorities

Recommendation: Privacy Policies typically run to at least 4 pages, sometimes more. 
Ask your web designer to display it in accordion form.

10.
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DATA SHARING CHECKLIST

In the course of your business activities which  service providers do you use? These 
could be considered data processors, sub-processors or third parties. You need to 
have written agreements in place with all of your service providers and need to have 

vetted and be satisfied with the service provider’s data security. You should have a 
signed agreement in place that also contains specific clauses that deal with data 
protection. 

Should you use providers based in the US, check if they are part of the Privacy Shield 
which requires them to provide similar protection to Personal Data shared between 
the Europe and the US.

Which service providers and third parties do you share data with? 

Accountant and accounting software (eg Xero, Sage, Quickbooks) 

Website hosting provider 

Cloud storage providers (eg Dropbox, Google) 

Website Providers (eg Shopify, Wix, Wordpress, Squarespace) 

Mailchimp 

SurveyMonkey 

Jotform 

LinkedIn, Facebook, Instagram, Twitter 

Eventbrite 

Google analytics 

Email provider 

Video Conferencing (eg Skype, Zoom, Microsoft Teams, Webex) 

CRM (eg Hubspot, OnePageCRM) 

Payment Providers (eg Paypal, Stripe, Bank) 

Sub-contractors 

11.
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YOU CAN’T ESCAPE THE COOKIES

What are cookies and how do they work? 
When you visit a site that uses cookies for the first time, a cookie is downloaded onto 
your PC. The next time you visit that site, your PC checks to see if it has a cookie that 
is relevant (that is, one containing the site name) and sends the information 
contained in that cookie back to the site. 
The site then ’knows’ that you have been there before, and in some cases, tailors what 
pops up on screen to take account of that fact. For instance, it can be helpful to vary 
content according to whether this is your first ever visit to a site – or your 71st. 

The good: Some cookies are more sophisticated. They might record how long you 
spend on each page on a site, what links you click, even your preferences for page 
layouts and colour schemes. They can also be used to store data on what is in your 
‘shopping cart’, adding items as you click. 

The bad: There is nothing especially secret or exceptional about the information 
gathered by cookies, but you may just dislike the idea of your name being added to 
marketing lists, or your information being used to target you for special offers. That is 
your right. 

The Cookie Law 
The ePrivacy Directive governs cookies and works alongside the GDPR. It is going be 
repealed soon by the ePrivacy Regulation.  

Who is subject to the Cookie Law? 
In general, websites that use third-party cookies as well as their own cookies for 
tracking and analytics must comply with the law and to do so are required to obtain 
the user’s express consent. 

What does the Cookie Law require? 
You need to show a cookie banner at the user’s first visit; 
implement a cookie policy that contains all required information; 
allow the user to provide consent. Make sure that prior to consent, no cookies — 
except for exempt cookies — can be installed. 

Recommendation: CookieBot.com is one of the few compliant cookie solutions out 
there. It’s free for a single site and will provide a full scan and report listing the 
cookies your site collects.

13.
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GDPR AND WEBSITES

Make it clear how you will  
be using their details.  
Will you be: 
✦ Sending email 

newsletters? 
✦ Sending funnel emails? 
✦ Sharing their details with 

third party providers? 
✦ How do they access 

their data?

COLLECTING  EMAIL 
ADDRESSES

✦ Link to your Privacy 
Policy 

✦ Specify what they’re 
signing up for 

✦ Give them choice with 
tick boxes for each 
purpose eg.  

Newsletters 
Special Offers 
Events 
Networking 

THE DO’S OF  
EMAIL SIGN UPS

✦ Pre-ticked boxes 
✦ Make it a requirement to 

received marketing 
communications in 
return for downloading a 
resource. 

✦ Adding anyone to a list 
without their explicit 
consent 

✦ No option to 
unsubscribe 

THE DONT’S OF  
EMAIL SIGN UPS

✦ Include your Terms & 
Conditions and a Privacy 
Policy on your website. 

✦ Only ask for the 
minimum amount of 
data. e.g.Birthday versus 
date of birth 

✦ Check your third party 
plug-ins and cookies, 
they’re also collecting 
data 

The GDPR states that the 
processing of personal data 
for direct marketing 
purposes may be carried out 
for legitimate interest if you: 

✦ Have a relevant and 
appropriate relationship 
with them. 

✦ Show that there is a 
balance of interests 
between the 
organisation and the 
person receiving the 
marketing. 

✦ Tell them you are going 
to market to them. 

✦ Show them how to opt 
out of receiving 
marketing from you. 

Carry out a Legitimate 
Interest Assessment and 
you must include details of 
your legitimate interests in 
your privacy information.

DIRECT MARKETING &  
LEGITIMATE INTEREST

✦ Name 
✦ ID Number (s) 
✦ Home address 
✦ Phone numbers 
✦ Payment information 

✦ Website login 
✦ Username  
✦ Password 
✦ Email address 
✦ Website session ID 

✦ Geo Location 
✦ Device and App ID’s 
✦ IP Addresses 
✦ Cookies

PERSONAL DATA

Any information related to a natural person or ‘Data Subject’, that can be used to directly or indirectly 
identify the person

GDPR MARKETING CHEAT SHEET
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NEWSLETTER/MARKETING SIGN UPS

Get consent to send marketing 
A well designed newsletter sign up will ask for express consent to receive marketing. 
Tell your customer what they’re signing up for, how often you’ll send it and how you 
will send it. For example: 

• Occasional SMS messages 
• Quarterly newsletters 
• Weekly tips by email 

Make your permissions granular 
Get permission to market for each area of your business. That way you are building 
really tight, targeted lists. Then when you send out your mailings, you can customise 
your offering to just those that expressed an interest in course for example. Your 
open rate will rocket and your unsubscribe rate will typically be much lower than the 
industry average. 

Smart Wording 
Get them to tick that they don’t want to receive info - it will make your customers think 
twice.  However you must set your these form fields as obligatory  - you can’t market 
to them by default. You need your customer’s express consent to market to them. 

Very NB: You cannot make signing up to your marketing a condition for free 
downloads. Consent to receive marketing needs to be freely given.

16
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WHAT YOU NEED TO KNOW ABOUT WEB FORMS

At any point you collect information you need to link it to your Privacy Policy 
This is where you explain your purpose for collecting the data, how you protect it, who 
you share it with, and how long you retain it for. It also explains how they can exercise 
their rights such as revoking consent, unsubscribing or restricting processing. 

Only collect what’s necessary 
The more information you collect, the more your raise your risk. For example, do you 
really need to know date of birth? Or is it rather you need to confirm they’re over 18 or 
you want to know when their birthday is so you can send them a gift? Date of birth is 
a powerful piece of information, use it wisely. 

Provide reassurance 
If you create lengthy forms that require very personal information consider explaining 
at each point along the way why you need that information. It will reassure your user 
and you’ll cut down on form abandonment. 

Recommendation: Jotform.com provide a number of form templates and GDPR 
advice. You can integrate Jotforms into your website and request that all the 
information collected is stored on EU servers.

17.
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NEWSLETTER/MARKETING SIGN UPS

Contact Permission 
We’d love to keep in touch by sending occasional newsletters and details of 
future courses. We will never sell or share your details and you may 
unsubscribe at any time. You can find out about how we store and protect your 
information in our privacy policy. 

 Yes, please send me the newsletter. 
    Yes, please send me details of future courses 
 No thanks, I’d rather not receive the newsletter and details of future    
events. 

Privacy 
By using this form you agree with the storage and handling of your data by this 
website. View our Privacy Policy

Sample signup text

18.
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HELPFUL WEBSITES & RESOURCES

DATA PROTECTION COMMISSION  
Guidance notes on GDPR 
www.dataprotection.ie 

Guidance for SMEs 

Data Security Guidance for Microenterprises (1-10 employees) 

Collecting consent for direct marketing  

SANS.org  
Sample Policy Templates to download free of charge 
https://www.sans.org/information-security-policy/?msc=securityresourceslp 

COOKIES SOLUTION 
GDPR compliant solution that will scan your website. Free for one website. 
www.cookiebot.com 

GDPR & CYBERSECURITY ADVICE AND IMPLEMENTATION 
GDPR done for you, simply. 
www.datainfluence.ie

20.

http://www.dataprotection.ie
https://www.dataprotection.ie/en/guidance-landing/guidance-smes
https://www.dataprotection.ie/sites/default/files/uploads/2019-07/190709%20Data%20Security%20Guidance%20for%20Micro%20Enterprises.pdf
https://www.dataprotection.ie/en/media/326
http://SANS.org
https://www.sans.org/information-security-policy/?msc=securityresourceslp
http://www.cookiebot.com
http://www.datainfluence.ie
http://www.dataprotection.ie
https://www.dataprotection.ie/en/guidance-landing/guidance-smes
https://www.dataprotection.ie/sites/default/files/uploads/2019-07/190709%20Data%20Security%20Guidance%20for%20Micro%20Enterprises.pdf
https://www.dataprotection.ie/en/media/326
http://SANS.org
https://www.sans.org/information-security-policy/?msc=securityresourceslp
http://www.cookiebot.com
http://www.datainfluence.ie
mailto:mail@datainfluence.ie
mailto:mail@datainfluence.ie


mail@datainfluence.ie  |  phone: + 353 (0)89 429 7806  |  www.datainfluence.ie

mailto:mail@datainfluence.ie
mailto:mail@datainfluence.ie


mail@datainfluence.ie  |  phone: + 353 (0)89 429 7806  |  www.datainfluence.ie

mail@datainfluence.ie  |  phone: +353 89 429 7806  |  www.datainfluence.ie

Helping small businesses with their 
GDPR & Cybersecurity, simply.
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