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Data protection by design:

• Implement data-protection principles in an effective manner (via appropriate technical and 
organisational measures).

• Integrate the necessary safeguards into the processing activity in order to meet the 
requirements of the GDPR and to protect the rights of individuals.

Data protection by default:
• Ensure that by default only personal data which are necessary for each specific purpose of 

the processing activity are processed (via appropriate technical and organisational 
measures).

o This applies to: amount of personal data, extent of the processing, storage period and 
accessibility.

o By default personal data may not be made accessible without the individual's 
intervention to an indefinite number of persons.
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• Proactive not reactive; preventative not remedial

• Privacy as the default setting

• Privacy embedded into design

• Full functionality – positive sum, not zero sum

• End-to-end security – full lifecycle protection

• Visibility and transparency – keep it open

• Respect for user privacy – keep it user-centric

• Risk assessment – determine the related risks
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GENERAL LAWFULNESS AND FAIRNESS
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a. Applicability privacy rules: 

The privacy rules apply – in short – to all (i) processing of (ii) personal data.

b. Applicability DPbD&bD:

Which privacy rules apply, depends on the privacy position as (joint) data controller or 
(sub) data processor. However, Data Protection by Design should always be applied when 
developing or changing a process or system.

c. Legal processing grounds

Processing of personal data in a new process or system must be based on one of the legal 
processing grounds (e.g.: performance of a contract, legal obligation, legitimate interest, 
consent).



GENERAL LAWFULNESS AND FAIRNESS
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d. Sensitive personal data:

Processing of sensitive personal data has a higher impact on privacy 
(e.g.: health data, genetic data, biometric data, etc.) 

e. Legality in general:

In Addition to data protection requirements, other legal requirements 
may apply



PROCESSING PURPOSES
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(Pre)defining processing purposes

Only process personal data via a new process or system, if you have clearly defined the purposes

Purpose limitation

Safeguard that personal data is in principle processed for predefined purposes. If processed for other 
purposes, this purpose must be compatible with the original purpose

Examples: 

• Predetermination
• Specificity
• Purpose orientation and necessity
• Compatibility and limiting further processing
• Limitation of reuse
• Review



DATA MINIMIZATION AND STORAGE LIMITATION
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• Data minimization.

o Subsidiarity: If the process or system can be 
designed in another way that has less impact 
on the privacy of the individuals concerned, 
such alternative should be chosen. 

o Proportionality: If no (further) changes can 
be made to the process or system, to make it 
more privacy friendly, it needs to be assessed 
whether its impact to the privacy of the 
individuals concerned is proportionate to the 
purposes being pursued. 
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• Subsidiarity
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• Proportionality



DATA MINIMIZATION AND STORAGE LIMITATION

15

Storage limitation:

Personal data may in principle not be stored longer 
than is necessary for the processing purpose.

Two exceptions:

i. If a longer minimum statutory retention period 
applies, or

ii. If personal data is still necessary in view of the 
establishment, exercise or defense of legal 
claims.



ACCURACY, SECURITY AND DATA BREACHES
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Accuracy: 

• Safeguard accuracy of personal data collected, recorded and/or 
further processed via new system.

General safeguards:

• Design and implement appropriate safeguards:

o To determine appropriate measures, consider: the nature, scope, 
context and purpose of processing.

o Also consider ‘state of the art’: the process or system may need to 
be updated depending on (technological) developments and the 
costs of implementation.
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In general, taking general safeguards means that
the following actions should be taken:

• Ensure the ongoing confidentiality, integrity, availability
and resilience of processing systems and services;

• Properly handle data breaches and restore the
availability and access to personal data in a timely
manner in the event of a physical or technical incident;
and

• Implement a process for regularly testing, assessing
and evaluating the effectiveness of technical and
organizational measures for ensuring the security of
the processing.

Data
Breaches



ANONYMOUS DATA VS. PSEUDONYMIZATION
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Anonymous data:

• This data cannot be traced back to someone 
(party processing or third-party)

• Reidentification is impossible (by any party)

Pseudonymized data:

• Can no longer be attributed to specific individual without 
additional information

• Additional information must be kept separately and is 
subject to technical and organizational measures 

• Pseudonymization allows some form of reidentification



THIRD PARTY SAFEGUARDS
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Other parties involved:

All other parties that (may) have access to 
personal data being processed in the context of a 
new process or system need to be identified. 
Proper safeguards need to be put in place.

Examples: 

• Service providers: if third-party service 
providers are engaged.

• (Other) data controllers: if other third parties 
are engaged.



TRANSPARENCY TOWARDS INDIVIDUALS
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Transparancy: 

• Clarity, Semantics

• Accessibility, Universal design, Multi-channel 

• Contextual, Relevance

• Layered, Comprehensible



INDIVIDUALS’ RIGHTS AND CONTROL/INTERVENABILITY
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Individual’s rights: 

• Easy handling of privacy requests should be taken into 
consideration when designing the process or system

Examples:

• Differentiated options for consent, withdrawal, and 
objection

• Separate menu to facilitate people who wish to exercise 
their privacy rights

• Disabling options for individual functionalities without 
affecting the whole system
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IMPLEMENTATION
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• Procedures. Other internal procedures – e.g. relating to information security – that
are applicable to the new process or system should also be taken into
consideration. All applicable procedures should match.

• Document. It should be documented how other applicable internal procedures
are taken into consideration. E.g. by including in a note/internal memo how the
relevant requirements will be complied with in the new process or system.

• Audit. Ensure that appropriate auditing takes place, to check amongst other things
whether the applicable data protection requirements are adequately taken into
consideration for the new process or system, and – if not – what changes need to
be made.

• Training and education. Provide regular training and updates on how the data
protection requirements should be taken into account.
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“controllers may be able to demonstrate the effective 

implementation of the [data protection by design and 

by default] principles by providing the rationale 

behind their assessment of the effectiveness of the 

chosen measures and safeguards.”

EDPB, Guidelines 4/2019 on Article 25 Data Protection by Design and by Default
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LEGITIMATE INTEREST
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WP29, Opinion 06/2014 on the notion of legitimate interests of the data controller under Article 7 of Directive 95/46/EC
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