
WEBSITE IT POLICY 

 

Scope:   

IT Policy, Prevention of Cyber Violation, Netiquettes, Password Security 

Definitions:  

IT Policy: IT Policy involves the exercise of control over the type and amount of 
information a person reveals about himself on the internet and who may access 
such information. 

Cyber Violation: Any unlawful act where computer or communication device or 
computer network is used to commit or facilitate the commission of a crime. 

Netiquettes: Netiquette represents the importance of proper manners and 
behavior online. It covers both common courtesy online and the informal rules of 
cyberspace. 

Password Security: Password Security is a process that protects information 
accessible via computers that needs to be protected from certain users. Password 
protection allows only those with an authorized password to gain access to 
certain information. 

 

Procedure:    

As part of internet safety procedure at Glendale, we: 

 Comply with the Information Technology Act, India. 
 Prevent users from accessing or transmitting inappropriate material over its 

network via the Internet, electronic mail, or other forms of direct electronic 
communications; 

 Prevent unauthorized access and other unlawful online activity; 
 Prevent unauthorized online disclosure, use, or dissemination of personal 

identification information of minors; 
 Prevent access to abusive, obscene or dangerous sites; 
 Allow internet usage for educational purposes and create awareness 

amongst students and staff to prevent unauthorized access, including 
hacking, and other unlawful activities. 

 

Prevention of Cyber Violation: 

Users should not tamper with the setup of the computer system or network or 
cause disruption to the school’s network or resources.  

 Users must not try to access any of the sites already forbidden by the school 
from using.  

 Users must not use the system allotted to them for any personal purpose 
and should not download any prohibited content. 



 In case users come across any unwanted content / page / link while 
browsing the same should be notified to the assigned supervisor 
immediately. 

 Users should not unblock pop-ups / links which are already blocked by the 
school authority. 

 Hacking of any site / page is strictly prohibited and may lead to serious 
disciplinary action, if found violated. 

Netiquettes: 

 Wear what you would for class. 
 Remove or silence all distractions, sit in a well-lit space and be mindful of 

your background. 
 Be on time, be prepared. 
 Greet your teachers and peers when you arrive. 
 Mute your microphone when not speaking. 
 Turn your camera on/off as needed. 
 Use the 'raise hand' feature when you have a question or wish to talk. 
 Use the 'chat' function to ask or answer a question. 
 Make room for everyone to have a chance to speak. 
 Use the same professional language you would in a Face-to-Face class. 
 Remember your classes are being recorded. 
 Be patient, be kind, be respectful. 

 

Password Security: 

The stronger our passwords, the more protected we will be from hackers and 
malicious software. A strong password must have: 

1. At least 1 uppercase character (Q, W, E, R…….) 
2. At least 1 lowercase character (q, w, e, r……..) 
3. At least 1 special character (!, @, #, $, %, ^……) 
4. At least 1 numeric character (1, 2, 3, 4, 5, ….) 
5. At least 8 characters. 

Also remember that, 

6. Passwords must not contain username. 
7. They do not use personal information. 
 
To keep it secure,  
 
 
8. Never share your password with anyone and  
9. Change passwords periodically. 

Responsibilities: 

Responsibility of Staff: 

 It shall be the responsibility of all members of the school’s staff to supervise 
and monitor usage of the online computer network and access to the 
Internet in accordance with this policy. 



 Procedures for the disabling or otherwise modifying any technology 
protection measures shall be the responsibility of the Computer Science 
teacher and the Administrative Supervisor. 

 The school’s Computer Science teachers shall ensure to create awareness of 
the policy and report to the Principal on identifying any violation by students 
or other faculty members. 

 She/he shall ensure that the use of Internet derived materials by staff and 
by students complies with copyright law. Students and staff are made aware 
of plagiarism and issues relating to research being undertaken for 
coursework.  

 Any violation by office staff is to be reported by the Administrative 
Supervisor to the Principal. 

 Internet safety rules are printed and displayed prominently in all classrooms 
and labs and other spaces which have internet access.  

All staff and students are clearly made aware that use of computers, laptops, 
Ipads, cell phones and other electronic devices on the campus is for academic/ 
official work only. Instances of proven and intentional breach of the above will 
result in sanctions that may include expulsion/termination from the school; the 
matter will be referred to the School Management for approval. 

 
Responsibility of Parents: 

 Parents are expected to ensure that their ward(s) do not carry devices or 
electronic goods of any kind without the written approval of the respective 
section’s Coordinator or Principal.  

 They must, at all times, demonstrate restraint and respect for the members 
of the school community, including all students and personnel while using 
social media. 

 Parents must refrain from disseminating false information about any 
announcements or decisions the school’s authorities take. 

  Parents must not breach confidentiality, defame or make threats to or about 
any person in the school community.  

Instances of proven and intentional breach of the above will result in the matter 
being referred to the School Management and appropriate disciplinary action 
will be taken.  

 


