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Your Challenge: The New 
Distributed Workforce
A generational shift toward a completely distributed workforce is happening in front 
of our eyes. More than any time in history we are now challenged to provide fast, 
secure and easy connectivity to our workforce. But, designed in the ‘60s, the 
Internet’s inventors never envisioned the needs of the 21st-century enterprise. Our 
enterprises have gone from centralized, to hub-and-spoke, to distributed cloud 
enterprises. We now expect a significant number of our employees to work 
remotely indefinitely and data and applications to continue migrating to multiple 
clouds. As a result, our core centralized, hardware-heavy, and IP-based paradigms for 
networking and security are fast becoming obsolete. To enable and support this 
modern enterprise, CIOs must cost-effectively deliver reliable, performant, secure 
connectivity among offices, remote users, data centers and cloud services.

Until today, we have been essentially putting band-aid over band-aid in trying to fix 
the Internet’s design flaws in the form of firewalls, VPNs, SD-WAN, MPLS, CASB, 
WAN optimizers, SASE, and many other solutions. This resulted in:
• Poor performance and resiliency, as solutions backhaul traffic or route it sub-

optimally through multiple centralized proxies and rely on the Internet’s legacy 
routing and protocols

• High complexity and cost, since many discrete hardware and software 
components are required to make the network perform the simplest tasks 
securely and efficiently 

• Inadequate security, as a result of orchestrating many discrete products and 
lacking a true zero-trust and segmentation that applies to all network traffic

The distributed enterprise can no longer be served by old networking and security 
schemes. The world has evolved, and your network needs to change as well!

“Digital transformation and adoption of mobile, cloud and edge 
deployment models fundamentally change network traffic patterns, 
rendering existing network and security models obsolete.” 

– Gartner, 2019 
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Building Your Private Ananda 
Networks
Ananda Networks is turning the problem on its head – we are rebuilding the
network from the ground. We are converging the key security and networking
aspects into a single layer that doesn’t require any hardware deployment and
makes the network up to 25x faster, fully secured, and managed with the
same ease of use as creating a Slack channel.

Ananda Networks is fully cloud-managed. You can use the cloud control plane to 
define multiple virtual networks (“V2LANs”) connecting your users, devices, servers 
and cloud services. Our network implements an identity-defined perimeter, whereby 
members are defined based on their identities, rather than their IP addresses or 
network attributes (similar to how you would define a Slack channel). For example, 
you may set up an ‘engineering’ network connecting remote engineers to servers 
running in the headquarters and/or in one more clouds, or a ‘finance’ network 
connecting finance personnel to certain file servers. With Ananda’s 100% software-
based approach there is no need to install any hardware, change the underlying 
network setup, or force the entire organization to transition to the new network all 
at the same time. Just deploy a lightweight client and your users are all connected.
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The Ananda Networks Benefits

Blazing 
Fast

A Joy 
to Use!

Fully 
Secure

Up to 25x faster
• A distributed network
• Self-optimizing
• Increased network reliability 

Speed

Your own private network
• End-to-end encryption
• Zero-trust/segmentation
• Full visibility

Security

“Slack-ify” your network
• Cloud-managed
• Identity-defined (no IPs)
• Replaces multiple products

Simplicity
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How It Works In A Nutshell
We’ve built the first virtualized, distributed network that can connect all
nodes securely and optimally, regardless of their physical location or
network configuration – whether they are in the same datacenter, cloud,
nearby city, or across the world! There is no need to backhaul traffic or force
it to go through a potentially much longer route as is the case with existing
solutions that rely on centralized gateways. Ananda’s 100% software
solution allows you to use commodity hardware to achieve optimal results.

Authentication and Authorization
Before a user can gain access to the 
Ananda network and initiate a 
connection, the Ananda cloud-based 
control plane first authenticates and 
authorizes the user. No unknown 
traffic is allowed on the Ananda 
network, and every packet 
subsequently traversing the network is 
carrying an identity. Ananda integrates 
with major enterprise identity 
management systems to provide ease 
of use and SSO. 

Private, Zero-Trust Network
Unless explicitly authorized by the 
Ananda control plane per the policies 
set by the organization, no 
connections are allowed on the 
network and no ports are open on any 
individual member device. This reduces 
your network attack surface to virtually 
zero.

Advanced Protocols
Ananda’s network establishes 
lightweight ad-hoc tunnels between 
any two nodes that leverage advanced, 
faster communication protocols that 
provide significant performance boost 
compared to legacy VPN protocols.

SmartPath™ Technology
Our patent-pending technology allows 
organizations to easily create a self-
optimizing network, accelerating 
communications to make it the industry’s 
fastest and most reliable. Ananda’s 
control plane directs the network to 
establish the optimal route between any 
two nodes. Unlike most existing 
solutions, the Ananda network is 
distributed and can route such a 
connection optimally in one of two ways:
• Establishing a direct connection between 

two nodes to find the shortest, fastest 
path from A to B and avoid any type of 
traffic backhaul. This option is often 
chosen when the nodes are in the 
same data center or cloud, or in the 
same city or state. 

• Establishing an indirect connection 
routed through one or more NITRO™ 
relays. Ananda’s unique architecture 
uses machine learning to choose the 
optimal location for spinning up such 
NITRO relays in any one of hundreds of 
possible public cloud locations. This 
technique can maximize network 
performance and resiliency by forcing 
a route that sidesteps obstacles such 
as network congestion, suboptimal 
routing, or faulty networks.
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Identity-Based Routing
To establish any network connection, 
Ananda does not use IP addresses. 
Instead, it applies its identity-based 
routing algorithm to locate the 
destination node on your private 
network based on its identity (e.g. 
john@acme.com). This “flattens” the 
network by abstracting each node’s 
identity from its physical location and 
network properties. 

Multi-WAN Support
Ananda allows any individual user to 
leverage multiple WAN connections 
without requiring hardware 
deployment or expensive SD-WAN 
equipment. 

End-to-End Encryption
All communication traversing the 
network is encrypted.

Native Micro-segmentation
Each Ananda private network (V2LAN) 
is only visible to its members and is 
essentially invisible to anyone from 
other V2LANs or from the outside.

Full Visibility
Ananda logs all network activity to 
provide complete visibility to the 
enterprise.

NITRO™ Relay
(acceleration)

Direct 
connection

Remote user

SaaS
Branch office

Cloud
(IaaS, PaaS)

Data 
center



What Are the Common Use Cases?

Today, more than ever, you need to securely and efficiently connect remote 
employees and branches to multiple resources in your data center and 
clouds. For example, connecting remote engineering teams to cloud and 
on-premise repositories; allowing IT, DevOps, and support personnel to 
access critical systems from anywhere; or connecting employees to SaaS 
services, such as productivity apps or video conferencing.

Ananda Networks is ideal for the distributed workforce as it allows 
organizations to easily create private networks that connect all users and 
services together as if they are on the same local network and do so 
without deploying complex and expensive hardware or changing the 
underlying network setup. Ananda’s software-only solution delivers 
performance and resiliency superior to those provided by SD-WAN to the 
remote user (the “branch of one”), while also ensuring the highest level of 
security, incorporating end-to-end encryption, zero-trust and 
segmentation.

Connect Your Distributed Workforce

Enable Cloud Transformation
The majority of enterprises are moving applications to (and from) the 
cloud and are increasingly adopting SaaS applications. This means most of 
your legacy security and networking solutions are no longer relevant. 
Whether you need to allow IT or DevOps users to connect to IaaS or PaaS 
infrastructure or provide remote employees with faster and more secure 
access to SaaS applications, Ananda takes care of all your connectivity, 
security and networking needs. 

We do so by allowing you to create your own private overlay network that 
connects users and cloud services with the simplicity and economics of a 
LAN. We allow you to easily provision and manage these networks from 
the cloud, based on user identity. When resources are moved to the 
cloud, there is nothing to re-configure since Ananda provides a virtualized 
network layer that is agnostic to the actual location and will securely and 
optimally connect it to the network wherever it might be. Advanced 
encryption, networking protocols and routing are built into your new 
network and seamlessly secure and accelerate access to cloud resources. 
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Simplify, Replace Appliances, Reduce Cost
Using the Ananda network for the entire organization or a subset thereof 
(e.g. remote users, branch offices) can save significant cost and resources 
by removing unnecessary hardware and software, and lowering the 
management and operational costs:
• Ananda can provide the distributed workforce with an alternative to 

MPLS, high-bandwidth connections, or expensive SD-WAN hardware 
with a software-only solution that works with commodity hardware 
and better utilizes network resources.

• Ananda Networks makes multiple software agents already installed 
unnecessary (e.g. VPN, remote access, HIPS).

• Purchasing and managing firewall, VPN and SD-WAN appliances is no 
longer required since connecting via the Ananda network fabric 
provides all the same benefits.

• The management of multiple solutions can be consolidated into a 
single view (e.g. remote access, internal micro-segmentation, cloud 
access, NAC)

www.ananda.net info@ananda.net 8



The following summarizes the key architectural differences between Ananda 
Networks and other security and networking solutions, such as VPNs, SD-WAN and 
SASE solutions.

How Does Ananda Technology 
Compare With Other Solutions?
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A single layer converging security and 
networking
Ananda is unique in creating a single layer 
that bakes in both networking and 
security, rather than bolting on 
functionality as is the case with many 
security vendors bolting on networking 
features or networking vendors bolting 
on security features. This approach 
allows Ananda to deliver more secure, 
optimized connectivity.

A distributed network
Unlike centralized solutions such as 
firewalls, VPNs, SD-WAN, and SASE that 
backhaul traffic or force it through their 
own, finite number of data centers, 
Ananda Networks is distributed and 
allows organizations to build their own
networks that optimally and directly 
connects any two nodes without any 
traffic backhaul and without entrusting 
their traffic to a third party.

Self-optimizing network
The Ananda network uses advanced 
network protocols that provide 
significantly better performance than

legacy IPSEC and other tunneling 
techniques. Moreover, its NITRO™ relay 
technology applies machine learning to 
determine the optimal path between any 
two nodes, providing superior 
performance to VPN, SD-WAN and SASE 
solutions.

A software-only approach
Ananda does not require the installation 
of centralized hardware appliances or 
sending traffic through its infrastructure. 
As such, it can be implemented with 
commodity hardware and adopted within 
minutes without impacting the entire 
enterprise network.

End-to-end security
Ananda ensures end-to-end encryption 
built-in segmentation, and true zero-trust 
functionality virtually eliminating the 
network attack surface. 



Cloud-managed, unified fabric
Organizations use the cloud to 
provision and manage their Ananda 
networks with Slack-like simplicity. 
Unlike siloed approaches whereby 
different tools are needed to handle 
different modes of communications 
(such as remote access, site-to-site, 
branch-to-branch, internal micro-
segmentation, cloud access, and 
service mesh) Ananda supports any 
mode of communications via its 
unified, web-based control plane. 
Ananda gives organizations the agility 
to move users or services among

Ananda 
Networks

Firewall/VPN SD-WAN Current 
SASE

Simple, cloud-managed

Network performance

End-to-end security
Zero-trust, encryption

Unified networking fabric
WAN + LAN + cloud + on-prem

100% software-based
Low cost of ownership, no 
hardware, no infrastructure
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different locations or in and out of the 
cloud, as the network will 
automatically adjust to provide 
optimal connectivity and security 
regardless of the node locations or 
network properties. 



Below are some qualifying questions:

Can Ananda Networks Help You?
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1. Do you have a distributed workforce? (remote users, branches, 
mobile users)

2. Does application performance or network resiliency leave 
something to be desired?

3. Are you concerned about remote users and locations 
compromising security?

4. Does adding locations or cloud instances take a long time?

5. Are the cost and complexity of high-bandwidth connections, 
managing multiple security and networking solutions too high?

6. Is your organization moving to the cloud?

Yes    No

Yes    No

Yes    No

Yes    No

Yes    No

Yes    No

If you answered Yes to one or more questions we’d love to help. 
Contact us at info@ananda.net for additional information 


