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Sanctions continue to dominate the global business landscape. The sheer number of different 

sanctions, the different regional interpretations, and the different types of sanctions leave even the 

most experienced Compliance and Intelligence Officers nervous. 

To mitigate the compliance risks, providers supporting companies in their AML and KYC obligations 

are sprouting up everywhere. Even law enforcement agencies are looking for technical solutions to 

keep track of individuals they are supposed to monitor in an efficient way. However, with the usual 

alphanumeric matching technology, sanctioned individuals can only be identified in the screening 

process if their name is known.

But what about unidentified Persons of Interests?

What if there are 1,578 “Martin Smith” on the list and/or the date of birth is missing?

The only efficient solution is automated biometric matching during the screening process. 

Advantages of biometric screening

Biometric screening offers greater precision and speed in the identification of high-risk individuals, 

and operational efficiency in crime prevention and investigation. Facial biometrics are more unique 

and authentic than names, and they help remove any ambiguity raised by traditional text-based 

identification.

In that context, adopting a biometric risk screening model helps disambiguate matches generated by 

alphanumerical searches. It  increases confidence that matches are true positives by reducing false 

positives. In the fight against identity and document fraud, biometric screening can also be a strong 

ally by identifying fraudsters that use a false identity and that cannot be detected by a name-based 

screening only.

At last, biometric screening can be used to go further in the identification of high-risk individuals by 

detecting emerging threats such as those posed by individuals whose names are unknown and can 

only be identified by their physiognomy. For AML/CFT-regulated entities, narrative sanctions that are 

open-ended and have no explicit designations can be tackled more effectively using biometrics as 

the primary identification attribute. For the law enforcement community, it becomes an asset in their 

fight against terrorism when terrorists are not identifiable by a name but their affiliation or connection 

to a terrorist group.

How can biometric screening be integrated in existing processes?

Individuals connected to terrorism or political violence require detection at the earliest possible stage 

to ensure public security. For financial institutions, biometric screening at the KYC on-boarding stage 

can prevent financing of illegal activities. 

Law enforcement agencies can use biometric screening at different occasions: at the point of entry 

into a country (border control), upon registration to visit the country (visa or asylum application), for 

specific police investigations, or through surveillance when protecting critical assets or major public 

events. 
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At the passport control desks of an airport, for instance, when passenger names are screened 

against local and international textual watchlists, border force officers could biometrically screen 

photos from travel documents against a photographic database of wanted terrorists and criminals to 

identify, with high confidence, high-risk individuals traveling under false names that therefore did not 

trigger an alert after initial name screening.

At KYC on-boarding, biometric screening can allow detection of such high-risk individuals at the point 

of identity verification, minimizing the risk of reputational damage, and the complications of off-

boarding. Screening against Politically Exposed Persons and sanctions lists suffers under name 

homogeneity and multiple fuzzy matching methods, leading to more potential matches, false 

positives, and extended remediation efforts. Integrating biometric screening reduces matching output 

with greater precision than alphanumeric screening by avoiding common names matches, where 

secondary identifiers are absent.

As an example, after a new customer’s name of a bank is screened against sanctions and PEPs 

watchlists and many potential matches have returned, the KYC officer could, as a second step, 

biometrically screen the new client’s photo ID document against photographic versions of such 

sanctions and PEPs watchlists, and identify with a high level of confidence whether there is a 

positive biometric match. Biometric results would then supersede the first-level potential 

alphanumerical matches, allowing their remediation.

What to look out for when choosing a provider

When using biometric screening, you need a database and watchlists compiling biometric attributes 

to make the comparisons against. Such a database needs to be exhaustive in terms of number of 

profiles and coverage with very strict inclusion criteria and a rigorous vetting process in line with the 

highest standards of data management to ensure its content is strictly controlled, meets international 

regulatory standards and only fits the purpose it was built for.

Building and keeping such a photographic database up to date is an ongoing process in a constantly 

changing geopolitical environment where criminals are extremely adaptable. It requires highly 

qualified research analysts who understand that prioritization is essential for producing a consistent 

database targeting high-risk profiles. Updates need to be frequent and their quality controlled. 

Conclusion

Screening individuals based on biometrics gives law enforcement and regulated organizations 

multiple advantages to make their daily work more efficient and effective. However, choosing the 

right partner with strictest quality controls and an in-depth understanding of the threat landscape is 

critical to achieve the great results that biometric screening can deliver. 

About FACEPOINT

FACEPOINT’s database is an exclusive photographic database of over 1.5 million profiles and over 3 million pictures. 

Profiles are generated through open source intelligence and user-generated content, made available to the public. In order 

to enable compliance and risk professionals to clarify or confirm any possible overlap between their records and those in 

FACEPOINT’s database, FACEPOINT’s research team strives to find as many identifiers of individuals or entities as possible 

from publicly available information. Sanctions lists are monitored by a dedicated sanctions team. For each individual listed,

the team, composed of OSINT specialists, makes a special effort to find the associated faces. The main sanctions lists are 

monitored daily and immediately updated by an analyst.
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