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B: Addressing the regulation 
and expansion of emerging 
cryptocurrencies 
INTRODUCTION AND OVERVIEW 

Established in July 1944 at the United Nations 
conference in Bretton Woods, the International 
Monetary Fund is an organization tasked of maintaining 
global and national economies stabilized. It counts with 
189 member countries which are represented through 
24 Executive Directors. The IMF works with three 
major ways to ensure economic stability worldwide. 
It constantly surveils the economies of its member 
countries, it lends money to countries that are suffering 
a crisis and it trains countries so that their economies 
and policies can be modernized. 

Every year, the IMF releases a stability report where 
it details how each of its member countries had 
advanced economically, its areas of opportunities and 
its recommendations. 

They constantly give feedback to member countries 
regarding their legislation, policies and markets. The 
Fund is also in charge of promoting high employment 
and sustainable economic growth and facilitating 
international trade. 

Cryptocurrencies are an often misunderstood term, 
as they are a relatively new and modern addition to 
the worldwide economic flow. Cryptocurrencies are 
digital, intangible currencies that work through virtual 
markets. The word “cryptocurrency” comes from 
crypto and currency. Crypto refers to cryptography, a 
method where information is coded and ciphered in 
order to be protected from unwanted viewers. Currency 
refers to a medium of exchange in trading. This way, 
Cryptocurrency refers to digital mediums of exchange in 
virtual trading markets that are encrypted for safety. 

Cryptocurrencies differ from regular currencies (such 
as U.S dollars or Mexican Pesos) in many ways. To 
begin with, cryptocurrencies and their markets tend 
to be decentralized. This means that the transactions 
done with these type of currencies are not controlled 
or monitored by a government or institution, but by 
the people that use the currency. Because of this, 
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cryptocurrencies tend to be unpredictable, and their 
values suffer from drastic changes and can plummet or 
escalate abruptly. As of April 4, 2019, according to Coin 
Market Cap, there were 2149 existing cryptocurrencies. 

Cryptocurrencies have been created for multiple 
purposes and by various parties. Since the introduction 
of Bitcoin, the first cryptocurrency in the market, many 
people have created “improved” variations of Bitcoin, 
called Altcoins, that vary in methods and purposes. 

Some of the most important Altcoins are Ethereum and 
NEO, which are Altcoins that were specifically designed 
as blockchain platforms where people can program 
dApps, or decentralized apps. These applications are 
used to perform smart contracts, where conditions of 
a contract are written into its code, which executes 
without the need of a third party. 

One of the major things that differentiate 
cryptocurrencies from regular currencies is 

the fact that cryptocurrencies are anonymous and 
untraceable. Whenever a user decides to purchase a 
cryptocurrency (such as Bitcoin or Ethereum), a new 

“wallet” is created, where the anonymous user will store 
their money. This wallet does not require any personal 
or real information from the user (like a Bank does 
whenever you open an account) and it is impossible to 
trace it to its owner digitally. 

Transactions are also impossible to trace as they are 
anonymous and heavily encrypted. This is making 
these currencies very popular in black markets, where 
untraceable transactions are essential for illegal trading. 

Cryptocurrencies such as Bitcoin are managed through 
blockchains, which is a system where transactions done 
with digital currencies in the community are recorded in 
a ledger, which is uploaded and managed by thousands 
of users across the world. Each ledger is verified by 
miners or people who check these transactions and add 
them to the blockchain. 

Considering that this process is done by thousands of 
users that can corroborate the transactions at any given 
time, it makes it virtually impossible for anyone to forge 
transaction histories and steal money. 

The global market has not yet been significantly 
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affected by cryptocurrencies, as their joint value is still 
relatively small (large companies such as Microsoft 
Corp. are worth much more than the entire share of all 
cryptocurrencies). 

However, cryptocurrencies have been gaining 
significant popularity amongst investors, companies 
and regular people. They should grow in the following 
years and could present a bigger influence on the 
global economy. For instance, some specialists 
argue that a cryptocurrency crash could lead to a 
worldwide economic crisis, while others claim that 
cryptocurrencies are the future of the world’s economy. 

The value of cryptocurrencies, unlike other types of 
coins and exchange forms, is mostly dependent on its 
demand. Since the supply of some cryptocurrencies, 
such as Bitcoin, is programmed to reach a limit 
(Bitcoins, for example, are programmed to reach a 
supply of 21 million coins and never surpass it), their 
supply will be constant. Because of this, their 

value changes depending on their popularity and their 
demand. As of May 6, 2019, one Bitcoin (BTC) was 
valued at approximately $5,776 US Dollars. Ethereum 

(ETH) was valued at $177 and one Litecoin (LTC) at $76, 
to mention a few. 

Overall, digital currencies have become a worldwide 
phenomenon that has swept over the modernized world. 
As of the first quarter of 2019, 34,660,975 blockchain 
wallets existed, but it estimated that the number 
of users is around 25 million. They are becoming 
increasingly popular in countries with emerging markets, 
such as Brazil, Venezuela and Colombia; although they 
are having a hard time finding ways to regulate them. 
Other countries, such as Bolivia and China, have banned 
cryptocurrencies due to their volatility and their lack of 
control over them. 

The rise of investments in digital currencies has caused 
several issues for governments over the world. To begin 
with, the usage of cryptocurrencies for illegal market 
trade is a very concerning matter for many security 
agencies, as it has made it harder for these to be shut 
down. Cryptocurrencies have also been used to evade 
economic sanctions imposed by countries such as the 
United States (as they are not linked to the US. dollar), 
avoid taxes, and send money abroad without paying 
fees. 
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HISTORICAL BACKGROUND 

Cryptocurrencies began with a major financial crisis 
in 2008. The population of the world was feeling the 
consequences of financial problems and economic 
disasters that existed. This event became the first time 
that the problems of the national currency showed 
its great magnitude and impact in the world. The 
US financial crisis devalued the dollar and economic 
challenges affected the whole world. 

At that time, it was decided that a solution was required 
that a centralized bank could offer. To fight the collapse 
of the financial markets governments around the 
world, it was pronounced the implementation of the 
“quantitative easing”, in which more money was printed 
to inject in their economies, thus avoiding another great 
depression.When banks found themselves in trouble 
due to the low value of the currency and the cut in 
interest rates, governments were forced to rescue with 
taxpayers’ money. This devalued the supply of 

existing money, showing central banks manipulate and 
devalue currencies around the world. 

In order to avoid these events, in 2008, an anonymous 
user going by the pseudonym of Satoshi Nakamoto 
published an article on Bitcoin technology and months 
later delivered the software to perform operations. This 
system offered a completely decentralized currency 
and was available to all without a central bank having 
control, with the purpose of giving the coin users 
complete independence. It would rely completely on the 
users and be verified by a group of people that would be 
willing to run calculations in order to receive rewards. 

The first block that would form the Bitcoin blockchain, 
the “Genesis” block, was introduced on January 3, 2009 
by Nakamoto. On October 5, 2009, the New Liberty 
Standard established that $1 US dollar was equal to 
2,300 Bitcoins. Its value would continue to change in 
the following years, rising and growing depending on 
its usage and popularity. Up until 2010, Bitcoin would 
remain the only major cryptocurrency in the digital 
market. Its biggest altcoins and competitors would not 
make their debut until 2011. (Jenkinson, 2018). 

The introduction of the revolutionary concept attracted 
many users into buying the coin in its initial days; as 
the idea of a decentralized, independent and reliable 
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currency was very popular. It didn’t take long for people 
to adopt the currency, begin trading with it and, most 
importantly, mining it. The first real transaction between 
Bitcoins and physical goods happened in 2010, when 
a programmer bought two pizzas for 10,000 Bitcoins. 
Such transaction marked the beginning of what would 
become thousands of Bitcoin transactions over the 
years. 

CURRENT RELEVANCE 

Cryptocurrencies are currently a very controversial 
topic, as they are an emerging economic system that is 
affecting several aspects of the worldwide community. 
As mentioned previously, cryptocurrencies still do not 
have a major economic impact on the global market, as 
their overall value is not significant enough to change 
it. However, they are forging the perspective on markets 
and in which we trade services and products and thus 
are shaping the future of the worldwide economy. 

Bitcoins, for example, were designed to be independent 
of any type of government, bank or intermediary that 
tells the users how to use it since it belongs to all those 
who use it, thus making it a decentralized monetary 

system. They work through Blockchain technology, 
which means that every time a transaction is done with 
bitcoins, the transaction is written down and codified 
in a virtual ledger. The ledger is then verified through 
mathematical equations by a miner, who then uploads 
the verified ledger to the blockchain or the spread 
database of all bitcoin transactions in the history of the 
coin. 

Mining is a relatively simple concept that has become 
very important in the digital world. Basically, mining 
is the process in which transactions done with a 
cryptocurrency (such as Bitcoins) are verified. Every 
time a transaction is made by a user, the transactions 
are gathered by “miners,” who will work to verify 
them. In order to do this, the miners will have to solve 
numerical problems with mining equipment that 
require enormous amounts of energy. The first person 
to find the answer to the problem will be rewarded 
with a specific amount of Bitcoins that are generated 
whenever this happens (currently the award stands at 

12.5 Bitcoins). The “winner’s” block will be the one that 
is uploaded to the ledger, and the process will repeat. 
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Currently, the largest and most valuable cryptocurrency 
is Bitcoin, as it controls 40% of the cryptocurrency 
market. In January 2018, its capitalization market 
totalled at $250 billion. As of April 5, 2019, a Bitcoin’s 
total worth was valued at approximately $5,000. At the 
same time, one Ethereum was valued at approximately 
$165, and one Litecoin at approximately $89. The values 
of cryptocurrencies can fluctuate depending on the 
supply and demand of such, the existing competition 
presented to it (other cryptocurrencies), the exchanges 
it is traded on, the regulations leading its sales and 
changes in its internal governance. 

The increase and decrease of said cryptocurrencies 
could present some effects to our overall economy. To 
begin with, if cryptocurrencies continued to grow in 
popularity and usage, their markets would thrive. This 
would mean that nations and economies would have 
to learn to adapt to the growing power and size of 
cryptocurrencies in order to accommodate their needs. 
It would also imply bigger usage of cryptocurrencies in 
black markets, which would present a global problem. 

On the other hand, if the value of cryptocurrencies 
was to crash all of a sudden, its market would plummet 

into ruin. Miners that spend thousands and thousands 
of dollars on equipment would go broke and investors 
would be driven out of the business, deserting the 
market. The main problem that has emerged with the 
rise of cryptocurrencies and anonymous digital markets 
has been the use of such in illegal markets. Over the 
past couple of years, cryptocurrencies such as Bitcoin 
have become the main currencies in black markets in 
the deep web. 

The fact that these currencies are untraceable to their 
owners (since they are completely anonymous) makes 
them the perfect coin to use in illegal transactions, tax-
evasion and money laundering. It is estimated that one-
quarter of Bitcoin users are involved in illegal activities 
and 46% of all Bitcoin transactions are done with this 
purpose. 

The regulation of cryptocurrencies is a worldwide 
topic that is causing controversy. Regulators and 
authorities are struggling to successfully classify and 
control cryptocurrencies, as well as apply sanctions to 
illegal usage of such. The outright prohibition of digital 
currencies has also been a hindered approach, as it 
doesn’t successfully stop users from opening digital 
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wallets and managing them under the government’s 
radar. So governments have resorted to banning other 
actions related to cryptocurrencies, such as initial 
coin offerings and the usage of digital currencies by 
companies. However, said actions still have not been 
efficacious in managing cryptocurrencies. 

Because of this, many governments have reacted in 
several ways to cryptocurrencies. Some, like Australia 
and Canada, have welcomed cryptocurrencies and 
allowed them to exist with certain surveillance over 
illegal transactions and activities involving such. Other 
countries, like China, have partially or completely 
banned the use of cryptocurrencies in any sort 
of market, fearing them for their instability and 
decentralized nature. 

Countries all over the world have adopted several 
stances regarding cryptocurrencies. Some of the most 
relevant are: 

1. United States of America 
The United States of America has overall reacted 
positively to cryptocurrencies. Although several 
governmental institutions (such as the U.S’s Department 

of Treasury’s Financial Crimes Enforcement Network) 
have been working to diminish the involvement of 
cryptocurrencies in illegal markets. Many American 
companies, such as Subway and the Microsoft Store, 
have begun to accept payments in Bitcoin. 

2. People’s Republic of China 
China is completely against the use of cryptocurrencies. 
In 2013, several government regulators in the country 
released a notice where the use of cryptocurrencies, 
especially Bitcoin, were strictly forbidden. More recently, 
in 2017, the same government regulators banned initial 
coin offerings. 

3. Canada 
Canada adopted a similar posture to that of the United 
States, regarding cryptocurrency. In Canada, Bitcoins 
are allowed as long as they are not used for illegal 
purposes, such as money-laundering, and they are 
considered commodities rather than currencies. They 
are taxed depending on the purpose of the transaction 
(whether it is for investment purposes or buying-selling 
business). 
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4. Finland 
Like Canada, Finland considers cryptocurrencies a 
commodity rather than a currency, and they remain 
unregulated in the country. However, here these 
currencies are not taxed, as they are classified as a 
financial service. Many Finnish banks have warned their 
clients against the use of cryptocurrencies, emphasizing 
on their instability. 

5. Belgium 
Belgium has not undermined nor encouraged the use 
of cryptocurrencies. They have been exempted from 
value-added tax, and they remain unregulated. In April 
2017, Koen Greens, the Belgian Minister of Justice, 
revealed his plans to establish a legal framework of 
cryptocurrencies in order to verify the exchange and 
conversion rates of cryptocurrencies. 

6. United Kingdom 
The United Kingdom does not have any specific laws 
that regulate cryptocurrencies, and overall it has a 
pro-Bitcoin stance. However, the Bank of England 
announced that they believe that regulations should 
be implemented in order to combat illicit activities, as 

the UK is worried over the use of cryptocurrencies in 
terrorism funding, money-laundering and other crimes. 

7. Germany 
Germany reacted positively to cryptocurrencies. 
Bitcoin is considered legal and taxed under certain 
circumstances. Germany does not consider 
cryptocurrencies as currencies or digital money, as 
it does not satisfy the requirements to be one. They 
consider cryptocurrencies as more of “crypto tokens” 
and qualify them as financial instruments. 

8. France 
Although cryptocurrency regulations are still ambiguous 
in France, the government is actively trying to find 
ways to effectively regulate cryptocurrencies. In 2017, 
the government released an ordinance that allowed 
blockchain technology to be used in a broader range 
of financial instruments. Recently, the National 
Assembly initiated a fact-finding mission to investigate 
cryptocurrencies and determine the best strategy to 
regulate them. 
9. Russia 
Russia has not completely banned the use of 
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cryptocurrencies, but it has not been as open to the 
concept as other countries. In 2018, a draft law was 
presented to the State Duma, where several regulations 
regarding cryptocurrencies were established. In it, 
mining was classified as an “entrepreneurial activity” 
and subject to taxation should the miner exceed 
the energy consumption limits. Initial coin offerings 
are exclusive to qualified investors, and tokens and 
digital coins were established as property. The use of 
cryptocurrencies as payment for good and services is 
banned. 

10. Vietnam 
Vietnam does not consider Bitcoins or cryptocurrencies 
a legal form of payment, and therefore does not 
recognize it. It is illegal to issue, supply and use 
cryptocurrencies, and perpetrators can face fines 
of up to around $9,000 US dollars. It is however, not 
regulated, and it is still legal as an investment asset. 

11. Bolivia 
Bolivia has completely banned the use of 
cryptocurrencies. However, since the Central Bank 
of Bolivia hasn’t been able to effectively regulate 

cryptocurrencies, they have resorted to warning citizens 
about the dangers of investing, purchasing of trading 
with cryptocurrencies. 

12. Colombia 
Like Bolivia, Colombia has banned the use of Bitcoins 
and cryptocurrencies in any manner. They have 
stated several times that they do not recognize 
cryptocurrencies as real currencies and that the use 
of such will be without the support of the government. 
Financial institutions cannot invest, broker, protect or 
manage virtual money operation. 

13. Mexico 
Mexico released a law in March 2018 that detailed 
the specifications that institutions and companies 
must undertake should they wish to adopt virtual 
cryptocurrency transactions. In it, the Central Bank of 
Mexico is given the authority to regulate and authorize 
virtual assets, and assets that exceed specific amounts 
are required to be reported to the such. Companies that 
carry out such transactions are also legally obligated to 
detail the risks of such to their clients. 
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14. India 
India has been very sceptical about the rise of 
cryptocurrencies and is working on efficient ways to 
regulate them. Since 2016, virtual currencies were 
banned from institutions, banks, lenders and investors, 
and in 2017, the Ministry of Finance warned investors 
about the risks of dealing with cryptocurrencies. 

15. South Korea 
The government supports “normal” cryptocurrencies 
and encourage institutions to use them. In South Korea, 
creating and managing a virtual currency account 
is legal under certain circumstances, according to a 
law implemented on January 30, 2018. Users must 
have a real-name bank account in order to own 
cryptocurrencies, as their identities must be regulated 
by the government. They must also be adults and 
nationals. 

16. Venezuela 
Venezuela was forced to embrace cryptocurrencies due 
to the deep financial crisis it is currently in. In 2018, 
the government announced the release of the Petro, 
a government-controlled cryptocurrency that would 

be backed by commodities such as oil, gold, diamond, 
coltan and gas. The Petro is exchangeable with other 
cryptocurrencies and bolivares, the Venezuelan 
traditional currency, but it is illegal to issue it to repay 
debts. 

17. Pakistan 
Cryptocurrencies are illegal and unrecognized in 
Pakistan. The government has constantly released 
warnings to institutions, banks and individuals who wish 
to deal with cryptocurrencies, warning them of the risks 
that doing so entails. Their Federal Investigation Agency 
has also launched investigations against people dealing 
with virtual currencies, and they have taken legal action 
against companies doing so. 

18. Egypt 
In 2018, the Central Bank of Egypt warned people of the 
risks that dealing with cryptocurrencies such as Bitcoin 
imply and they stated that the bank will only recognize 
the official currencies accepted by the state (excluding 
cryptocurrencies). The primary Islamic legislator in 
Egypt, Dar al-Ifta, also claimed that dealing with virtual 
currencies is prohibited under Islamic law as it could 
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damage the national security through terrorist and 
crime fundings. 

19. Iran 
Although some people in Iran view cryptocurrencies as 
an opportunity to prosper economically and overcome 
the flaws in the Iranian banking system, the government 
does not recognize virtual currencies and banned the 
use of such on April 22, 2018. 

INTERNATIONAL ACTIONS 

Although cryptocurrencies are still an emerging topic 
and problem across the world and most countries have 
adopted a “wait-and-see” policy towards them, some 
governments have taken actions to fight the effects of 
such. 

For example, in November 2014, the Federal Bureau 
of Investigation (FBI) and the European Union Agency 
for Law Enforcement Cooperation (Europol) led a joint 
operation called Operation Onymous. Both raided and 
busted several hidden services on the Tor Dark Net 
or a hidden platform where anonymous users trade 
illicit products and services. This led to the shutdown 

of several hidden websites, including Silk Road 2.0, 17 
arrests, and the seizure of $1 billion worth of Bitcoins. 

Some countries have also pushed for international 
organizations and institutions to collaborate in order 
to find effective ways to regulate cryptocurrencies. 
Germany and France, for instance, made a joint request 
in 2018 for the G-20 to discuss cryptocurrencies and 
their monetary policies and implications. They also 
called for the International Monetary Fund to run an 
investigation on the implications of cryptocurrencies on 
the global market and to release their results in a report. 

Countries such as Pakistan, where the use of virtual 
currencies are strictly banned, have taken action 
against institutions and companies that have done so. 
On April 2019, the government of Pakistan announced 
they would be taking immediate action against 9 
cryptocurrency firms, including Ayat Enterprises, IDF 
Enterprises and Humanitas Meritus. 

This is the first time that the Pakistani government 
takes legal action against companies violating its ban on 
cryptocurrencies. 
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Similar to the Operation Onymous in 2014, the United 
States also managed to bust several darknet outfits in 
2018 in one of the largest undercover dark web raids in 
its history. 

After Homeland Security Investigation agents infiltrated 
several illicit markets in the deep web, posing as money 
launderers, they were able to arrest 35 vendors and 
confiscate seizures worth $23.6 million, including 
bitcoin mining devices 

The United States Securities and Exchange Commission 
(SEC) has also been involved in the cryptocurrency 
world and its regulation. They have established 
several times that the Bitcoin market is too volatile, 
manipulative and resistant to surveillance. In March 
2017, they rejected a proposal put forth by Cameron 
and Tyler Winklevoss to change stock exchange rules to 
allow the creation of a Bitcoin exchange-traded fund or 
ETF. Up to date, the SEC still has not approved a single 
ETF. (Chandler, 2019). 

In 2013, Canada made headlines on international 
news as the first Bitcoin ATM was opened in a 
Café in Vancouver. This marked a milestone for 

cryptocurrencies, as it demonstrated Canada’s support 
of them and encouraged other countries to follow suit. 
The ATMs would allow users to change cryptocurrencies 
into the national currency (in Canada, Canadian dollars). 
By the end of 2016, there were 900 cryptocurrency 
ATMs worldwide. 

UN ACTIONS 

The United Nations has carried out several projects 
with financing through cryptocurrencies, such as the 
development of energy through solar panels in the 
largest university in Moldova. The United Nations 
Service Projects Office is studying the possibility of 
applying cryptocurrencies to improve humanitarian 
assistance services and transparency for the 
assistance of peace processes since this technology 
can democratize financial systems and include all 
people. Likewise, this organization seeks that donations 
are made through cryptocurrencies as countries 
with complex economies can receive aid through 
cryptocurrency transfers. 

Despite their belief in the positive potential for 
cryptocurrencies, the United Nations is very concerned 
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on the security breaches that are committed using 
such. In order to combat this, the UN has collaborated 
with cryptocurrency industry leaders to spread 
awareness about this issue. In 2017 the United Nations 
Office on Drugs and Crime (UNODC) delivered a course 
aimed to “increase the capacity of law enforcement 
officers, analysts, prosecutors and judges in order to 
understand the complexity of this new concept.”(United 
Nations, 2017). 

In the 2018 G20 Summit in Buenos Aires, the G20 
members debated on the topic of cryptocurrencies, 
their regulations and how to hinder the use of said 
currencies in money-laundering, terrorism funding, 
illicit trading and crime organization. They agreed to 
focus more of their time and resources in investigating 
cryptocurrencies and their effects on their economies, 
as well as beginning to take action with the Financial 
Action Task Force guidelines against unlawful uses of 
cryptocurrency. 

Another UN organ that has been assessing the 
cryptocurrency situation has been the International 
Monetary Fund, which has been tasked to analyze the 
potential effects on the worldwide economy by such 

currencies. 

Although they have not taken any direct actions against 
cryptocurrencies, they have closely monitored them. In 
their October 2018 World Economic Outlook Report, the 
IMF warned about the dangers that cryptocurrencies, 
being such a volatile and unstable coin, could cause to 
the global market. They reminded the community that 
cyber attacks on virtual currency funds present a threat 
about stability of the international financial system and 
that regulators and supervisors must remain vigilant. 
(Bambrough, 2018). 

POINTS TO DISCUSS 

. Should cryptocurrencies be recognized as valid 
currencies by governments worldwide or should they be 
classified as something new? 

. Should the use of cryptocurrencies be legalized? If not, 
how can it be controlled? 

. Can the worldwide economy eventually become 
entirely based on digital currencies? What would be the 
consequences of this? 
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. What actions can be taken in order to stop the use of 
virtual currencies in illicit activities, such as trading of 
illegal products and services, money-laundering and 
terrorism funding? 

. How can governments surveil cryptocurrencies? 

. Should governments find a way to eliminate the 
anonymity of cryptocurrency users or should they be 
given that right? 

. What would happen if the virtual markets suddenly 
crashed? How can this be prevented? 

. What are the risks that dealing with cryptocurrencies 

imply for countries and communities? 

. Is it a good idea to allow countries in economic 
crisis, such as Venezuela, to use cryptocurrencies to 
circumvent the effects of inflation? 

. How can cryptocurrencies be managed, surveilled and 
regulated? 

. Could blockchain technology replace the traditional 
centralized banking methods that “official” currencies 
are managed by? Should this be endorsed? 
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