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How can Texas agencies develop resilient infrastructure to withstand evolving cyber 
and environmental threats? 

In the last year, Texas has experienced extreme 
weather events, social and political unrest, and 
ransomware attacks threatening sensitive data at 
state agencies. These shock and stress events will 
only increase in frequency and severity, as Texans 
saw with Winter Storm Uri. The record-breaking 
storm cause a deadly pile-up in Fort Worth, pictured 
above. As both environmental and cyber threats 
develop and evolve, owners and operators of critical 
infrastructure must prioritize building resilience in 
their systems. How can Texas agencies develop 
resilient infrastructure to withstand evolving cyber 

and environmental threats? This question is 
increasingly relevant for TxDOT as an agency that 
manages a huge inventory of transportation and ITS 
infrastructure, collects and stores sensitive travel 
data, and continues to lead in innovation. 
Understanding vulnerabilities, interdependent 
systems, and critical assets is an essential step to 
maintaining a safe and effective network. In 
addition to those topics, this paper explores current 
initiatives and key strategies that agencies can take 
to understand vulnerabilities, mitigate risk, and 
develop resilient infrastructure.  
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KEY STRATEGIES 

Establish or formalize resilience officers within departments 
and agencies.  
Agencies should appoint resilience “point people” and meet 
regularly as a focus group. These liaisons can help streamline and 
implement resilience efforts.  
 

Create strategic partnerships to advance resilience goals.  
Resilience-building requires collaboration, both internally and 
externally. Partnerships between DOTs, transit agencies, cities, 
counties, and the private sector is an essential piece of knowledge-
sharing and effective implementation.  

Standardize resilience processes and procedures. 
Look to peers and federal agencies for best practices in developing 
standardized resilience policies. Develop protocols for before, 
during, and after extreme events. Plan for possible events in 
addition to probable events.  
  
 

Understand vulnerabilities.  
Agencies should maintain a current inventory of infrastructure and 
systems, and establish processes to keep this inventory up to date. 
Regularly perform risk assessments considering a multi-hazard 
approach rather than a single stressor, and revisit the assessments 
as conditions change. 
 

Consider infrastructure systemically.  
There are often strong interdependencies both within and among 
infrastructure systems. Screen for risks at a systems level rather 
than looking only at individual assets. Consider the effect of threats 
both upstream and downstream of an asset or service. 
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INTRODUCTION 
In the last 12 months, Texans have faced a global 
pandemic, unprecedented winter storms, and a rise 
of cyberattacks. These socio-economic, 
environmental, and cyber events may seem like 
unrelated and isolated disruptions to our civic 
systems. In reality, they each are each directly 
connected to shocks and stresses on the 
transportation system. To maintain a safe and 
effective network, Texas’ transportation leaders 
must understand the problems of today to prepare 
for those of tomorrow. 

In the last decade, resilience has become an 
increasing priority for the United States Department 
of Transportation (USDOT) and state transportation 
agencies across the country. In fact, the 2015 Fixing 
America’s Surface Transportation (FAST) Act, 
requires that projects receiving funding must 
improve the resilience of the transportation system1. 
Though interpretations of resilience vary, the 
USDOT defines it as “the ability to anticipate, 
prepare for, and adapt to changing conditions and 
withstand, respond to, and recover rapidly from 
disruptions”2. Disruptions can be naturally-
occurring or man-made, gradual or sudden—threats 
of extreme weather, climate change, and 
cyberattacks all make critical transportation 
infrastructure vulnerable.  

According to a 2019 analysis by the National Oceanic 
and Atmospheric Administration (NOAA), Texas 

experiences the most frequent, varied, and costly 
natural disasters of any state3. Texas transportation 
networks are regularly threatened by flooding, 
hurricanes, tornadoes, wildfires, heat waves, and 
drought. These extreme weather events pose 
significant risks to the safety, reliability, and 
effectiveness of the state’s transportation system. 
In 2017, Hurricane Harvey caused over $125 billion 
in damage in Texas, more than any other natural 
disaster except Hurricane Katrina.3 Research shows 
that extreme weather events such as Harvey are 
becoming more frequent and severe4.  

Texas has also experienced the dangerous reality of 
cyberattacks as both the Office of Court 
Administration and the Texas Department of 
Transportation (TxDOT) had systems succumb to 
ransomware cyberattacks in 20195. Ransomware 
attacks often operate by gaining access to critical or 
private data and “holding it hostage”, demanding 
ransom payments to restore the agency’s access. 
While protecting sensitive data is an important 
objective for cyber resilience, it is not the only 
aspect of cyber resilience that transportation 
agencies need to consider. Intelligent 
Transportation Systems (ITS) infrastructure and 
Internet of Things (IoT) applications bring exciting 
opportunities to the transportation sector, but 
these new technologies also present risk to the 
agencies and communities that employ them. 
Because these systems are cyber-physical, any 
breaches in the cyberspace components can also 

Principles of Infrastructure Resilience 
Robustness

• Design characteristics of a 
system; strength, safety, 
location of infrastructure

• Assessment of vulnerabilities

Redundancy

• Extra capacity, alternate 
modes, parallel routes, 
upstream and downstream 
support

Resourcefulness

• Innovative solutions, 
collaboration, cross-
disciplinary planning 
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result in physical safety hazards or harm. USDOT has 
recognized the threats associated with these 
emerging technologies and has partnered with an 
interdisciplinary team of agencies including the 
Federal Highway Administration (FHWA), National 
Institute of Standards and Technologies, U.S. 
Department of Homeland Security, Department of 
Defense, and National Highway Traffic Safety 
Administration to research four aspects of cyber 
resilience for the transportation sector6: 

• Vehicle Cybersecurity: Focuses on preventing 
attacks from entry into vehicle systems and 
components 

• Critical Infrastructure Cybersecurity: Focuses 
on protecting against threats and vulnerabilities 
to our roadside equipment, devices, and 
systems 

• Vehicle-to-Infrastructure (V2I) and Vehicle-to-
Vehicle (V2V) Cybersecurity: Focuses on 
ensuring trusted communications between 
vehicles and between infrastructure and 
vehicles 

• ITS Architecture Cybersecurity: Focuses on the 
development of ITS architecture and framework 
required to ensure security in the connected 
vehicle (CV) environment 

Considering Texas’ identified vulnerabilities, this 
paper will focus on both extreme weather and cyber 
resilience for transportation systems. It will outline 
current research and agency initiatives, highlight the 
integration of technology and innovation in 
resilience efforts, share lessons learned from case 
studies around the country, and identify 
opportunities for Texas’ transportation system to 
improve resilience practices.  
	
	
	
	

    CURRENT INITIATIVES  
	
Many local governments have adopted disaster 
resilience plans, often led by emergency 
management departments. In Texas, major cities, 
including Houston, San Antonio, Dallas, and El Paso, 
created resilience plans that include transportation 
networks as critical infrastructure. Some counties, 
regional councils, and state agencies (such as the 
Texas General Land Office) have also developed 
resilience and/or disaster mitigation and recovery 
plans. TxDOT’s 2050 Transportation plan, published 
in August 2020, lists risk assessment and resiliency 
improvement as key objectives in achieving 
statewide planning goals7.  
	
On a national level, the FHWA has been funding 
resilience projects piloted by state departments of 
transportation (DOTs) and metropolitan planning 
organizations (MPOs) for the last five years. Pilot 
projects have fallen under four categories: 
Vulnerability Assessments, Nature-based Resilience 
for Coastal Highways, Asset Management and Proxy 
Indicators, and Resilience and Durability in Extreme 
Weather. Texas agencies have received four grants, 
the most recent being a project focused on flood risk 
and headed by the Houston-Galveston Area Council 
(H-GAC)8. The final project report was issued in 
January 2021 and includes an inventory that 
categorizes major roads and bridges in the Texas 
Gulf Coast by criticality and vulnerability9.  
	

Innovation, Data, and Technology 
	
The opportunity to harness data and technology is a 
common theme in the lessons learned, best 
practices, and emerging ideas in transportation 
resilience. Figure 1 highlights recent examples of 
innovative data and technology applications. In their 
2021 pilot project lessons learned summary, the H-
GAC noted that “the availability and quality of data 
is one of the most important factors” for successful 
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resilience programs9. The analyst team ran into 
challenges with availability or quality of important 
datasets such as transportation asset characteristics 
and suggested a comprehensive, cross-agency 
database showing transportation assets and 
vulnerabilities. In a report issued after Hurricane 
Harvey, the Governor’s Commission to Rebuild 
Texas reiterated this gap, reporting that much of the 
data and analysis tools are available, but a shared 
system that aggregates data sources, web-based 
mapping, and risk identification and reduction tools 
does not exist for the state3. 
  
The Florida DOT has established the Resilience Peer 
Exchange to begin facilitating resource-sharing11. In 
addition to FDOT staff, the peer group includes cities, 

counties, MPOs, FHWA representatives, transit 
authorities, private industry practitioners, and DOTs 
from other coastal states. 
  
In areas where information is not available or easily 
accessible, DOTs are finding new ways to source 
data. The North Carolina, Kansas, and North Dakota 
DOTs are using unmanned aircraft systems—that is, 
drones—to inspect assets pre- and post- disaster, 
identify flooding and dam breaches, and assess 
damage in real time. During extreme weather 
events in 2019 and 2020, the drones collected 
information in areas that were otherwise 
inaccessible and their use enabled faster decision-
making by the DOTs.

Figure 1  
Highlights: Innovation, Data, and Technology 

Data / Technology 

Resilience Peer Exchange

Unmanned Aircraft Systems

ITS Infrastructure

Temperature and Humidity 
Sensors

NISAR Imaging

Resilience Need Met

Resource-sharing

Asset inspection, damage 
assessment

Extreme weather forecasting

Weather-responsive traffic 
management

Rapid damage assessment, hazard 
identification

Hyper-local maps of heat 
distribution, heat islands 

Lead Agency

FDOT10

NCDOT11, KDOT12, NDDOT13

National Oceanic and Atmospheric 
Administration (NOAA) 14

Chicago Metropolitan Agency for 
Planning (CMAP) 15

National Aeronautics and Space 
Administration (NASA) 16

City of Houston 17
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    CASE STUDIES 
	
To explore innovative ways agencies are developing 
resilient infrastructure, two case studies were 
conducted. Marissa Aho, the City of Houston’s Chief 
Resilience Officer (CRO) and former City of Los 
Angeles CRO, highlights Houston’s cross-disciplinary 
and holistic approach to resilience. Lisa Walton, 
Chief Technology Officer (CTO) for San Francisco 
Municipal Transportation Authority (SFMTA), 
emphasizes the need for integrated, system-wide 
cybersecurity. 
	
City of Houston 
	
In February of 2020, the City of Houston published 
Resilient Houston, a framework to help the city 
prepare for, withstand, and recover from shocks and 
stresses. The effort was led by the CRO as part of 
Houston’s participation in the Rockefeller 
Foundation’s 100 Resilient Cities. Resilient Houston 
establishes 18 Goals and Targets, which are 
supported by a total of 62 trackable Actions. Goals 
and Targets range from making neighborhoods 
greener and cooler to increasing regional 
transportation choices; supporting Actions for each 
of these goals include creating an urban heat island 
map and becoming a League of American Bicyclists 
Gold-level Bicycle Friendly Community. In March of 
2021, Houston published a one-year report that 
found 90% of the Actions are in progress, and 2% are 
completed. 
  
Resilient Houston lays out ambitious goals, and 
progress has required strategic partnership across 
disciplines and sectors. Mayor Sylvester Turner 
signed an executive order establishing the role of 
Department Resilience Officer (DRO) for all 24 city 
departments. DROs work together to coordinate 
and implement Resilient Houston priorities. 

	
CYBER RESILIENCE IN THE NEWS 

In February of 2021, the Oldsmar Water 
Treatment Plant was hacked by unknown 
cybercriminals. The hacker was able to 
remotely adjust the levels of a treatment 
chemical, sodium hydroxide, from 100 
parts-per-million (ppm) to a fatal level of 
11,100 ppm. A treatment plant operator 
noticed the computer mouse making 
changes on the screen and was able to 
intervene quickly. Had the change gone 
undetected, the sodium hydroxide levels 
could have been fatal to the 15,000 people 
provided drinking water by the plant18. 
 
Just a month later, Colonial Pipeline 
suffered a foreign ransomware attack that 
compromised sensitive data. The pipeline 
was shut down for six days to prevent 
further exposure, and ultimately the 
pipeline paid a $4.4 million ransom before 
coming back online. The shutdown caused 
service disruptions to much of the east 
coast and huge spikes in gas prices. In 
response to this attack, the Department of 
Homeland Security (DHS) now requires 
pipeline companies to report cyber 
incidents immediately and to have a cyber 
official with a 24/7 direct line to the DHS19. 
 
In light of events such as these, the 
Homeland Security Committee recently 
passed five bills focused on cybersecurity in 
critical infrastructure: H.R. 2980, H.R. 3138, 
H.R. 3223, H.R. 3243, and H.R. 326420. The 
Biden administration’s infrastructure plan 
includes heavy funding for improvements 
to cybersecurity21. 
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Creating and formalizing “point people” was the 
first step in moving the resilience strategy forward. 
  
Successful implementation has also required 
collaboration with over 100 local and regional 
agencies, non-profits, academic institutions, 
volunteers, and private sector partners. The H3AT 
campaign, an urban heat island mapping initiative, 
brought together over 80 volunteers from 
organizations such as Rice University and the Bayou 
Land Conservancy. Volunteers used technology 
provided by NOAA—thermal cameras attached to 
cell phones and GPS-located temperature and 
humidity sensors—to document the heat index 
across the city. This data will help city leaders 
understand the heat distribution as they aim to 
combat urban heat rise and make neighborhoods 
cooler. Also in support of this effort, the city is 
working with TxDOT to collaborate on planting 
efforts as Resilient Houston aims to plant 4.6 million 
new native trees by 2030. 
	
San Francisco Municipal Transit Authority  
	
San Francisco Municipal Transit Authority (SFMTA) 
was formed in 1999 to consolidate the agencies 
responsible for municipal rail, parking and traffic, 
and taxicabs. Given this background, SFMTA is 
responsible for maintaining and protecting a wide 
range of assets and services.  
  
Over Thanksgiving weekend in 2016, SFMTA 
systems succumbed to a ransomware attack. The 
ransomware targeted agency computers, but as a 
precaution, ticket machines and fare booths were 
shut down to minimize their susceptibility. Transit 
service continued, free to riders. With strong 
systems plans in place and regular agency-wide 
back-ups available, the SFMTA team was able to 
safely restore the system within 3 days. SFMTA had 
previously gone through an exercise to prioritize 

services and assets based on criticality, and this 
framework guided the response. The attack 
demonstrated how cyber threats can quickly 
become physical as transportation infrastructure 
becomes increasingly connected. 
	
TxDOT’s May 2020 cyberattack also presented a 
physical threat. As the response team worked to get 
dynamic messaging systems (DMS) back up safely, 
thousands took to the streets in downtown Austin 
to protest the murder of George Floyd. TxDOT’s 
team had to balance the risk of bringing systems 
back online prematurely with the need to keep 
pedestrians and drivers safe and informed. Once 
again, a cyberattack lead to an urgent physical 
threat. 
  
Since SFMTA’s 2016 attack, the agency has made a 
push to incorporate cybersecurity and resilience 
planning in every aspect of the project lifecycle. The 
Chief Information Security Officer  steering 
committee now meets monthly with all 
departments, stakeholders, and project leaders and 
is part of planning conversations even prior to 
project kick-off. Cybersecurity and resilience 
principals are integrated from start to finish—
procurement standards, hiring protocol, installation 
and maintenance standards, and asset aging are all 
important part of the life-cycle approach. 
 
Winter Storm Uri 
	
The impact of Winter Storm Uri on Texas was 
deadly; the Department of Safety and Health 
Services reported at least 111 fatalities related to 
the extreme weather event. The storm emphasized 
the need for resilience in critical infrastructure and 
the interconnectedness of those systems. The 
energy grid failure has received lots of media 
coverage, but the winter weather and impassable 
roads also caused food shortages, water treatment 
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plant failures, and challenges for EMS responders 
and healthcare facilities. While many boil-water 
notices were issued because treatment plants lost 
power or pressure, the City of Tyler’s plant faced a 
different challenge. Their facilities were functioning, 
but treatment chemicals could not be delivered due 
to roadway conditions22. EMS personnel struggled 
with finding stable telecom service, administering 
medical care without water, and reaching patients 
on icy roads. The interdependencies of critical 
infrastructure are a source of vulnerability. 
 
Data collected from CVs during the winter storm 
offers interesting insights. Wejo, a company that 

gathers and analyzes CV data, saw an increase in 
static trips, where the vehicle is running but not 
moving, with particular peaks overnight. This trend, 
shown in Figure 2, supports reports of Texans using 
their cars to warm up and charge cell phones when 
power was out. In Fort Worth, a 133-car pile-up on 
I-35 killed six people and shut down the interstate 
overnight23. Data from Wejo captures changes in 
journey volumes in the surrounding area after the 
crash and identifies the alternative routes travelers 
chose. This data can be used in real time to help 
traffic control centers understand and plan for the 
diverted volume. 

Figure 2  
Wejo Data from Winter Storm Uri 
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    WHAT’S NEXT 
	
Experts expect increases in both cyber and 
environmental threats to critical infrastructure. 
Drawing from current initiatives in peer agencies 
and lessons learned from case studies can inform 
next steps in resilience-building.  
 
Industry leaders in Texas have highlighted threats 
such as heat islands, aging infrastructure, and 
wildfires as growing concerns. Above all, there is a 
high level of uncertainty associated with 
environmental risk: the assumption that past 
weather events are a reliable predictor of future 
conditions no longer holds. Extreme weather events 
will become more common and more varied: Winter 
Storm Uri serves as an example.	 This reality may 
require more flexibility in design and a transition 
from a “probabilistic” approach to a “possibilistic” 
one24. In the cyber realm, attacks targeting critical 
infrastructure have become more frequent. These 

attacks may move towards disrupting service or 
reliability rather than creating physical damage. 
Another concern is legacy components—technology 
or systems that were installed years ago and are 
since outdated. Similar to the physical concern of 
aging infrastructure, legacy components can be a 
source of vulnerability. Finally, agencies are 
beginning to consider risk incurred in the supply 
chain. Construction and maintenance work is often 
contracted out, which adds a risk entry point. A 
strong Third Party Personnel and Security 
framework and procurement standards must be 
developed to minimize risk. No matter the threat—
environmental or cyber—infrastructure must be 
considered systemically. Infrastructure is more than 
individual structures. It is embedded in a complex 
and interconnected world and includes natural, 
built, and human systems. As shocks and stresses 
evolve and uncertainty grows, risk analysis must use 
a flexible, “possibilistic,” and systems-thinking 
approach. 

	

Infrastructure is more than individual structures. It is embedded in a complex and 
interconnected world and includes natural, built, and human systems. Resilience planning must 

move towards a flexible, “possibilistic,” and systems-thinking approach. 
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