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Today there are 3.9 billion people, with an estimated total of almost 24 billion devices, connected 

to the internet. Each device then has access to thousands of programs, applications or solutions, 

each with its own Software Development Life Cycle (SDLC) running in the background. As a 

world of state-of-the-art devices and applications is upon us, new and flexible SDLCs become 

imperative and agility is more necessary than ever. And, as release times become shorter and 

shorter, the impact on many aspects of a company’s software development process, ranging 

from security to maturity, becomes bigger and bigger.

In this digital handout, together with Glenn ten Cate, OWASP-SKF project leader and ING 

Security Chapter leader, we share a number of important facts and figures that’ll highlight the 

future and stress the importance of agile software development - and, more importantly, we 

explain why companies urgently need a safety net to come with it.

Introduction
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Whether it be regular maintenance or new features, the number of releases is ramping 

up to match the competitive and growing digital market. In 2015 alone, a representative 

57% of companies released software either weekly, multiple times a week or daily. With 

this increase in releases, however, came a massive spike in vulnerabilities. The number 

of discovered vulnerabilities increased by 300% between 2015 and 2020 and continues 

to increase rapidly. This can be attributed to many factors, some of which include 

software complexity, vulnerability awareness, and agile development methods.
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The number of vulnerabilities 
is skyrocketing

A decade ago, development teams still used the waterfall approach. 

This systematic, stepwise approach was practical for long-planned and 

moderate-paced releases but lacked complexity. According to Ten Cate, 

security and testing were systematic and thorough, but as releases started 

to be expected faster, the financial burden of pentests began to hint that a 

change was needed.
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Accelerated releases 
need agile SDLCs
Agile development is now the name of the game because of its reactance and speed. Today, 

digital tech giants like Netflix, Etsy and Amazon all update their software hundreds or thousands 

of times a day. Using stats and monitoring software, development and security teams can 

recognise and fend off an attack before it can become a full-on data breach. These fast releases, 

however, are coupled with other methods of security, agile SDLCs and lots of vulnerability 

scanning.
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Injection and business-logic 
mistakes can still be found 
in more than 80% of web 
applications

The SDLC is worked through faster, so vulnerabilities found 

in released software can be identified and targeted much 

quicker. A streamlined SDLC also allows every sprint to deliver 

content to the customers. Working through the SDLC faster, 

however, converts existing pre-release security testing to 

compliance testing, which ultimately does not contribute to 

release velocity, according to Ten Cate. 

To cope with the financial and time burden of testing, 

commonly only the portions of code that are updated 

get tested (save for a few full-scale tests every year). This 

helps stave off a decent amount of local data-handling 

vulnerabilities. There are consequences, however. Injection 

and business-logic mistakes can still be found in more than 

80% of web applications.
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Companies urgently 
need a safety net
Even with automated pipelines, security quality gates and 

aware development teams, vulnerabilities continue to appear. 

Companies with highly developed security systems (like 

Google and Amazon, mentioned before) still report a vast 

number of vulnerabilities. Ten Cate: “This is where alternative 

security methods start to shine.”
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Security methods, like bug bounty programs, can act as a 

safety net, catching vulnerabilities that inevitably fall through 

the cracks. “A safety net prevents loose mistakes from 

being abused and developing into full-on security breaches. 

Bug bounty programs offer a perfect way to have the very 

best ethical hackers search for unknown vulnerabilities in a 

continuous and unstructured way. They bring fresh eyes and 

specialisation, which can build a strong and independent 

defensive guard for a company’s security”, says Ten Cate.

Only 19% of web applications have a nested  

high-risk vulnerability

The percentage of websites containing a high-risk 

vulnerability fell by 17% between 2018 and 2019 

The number of discovered severe vulnerabilities dropped 

by 33% between 2018 and 2019 as well

Effects of this are already surfacing:

Average number of vulnerabilities 
per application in 2019

High

Medium

Low

55%

15%

15%

7



8

Conclusion: closing 
the gap is critical
Even now, companies continue to adopt agile and DevOps approaches to software 

development. The fast-paced development cycle continues to trickle through industries and 

companies worldwide. Ten Cate: “This current view will be the upcoming struggle of coming 

years. It takes time for companies to adopt new methods, so a conversion from waterfall to agile 

development will define the next decade at least. Furthermore, the gap between security and 

software development definitely needs to become smaller as agile development and DevOps 

continue to spread.” 

“Companies like Zerocopter already play a crucial role in maintaining companies’ digital security, 

and they’ll become even more important as security itself becomes further engrained in software 

development. Zerocopter can help you create that all important safety net and make the gap 

smaller instead of bigger, preventing you from falling into it. So give them a call if you don’t want 

to fall.”
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software development needs to 

become smaller as agile development 
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Contact 
Monday - Friday

9:00 - 18:00 CET

+31 20 261 67 43

zerocopter.com

info@zerocopter.com

Location 

Werfkade 2

1033 RA Amsterdam

The Netherlands

Lübeckweg 2

9723 HE Groningen

The Netherlands

Learn how Zerocopter 
helps security

(https://nvd.nist.gov/general/visualizations/vulnerability-visualizations/cvss-severity-distribution-over-time) 
National Vulnerability Database USA

(https://www.ptsecurity.com/ww-en/analytics/web-vulnerabilities-2020/) - Positive Technolgies
Positive Technolgies
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