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Introduction

Four billion devices were added to the internet-of-things between 2019 and 2020 alone. With this increase 

in the number of devices comes an increase in the complexity as well. The classic example goes that a 

standard smartphone in 2020 is thousands of times faster and hundreds of times more complex than the 

computer that sent the Apollo 11 rocket to the moon. This ever-increasing complexity affects the ultimate 

structure of the internet, impacting all that use it.  As the rapidly increasing number of complex 

devices are added to the internet, the number of attack surfaces for cyber criminals to target 

also increases. These attack surfaces continually increase in size and complexity, 

especially as business becomes more centred in the digital world.

On top of the volume of devices, the speed at which software and updates 

are released is increasing as well. In the past, releases would be few and 

far between with relatively large changes happening at once. Now, 

releases can come every day, with many smaller changes being 

released within the same time period. This can introduce other risks, 

such an increase in attack surfaces as a result of more content, but 

overall can allow fast and effective changes which can help maintain 

system security.
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Businesses are heavily influenced by changes in cyber security 

because any company which stores their customers’ information 

has intense pressure and responsibility to keep it safe. The 

scarcity of in-depth security knowledge in most developer teams 

makes it impossible to create a system completely secure from 

the start, so, after release, many businesses have to roll with the 

punches as they come.

To adapt to the quickly evolving cybersecurity landscape, 

businesses and security teams have started to apply their 

own creative ideas to strengthen their defences. One of the 

largest and best defences against criminal hackers is to use 

hackers themselves. White hat or ethical hackers have risen 

to prominence because of their added creativity and grasp of 

attacking systems. Relating the process of how an ethical hacker 

might attack a system with how a business might defend it helps 

build strong walls against criminal hackers. 

Ethical hackers, although we refer to them as researchers 

because they are the ones that research your scope, can 

provide a variety of beneficial services for businesses, including 

anonymous vulnerability reports, penetration tests, or even 

participate in an organisation’s bug bounty program. If you don’t 

know what a bug bounty program is or how it can help protect 

you and your business’ information, do not worry, that is what we 

will discuss in this whitepaper.
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What is a Bug Bounty 
program? 

A bug bounty program is a competition in which researchers 

are invited to look for and disclose any weaknesses in 

online or network environments. For each bug found, the 

hacker receives a prize (bounty) based on the severity of the 

weakness.

There are two categories of bug bounty programs: public and 

private. Public bug bounty programs are open to everyone, 

while private programs require organisations to invite hackers 

to participate. Despite public programs yielding the best 

results - because they attract a considerable amount and wide 

variety of hackers - we are a fan of and specialise in private 

bug bounty programs, using our network of experienced 

and vetted security researchers to find vulnerabilities. We 

specialise in private programs because they grant our clients 

the control and the organization to effectively identify and fix 

vulnerabilities. 
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Bug bounty? 

A bug bounty refers to the reward offered for 

vulnerabilities discovered within a set scope. 

By starting with a private program, security 

teams can then work with a smaller group 

of hackers to identify unknown and easily 

found vulnerabilities as they optimise internal 

security processes. This allows them to 

become comfortable with the volume and 

types of vulnerability reports they might expect 

to receive before advancing to a public bug 

bounty program.

A bit of bug bounty history 

According to Wikipedia, a company called Hunter & 

Ready, founded by James Ready and Colin Hunter in 

1980, initiated the first known bug bounty program in 

1983 for their Versatile Real-Time Executive operating 

system. Anyone who found and reported a bug would 

receive a Volkswagen Beetle (a.k.a. Bug) in return. Over 

a decade later Netscape Communications Corporation 

noticed that software fans often discovered bugs 

themselves, then released tips and tricks on how to 

avoid or fix the bugs. Netscape decided that they could 

leverage that information to help improve their software, 

coining the term ‘Bugs Bounty’. 
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Bug Bounty Program 
Advantages
Vulnerabilities are an integral component of computer 

software. It is impossible to develop a program which is 

impervious to tampering with. A program can be built with 

an endless number of protections and security measures, 

but there will always be some form of weakness. For this 

reason, security flaws should not be seen as shameful but 

as a source of inspiration to build more robust defences. 

Bug bounty programs work towards awakening that needed 

motivation, as well as help form a solution.

These are a few advantages:

A continuous solution for a continuously  
changing world 

In the last decade alone, the pattern of software 

releases has changed dramatically. Ten years ago, 

software updates and new programs may have been 

released a few times a year, which was coupled 

with heavy testing before release and drawn-out 

release schedules. Now, software is released almost 

continuously. This is great for business and boosts 

company responsiveness, but can leave the software 

not fully tested. Bug bounty programs are a solution 

for this. They offer a continuous way to test your 

system, regardless of how fast you release software. 

Bug bounty programs also provide a safety net 

against errors in your system that come from 

mistakes by humans. When updating a system, 

especially on a release deadline, mistakes are 

bound to be made. Flaws, such as Business 

Logic vulnerabilities which arise from the design or 

implementation of a process in a system, can be 

identified and corrected quickly, taking pressure off 

developers.
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What seems to be the problem?

Finding security issues or bugs in code can be a 

difficult task, especially for those who write it. In the 

same way, a new newspaper article is passed through 

multiple hands and checked over numerous times 

before being published, code and software can benefit 

from new perspectives both before and after the 

release. Bug bounty programs provide additional and 

safe perspectives to help uncover issues in a system 

that may have gone unnoticed by the developers. 

Researchers utilise creative and abstract strategies 

to find holes in a system’s code which would be very 

difficult to discover without that additional set of eyes. 

Beat the bad guys

A team of researchers can produce a more extensive and 

impactful list of bugs in a shorter time than a developer 

or security team because of the ability to increase size. 

Adding more Researchers is easy and efficient, letting the 

good guys find the bugs before the bad guys do. 
Lower your costs

Bug bounty programs, compared to other traditional 

security breach tests, pay per vulnerability rather 

than per the amount of time spent finding it. This 

helps save on money spent finding the problems and 

allows for more capital to be invested in forming a 

solution. In addition, paying per vulnerability motivates 

researchers to follow a trail to its end, producing more 

results in less time than traditional or individual risk 

assessments. And though money is a strong motivator, 

researchers are genuinely interested in helping you 

discover and solve any vulnerabilities. 

Show the public that you are open

By using a bug bounty program to test your code, you are 

showing your consumers that you are completely open 

about your systems. Consumers may put more trust into 

the security of your online presence if hackers, which aren’t 

part of the company, dig through the code and point out 

any flaws and imperfections. Bug bounty programs help 

show your customers that you care about keeping their 

private information safe.
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The advantages of working with hackers

Hackers have experience in the field of digital breaking 

and entering. Their expertise lays in looking at a problem, 

finding a small error or mistake, and cracking it open like 

an egg. Malicious hackers use this ability to take, steal and 

manipulate, which can be scary and intimidating. Development 

or security teams prepare for attacks by setting up layers of 

security, but mistakes are usually made, which can easily be 

taken advantage of.

Those teams try to think like a hacker would and try to prevent 

those specific attacks, but who thinks more like a hacker 

than a hacker themselves. By working with hackers, you can 

smooth out the imperfections that a development or security 

team may not even think could be an issue. Researchers 

perform the same breaking and entering that the malicious 

hackers do but instead of taking what they can, they make 

the bed, clean the counter and leave a note for you to lock the 

door next time.

Giving a hacker the go-ahead to intentionally break into your 

systems can be very scary, but the benefits heavily outweigh 

the downsides. Working with hackers helps prevent any 

unexpected intrusions and helps prepare for any future cyber 

attacks.
 

6 Train as you go

During a successful bug bounty program, you will 

get reports on your system’s most significant and, 

sometimes, smallest vulnerabilities. With those reports, 

developer and security teams can refine and polish 

the system to remove those vulnerabilities. While fixing 

those weaknesses, your teams will also get additional 

experience and training on what to pay attention to 

next time they update or add to the system. 

Experience is the name of the game when working 

with hackers. From their own experience in cyber 

security to the new experience your development and 

security teams will acquire, incorporating a bug bounty 

program will always help you to improve. Though 

working with hackers can appear dangerous, their goal 

is the same as yours: to help improve your systems 

and set up a safer environment for your business and 

your customers. Because the hacker can very well be 

your customer.

7
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Bug Bounty Programs vs 
the rest 

There are many ways to test the security of an online system, 

and all of them can provide invaluable information on how to 

improve and strengthen the system against cyber attacks. 

Each program or method has its upsides and downsides; 

here, we will discuss how a few of these other methods 

compare to a bug bounty program.
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Bug Bounty vs Pentest 
The main difference between a penetration test and a 

bug bounty is the scale and speed at which you can set 

up and get results. A bug bounty program can be set up 

in a day while a penetration test can take as much as 3 

months. Additionally, bug bounty programs return a large 

number of high-quality reports very quickly, as a result of 

picking out of a worldwide talent pool. The nature of bug 

bounty programs also allows them to be more flexible 

and communicative, especially when using our platform 

which provides easily accessible communication with 

researchers. 

One of the differences between a penetration test and 

a bug bounty program lays in the cost to the company. 

With a bug bounty program, you know the cost of 

a bounty beforehand and only have to undergo the 

cost when a vulnerability is found. This means that the 

total cost of a bug bounty program is spread out over 

time, with each weakness getting an opportunity to be 

fixed. For penetration tests, a company is required to pay 

regardless of whether the test produces favourable results. 

Another difference is in the size and diversity of the hacker 

team that you can get access to at once. Bug bounty 

programs, both public and private, give you access to 

extensive teams, all working to find bugs in your systems. 

Typically, one or two people perform a pentest. As 

experienced as they are, two people have a limited amount 

of knowledge and expertise as opposed to a whole team of 

experts.

Bug Bounty vs CVD 
Bug bounty programs and CVD do not compete in the way 

the pentests and bug bounty programs do. CVD allows for 

easier disclosures of vulnerabilities from external parties, 

which plays nicely into the core of bug bounty programs. 

Successful bug bounty programs are essentially organised 

CVD events with extra motivators. CVD is a passive 
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agreement which results in vulnerabilities 

being discovered and disclosed without 

punishment, while bug bounty programs 

ask researchers to find vulnerabilities and 

get paid for disclosing them, also without 

punishment.

In a way, a bug bounty is a form of CVD 

which more directly motivates white hat 

hackers to find and disclose vulnerabilities. 

The combination of the two can be 

invaluable to an organisation which strives 

to strengthen their security without directly 

hiring experts or without taking actions 

against Researchers who want to disclose 

vulnerability information. 

What is CVD? 
CVD (coordinated vulnerability disclosure) allows companies to indicate 

that they are open to receive external reports, as well as lets them lay 

out preconditions. There are three ways an external researcher can 

handle finding a vulnerability: full disclosure, where a researcher makes 

the vulnerability known publicly; non-disclosure, where a researcher 

finds a vulnerability and keeps it to themselves; and responsible 

disclosure, where a researcher discloses that there is a vulnerability to 

the organisation or company. CVD is a form of responsible disclosure 

and allows the company to become aware of its vulnerabilities without 

having to take legal action against external researchers.

Because the organisation which owns a system is legally responsible for 

the security of that system, the additional vulnerability reports received 

due to CVD are incredibly beneficial for improving the companies 

security as well as provides a motive not to report the researchers 

providing the information. The establishment of CVD is beneficial for 

both parties when vulnerabilities are being disclosed, as well as provides 

the means to use other forms of cyber security techniques.
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When are you ready for a 
bug bounty program?
Bug bounty programs are an invaluable tool and investment for an 

organisation which is ready for it but can be unnecessary or costly 

for companies which don’t have a mature security infrastructure in 

place. The first and largest step to ensure that your organisation 

is ready for a bug bounty program is to self-assess your current 

security situation and predict how it would perform under a 

program (where a program refers to a bug bounty program).



14

Little to no internal 
testing of system 
security

1 Automated checking for 
common vulnerabilities 
(or similar)

2 Regularly contracted 
penetration tests  
(or similar)

3

If your company falls into category 1, you 

are most likely not ready to establish a bug 

bounty program. With small amounts of 

internal testing, once you open a program, 

there will most likely be a large number of 

vulnerability reports which could have been 

found by cheaper and more straightforward 

means. White hat hackers will pounce on 

freebies and ‘low-hanging-fruit’ quickly and 

will end up costing you more money than 

other classical forms of security checks 

would. 

If your company falls into category 2, you 

could be ready for a bug bounty program. 

The incorporation of automated self-checks 

removes most of the freebies that would 

end up costing your company more than 

the program could be worth. With some 

preparation and the assurance that you 

satisfy the rest of our recommendations, 

you could greatly benefit from a bug bounty 

program.

If your company falls into category 3, you 

are most likely ready for a bug bounty 

program. A well-established security 

process can allow you to process incoming 

vulnerability reports efficiently. Additionally, 

your received reports will provide you with 

more severe or creative vulnerabilities than 

a standard penetration test could uncover.

Which ‘maturity’ category do you fall into?
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Internal Process 
Before beginning a bug bounty program, make sure you 

have a well-established platform to receive and process 

reports. To build a successful bug bounty program, you 

should be able to react to vulnerability reports quickly and 

triage them through their lifespan: opened, in progress, 

closed, etc. If you expect a large number of reports, APIs, 

sorting techniques, and even duplication monitoring may 

become necessary to run a successful bug bounty program. 

In addition to being prepared to receive vulnerability reports, 

your organisation must also be aware of what forms of 

communication and information storage it uses and which 

present new attack surfaces. Understanding where and how 

vulnerabilities may appear within your system allows you 

to set and maintain a scope during a bug bounty program, 

with a focus put on your most vulnerable areas. Once those 

areas are checked for vulnerabilities and strengthened, you 

can extend your scope further.
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Have a ‘Security Champion’

Security teams become increasingly crucial if you want to start a 

bug bounty program for your organisation, and the size of your 

team can heavily affect how successful establishing a program 

will be. You may also want a Security Champion who will facilitate 

the resolution of vulnerabilities and help with maintaining effective 

communication.

No dedicated security 
staff1

A small security 
team2

A well-developed 
security team3

Multiple security teams 
with communication 
between them

4

Of the four choices listed below, pick which 

one fits your company best:
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No dedicated 
security staff1 A small security 

team2

A well-developed 
security team3Multiple security teams with 

communication between them4

Team 1: Without dedicated security staff, it is not recommended to start a bug 

bounty program, which requires constant communication and monitoring to ensure 

that things are clearly understood and resolved within a timely manner. You may 

be able to process the occasional vulnerability report submitted by an external 

researcher, but once you initiate a bug bounty program or even establish CVD, you 

need a Security Champion and team to process and resolve reports successfully.

Team 4: Your organisation is prepared to establish a bug bounty program; however, 

scaling needs to be taken into account. With a large corporation, you may run into 

organisational problems if you are not well prepared. Organisation-wide analytics 

and communication lanes may be necessary to maintain a constant influx of 

vulnerability reports. 

Team 2: You may have enough security personnel to develop a small bug bounty 

program which is composed of a few researchers which may have submitted 

vulnerability reports in the past. A small team may be able to maintain the necessary 

communication to process and resolve reports but only on a small scale. If more 

researchers are invited, your team may easily become overwhelmed.

Team 3: Your organisation has the perfect team for a decently-sized bug bounty 

program. A large team can easily process and resolve reports efficiently, especially 

if an adequate information train is established. An information train stresses a solid 

line of communication and a security champion to help ensure reports are resolved 

quickly and effectively. 
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Do it yourself vs 
outsourcing
Setting up a bug bounty program requires a lot of organisation 

and effort, especially if it is to be successful. Starting with a 

small disclosure program, like a very selective bug bounty 

program, a company may be able to handle the influx of 

vulnerability reports, but as things begin to scale, it will 

become less and less feasible for an organisation to run its 

own program without making some changes.
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Staffing is the key 
If your organisation is set on taking the self-run route 

when establishing a bug bounty program, then it should 

focus on collecting an extensive and work-ready team 

to take on the organisation, processing and resolution 

steps of a program. Without an experienced team which 

is prepared and patient enough to take on the challenge 

of categorising, sorting and resolving a large number of 

vulnerability reports, your entire program may begin to 

fail. If the program fails, Researchers will begin to find 

other organisations with better resolution processes and 

leave your bug bounty program untouched.

Outsourcing as a solution
It may be less costly for your organisation to outsource 

a large amount of the work required when managing 

a bug bounty program. Outsourcing to a company 

that specialises in the management of bug bounty 

programs, such as Zerocopter, can reduce the 

required administrative and communicative workload 

for your organisation, allowing you to focus on resolving 

vulnerabilities.

Outsourcing can handle a wide range of organisational 

and communication processes which are tedious and time 

consuming for self-managed bug bounty programs. Some 

of these processes include:

• Triage of reports

• Arranged payouts and communication with researchers

• Reduction to a single point of communication

• Automatic sorting of reports, letting you access the 

most pressing issues first

• Automatic duplicate removal

Some of the processes above can be solved with APIs, but 

the experience from outsourced bug bounty companies 

can be invaluable. Experience is an essential factor to 

consider when deciding to self-manage or outsource your 

bug bounty program.
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Setting up a bug bounty 
program
Setting up a bug bounty program can be a very daunting task. Here we 

will outline a few tips and tricks to help you start a bug bounty program.

Have a clear understanding of what you would 
like to get out of the program2

Do you have the necessary security team and 

security habits to start a bug bounty program? 

Be aware of where your vulnerabilities might be so 

you can make decisions about what the scope of 

your program will be.

Perform or keep performing automatic risk 

assessments or periodic audits before beginning 

your bug bounty program to get rid of freebies and 

low-hanging-fruit. This is both a cost-effective and 

safe consideration. 

Have a clear understanding of what you would 
like to get out of the program1

Before starting a bug bounty program, it’s important 

to lay out what you want to accomplish in both the 

short and long run. Do you want to secure a specific 

part of your system? Do you want to improve how 

customers view your system’s security? Having a 

clear plan helps with organisation and planning from 

the start of your program and gives you milestones 

to accomplish along the way.
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Stay transparent4
Be aware of the type of environment you are building 

for the researchers. Researchers will note how they 

are treated and how smooth their experience is 

with your organisation. This may seem like a trivial 

matter but your bug bounty program will prove more 

successful if you optimise the experience for both 

yourself and the Researchers.

Being open about having a bug bounty program can 

impact the way your customers view the security of 

your system. If you are not transparent about what 

the program will accomplish and how it will affect the 

security of your customers’ data, your customers 

may negatively perceive the program as a whole.

Internal transparency and communication are also 

paramount to a successful bug bounty program. 

Ensure your entire organisation knows that you 

started the program and how it may affect them. 

Informing each department how it will affect them 

prevents unease and helps the program run 

smoothly.

Build a solid scope3
Building your scope is a crucial step to complete 

before initiating your bug bounty program. To 

help explain your scope, start by giving a general 

description of the organisation and even what the 

goal of the program is. Feel free to lay out what 

issues are most important to you so researchers can 

start by looking in that direction.

Specify a target URL or set of URLs, and even state 

which URLs are out of the scope.

Give some technical specifications about the 

environment your system runs in, this allows the 

researchers to grasp what needs to be done faster 

and leaves little room for interpretation.

Keep in mind if any special features require extra 

information for the researchers to complete their 

work.

Do not change your scope during a program. Allow 

the scope to naturally ‘run dry’, then begin a new 

program with an extended scope.



22

Have a team ready6

It is also important for the success of the program 

to have an experienced security team that is both 

patient when the reports come slow and efficient 

when a large influx comes in. 

If you are considering self-managing your bug 

bounty program, it may be worthwhile to use APIs or 

a larger team to help organise and process reports 

since the number of reports can quickly get out of 

hand, especially at the start of a program. 

Consider preparing your team with organisational 

standards to help the efficiency of report processing 

and the speed in which reports can be closed. Also, 

consider implementing rules for your teams (such 

as not allowing closed reports to be reopened). 

This can help reduce duplication and saves on 

organisational errors.

Budget5
Bug bounty programs are an investment and require 

a stable budget to function. With each resolved 

vulnerability, a researcher gets a payout (usually 

depending on the severity of the vulnerability). 

Depending on whether you self-manage or 

outsource, payments can be made after a 

vulnerability is resolved. If it isn’t resolved after a 

month, then a payout is usually arranged regardless. 

This can quickly add up, so it is important not to 

underestimate the cost of the program.

Whether you want to self-manage or outsource 

your bug bounty program, you need to have a team 

ready to deal with the influx of vulnerabilities. Quickly 

resolving vulnerabilities, and having a team to do so, 

shows researchers that you care about their input. 
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Keep outsourcing in mind8

Rinse and Repeat7
Security threats continuously change so it is 

beneficial to take what you’ve learned and 

occasionally begin a new program. End a program 

and adjust the goal and scope of the next program 

to adapt to what you have learned. This also allows 

your security team to improve how they structure 

new parts of your system.

If self-management seems out of reach for your 

organisation, outsourcing is a viable option which 

can help with organisation and efficiency.
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Summary

Setting up a bug bounty program can be an incredible 

asset to your organisation, especially as our world 

becomes more complex and hackers get more and more 

opportunities to do their work. By setting up relations with 

researchers, you build a team that works towards helping 

you be as secure as possible while keeping an eye on 

your vulnerabilities. During a bug bounty program, you 

get insights into how you can improve the security of your 

system while showing your customers that you genuinely 

care about their information security. 

Starting a bug bounty program can sometimes be difficult, 

however. You need to make sure that your systems are 

refined enough to make the program cost-effective, and 

you should have a well-developed team to process your 

incoming vulnerability reports. But the advantages of 

learning where you might be vulnerable from more creative 

sources make it all worth it.

It doesn’t even have to be difficult. At Zerocopter we help you 

organise and simplify your bug bounty program so that you 

get the most successful and efficient program possible. With 

our team of researchers, we provide you with the platform and 

interface to strengthen your security systems, while paying out 

researchers and organising your vulnerability reports. 



If you are interested in how Zerocopter can 

help you kickstart your own bug bounty 

program, download our brochure.

Contact 
Monday - Friday

9:00 - 18:00 CET

+31 20 261 67 43

info@zerocopter.com

Location 

Werfkade 2

1033 RA Amsterdam

The Netherlands

Lübeckweg 2

9723 HE Groningen

The Netherlands

Learn how Zerocopter 
helps security

https://www.zerocopter.com/brochure?utm_source=whitepaper+-+lowdowns+on+bbp&utm_medium=pdf
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