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At Zerocopter, we still come across 
companies and organisations that rely solely 
or largely on penetration testing (pentesting) to 
determine whether their applications and data 
are safe or not. Well... they all should know 
better. In this whitepaper, you’ll read about 
our thoughts on pentesting and about our 
solution that’s more reliable, cost-efficient and 
sustainable than pentesting alone.

Edwin van Andel
CEO of Zerocopter
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What are pentests for?

There are several reasons why companies and organisations 

do pentests, and identifying vulnerabilities for risk reduction is 

one of them. However, on many occasions, the real reasons 

for commissioning pentests are regulatory compliance, 

customer expectation, or contractual requirements. In other 

words: just to check the box. As a result, and due to cost-

savings and pentest shortcomings (more on this below), the 

effect and effectiveness of pentesting have been drastically 

reduced. This hasn’t stopped companies and organisations 

from spending millions a year on pentests, because they are 

well-understood and accepted by auditors and compliance 

regulations, and not because they are effective for reducing 

risks or controlling costs. 

This is not a desirable situation and it’s one of the reasons why 

we’ve made this whitepaper and why we’ve come up with a 

solution that’s in many ways better than pentesting alone.

Pentest problems
Our pentesting point-of-view is based on the above and the fact 

that we believe a pentest is actually a questionable snapshot. 

After clicking, the picture has already aged beyond the point that 

it doesn’t reflect the current state of IT security anymore. To make 

matters worse, this isn’t the only pentest problem. We’ve listed the 

rest of them on the next page.
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Limited budget 
A pentest starts with a hypothesis and is answered 
in the end. Changing the focus of the research 
mid-way is not possible most of the time, because 
this will result in a parallel pentest. Budget and time 
do not allow that.

Limited time 
Pentests are time-boxed with a limited scope, 
giving criminals all the time in the world to look at 
your digital environment.

Limited learning by DevOps 
Most of the time, DevOps are not involved in 
the result a pentest brings forth. This limits the 
possibility of learning precisely in the area where it 
is needed.

Limited flexibility 
Pentests do not allow the scope to be changed 
since the time frame is set and the budget 
is fixed. You can’t add testers with specific 
knowledge mid-assessment.

Limited possibilities to scale 
Calling one of the Big Four every two weeks to 
pentest a new release is not sustainable.

Slow feedback loop 
Pentesting takes up much time, slowed down 
even more by waiting on a report. Also, when 
that report is finally written, your DevOps-team is 
already in the next sprint.

1

Limited expertise 
Typically, one or two people perform a pentest. As 
experienced as they are, two people have a limited 
amount of knowledge and expertise as opposed to 
a whole team of security experts.
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Pentest problems
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This is in a nutshell our point of view on pentesting in 2020. Yes, it’s 

quite negative, but hey; we’re not the sugarcoating-type of company 

(although we do like sugar…) and we’re trying to prove a point here. 

So, due to pentest limitations, it’s not wise to rely solely or largely on 

pentesting for ‘safety’. That doesn’t mean you should stop pentesting 

though. First, before we come to the conclusion (and solution) we have 

to talk about Bug Bounty programs. 

“That doesn’t mean you should stop 
pentesting.”
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Bug Bounty programs

Alright, Let’s answer the ‘what’ question first. A Bug Bounty 

program is a program (duh…) for which ethical hackers - or 

researchers as we like to call them - are invited to look for 

vulnerabilities in online environments. When a bug is found, he 

or she receives a reward (bounty), and the value depends on 

the severity of the vulnerability. Up next is the ‘why’ question.

These are the main reasons why:

Why should you consider running a 
Bug Bounty program?

Continuous control 
In contrast to pentests, Bug Bounty programs are ideal for 
continuously checking online environments. In most cases, 
this fits in much better with the way software is developed 
and released. Where previously a large software release 
was done a few times a year, we see more and more 
companies and organisations deploying software weekly or 
even several times a day.

1

Quality 
Because a group or small army of ethical hackers 
(depending on your budget) checks your online 
environments for vulnerabilities, the chance of finding them 
is considerably bigger.

2

Speed and flexibility 
A Bug Bounty program can be setup easily and quickly - 
within a day, if necessary - and, unlike a pentest, it has a 
flexible scope.

3

Transparent cost model 
During a Bug Bounty program you pay per vulnerability 
and the amount of the bounty depends on the severity of 
it. This makes Bug Bounty programs very transparent in 
terms of costs, and it keeps the investment for retesting 
online environments low.
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Bug Bounty program drawbacks
And just like pentesting, Bug Bounty programs have disadvantages. We’ve listed the most important drawbacks here:

Never done anything about 
IT security? Do a pentest
If an online environment has never been 

tested, we recommend doing a pentest 

first because of the financial aspect. With 

a pentest, you know exactly how much 

it will cost, while during a Bug Bounty 

program you pay per vulnerability found. 

Usually, more vulnerabilities are found in an 

untested environment, which makes a Bug 

Bounty program quite expensive.

Makes planning for 
developers difficult
Vulnerabilities must, of course, be 

addressed. In many cases, this task 

lies with the development team, and, 

because during a Bug Bounty program 

vulnerabilities are reported in an irregular 

manner, solving them is difficult to plan 

- which can be experienced as stressful 

by developers. This can be solved by 

properly communicating with developers 

when a Bug Bounty program takes place, 

making it easier for them to plan time to fix 

vulnerabilities.

You don’t get to know 
what’s good
Bug Bounty programs are entirely focussed 

on finding unknown vulnerabilities, so you 

don’t get know what’s good. Not everyone 

finds that important, but it’s a disadvantage 

to some. 



As far as we are concerned, pentesting should be used for reducing risks or 

controlling costs and not as the only way to determine whether applications 

and data are safe, or worse: just to check to box. They deserve better than 

that. Lucky for them, this is where our solution comes into play.

Solution

Don’t pull the plug on pentesting. Our suggested solution is to debug 

pentests with Bug Bounty programs. You can do this by reducing the 

number of pentests to free up budget for Bug Bounty programs and 

combine the two for a more reliable, cost-efficient and sustainable way 

of continuous security testing - instead of taking those ‘mandatory’ 

snapshots. By combining the two, you eliminate the disadvantages of 

both and keep the benefits. It’s as simple as that. 

If this whitepaper hasn’t convinced you, or if you have another opinion 

you’d like to share, please contact us.

Conclusion and solution: 1+1 = 1

Contact us

https://www.zerocopter.com/contact?utm_source=website&utm_medium=referral&utm_campaign=whitepaper+pentest&utm_content=contact
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